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Abstract

Because cloud computing adoption grows day-by-day, it is essential for the
executives of a company to be able to rely on a risks management guidance
to fully grasp all the aspects concerning cloud computing security.

The concerns of the industry, the security standards, the official guide-
lines, and the European laws about the security when using cloud services
have been analyzed. The risks, the measures, and the obligations have been
gathered. This paper, with all these information collected, describes how to
run a risk management for public SaaS security keeping a business-driven
mindset. While running the risk assessment, the management should look at
the impact a threat may have on company activities, image, and finances. It
will decide on the measures that should be implemented by the administration
or the IT.

Following this guidance should minimize the risk of using public SaaS
cloud computing and allowing a company to align its security goals with its
business goals.

Keywords: Cloud computing security, public SaaS security, risk
management guidance, risk assessment guidance, business-driven
security, risks and measures for public SaaS
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1 Introduction

This chapter introduces the subject of the thesis. The background of the topic
provides a general overview of the area. Then, the previous researches made on the
subject will be presented, the problem that will be investigated, the motivations,
research questions, the scope and the target group.

1.1 Background

Nowadays, companies are pressured to keep tight schedules, comply with the stan-
dards and globalize their services. The life cycle of the Information Technology (IT)
infrastructure is becoming shorter to meet those requirements, the higher replace-
ment rate cost money and time [1].

Cloud computing is addressing both of those issues by allowing the company to
avoid up-front investment and the loss of time to acquire, implement and replace
the IT infrastructure [2]. 89% of small-medium companies have said that they are
considering, testing or using cloud computing [3]. Cloud has become a universal
movement that is inevitable and irreversible [4] [5]. It transformed business and
government and they all rely on it to improve performance and reduce costs. The
way they are thinking about their IT infrastructure has changed to service-based
thinking [6].

However, the cloud did not come without cost, as the data is not anymore inside
the company scope, new risks with security and data privacy concerns have arisen
with the use of the cloud.

1.2 Problem Formulation

Whereas the cloud is more or less secure than on-premise datacenter is no more
important [7]. Even if the security is still one of the biggest concern when an
enterprise decides to make the step towards cloud computing, the cloud is there to
stay, and companies are putting more and more of their data in the hands of cloud
providers, the aim now is to protect those data [3].

With the technology growing exponentially, it is laborious to find current re-
sources. As mentioned before, security is one of the top challenges in the cloud [3].
In RightScale 2016 State of the Cloud Report, the lack of resources/expertise is the
biggest cloud concern for companies [3]. All the different standard organizations,
security associations, and agencies are publishing their recommendations for using
cloud computing. The regulations and directives are modernized as well, enterprises
have until 2018 to comply with the new European regulation and directive [8].

It is time and resources consuming to process and assess all the documentation
available, and companies usually can not afford it. A company may reduce their
scope of the investigation and miss the information that was the most fitted to
their situation. This research wants to provide a document clustering all those
information.
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1.3 Aim

The goal of this research is to investigate the security concerns of the industry, the
standards, officials guidelines, and European regulation and directive to establish
the state of the practice for public Software as a Service (SaaS) risks and measures.
Then, the relevant information will be gathered and combined to create a business-
driven guidance for public SaaS risk management. The document is expected to be
referred to when a company wants to use or is already using public SaaS, they will
not have to spend time going trough all the documentation to extract the valuable
information, they will have all the necessary information about public SaaS risks
and measures grouped in one place. The administrative or technical part of the risk
will be roughly overlooked, and focus on the business effects that can have a threat
on a company.

1.4 Research Questions

Four research questions have been defined for this paper as shown in the following
table.

RQ1 What are the concerns of the industry about cloud computing?
RQ2 What are the risks and measures given by cloud computing stan-

dards, and official guidelines for public SaaS?
RQ3 What are the obligations that affect cloud computing for a com-

pany operating inside the European Union?
RQ4 How can a security and risk control guidance be created from the

data gathered?

Table 1.1: Research questions

The industry’s concerns will probably focus on a global aspect of security. The
lack of control due to the transfer of the data to a third-party, the increasing risk of
data breaches as there is now a larger surface of attack, and the risk of privacy issues
with the cloud provider that could analyze the data stored in its infrastructure.

The standards and official guidelines will probably have a larger point of view
than the industry, they will address threats that the industry may not have consid-
ered and they will provide reliable solutions to contend the risks presented.

Lately, the medias have not stopped to rehash the right to be forgotten enforced
by the new European General Data Protection Regulation, it will be probably the
main point that affects cloud computing.

The guidance will probably look like the Cloud Controls Matrix published by the
Cloud Security Alliance, but cloud customer-sided instead of cloud provider sided.

1.5 Scope/Limitations

The research will focus on public SaaS cloud delivery and deployment model, it
is the cloud solution where the customer only accesses the application provided,
with the resources externalized, de-perimeterised and shared between multi-tenants.
Therefore, it is the solution that most require effort toward security.
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The analysis will have a business-driven mindset, avoiding going into technical
or administrative details.

The regulations and directives will be analyzed on a European level, country-
specific rules and guidelines will be excluded.

1.6 Target Group

The research targets companies that are considering or already using public SaaS, it
allows the manager to check and understand every aspect of security, he will be able
to control that everything has been taken into consideration in the risk analysis.

A cloud provider could use it to know the needs of the customers. If implemented,
it could be employed as an additional proof of security compliance.

1.7 Previous Researches

In the study Security Concerns on Adoption of Cloud Computing, 110 organizations
have answered the survey [9]. At the question "If you have or might adopt cloud com-
puting, what security measures would you require from your provider?" organizations
have said that they needed at least encryption, access authentication, anti-virus pro-
tection, firewall protection and 24/7 access monitoring using artificial intelligence
with human backup. The study was followed by an interview, the loss of control
over the data, the simplicity of accessing the data, the transition to the cloud are the
biggest security concern, and a clear and detailed Service Level Agreement (SLA)
with the cloud provider is a necessity.

In the study The Use of Cloud Computing in SMEs a survey has been conducted
with companies across the Europe. One question is about ranking the concerns
regarding the adoption of cloud computing (1 - lowest, 5 - highest concerns), the
options were chosen arbitrarily by the investigator [10]. The results were:

• Data privacy and security 4.36

• Data availability and business continuity 4.16

• Reliability 3.69

• Legislative requirements 3.57

• Contracting conditions 3.32

• Environmental Security 2.39

In the study A Study on Security Vulnerability on Cloud Platforms, the focus is
on the different platforms that a cloud can be deployed on [11]. A list of different
attacks possible for each platform has been made with the results, it shows that the
platform of deployment used by the cloud provider has to be taken into consideration.

In the study A survey of Cloud Computing Security challenges and solutions, a
survey of existing literature on cloud computing security challenges and solutions is
conducted [12]. For public cloud, the focus is on web browser security as it is the
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mean used to access SaaS, a list of threats and practical solutions to assess them for
SaaS are given.

In 2016 S. Sridhar, Dr. S. Smys and Ajitabh Mahalkari1, Avni Tailor, Aniket
Shukla surveyed the cloud security and challenges in their respective researches.
The authors identified a large number of issues and attacks possibles against cloud
computing, different approaches are presented in which the vulnerabilities can be
tackled, focusing on an operational and end user level [13], [14].

In their study Mazhar Ali, Samee U. Khan, Athanasios V. Vasilakos lead an
in-depth survey about security in cloud computing [15]. The research covers all the
different aspect of cloud computing, the authors divided the cloud security challenges
in three abstract domain, namely, architectural, communication, and contractual
and legal issues. Recent solutions are presented to counter the security problems as
well.

In his study, Minhaj AhmadKhan surveys the security concerns of cloud com-
puting, the author highlights the cloud computing security dangers, "The diversity
of the cloud service delivery models makes the cloud computing platforms more
vulnerable to attacks than any other computing platform" [16]. The attacks have
been categorized based on cloud component: network, virtual machine, storage,
and application, and a list of known attacks that were based on clouds has been
made. The author takes a step forward by presenting future challenges for securing
cloud securing as trusted execution environment, protocol vulnerabilities, and open
standards compliance.

In contrast to these studies, this paper takes a business perspective on the matter.
Not a specific part of the cloud will be analyzed, it will be taken in its globality,
and every aspect of a company that can be affected by the cloud will be analyzed,
without going into the technical details of the risks and measures.

1.8 Outline

This section describes the rest of the report. It will start with the sections Cyber
security and Cloud computing providing all the basic background information nec-
essary to answer the research questions defined in the chapter Introduction. Next,
Research Methodology presents the formal research methods that were used to re-
spond the research questions. Followed by the presentation of the standards, officials
guidelines, regulations and directives investigated. Then, the Results chapter clus-
ters the findings necessary to answer the research questions. Finally, in the Discus-
sion section, the results are analyzed. The paper ends with Conclusion and Future
Research where the conclusion and suggestions for further research are presented.
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2 Cyber Security

It is important to understand security fundamentals to be able to apply it to a
particular area. Security in the cloud does not differ entirely from traditional IT
infrastructure security, the main difference relies on the division of the responsibili-
ties between the cloud provider and the cloud customer. This chapter describes the
meaning of security, the security goals, the security threats and attacks, and the
security services and mechanisms. First and foremost, a clarification of the different
terms used when talking about security in computer science has to be made.

Lexicon

Cyber security has been selected for the title of this chapter due to its globality. It
encompasses computer security and information security.

Information Security is defined by U.S. Code as "The protection of informa-
tion and information systems from unauthorized access, use, disclosure, disruption,
modification, or destruction in order to provide confidentiality, integrity, and avail-
ability." [17].

Computer Security is defined by the CNSS as "Measures and controls that
ensure confidentiality, integrity, and availability of the information processed and
stored by a computer." [18]. The CNSS specifies in its glossary that the term has
been replaced by the term "cybersecurity" [19].

Cyber Security is defined by the US government as "Prevention of damage
to, protection of, and restoration of computers, electronic communications systems,
electronic communications services, wire communication, and electronic communi-
cation, including information contained therein, to ensure its availability, integrity,
authentication, confidentiality, and nonrepudiation." [20].

In the following Figure 2.1, it is possible to see a part of the architecture of the
security domain.

Figure 2.1: Information security domain [21].
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The figure shows that IT security is only a sub-sub-branch of the information
security. The subject is way broader and requires non-IT subjects to be secured to
be able to achieve information security.

2.1 Definition

Most of the computer science is concerned with achieving desired behavior, it can
be said that security is focused on preventing undesired behavior [21].

The Committee on National Security Systems (CNSS) defines security as fol-
lows: "A condition that results from the establishment and maintenance of protective
measures that enable an enterprise to perform its mission or critical functions de-
spite risks posed by threats to its use of information systems. Protective measures
may involve a combination of deterrence, avoidance, prevention, detection, recovery,
and correction that should form part of the enterprise’s risk management approach."
[19].

Figure 2.2 shows the different controls possible to deter an attack and their
effects.

Figure 2.2: Effects of controls [21].

The controls can protect the system from an attack even before it enters the
system perimeter. The detection of attack is the last defense possible.

2.2 Security Goals

There are multiple goals attributed to security, the three most common are the CIA
model.

• Confidentiality: Preserving authorized restrictions on information access
and disclosure, including means for protecting personal privacy and propri-
etary information [19].

• Integrity: Guarding against improper information modification or destruc-
tion, and includes ensuring information non-repudiation and authenticity [19].

• Availability: Ensuring timely and reliable access to and use of information
[19].
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Two other security roles are often added to the CIA model.

• Authentication: Verifying the identity of a user, process, or device, often as
a prerequisite to allowing access to resources in an information system [19].

• Non-repudiation: Protection against an individual falsely denying having
performed a particular action. Provides the capability to determine whether
a given individual took an appropriate action such as creating information,
sending a message, approving the information, and receiving a message [19].

2.3 Security Threats and Attacks

A threat is a potential for violation of security that might exploit a vulnerability,
there are multiple types of threats that result in different kind of attacks.

Passive threats involve someone monitoring, it is not harmful itself, but the
information gathered could be extremely damaging. E.g., Traffic analysis, the release
of message contents.

Active threats involve using tools or information gathered to circumvent securi-
ties. E.g., Masquerade, replay, modification of message content, denial of service.

An attack derives from an intelligent threat attempted deliberately to evade
security services and violate the security policy of a system.

An attack can take multiple different forms, it can interrupt to affect the avail-
ability, intercept to affect the confidentiality, modify to affect the integrity or fabri-
cate to affect the authenticity [22].

2.4 Security Services and Mechanisms

International Telecommunication Union (ITU) has defined the security services and
the mechanisms used by the services in the recommendation X.800. The services
enhance security for data processing and information transfers to the seven layers of
the Open Systems Interconnection (OSI) Reference Model, the security mechanisms
are designed to detect, prevent, or recover from a security attack [23]. Figure 2.3
shows the relationship between the services and mechanisms.

Figure 2.3: Relationships between services and mechanisms [23].
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Despite having no single mechanism that supports all services required, enci-
pherment is used in most services.

2.5 Business-Driven Security

The idea of a business-driven security is to align the security goals with the business
objectives, it allows the company to reach its goals while minimizing the risks that
could prevent the achievement of those objectives, it has a strong upper management
support because they are the ones who makes the decision about funding to ensure
the success of the company. The management has the means of influencing the
organizational culture to integrate information security as a part of it [24]. When
talking about risks and measures, in a business-driven security model, the company
is divided into three areas as the risks and measures that should be considered for
the position [25].

Management: They take care of the enterprise business risks to ensure gover-
nance, compliance, and risk management.

Administration: They take care of the information risks to make sure that the
information is secured.

IT/IS: They take care of the technical risks to ensure IT security.
The figure 2.4 presents graphically the three areas previously introduced.

Figure 2.4: Business Driven Security [25].

The areas are nested in each other, the management area encompasses the two
others and will drive them.
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3 Cloud Computing

Before going to define what is cloud computing, it is important to understand its
origins.

Cloud computing is not a revolutionary concept, the idea of utility provider has
been used for a long time, there are four traditional utilities: water, electricity,
telephone and gas. John Mc Carthy said in 1961 already "If computers of the kind I
have advocated become the computers of the future, then computing may someday
be organized as a public utility just as the telephone system is a public utility... The
computer utility could become the basis of a new and important industry."

Amazon has been one of the pioneers that implemented the idea of utility com-
puting, Jeff Bezos, founder and CEO of Amazon.com said in 2006 "Let us use our
spare resource for making profit by offering them as services to the public."

However, cloud computing has been around for a longer time, and almost every-
body have been using it. The most common use of cloud computing is the webmail
such as Gmail and Hotmail, one of the first webmail has been active since 1996 [26].

3.1 Business Drivers

Three primary business drivers have fostered the cloud adoption.

• Capacity Planning: Companies need to plan the future demands of IT
resources, products, and services to achieve predictable efficiency and perfor-
mance. By determining the capacity, they minimize the discrepancy and avoid
over-provisioning or under-provisioning. Cloud computing on-demand usage
and elasticity facilitate avoidance of under or over-provisioning, it allows the
customers to accommodate resource and service capacity when needed [2].

• Cost Reduction: When talking about IT costs, two costs need to be consid-
ered, upfront investment costs, the cost of acquiring the material, operational
overhead, the cost of the personnel, power, security, patch and upgrade. Cloud
computing drastically reduces the IT costs by eliminating the upfront invest-
ment costs and diminishing or transforming operational costs [2].

• Organization Agility: A company needs to face change by adapting and
evolving successfully, the utility provider concept of cloud computing allows
companies to respond to business changes quickly [2].

3.2 Cloud Characteristics

National Institute of Standards and Technology (NIST) defined what characterizes
cloud computing has followed. "Cloud computing is a model for enabling ubiquitous,
convenient, on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service provider
interaction." [27].

• Ubiquitous Access: In computer science, it is a concept representing the
ability to access a resource anytime and everywhere [2].
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• On-demand Usage: A cloud consumer can configure self-provision of the
cloud IT resources and make it automated, it overcomes the challenge faced
by companies concerning discrepancy [2].

• Multitenancy and Resource Pooling: Cloud providers own massive com-
puter resources shared among their clients. However, each customer has access
to its data only, the provider dynamically assigns and reassigns its resources
to meet customers needs by using pooling [2].

• Elasticity: The cloud provider needs to adapt to workload changes at each
point in time, the resources are provisioned and de-provisioned automatically
to match as closely as possible the current demand [2].

• Measured Usage: The amount of resources used by the consumer is mea-
sured to allow the provider to charge it, and adapt the resources allocated
[2].

• Resiliency: The cloud can avoid breakdown by provisioning a redundant
implementation situated in different physical locations. The consumer can use
multiple clouds to increase reliability and availability [2].

3.3 Cloud Delivery Models

Three leading cloud delivery models represent each a particular, pre-packaged com-
bination of IT resources, they are collectively referred to as SPI models.

• Infrastructure as a Service (IaaS): This model allows the consumer to
have a high level of control and responsibility for the cloud environment, the
cloud service provider provides the virtualized hardware such as data storage,
server hardware, network infrastructure and the like. The operating system
and others configurations remain the responsibility of the consumer [2].
NIST provides the following definition of IaaS "The capability provided to the
consumer is to provision processing, storage, networks, and other fundamental
computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastructure but has con-
trol over operating systems, storage, and deployed applications; and possibly
limited control of select networking components (e.g., host firewalls)." [27].

• Platform as a Service (PaaS): This model allows the consumer to access
a deployment environment without the cost and complexity of owning the
underlying hardware and software, it is a popular model used by developers.
In addition to the infrastructure, the underlying software is provided such as
operating system, application server, database management system, and the
like [2].
NIST provides the following definition of PaaS "The capability provided to the
consumer is to deploy onto the cloud infrastructure consumer-created or ac-
quired applications created using programming languages, libraries, services,

10



and tools supported by the provider. The consumer does not manage or control
the underlying cloud infrastructure including network, servers, operating sys-
tems, or storage, but has control over the deployed applications and possibly
configuration settings for the application hosting environment." [27].

• Software-as-a-Service (SaaS): This model allows the consumer to access an
application trough a client interface, usually a web browser, the consumer has
few if no control over the cloud environment. The cloud service provider is re-
sponsible for the complete infrastructure including the applications, databases,
and the like [2].
NIST provides the following definition of SaaS "The capability provided to
the consumer is to use the provider’s applications running on a cloud infras-
tructure. The applications are accessible from various client devices through
either a thin client interface, such as a web browser (e.g., web-based email), or
a program interface. The consumer does not manage or control the underlying
cloud infrastructure including network, servers, operating systems, storage, or
even individual application capabilities, with the possible exception of limited
user specific application configuration settings." [27].

Figure 3.5 presents the cloud delivery models.

Figure 3.5: Cloud delivery models [28].

The different components of the architecture provided for each model are repre-
sented. The difference of responsibilities for the client is shown as well.

3.4 Cloud Deployment Models

The cloud deployment models vary by ownership, size, and access, there are four
common cloud deployment models:
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• Public Cloud: This model is the most popular deployment model because
it is, by definition, accessible to the public. E.g., Google Drive, Dropbox are
public clouds. The resources are shared among the clients, it is considered
as the riskiest solution due to the ignorance of with whom the resources are
shared [2].
NIST provides the following definition of public cloud "The cloud infrastructure
is provisioned for open use by the general public. It may be owned, managed,
and operated by a business, academic, or government organization, or some
combination of them. It exists on the premises of the cloud provider." [27].

• Private Cloud: This model is dedicated to a single consumer, the company
can manage the cloud environment itself or use a cloud service provider, it
provides a higher control of the protection and confidentiality [2].
NIST provides the following definition of the private cloud "The cloud infras-
tructure is provisioned for exclusive use by a single organization comprising
multiple consumers (e.g., business units). It may be owned, managed, and
operated by the organization, a third party, or some combination of them, and
it may exist on or off premises." [27].

• Community Cloud: This model is a private cloud shared among a particular
community, a mutual interest or concern such as policy, or security require-
ments. E.g., US government organizations, IBM LinuxOne Community Cloud
[2].
NIST provides the following definition of the community cloud "The cloud
infrastructure is provisioned for exclusive use by a specific community of con-
sumers from organizations that have shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, man-
aged, and operated by one or more of the organizations in the community, a
third party, or some combination of them, and it may exist on or off premises."
[27].

• Hybrid Cloud: This model is a combination of the other cloud models, a
company can decide to deploy its sensitive data into a private cloud and the rest
in a public cloud. However, it can be complex and challenging to implement
and manage a hybrid cloud, the different models must run in harmony, and the
management responsibilities have to be split between the public and private
cloud providers [2].
NIST provides the following definition of the hybrid cloud "The cloud infras-
tructure is a composition of two or more distinct cloud infrastructures (private,
community, or public) that remain unique entities, but are bound together
by standardized or proprietary technology that enables data and application
portability (e.g., cloud bursting for load-balancing between clouds)." [27].

Figure 3.6 presents the different models and their different configuration possible.
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Figure 3.6: Cloud deployment models [29].

The figure shows that public cloud is the riskier deployment as the infrastructure
is managed and owned by a third-party, it is located off-premise, and it is accessible
and consumed by untrusted entities.

3.5 Cloud Computing Roles

• Cloud Provider: It is the organization providing the cloud-based IT re-
sources, it must ensure the on-going operation and the availability of the
services to the cloud consumer. Sometimes, a cloud provider can lease its
resources to another cloud providers [2].

• Cloud Consumer: It is the client of the cloud provider, tey are tied by a
formal contract or arrangement to use the IT resources of the cloud provider
[2].

• Cloud Service Owner: It is the organization that legally owns the service
available on the cloud, it can be the cloud consumer or the cloud provider.
The cloud consumer that owns a service hosted in a cloud does not need to be
the user of that service. E.g., DropBox or Spotify [2].

• Cloud Resource Administrator: It can be part of the cloud consumer,
cloud provider or a third-party organization responsible for administering the
cloud-based IT resources [2].

• Cloud Auditor: A third-party organization, usually accredited, that inde-
pendently assesses the cloud environment, it is used to strengthen the trust
between the provider and consumer by providing an unbiased assessment [2].
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• Cloud Broker: It manages and negotiates the usage of the cloud services
between the consumer and provider [2].

• Cloud Carrier: It is the organization, mostly ISP, that provides the wire-level
connectivity between the consumer and the provider [2].

3.6 Cloud Security Benefits

Cloud providers are security driven, they are aware that they are considered as
riskier, and if they fail to ensure a good reputation as a secure provider, customers
will change the provider. Consequently, they will introduce additional securities to
maintain their good reputation, it is a priority concern for cloud customer, and they
will select the most reliable provider.

• The cost of security measures is cheaper when implemented on a larger scale.

• The virtual machines and modules can be pre-hardened and updated more
timely and efficiently.

• The cloud provider has the ability of dynamically scale defensive resources in
case of an attack.

• The resource concentration offers cheaper physical perimiterisation and access
control and application of security policy over data management.

• The SLA and audit oblige the cloud provider for a better risk management
[28].

3.7 Security for Cloud Computing

The security controls in cloud computing are globally the same as in any IT en-
vironment. However, some new risks may be introduced by cloud computing. In
the SaaS model, the provider is responsible for implementing security controls on
the infrastructure, the applications and the data in addition to the physical and
environmental security controls, it is due to the entire "stack" being provided. The
customer and the provider must define clear responsibilities in the SLA [29].

Trust is an essential element when talking about cloud computing security, if
trust is missing in the client-supplier relationship, no controls or SLA will be suffi-
cient. The cloud provider must be able to provide reliable business references and
have a significant history in the cloud services industry, all the parties involved in-
cluding all vendors that are in close contact with the cloud service provider, and
that may come in contact with user data, and their location must be known.
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4 Research Methodology

In this chapter, there is a description of the formal research methods that were used
to answer the research questions.

4.1 Scientific Approach

Two different approaches will be used during the conduction of the thesis.
The main idea of this thesis is to present information that has been acquired

from someone else, the vast pool of information will have to be investigated to
find the relevant data for the thesis. No value will be added to that informa-
tion, it will only be presented as it was delivered. It is the main reason why a
Systematic Literature Review (SLR) has been chosen for the first part of this thesis
that consists of data collection.

The second method selected was to conduct interviews, this method will be used
to validate the real world application of the results.

4.2 Method Description

In this section, the methods selected will be presented.

4.2.1 Systematic Literature Review

The first thing to do when conducting an SLR is to establish the questions to answer
to.

The three first research questions specified in Table 1.1 in the introduction are
the same that has been used in the SLR:

• RQ1: What are the concerns of the industry about cloud computing?

• RQ2: What are the risks and measures given by cloud computing standards
and official guidelines for public SaaS?

• RQ3: What are the obligations that affect cloud computing for a company
operating inside the European Union?

Then, a strategy to find and extract the data that will answer the questions has
to be established, the following process was used:

1. Selection of information sources: Different databases have been used to
find relevant sources, the first research question requiring a technical point
of view, databases of white papers were selected: IDGConnect, TechTarget,
and Findwhitepapers. For the second question, the most popular security
standards, and public SaaS websites were used. For the third question, the
website of the European Union (EU), and IT news website were used.

2. Keyword finding: The subject of the thesis and the research question speci-
fied were used to determine the keywords that should be employed. An evasive
list of keywords used:
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• RQ1: Cloud computing, security, industry concerns, risks, measures,
survey, state, needs, public SaaS.

• RQ2: Cloud computing, security, standards, guidelines, framework, rec-
ommendations, computer security standards.

• RQ3: European, law, regulation, directive, cloud computing, effects,
obligations.

They have been grouped in various search expressions.

3. Exclusion strategy: The articles were first selected based on their titles, it
should make reference to cloud computing or security. Then, the date of the
publication was controlled, articles more than two years old would be discarded
to keep current papers only. Finally, the paper was quickly read to assess its
relevance to the research question.

4. Retrieve new sources from references (snowballing): Many papers con-
tain references to others papers that could be valuable.

5. Classify the references: Finally, the relevant sources were classified to be
used quickly.

4.2.2 Interview

The validity and reliability of the results were tested trough a closed interview, the
discussion was held trough the Internet (Skype or Hangout), or face-to-face.

The first thing to decide when conducting interviews is the selection of subjects,
professionals in the IT field and managers that could take the decision on the use
of cloud computing have been selected. The type, size, and origin of the company
they were working for were not taken into consideration.

Then, the questions have to be established. The list is available in Appendix A.
The questions were defined to get the opinion of the interviewee about the risks,
measures and sources selected, they were asked if anything is missing or not relevant.

Finally, they had to tell if they would use the framework in a concrete situation.
After each interview, the results were improved according to the critique received,
the next interviewee would have the new framework presented.

The source to find the subjects and the number of interviews had to be selected,
the candidates were found in the social circle of the supervisor or the author. The
interviewees were encouraged to provide any other potential subjects.

4.2.3 Reliability and validity

The number of interviews was set at 10 to have a minimum reliability and validity,
to produce more reliable and valid results, a larger pool of interviews would be
necessary. The amount of interview is a threat to the reliability and validity of the
results.
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4.2.4 Ethical consideration

The interview was recorded with the approbation of the interviewee, and only the
valuable information was transcribed without any private information. The record
was deleted after the transcription was made.
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5 Guidance Sources

The systematic literature review has permitted to gather a certain number of sources,
they will be used to collect the risks and measures.

5.1 ISO/IEC 27017:2015

In December 2015, the International Organization for Standardization (ISO) and
the International Electrotechnical Commission (IEC) published their first standard
specific to the cloud. ISO/IEC 27017 is part of the ISO27000 standards family
helping organizations keeping information assets secure, it provides guidelines for
the implementation of information security controls for cloud service customers and
how cloud service providers can support those controls. The selection of the appro-
priate controls is decided according to the risk assessment and any legal, contractual,
regulatory or other cloud-sector specific information security requirement.

It supplements ISO/IEC27002 which does not cover information security controls
for cloud service customers. Due to the general applicability of ISO/IEC27002, many
of the controls, implementation guidances, and other information can be applied to
both general and cloud computing contexts.

ISO/IEC27017 has been selected because ISO/IEC 27002 is internationally rec-
ognized. Its interdependency from any government and company and its coverage of
any type and size makes it perfect for a universal use and to combine it with others
standards.

5.1.1 Structure and content

As mentioned before, ISO/IEC27017 provides additional implementation guidance
for the controls specified in ISO/IEC 27002 covering confidentiality, integrity, and
availability aspects. Some controls specifically related to cloud services have been
added as well. However, none of the controls are mandatory and should be imple-
mented according to the information security risk assessment.

5.2 NIST Special Publication 800-144

NIST is responsible for providing standards and guideline for information security to
federal agencies, it is part of the United States Department of Commerce and pro-
motes innovation and industrial competitiveness. It has been selected because the
NIST Cybersecurity Framework (NIST CSF) is one of the most used security stan-
dards, the Special Publication 800-144 provides guidelines on security and privacy
specifically for public cloud computing.

5.2.1 Structure and content

Although, the NIST Special Publication 800-144 has been developed for federal
agencies, nongovernmental organizations a free to use it on a voluntary basis.

The NIST Special Publication 800-144 discusses the threats, risks, safeguards for
public cloud environments, and provides the insight to make informed information
decisions on their treatment, it is based on the customer side of the cloud service.
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5.3 ISACA Security Considerations for Cloud Computing

Information Systems Audit and Control Association (ISACA) is a nonprofit, inde-
pendent, global association, it provides practical guidance, benchmarks, and other
effective tools for information systems with its product family COBIT. COBIT is
one of the leading frameworks for the governance and management of enterprise IT.
Security Considerations for Cloud Computing has been designed to present practical
guidance to enable effective analysis and measurement of risk in a cloud environ-
ment.

5.3.1 Structure and content

This document presents the most common risk areas and threats in the cloud envi-
ronment and an approach to cope with these risk areas and threats, only the risk
and threats for cloud-specific elements are addressed. The document has been for
cloud service customers and discusses all the different delivery model and deploy-
ment model. Four different risk events have been defined: Unavailability, loss, theft
and disclosure.

5.4 ENISA Cloud Computing: Benefits, Risks, and Recommendations
for Information Security

European Union Agency for Network and Information Security (ENISA) is consid-
ered as the EU equivalent of NIST, it is the agency in charge of advancing the func-
tioning of the internal market, it provides advice and recommendations on network
and information security. This paper has been written in the context of ENISA’s
Emerging and Future Risk program.

5.4.1 Structure and content

This paper provides security guidance for potential and existing users of cloud com-
puting, risks and benefits of using cloud computing are presented. The security
assessment is based on three use-case scenarios: 1) SME migration to cloud com-
puting services, 2) the impact of cloud computing on service resilience, 3) cloud
computing in e-Government (e.g., eHealth).

5.5 CSA Security Guidance for Critical Areas of Focus in Cloud Com-
puting

Cloud Security Alliance (CSA) is a nonprofit organization promoting the security
best practices for cloud computing and the ability to secure other forms of IT with
cloud computing, it provides the leading framework for cloud computing provider.
Their framework can be considered as similar to this research but for cloud providers,
it uses a Cloud Controls Matrix (CCM) to provide control objectives for others
industry-accepted security standards, regulations, and controls framework such as
the ISO 27001/27002, ISACA, COBIT, PCI, NIST and so on. It will be used to
inspire the structure of the chart of this report.
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5.5.1 Structure and content

The guideline provides tools to mitigate risks with practical recommendations and
requirements that can be measured and audited, it focuses on the consumer side, it
can be used by a company willing to transit to the cloud computing while managing
new risks. The risks have been divided into two sections, governing in the cloud and
operating in the cloud, the governance topics are broad and address strategic and
policy issues within a cloud computing environment, while the operational topics
focus on more tactical security concerns and implementation within the architecture.
Each section, contain multiple domains addressing one risk each, the risks are then
split into the different areas touched by the risks. A list of recommendations is
provided for each risk.

5.6 CSCC Security for Cloud Computing: Ten Steps to Ensure Success

Cloud Standards Customer Council (CSCC) is a group dedicated helping the new
users of cloud computing, it provides the information to have a fast and successful
adoption of the cloud. The content delivered by the group is customer-focused,
it provides the best practices, case studies, use cases, and standards roadmaps.
The group charters to the influence standards development process for new cloud
standards.

5.6.1 Structure and content

The paper presents multiples information security standards that should be used,
it is focused on public model cloud, as it is the most challenging type of cloud for
information security, it is divided into ten steps that a cloud customer should take
to ensure the security of their cloud. Each step presents the different standards and
certifications that should be used to ensure appropriate security. Higher cost and
potential loss of business can result if a cloud environment fails to ensure appropriate
security.

5.7 General Data Protection Regulation (GDPR)

Not only the standards have to be updated as the technology evolves, but the law
also has to be updated as well. The last Data Protection Directive (DPD) was
published in 1995 and no longer relevant [30]. The GDPR replacing the DPD has
been actualized to fit today use of data. Cloud computing is particularly concerned.
The remote control of servers to manage, store and process data instead of doing
it on-premise poses new challenges [31]. The supervisory authority protecting the
data has to deal with data that can move from different jurisdictions in an instant.

The GDPR has as main goals strengthen the privacy of EU citizens, restore the
trust in online activities and protecting the consumer by requiring companies to
comply. Companies have until the 25th May 2018 to comply, as some obligations
can be onerous and will take some time to be implemented [32]. It does not apply
only to European companies but to any company dealing with Europeans’ personal
data [33].
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The GDPR is intended to be technologically neutral and future-proof [31]. The
directive is based on the following seven principles: fairness, specific purpose, re-
stricted, accurate, destroyed when obsolete, security and automated processing [32].

5.8 Network and Information Security Directive (NIS Directive)

The European Parliament approved the NIS Directive shortly after the GDPR on
July 6th, 2016. It is the first-ever EU-wide rules on cybersecurity, and it is part of
the 2013 EU Cybersecurity Strategy [34] [35].

With the increasing number of cyber attacks by criminal organizations and for-
eign governments, the EU had to take action. The aim of the directive is to achieve
a common high level of network and information security across member state [36].
The directive is coming into effect at the same time as the GDPR in May 2018 [35].
The members are free to use any means to achieve the requirements of the directive.

The directive targets states members to increase the EU-level cooperation. Op-
erators of essential services and digital service providers are expected to implement
risk management and incident reporting obligations [36]. Digital services provider
providing an operator of essential services are concerned as well [37].

21



6 Results

Different risks and threats have been identified from the different sources. In the
following chapter, the risks and measures found will be presented.

6.1 Industry Concerns

When talking about cloud computing security concerns, multiples topics appear.
After investigating multiples white-paper published, four subjects appear the most:
data breach, lack of control, lack of expertise and compliance.

6.1.1 Data breach

Moving to SaaS means moving not only the applications to the cloud but its data as
well. A data breach is when sensitive, protected or confidential data has potentially
been viewed, stolen or used by an individual unauthorized to do so. It can be the
primary objective of an attack from organized crime, competitors, foreign nationals
or activists. It can be the result of human error, an application vulnerability or poor
security practice as well. Meanwhile, data breach did not appear with the cloud,
their ease of access, the vast amount of data they host, their shared resources, their
personnel, their devices and their third party partners make them an attractive
target. It can have a large impact on the business depending on the sensitivity of
the data. The companies can be subject to large fines, lawsuits, supplement costs
to investigate the breach, business loss and brand’s reputation damage [38].

With almost every day a new headline about security breaches, it is not surprising
that it appears in the biggest concerns of cloud security. It is cited as the biggest
issue by multiples survey [39], [38]. However, according to the SANS and Intel
Security surveys between 9% to 23% of the respondents have experienced data loss
or breaches with their cloud provider [40]. In fact, the report from CommVault
exposes exactly this problem. While 74% of customers are very/somewhat confident
about the security of their data in the cloud, 59% pulled their data and workloads
back out of the cloud because of their concern about security [41].

6.1.2 Lack of control

When adopting cloud services, companies hand their data to a third-party and the
third-parties of the cloud services provider. It causes maintaining visibility and
control though. Within a SaaS environment, companies have control over their data
only. The rest is under control of the provider’s environment.

It clearly shows the lack of control for the consumer. In SANS survey, 58% cited
lack of control and visibility as their biggest problem with their vendor. 26% said
that it had played a leading role with provider-introduced vulnerabilities resulting
in a breach or incident [39]. Companies need control to implement threat-detection
intelligence and monitoring, 85% of CISOs viewed the two capabilities as important
as to be able to encrypt data at rest [42].
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6.1.3 Compliance

With the move to the cloud, compliance is now an essential role for IT. As seen in the
previous chapter, various standards and guidelines have been published specifically
for the cloud. Compliance concern as much cloud consumers as cloud providers, it is
a shared responsibility. Compliance regulations are designed for multiples purposes:
safeguard sensitive data, protect consumer privacy, prevent unauthorized access,
hold companies responsible for poor data management and identify responsible par-
ties for security breaches [43]. There are different categories of compliance with
international guidelines (ISO 27017), to country-specific (EU data protection) and
industry-specific (PCI-DSS).

The consequences for non-compliance are serious, fines and penalties, loss of cus-
tomer trust, irreparable damage to brand reputation and compensatory damages.
26% cited compliance as one of the three biggest cloud challenges [3]. In PwC’s 2015
Global CEO survey, 78% of the respondent view the increasing regulations as the
greatest threat to growth [44]. However, as said in K2 white-paper on security con-
fidence in the cloud, following governance policies are key requirements to maintain
a secure environment [45].

6.1.4 Lack of knowledge

While adopting cloud services might require fewer employees because of the absence
of physical equipment and the ease of maintenance. The remaining team needs to
be trained [46]. Companies are rapidly embracing cloud computing for business con-
tinuity. However, infosec teams are not adequately prepared. In ESG survey, 69%
said that their company is still learning how to apply security policies to cloud in-
frastructure. 52% said that the security team does not have the knowledge necessary
[47]. In its annual report, RightScale reports that the lack of resources/expertise
supplants security as the top cloud challenge with respectively 32% and 29% [3].
Even cloud-focused respondents place it as their biggest challenge. The lack of
knowledge only increases the risk of adopting cloud computing.

Not only the IT team needs to be trained, but also all the employees need to be
aware of the best security practices while using a cloud service. The company needs
to ensure that its employees understand and are putting the theory into practice
about the recommended practices for secure data storage, transfer, and management
[48].

6.1.5 Shadow IT in the cloud

Shadow IT refers to a solution used in a company, but that has not been approved by
the company. The Shadow IT has got a new dimension with the ease of subscribing
and using to cloud application [49]. The use of these non-regulated applications
exposes a company to multiple threats. The selection of a cloud application is not
an easy path as it has been described in this paper. Multiple aspects have to be
taken into consideration, and following security actions have to be taken. In SANS
survey, shadow IT is the second major issue related to cloud computing [39].
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6.2 Risks

The different risks found in each paper have been listed in this section.

6.2.1 ISACA

The following threats and risks are addressed in the guide [50]:

• Data Ownership: The cloud service provider could deny access to the data
when required or request fees to return it. Risk affected: Unavailability, loss,
disclosure.

• Data Disposal: Data conserved, or not properly erased from every location
is at risk of disclosures and confidentiality breaches. Risk affected: Theft,
disclosure.

• Software Systems Development Life Cycle (SDLC) lack of visibility:
The security taken into consideration during the SDLC and how the applica-
tion was developed is unknown of the customer. The security provided by
the application and the security required by clients can differ. Risk affected:
Unavailability, loss, theft, disclosure.

• Identity and Access Management (IAM): The cloud provider’s applica-
tion can manage the data access improperly and allow one customer to access
another customer’s data. Risk affected: Loss, theft, disclosure.

• Exit Strategy: The lack of tools, procedures or other offering make it very
difficult for a company to move its data to another cloud provider or to take
it back in-house. Any financial, legal, or relational problem from the cloud
provider can result in serious business disruption or even failure. Risk affected:
Unavailability, loss.

• Broad exposure of applications: Cloud applications have a broader expo-
sure which induces a larger attack space. Often, the application needs to com-
municate with internal non-cloud applications, and sometimes, the standards
securities are insufficient to protect those data flux. Risk affected: Unavail-
ability, loss, disclosure.

• Ease to contract SaaS: A department of the company may subscribe to
a SaaS without asking approval, thus without proper risk assessment. Risk
affected: Unavailability, loss, theft, disclosure.

• Lack of control of the release management process: Asking every cus-
tomer before introducing a patch would take extremely long. In this case,
some unexpected side effects could occur when the cloud provider decide to
introduce patches. Risk affected: Unavailability, loss.

• Browser vulnerabilities: Browsers are a common practice to access SaaS.
However, they are a common target for malwares and attacks as well. If the
browser is compromised, the connection to the cloud is compromised as well.
Risk affected: Theft, disclosure.
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• Full sharing of the cloud (data pooling): The different tenants sharing
the cloud infrastructure have no relations, therefore no common interest and
concerns for security. Risk affected: Unavailability, loss, theft, disclosure

• Collateral damage: As they share the same infrastructure, if one tenant is
the target of an attack, all the others tenants can be affected. Risk affected:
Unavailability, loss, theft, disclosure

6.2.2 NIST

The key security and privacy issues have been grouped into 12 areas [51]:

• Internet-facing Services: Public cloud services are delivered over the In-
ternet. The administration and application interfaces being exposed, new
securities need to be implemented. The perimeter of attack increases. The
performance and quality of service of the connection can also be at issue.

• Governance: Cloud computing amplify the need for governance by a com-
pany. Cloud computing offers multiples advantages, reduction of cost, simpli-
fication of platform acquisition, shorten the time required to gain a tangible
benefit from the investment. All those advantages put the company at risk. An
individual could easily bypass the normal process and procedures of computa-
tional resources acquisition. The policies and procedures for privacy, security,
and oversight could be neglected, and vulnerable systems could be deployed
in the company infrastructure.

• Compliance: The localization and process of the data can be across multiples
jurisdictions involving various laws and regulations. It can be a complicated
issue. The cloud provider can be subject to a request for evidence and might
compromise the privacy or security of the data.

• Trust: The control of the data is ceded to the cloud provider, thus a part of the
responsibility to secure the data. The employees of contractors, organizational
affiliates, and other parties may commit fraud, sabotage, theft or accidentally
cause an incident. The provider may acquire or claim the ownership right
from the data. It is common for a public SaaS provider to use third-party
for outsourcing or subcontracting some of their services. The overall secu-
rity and availability will depend on the third-party availability and security
provided. The lack of data about the state of the system and the security
measures implemented can lead to vulnerabilities and threats to be unseen or
the inability to conduct proper risk management. The cloud provider may not
enforce policy and procedures. The data that the cloud provider has about its
clients can be the subject of an attack. It can be difficult to assess, manage
and understand the risks and controls possible when the system falls outside
the direct control of the company.

• Architecture: The cloud provider decides on the physical location, the de-
sign, and implementation of the reliability, resource pooling, scalability, and

25



other logic. Simplified interfaces and services abstraction belie the complexity
that affects security and services. If the technology use is not understood, it
will not be possible to perform an effective risks assessment and management.
The hypervisor or virtual machine monitor add a layer of software between the
operating system and the hardware increasing the surface attack that can be
used to cause damage. Not only the machine are virtualized, but the network
as well. It can be the source of intra-host attacks. To complement the server-
side protections, the client-side must be protected as well. Web browsers are
a common use to access cloud services, but they are often the target of attack
and are notorious for security problems as well.

• Identity and Access Management: Extending the organizational iden-
tification and authentication framework to the cloud may be difficult if not
impossible. An inappropriate level of authentication assurance or compliance
to authentication standard can lead to a data breach. Authentication alone is
not enough, the access to the data must be controlled. The messages trans-
mitted to the identity federation can be intercepted as well.

• Software Isolation: The components a shared between consumers that are
unknown to each other. Multi-tenancy in SaaS cloud computing environment
can be the source of a leak if the inappropriate logical separation mechanisms
are used. To be able to understand the security risks involved with the virtu-
alization, the use of virtualization by the cloud provider must be understood.
New threats appear with the use of multi-tenancy of the virtual machines and
the share of physical resources.

• Data Protection: The cloud represents the perfect target for an attacker
as it concentrates numerous values in the same place. Insufficient security
controls in the cloud provider’s platform could affect the confidentiality, pri-
vacy, or integrity of the system negatively.The lack of control over the physical
storage obligates the encryption of the data to secure it. The security of the
system employing encryption is dependent on the proper control over the key
management. The data is not only at risk while at rest, but in transition and
use as well. The database environment technology used imply different risks.
The sanitization practices implemented has an enormous influence on security.
A not properly expunged data from all the storages can lead to data disclosure
or theft.

• Availability: A cloud provider without sufficient safeguards may affect neg-
atively the availability of the system. An outage can affect a company tem-
porarily or permanently, and loss can be partial or complete. It can be the
consequence of an attack, a natural disaster or a system outage. Even when
99.95% of availability is guaranteed, 4.38 hours can be expected in a year.
System down-times due to scheduled maintenance are usually excluded as a
source of downtime in SLAs. The use of a single cloud can create a single
point of failure.

• Incidents Response: A lack of information about incidents can prevent
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measures to be taken to contain and resolve the incident. The cloud provider
has the control of all the layers in SaaS model. The customer relies on it to
perform all the incident response activities. The complexity of the cloud makes
it even harder to detect an attack. Inadequate, insufficient, and inability to
access and process activity log can lead to the untimely detection of security
incidents. Cloud consumer can face a lack of information about important
events and data sources to run proper incident analysis and resolution. The
cloud provider must have a transparent response process and mechanisms to
limits damage and minimize recovery time and cost.

• Inadequate Policies and Practices: The cloud provider’s motivations can
be inadequate or not compatible with company’s security interests. It can
lead to a mismatch in the separation of duty between the cloud provider and
the company, undetected intrusions or violations, loss of privacy, and lack of
sufficient data and configuration integrity.

• Attenuations of Expertise: Public cloud computing is far more compli-
cated than traditional datacenters caused by its many components and their
interactions which each other. It results in a larger attack surface. Another
problem is that over time, the level of technical knowledge and expertise of
the organization can diminish as it is the cloud provider who deals with the
technical issues.

6.2.3 ENISA

The following risks are addressed in the guideline [28]:

• Loss of governance: A number of issues are ceded to the control of the
cloud provider and it may affect the security. The third-parties used by the
cloud provider may not guarantee the same level of security or the harden-
ing procedures offered by the cloud provider may not match the company’s
requirements. The cloud provider could change the terms and conditions of
their services over time. The company may need to be compliant with some
standards to achieve certification for competitive advantages or to meet indus-
try standards or regulatory requirements. It can mean that cloud services can
not be used.

• Lock-in: A cloud customer could become dependent on the cloud provider
and become unable to change of cloud provider. It is due to the lack of
tools, procedures, standard data formats or services interfaces to guarantee
the portability of the data. Some providers offer an API to extract the data
from the database but tailored for their application the format may not be
supported by another cloud provider and make it impossible or too costly to
migrate. The customer is dependent on the commitment made by the cloud
provider.

• Isolation failure: It is a risk that the mechanisms separating storage, mem-
ory, routing, and reputation can fail. It can be another tenant carrying out
malicious activities and affect the other tenant’s reputation.
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• Management interface compromise: The management interface is acces-
sible through the Internet, therefore exposed to broader risks of an attack. If
compromised, it can give access to an extensive set of resources.

• Data Protection: It can be difficult for the customers to ensure that the
cloud provider handles the data securely and lawfully. Some countries may
consider data protection as unlawful.

• Insecure or incomplete data deletion: Due to the resources being shared,
or unavailable copies of the data. Deletion requests could not be performed
meticulously. The cloud provider may not use proper procedures, or it could
be unsupported by the standard API.

• Malicious Insider: The damages caused by an insider are far greater due
to the high-risk roles necessitated by the cloud architecture. Cloud provider
employee can be the target of criminal gangs as well.

• Customers’ security expectations: It might have a difference between the
customers and providers perception of security levels. If the customer does
not properly secure its environment, it can affect the cloud provider security
measures. It can be due to the customer no being aware of its responsibilities
and expect the provider to be responsible.The provider could want to reduce
cost by sacrificing some security aspects.

• Supply Chain Failure: Cloud provider can use third parties as a part of it
service or outsource parts of its production. The level of dependency plays an
important role, if one link is subject to a failure, it can affect the others links
as well. The security level is dependent on the weakest link.

• Social engineering attacks: The involvement in more parties increase the
attack surface for social engineering attacks.

• Resource exhaustion: The cloud provider could not be able to provide more
resources or maintain a given service level. A compromised resources allocation
algorithms could be the origin or an inaccurate modeling of resources usage.

• Intercept data in transit: The data is put at risk any time it is transferred
between different computer or sites. It is transmitted not only to the cloud
customer and cloud provider. It is transferred between the different sites that
the cloud provider can own. The cloud provider may not ensure confidentiality
or non-disclosure clause.

• Distributed Denial of Service (DDoS): A DDoS attack intends to make
a resource unavailable to its user by flooding the resource of requests. The
targets can be the cloud provider or another customer.

• Economic Denial of Service (EDoS): Due to attack, misconfiguration, or
poor budget management, cloud computing can become no longer affordable.
As the resources are dynamically allocated, the bill will increase with a higher
request of resources. A company could become bankrupt.
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• Compromise of Service Engine: An attacker could compromise the service
engine and get access to the data of all customers.

• Loss of Cryptographic Keys: The loss of cryptographic keys or passwords
used to encrypt the data stored on the cloud could lead to data loss, denial of
service, or financial damages. They could be corrupted as well.

• Non Cloud-Specific Network-Related Technical Failures or Attacks:
The cloud provider is exposed to all the risks that an on-site deployment
is exposed to. Loss of Internet connection, reduced of network bandwidth,
disruption in the global Internet.

• Loss of Backups: The backups of the cloud provider are exposed to the same
sort of risks as on-premise backups(lost, damaged, stolen).

• Natural disasters: Cloud providers can be affected by any natural disasters,
flooding, earthquakes, tsunamis and the like.

• Subpoena and e-discovery: An authority could seize a storage media or
ask for information about criminal cases. The customer can be affected by
another client behavior, and the data could be exposed to unwanted parties.

• Risks from changes of jurisdiction: A cloud provider can be situated in
another country and have multiple sites that can be spread over the world.
Information security is treated differently in each jurisdiction, some of which
may be high risk.

• Licensing Issues: Most software licensing agreements are not yet "cloud
aware". It can lead to the violation and significant financial penalties or dis-
ruptions of service.

• Intellectual Property Issues: Any software and service created in the cloud
are at risk if not protected by the appropriate contractual clauses.

6.3 Measures

The different papers have been investigated to find the measures that should be
taken to moderate the risk presented previously. The measures have been grouped
by risk areas and summarized by controls or activities that should be implemented.

6.3.1 Exposure

• ENISA: Request the securities applied by the Cloud Service Provider (CSP)
to the client interface, and ensure that they are appropriate. Ensure that the
organization implements relevant securities to the customer interface.

• NIST: Review of the existing measures to secure the client side, and if needed
use of additional ones. Prohibiting or limiting access to personally identifiable
information and other sensitive data from portables and mobile devices.
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• ISACA: Request the CSP to implement application firewalls, anti-virus, and
anti-malware tools. Secure the web browsers and any specific end-user client
applications used while connecting to the cloud by using encryption, anti-
malware, and the like.

• CSA: Reduce security challenges by using identity.

6.3.2 Governance

• ENISA: Rigorous SLA about transparency needs. Control that the use of
cloud fit the budget. Configure the use of paid resources with the configuration
of limits meticulously.

• NIST: Require visibility into security controls and processes employed by the
CSP and their performance over the time. It could include the right to audit
controls via a third party and ideally having control over aspects of the means
of visibility. Require third-party arrangements to be disclosed.

• CSA: Ensure that the company follows the five basic principles of governance
when using the cloud: Auditing supply chains, board, and management struc-
ture and process, corporate’s responsibility and compliance, financial trans-
parency and information disclosure, ownership structure and exercise of con-
trol rights. Carefully consider the proper monitoring mechanisms that are
needed for the company’s consistent performance and growth.

• CSCC: Standards, laws, and guidelines about governance: SO/IEC 38500 IT
Governance, COBIT, ITIL, ISO/IEC 20000, SSAE 16, NIST Cybersecurity
Framework, CSA Cloud Controls Matrix, HIPAA, PCI-DSS, FERPA, Fed-
RAMP, FIPS Publication 200, FISMA, HSPD-12, NIST SP 800-53 R4, EU-US
Privacy Shield, EU NIS Directive.

6.3.3 Contracting SaaS

• NIST: Implement policies about a computational acquisition.

• ISACA: Ensure that internal governance controls are in place to involve the
necessary management organization during the decision process of migrating
to cloud services.

• ISO: Specify the requirements to access the cloud service.

• CSA: Manage unapproved data that are moving to cloud with monitoring and
filtering.

6.3.4 Risk Management

• NIST: Understand the privacy and security controls used by the CSP. Specify
in the SLA any arrangements needed. Ensure proper implementation, opera-
tion, and compliance with confidentiality and safety controls by the CSP. Re-
vise organization’s incident response plan to address differences with the cloud
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computing environment. Request and control processes and mechanisms used
to share information about an incident. Request access to the activity logs
and details of relevant data from event monitoring. Request the right to audit
via a third party the CSP’s security and privacy measures

• ISACA: Understand how the migration to the cloud will affect the assets.
Require the CSP to include the enterprise in its incident management process.
Specify in SLA vulnerability classification and action taken according to the
severity level according to corporate’s policies and procedures.

• ISO: Implement risk management processes, and consider cloud-specific risks.
Require the CSP to meet the company’s requirements about events logging.
Ensure clock synchronization with the CSP’s systems. Request CSP’s man-
agement of technical vulnerabilities and identify responsibilities of each party.
Verify the allocation of responsibilities for information security incident man-
agement. Request information about mechanisms for reporting information
security events and review it. Document all critical operations. Request infor-
mation about capabilities of monitoring.Request the right to assess the CSP’s
security.

• CSA: Consider cloud services and security as supply chain security issues.
Review CSP’s disaster recovery program. Identify which party is responsible
for what in the case of an incident. Acknowledge the impact of cloud comput-
ing on incident response. Ensure to follow incident response lifecycle. Request
for monitoring, logging access, and audit right. Review risk management pro-
cesses and governance.

• GDPR: The processor and the controller must document their operations.
The processor must inform supervisory authority & controller of a personal
data breach upon discovery.

• NIS: Any essential service provider relying on a Digital Service Provider (DSP)
for essential service must ensure that the DSP notifies the organization of any
incidents.

6.3.5 Compliance

• ENISA: Control regulations and standard that the CSP should meet and
ensure it complies with it. Control of the countries’ laws for data protection
where the data is processed and stored.

• NIST: Ensure the CSP’s sensitivity to legal and regulatory concerns. Request
the location of data storage and process.

• ISO: Identify relevant authorities. Request proof of compliance from the CSP.
Define a procedure to respond to a request for potential digital evidence. En-
sure cryptographic controls comply with relevant agreements, legislation, and
regulations.
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• CSA: Evaluate corporate’s practices, needs, and restrictions, to identify the
legal barriers and compliance requirements. Request evidence of conformity
with any compliance requirements. Plan how to identify relevant document for
an E-Discovery. Ensure the conformity to external environment with policies.
Ensure all aspects of identity comply to any regulation where the data is
stored.

• GDPR: Even if not located in the EU, if EU data are collected, the provider
must comply to the GDPR.

• NIS: Any essential service provider relying on a DSP for essential service must
ensure that the DSP notifies the organization of any incidents.

6.3.6 Employees

• ENISA: Require guarantees from the CSP that its employees can be trusted
and that adequate background checking is made.

• NIST: Ensure the technology, security and privacy awareness of the organi-
zation’s employees.

• ISACA: Ensure employees security awareness.

• ISO: Ensure employees security awareness, education, and training. They
should know their responsibilities when using the cloud.

• CSA: Ensure that the CSP assesses its employees, and guarantee their security
awareness.

6.3.7 Isolation

• ENISA: Request and control the mechanisms and controls used to isolate
shared resources.

• NIST: Request the underlying system architecture used by the CSP. Decom-
pose and map it to a framework of security and privacy controls. Request
isolation mechanisms and the virtualization technology are used. Control their
relevance and security.

• ISO: Define the requirements for the segregation of networks. Verify that the
CSP meets them. Request and control relevant aspects have been hardened
by the CSP.

• CSA: Ensure that the virtualization technology is hardened and protected.

6.3.8 Policies and Practices

• ENISA: Clear segregation of responsibilities.

• NIST: Establish proper password policy. Ensure CSP’s motivations are ade-
quate and compatible with company’s security interests.
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• ISACA: All controls protecting the enterprise’s information assets should be
clearly documented.

• ISO: Specify appropriate allocation of information security roles and respon-
sibilities in the SLA. CSP management procedure should meet the costumer
requirements. Request information about CSP’s information security capabil-
ities. Include the CSP as a service provider in the policy. Confirm information
security roles and responsibilities that appear in the SLA. Request documented
evidence of implemented information security controls and guidelines. Define
policies and procedure in accordance with the cloud. Include the CSP as a
service provider in the policy.

• CSA: Sort out responsibilities. Review risk management processes and gover-
nance. Specify roles and expectations of each party in the SLA. Request audit
right to be independently conducted to ensure best practices, appropriate re-
sources, and test protocols and standards.

• CSCC: Standards and guidelines for policies and practices: CSCC Practical
Guide to Cloud Service Agreements, ISO 27004:2009, ISO 19086, NIST Special
Publication 800-55 Rev.1, CIS Consensus Security Metrics v1.1.0.

6.3.9 Data Protection

• ENISA: Clearly specify confidentiality and non-disclosure in the SLA. Ensure
encryption and control access to the data at all time.

• NIST: Clearly establish organization’s ownership rights over the data in the
SLA. Require the CSP to protect the data it holds about the organization. Re-
quire the CSP to secure physically and logically its virtualized environment,
virtual servers, operating systems and applications following organizational
policies and procedures. Require the CSP to monitor virtual network and
secure it, or to expose the traffic to the physical network for monitoring. En-
sure that the database environment provided is secure. Ensure that the CSP’s
platform has sufficient security controls to guarantee confidentiality, privacy,
and integrity of the system.

• ISACA: Specify that the enterprise remains the sole legal owner of any asset
migrated to the CSP in the SLA. Ensure encryption of all sensitive assets
before being migrated to the CSP. Ensure proper key management is in place.

• ISO: Account assets in the cloud and identify their location in the inventory
of assets. Label assets in the cloud. Implement cryptographic controls.

6.3.10 Policies and Practices

• CSA: Implement information management. Implement information life-cycle
management. Encryption of data to and within the cloud. Use of security
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technologies and best practices. Implement data loss prevention. Ensure pri-
vacy is guaranteed. Request physical security implementation by the CSP.
Control physical security implementation of the CSP. Implementation of data
encryption, or data dispersion technique, or Digital Rights Management for
assets in the cloud.

• GDPR: Processor must ensure the security of data given to it by the con-
troller. Processor and controller must follow the rules for data’s type cate-
gorization. Controller must do a data protection impact assessments when
private data are involved. It should describe what security measures are used.

• NIS: DSP and operators have an obligation to ensure the security of their
network and information systems.

• CSCC: Standards, laws, and guidelines about data protection: ISO/IEC
27002, ISO/IEC 27040:2015, PCI-DSS, HIPAA, FERPA , FISMA, HTTPS,
SFTP, VPN, TLS, FIPS 140-2, EU GDPR, HIPAA, PCI-DSS, ISO/IEC 27018,
ISO/IEC 27001, ISO/IEC 27033, FISMA, Fed-RAMP.

6.3.11 Availability

• ENISA: Require transparency for the coordination of all the parties. Avoid
single point of failure. Use the accurate modeling for resources usage, the
proper allocation algorithms. Guarantee redundancy with a second CSP. Re-
quest resources details and mitigation techniques. Control that enough re-
sources and appropriate mitigation techniques are used by the CSP. Control
that the CSP has redundancy in different countries.

• NIST: Require third-party arrangements disclosure and that they will be
maintained throughout the agreement or until sufficient notification have been
given. Require the CSP to meet the requirements of the organization’s con-
tingency and continuity plan. Ensure the availability of the data in case of a
prolonged disruption or severe disaster with the use of a second CSP. Orga-
nize a contingency and continuity plan. Prepare the organization to carry on
mission-critical operations without the utilization of the cloud. Ensure that
the CSP’s platform use sufficient safeguards to guarantee availability.

• ISACA: Require the CSP to meet the organization’s contingency and conti-
nuity plan. Plan a disaster recovery plan taking into account the possibility
of complete disruption of the CSP.

• ISO: Request monitoring rights for capacity and ensure the capacity meets
the requirements with an SLA. Control that the capacity provided complies
with the requirements.

• CSA: Consider CSP’s services and security as part of the supply chain. Re-
quest third party management and the right to audit it. Assess CSP’s supply
chain. Specify precisely availability needs into the SLA.
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• NIS: Essential service provider must take appropriate measure to prevent and
minimize the impact of incidents affecting the security of the network and
information systems to ensure the continuity of those services.

6.3.12 Data Disposal

• ENISA: Request the procedure used by the CSP to proceed data wiping.
Ensure the encryption of the data. Ensure that proper procedure is employed
by the CSP.

• NIST: Specify that adequate measures must be taken and performed appro-
priately to ensure proper data sanitization.

• ISACA: Request technical specifications and controls about data disposal.
Specify in the SLA that upon contract expiration or any event ending the
contract, a mandatory data wipe is carried out under the enterprise’s review.
Control that proper tools are used and all data locations are concerned includ-
ing backups.

• ISO: Ensure that the CSP has policies and procedures for secure disposal or
reuse of resources. Control the process for safe disposal or reuse of resources.
Request documented termination of the service process.

• GDPR: Data can not be kept longer than is necessary based on the original
reason it was collected. If the data subject withdraws consent, the personal
data has to be erased without delay. Data retention limits must be set by
default. Processor and controller must document the time limit before the
personal data is erased.

6.3.13 Service Termination

• ENISA: Plan an exit strategy.

• ISACA: Specify in the SLA an exit strategy with the retrieval of the assets
in a definite time-frame.

• CSA: Ensure that the change of CSP is possible. Consider portability as a
key criterion when selecting the CSP.

• CSCC: Guidelines and standard about service termination: CSCC Practical
Guide to Cloud Service Agreements, and ISO/IEC 19086.

6.3.14 Key Management

• ENISA: Plan and organize the cryptographic keys meticulously.

• NIST: Implement proper control of central keys and key management com-
ponents. Create a guiding principle for the employees in control of the key
management.
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• ISO: Identify the keys and implement cryptographic key management.

• CSA: Implement cryptographic key management.

• CSCC: Protocol about cryptographic keys management: KMIP.

6.3.15 Backups

• ENISA: Request the protection mechanisms used by CSP. Control the pro-
tection mechanisms used by the CSP.

• ISO: Require the CSP to meet the backup needs.

6.3.16 Licensing and Intellectual Property

• ENISA: Control license agreement. Specify intellectual property in the SLA.

• ISO: Establish a procedure to identify cloud-specific licensing requirements.
Request the CSP’s protection of records.

6.3.17 Identity and Access Management

• NIST: Clearly establish the organization’s ownership rights over the data in
the SLA. Request the CSP’s proof of compliance with standards for authen-
tication, access control, and the use of identity federation. Use of proper
authentication method to access the cloud.

• ISACA: Request and specify who is allowed to access the enterprise infor-
mation in the SLA (specific roles for CSP’s employees and external partners).
Request detailed specifications of CSP’s IAM system or controls and bench-
marks as an alternative. Request authorization to use corporate’s IAM system
instead of CSP’s IAM system. Review and approve CSP’s IAM system.

• ISO: Require the use of sufficient authentication techniques. Require the
CSP’s management procedure to meet the costumer’s requirements. Ensure
that the access to the data is restricted. Identify utility programs and ensure
they do not interfere. Log all privileged operations.

• CSCC: Protocols and standards about IAM: LDAP, SAML 2.0, OAuth 2.0,
WS-Federation, OpenID Connect, SCIM, Active Directory Federated Services
(ADFS2), XACML, ISO/IEC 27002, ANSI/TIA-942, Sarbanes-Oxley, HIPAA,
PCI-DSS.

6.3.18 Application Security

• ISACA: Request the CSP’s details about software SDLC in place and proof of
independent security reviews or certification reports. Ensure that the CSP’s
security measures introduced into the design meet the requirements of the
enterprise. Ensure that the CSP has a proper release process.
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• ISO: Take into account the impact of modifications operated by the CSP in
the change management. Require the use of secure development procedures
and practices.

• CSA: Ensure that the CSP follows best practices of application security, iden-
tity management, data management, and privacy. Request the right to audit
the CSP’s application. Audit the CSP’s application. Ensure that the design
minimizes the need for identity and attributes.

• CSCC: Standards and guidelines about Software SDL: OWASP, ISO/IEC
27034, NIST SP 800-160, SAFE Code and Cloud Security Alliance - Practices
for Secure Development of Cloud Applications, NIST SP 800-115

6.4 Empirical Findings

Ten people have been interviewed during the redaction of the guidance. The aim
was to validate the relevance of the guideline created by gathering the opinion of
the professionals that this study target. The questions that were asked during the
interview can be found in Appendix A.

First, some question about their employer was asked. 8 interviewees were working
in the IT department of the company, 4 were working as Chief Security Officer (CSO),
Chef Technology Officer (CTO), or Chef Information Officer (CIO). 1 was a sale
manager for a scanning company, 1 as project leaders and 2 as network engineer.
The remaining 2 were working in the business department. All the participants
worked for a private company.

6.4.1 Results

- 7 of 10 interviewees said that their company is using public SaaS cloud com-
puting.

- 8 of 10 are using another type of cloud.

- 6 affirmed using a private cloud, and 2 public PaaS.

- Loss of control was mentioned as the biggest concern by 6 of the 10 intervie-
wees, 3 stated compliance, and 1 shadow IT.

- All said they would use a similar guidance if available. However, 6 specified
some conditions. It should be relevant for their country. It should be easy to
use and understand.

- All the participant stated that they would use this guidance if the necessary
correction were made.

A list of the recommendations received has been made:

• A summary of the measures should be made.

• A description of the risks should be included.
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• The names for the risks should be improved and more clear on what is con-
cerned.

• The results should be divided into target groups.

• The business-driven model should be used.

• Include the threats in the guidance.

• The results should be written down instead of being on a table.

• It should be easier to read it and understand it.

Some others recommendations were discarded for being not evaluated as relevant,
not possible with the time-frame available or disapproved by the others interviews.
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7 Security and Risk Control Guidance

The guidance is there to support the company needs while managing the risks of
public SaaS cloud computing. It is for anybody taking part of the cloud migration
but based on a management point of view using the business-driven model.

The executives have to understand what are the security challenges coming along
the opportunities of using cloud computing. It is crucial for a company to aligning
the security goals with the business’s goals and integrate information security as
part of the organizational culture to guarantee business development when using
the cloud. It offers an high-level point of view to assess risks and take security
decisions.

7.1 Evaluate the Assets

The first step is to assess which data is going to be moved to the cloud. It needs to
be classified according to its confidentiality, integrity, and availability level require-
ments.

Then, five risk events that are common on assets have been selected.

• Unavailability: Multiple events can cause unavailability. They can be acciden-
tal, intentional or legal. The result is the asset that cannot be used or accessed
by the enterprise. The activities are disrupted and engender a financial loss.

• Loss: The cause can be accidental or intentional. The asset is lost or destroyed.
The activities are disrupted, and the recovery effort engenders a financial loss.

• Theft: A deliberate action that may involve data loss. The company can
become subject to blackmail, and loose credibility towards customers.

• Disclosure: The cause can be accidental or intentional. The asset has been
released to unauthorized staff/enterprises/organizations. It will damage the
reputation of the company and could have a financial impact.

• Non-compliance: The asset does not comply with the laws, regulations where
it is stored or assessed. The company may face a significant fine and loss of
customer trust.

The cost has not been included as a risk event because any of them will have
a financial repercussion. It is the role of the management to evaluate the financial
loss if any of the situations happen. The classification made previously of the data
must be taken into consideration. The disclosure of a highly classified asset would
not have the same impact as a low one.

7.2 Provider Assessment

As the customer will never have the full control, it needs to trust the provider.
No controls and agreements will be enough if trust is not part of the relationship
between the provider and customer.
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The CSP is not the only party that needed to be trusted, but all the third-party
that are in close contact with the CSP and that will treat the customer’s data. The
history of the CSP is an excellent source of information for that and to be sure it can
offer solid business references. Its financial position, attitude, and communication
should be considered when evaluating if a CSP is reliable.

Then, the security certificates, the possibility of audit and verifications negoti-
ated during the SLA validate that if it can meet the company security requirements.

7.3 Risks Assessment

The different risks analyzed earlier have been mapped by areas of the risks. The
result can be seen in Appendix B. Then, a common name to represent it has been
selected. Finally, all the information gathered has been grouped, summarized and
divided by company’s areas concerned.

A relative level of probability for a threat to occur has been taken from ENISA
document for matters covered in the paper and estimated for the others. It should
not be used as it is, but it should be considered as informational. The company
should evaluate itself the probability taking into consideration only relevant threats.

When running the risk assessment, the company needs to look at how the busi-
ness would be affected if the data would suffer from any of the events presented
earlier. It should consider the appropriate level of probability for each event. Then,
a decision must be taken to define the security goals and inform the identities con-
cerned.

Some risks or measures may not be relevant or even possible in some cases. The
company needs to take their situation into account.

7.3.1 Governance

Conflicts between customer hardening procedures and the cloud environment. In-
adequate SLA. The CSP outsources to third-party which does not offer the same
guarantees. The owner of the CSP changes and their terms and conditions of their
services may change as well.

Probability: Very high. Risk events: Unavailability, loss, theft, disclosure.

- Require the CSP and its third-party to meet the company’s needs about visi-
bility by providing monitoring, logging access, and audit rights. ENISA, NIST,
ISO, CSA

- Ensure cloud’s compliance with the budget by controlling the settings and
determining limits. ENISA

- Require the terms to be maintained for all the duration of the contract. NIST

7.3.2 Compliance

The data can be located or processed in a country with different laws and regulations.
The cloud provider can be subject to a request for evidence and might compromise
the privacy or security of the data (subpoena and e-discovery). The CSP may have
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to comply with some industrial standards. Information security is treated differently
in each jurisdiction, some of which may be high risk.

Probability: High. Risk events: Non-compliance.

- Request the location of all data and identify relevant regulations (a particular
attention must be paid to identity data protection). ENISA, NIST, ISO, CSA,
GDPR

- Evaluate corporate practices, needs, and restrictions, to identify the legal bar-
riers and compliance requirements. ENISA, CSA, NIS, CSCC

- Define a procedure to respond to a request for potential digital evidence. ISO,
CSA

- Request evidence of compliance with any compliance requirements. ENISA,
NIST, ISO, CSA

7.3.3 Risk Management

The lack of data about the state of the system and the security measures imple-
mented can lead to vulnerabilities and threats to be unseen or the inability to con-
duct proper risk management. The CSP can use complex privacy and security
controls.

Probability: Medium. Risk events: Unavailability, loss, theft, disclosure, non-
compliance.

- Understand and assess cloud-specific’s risks. NIST, ISACA, ISO, CSA

- Revise organization’s incident response plan to address the differences with a
cloud computing environment. NIST, CSA, GDPR

- Request access to the logs and details of relevant data from event monitoring.
NIST, CSA

- Ensure clock synchronization with CSP’s systems. ISO

- Assess the CSP’s security. NIST, CSA

- Request the CSP’s risk management, incident response plan and disaster re-
covery program, and control that procedures, events logging, processes and
mechanisms used to meet company’s requirements. NIST, ISACA, ISO, CSA,
GDPR, NIS

- Request CSP’s management of technical vulnerabilities and identify responsi-
bilities of each party. ISO, CSA

- Document the operations. GDPR
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7.3.4 Contracting SaaS

An individual could easily bypass the normal process and procedures of compu-
tational resources acquisition. The policies and procedures for privacy, security,
and oversight could be neglected, and vulnerable systems could be deployed in the
company infrastructure.

Probability: Very high. Risk events: Unavailability, loss, theft, disclosure, non-
compliance.

- Include computational acquisition in the policy. NIST, ISACA, ISO

- Define requirements to access cloud services. ISO

- Manage unapproved data moving to the cloud with monitoring. CSA

7.3.5 Service Termination

It can be difficult/impossible to migrate due to the lack of tools, procedures, stan-
dard data formats or services interfaces. The CSP can face legal action, go bankrupt,
or be the potential target of an acquisition. The relationship with the CSP can go
sour.

Probability: High. Risk events: Unavailability, loss.

- Specify in the SLA an exit strategy (Mention a precise time-frame for data
retrieval). ENISA, ISACA, CSA, CSCC

7.3.6 Employees

CSP’s or third-party’s employees could get manipulated to perform actions or di-
vulge confidential information. Abuse of high privilege roles in the cloud. Over time,
the level of technical knowledge and expertise of the organization can diminish as it
is the cloud provider who deals with the technical issues.

Probability: Medium. Risk events: Loss, theft, disclosure.

- Require guarantees from the CSP that its employees can be trusted (Employees
security awareness, background checking). ENISA, CSA

- Ensure the technology, security and privacy awareness of the organization’s
employees. NIST, ISACA, ISO

7.3.7 Policies and Practices

Cloud customer security policies, practices, and privacy may be in conflict with
the CSP environment. The segregation of responsibilities between CSP and the
customer can be unclear. CSP may not enforce policy and procedures.

Probability: Medium. Risk events: Unavailability, loss, theft, disclosure.

- Establish proper password policy. NIST

- Ensure CSP’s motivations and capabilities are adequate and compatible with
company’s security interests. NIST, ISO, CSA
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- All controls protecting the enterprise’s information assets should be clearly
documented. ISACA

- Define a security policy for cloud computing. ISO

- Specify and confirm the allocation of information security roles, responsibili-
ties, and expectation in the SLA. ENISA, ISO, CSA

- Include the CSP as a service provider in the policy. ISO

- Request documented evidence of implemented information security controls
and guidelines. ISO

- Request audit right to be independently conducted to ensure best practices,
appropriate resources, and test protocols and standards. ISO, CSA, CSCC

- Decided quantified penalties if the CSP does not meet the requirements written
in the SLA. ENISA

7.3.8 Licensing and Intellectual Property

Violation of software supplier’s licensing agreements. Work created for the cloud
can be at risk if not protected by the appropriate contractual clauses.

Probability: Medium. Risk events: Unavailability, loss.

- Control license agreement of the CSP. ENISA, ISO

- Specify intellectual property needs in SLA. ENISA, ISO

7.3.9 Application Security

The security provided by the application and the security required by clients can
differ. Patches can create unexpected side effects.

Probability: Medium. Risk events: Unavailability, loss, theft, disclosure.

- Require the CSP to meet company’s needs for application security, identity
management, data management, and privacy. ISACA, ISO, CSA

- Request evidence of compliance or the right to audit the CSP’s application.
ISACA, CSA, CSCC

- Consider the impact of the modifications operated by the CSP in the change
management. ISO

7.3.10 Exposure

Public CSPs are more exposed, thus subject to massive and elaborate application
attacks. The means used to access the CSP’s application can be a target of attacks.
The application needs to communicate with internal non-cloud applications, and
sometimes, the standards securities can be insufficient.

Probability: Medium. Risk events: Theft.
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- Require and control appropriate securities are applied on the interface by the
CSP. ENISA

- Review and harden the client-side (browsers, encryption, limiting access to
PII from portable devices, virtual desktop, use of identity to reduce security
challenges). ENISA, NIST, ISACA, CSA

7.3.11 Identity and Access Management

Organizational identification and authentication framework could not extend with
the cloud. Not sufficient or a failure from the authentication or access control could
allow unauthorized entities to access information assets.

Probability: Medium. Risk events: Theft, disclosure.

- Specify data management needs for data access, usage, ownership, location,
identification, and privacy in the SLA. NIST, ISACA, ISO, CSA

- Request evidence of compliance with IAM standards. NIST, CSCC

- Use identity federation or corporate IAM. NIST, ISACA

- Request detailed specifications of CSP IAM system or controls and benchmarks
as an alternative to review it. ISACA, ISO

- Identify utility programs and ensure they do not interface. ISO

- Log all privileged cloud operations. ISO

7.3.12 Data Protection

Any asset migrated to a CSP could be legally owned by the CSP based on contract
terms. They could be disclosed,or lost. The CSP can refuse access to the data, ask
for fees to return it, or use it for an own purpose. Data transferred, in use or at
rest can be attacked. Cloud customer’s personal information can be compromised.
An intra-host attack inside a virtual network. The concentration of data attracts
attacker. Insufficient security controls by the CSP could affect the confidentiality,
privacy, or integrity of the system negatively.

Probability: Medium. Risk events: Unavailability, disclosure, non-compliance,
theft.

- Specify data protection needs in the SLA (Confidentiality, non-disclosure, own-
ership, physical and logical security, monitoring). ENISA, ISACA, NIST, CSA,
NIS

- Require the CSP to secure the data it has about the organization. NIST

- Implementation of information management and information life-cycle man-
agement. CSA

- Comply with regulations and standards needed. CSCC
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- Inventor and label the data in the cloud. ISO

- Ensure data encryption all the time when using cloud and that a proper key
management is in place (sensitive assets must be encrypted before being mi-
grated to the CSP). ENISA, NIST, ISO, CSA, NIS, ISACA

- Assess and list the security measures used by the provider. NIST, GDPR,
CSA

- Use of other security best practices and technologies for data security (data
loss prevention, DRM, data dispersion technique). CSA

- Follow the data type categorization. GDPR

7.3.13 Key Management

The cryptographic keys can be lost or compromised. The security of the system
employing encryption is dependent on the proper control over the key management.

Probability: Low. Risk events: Loss, theft, disclosure.

- Implement best practices for cryptographic key management. ENISA, NIST,
ISO, CSA, CSCC

- Document key management. NIST

7.3.14 Isolation

The hypervisor and virtual machine are new sources for an attack. The visible assets
can be used by another malicious tenant to prepare the way for an internal attack.
The isolation mechanisms could fail.

Probability: High. Risk events: Theft, disclosure.

- Review CSP’s practices and mechanisms used for isolation and virtualization.
ENISA, NIST, ISO, CSA

- Specify segregation of network needs in SLA. ISO

7.3.15 Data Disposal

Data not properly erased or not erased from all its location including the backups
could be accessed at a later time by another customer of a CSP. The law can obligate
to be able to delete data.

Probability: Medium. Risk events: Theft, disclosure, non-compliance.

- Review CSP’s data deletion or reuse procedures and tools. ENISA, NIST,
ISACA, ISO

- Include the data disposal in the exit strategy. ISACA, ISO

- Comply with the regulation for data retention and deletion (data not kept
longer than necessary, erase without delay, a set of data retention limit).
GDPR
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7.3.16 Backups

The CSP can lose, damage, or has the backups stolen.
Probability: Low. Risk events: Unavailability, loss, theft, disclosure.

- Specify backup needs in SLA. ISO, ENISA

- Review CPS’s backup practices and protection mechanisms. ISO, ENISA

7.3.17 Availability

The CSP can be subject of a temporary or permanent outage, attack, a cascade of
failure from a third-party, a natural disaster, or a network-related technical failure
or attacks. The CSP can be unable to meet an increased demand or maintain it.
One tenant carrying malicious activities or subject of an attack may affect another
tenant. A compromised resources allocation algorithms could be the origin or an
inaccurate modeling of resources usage.

Probability: Low. Risk events: Unavailability, non-compliance.

- Include CSP’s services and security in the supply chain. CSA

- Specify precisely availability needs into the SLA. ISO, CSA

- Plan a contingency and continuity plan, and require the CSP to meet the
requirements. NIST, ISACA

- Assess CSP’s supply chain and redundancy. ENISA, NIST, CSA

- Control that CSP’s capacity provided meets the requirements and sufficient
safeguard to guarantee availability are used. ENISA, NIST, ISO, NIS

- Use of a second CSP. ENISA, NIST, ISACA

- Use the accurate modeling for resources usage and the proper allocation algo-
rithms. ENISA
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8 Discussion

This chapter begins by an analyze of the findings to know if the research questions
of this thesis were answered. The results from the interviews will be analyzed with
the question corresponding. To conclude, the limitations encountered during the
redaction of the thesis will be presented.

8.1 Answers to Research Questions

Each question is analyzed individually.

RQ1: What are the concerns of the industry about cloud computing?
The concerns of the industry validate the expectations. The companies are con-
cerned about outsourcing their data to a third-party. Data breach is not the only
problem, the security in its entirety concerns the companies. It starts with the lack
of knowledge of their employees to use and secure the cloud. Then, the lack of
control provided preventing the implementation of required controls to meets the
company security needs to finish with the use itself of cloud computing.

Two concerns were unexpected, the compliance and the shadow IT. The conse-
quences for a company non-compliant can be devastating. They can face huge fines
and lose the trust of their customers. The multiples qualities of cloud computing
can become a problem for the companies. More and more employees use a cloud
service without an approbation. As this research shows, there are multiple risks that
the company must assess before deciding using the cloud.

The results support the findings of the previous study "Security Concerns on
Adoption of Cloud Computing" [9]. Loss of control, data protection, and difficulties
when migrating to the cloud appear in both papers. The interviews have highlighted
an interesting point, 4 of the interviewees specified that they know some services
such as DropBox were used in the company without proper approbation. This point
validates the findings of the industry concern for shadow IT. The biggest concern
stated in the interviews validate the findings as well.

There is an obvious need from the companies to be able to control and secure
the use of cloud services. The concerns found have been used as guidelines when
structuring the guidance to ensure that they were treated.

RQ2: What are the risks and measures given by cloud computing stan-
dards and official guidelines for public SaaS? A large number of risks and
measures were found in the papers investigated. Some of the risks found were more
precise than expected, but all the concerns found previously are covered somehow.
The same risks have been described differently by different papers. Thus they needed
to be grouped.

The level of abstraction is a critical factor. The results show that the measures
are mainly focused on the negotiations of the SLA to obtain full details on how
its assets are managed and to audit the cloud provider to be sure it respects the
conditions negotiated. It forces better internal audit and risk assessment procedure
than it would otherwise exist by exposing risks that would not have been discovered.
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As SaaS is the delivery model providing the less control to the customer, a cloud
provider could have a considerable advantage over its concurrent by operating in
full transparency.

The results correspond to the ones presented in the others studies, but as ex-
pected in a wider point-of-view and without going into the details. Those results
represent the core of the guidance. With the interviews, the names have been im-
proved to be easily understood with a description included. A summary of the
measures has been made to group the same ideas.

RQ3: What are the obligations that affect cloud computing for a company
operating inside the European Union? In contrast with the expectations, the
right to be forgotten is not the main point of the new GDPR. The regulation is
more a general guideline to guarantee security. The obligations are vague on the
level of security expected. Would a database encrypted with the password 1234
be considered as secure? Nonetheless, they let the user knows about some security
specifications and makes the cloud provider and customer liable to secure the data.

The NIS is a directive for essential service providers. It is mainly focused on
requirements for the incident response plan to guarantee availability.

As compliance is one of the biggest concern, those results are necessary to include
in the guideline. Surprisingly, beside a short mention in the study Cloud Computing
Security, Defense In Depth Detailed Survey compliance was not present in the previ-
ous researches. It should be due to the technical point-of-view they had. Compliance
is a business risk but may require some administrative or technical implementations.

RQ4: How can a security and risk control guidance be created from
the data gathered? A guidance based on the business-driven model has been
preferred to another type of model due to its multiples advantages. It is lead by the
persons that make the decisions in a company and allocate budgets. The security
will become part of the company culture, which will allow the security to align with
the business goals.

Contrary as expected, the guidance is not a matrix. The interviews have led
various objections about this presentation instead of a summary text. The matrix
was still used to gather the data, group it, and summarize it. It was offering a global
view that is difficult to have with a text. The interviews have pointed that it should
be simplified as much as possible. It can be difficult to try to simplify when writing
a thesis that is usually oriented towards the technicality of a subject. That idea was
confirmed by the business-driven suggestion. The focus needs to be on the business
part and not about the technical one.

8.2 Limitations

Some restrictions had to be set due to the limit of time available. First, the scope
of the research had to be narrowed for including only standards, and guidelines
concerning the cloud customer. The number of standards and framework concerning
the cloud provider was too large. Moreover, the CSA security control matrix is
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already presenting all of them. Thus it has not be seen as necessary to investigate
them again.

Second, the practical part has been restricted to running interviews with profes-
sional. It would not have been relevant to implement it as the results would have
been relevant to only one particular situation. More time would have been necessary
to test it on multiples providers.

Third, the number of interviews has been set at 10. It does limit the relevancy,
but the aim was to identify the real world application of the findings. The time of
the interview has limited the review’s granularity by the interviewees as well.
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9 Conclusion and Future Researches

In this chapter, the aim is restated and the real world applications of the find-
ings identified. An overall conclusion about the results and suggestions for further
research are presented.

9.1 Conclusion

The aim of this thesis was to create a guideline for a company willing to use or already
using public SaaS. The industry needs, the standards, guidelines, and laws related
to the security when using a public SaaS cloud service have been investigated with
the help of a systematic literature review. The aim has changed from the original
idea. The enhancement is due to the gain of knowledge about the subject, and
the more resources were found. The topic became more precise and relevant for a
real-life application.

In the beginning, it was complicated to define which information will be relevant
for the study. A clear aim needed to be selected to be able of assessing the relevance
of the information gathered. Then, the shift of thinking from a technical point-of-
view to a business point-of-view was difficult to do. More research had to be done
to be able to understand it.

The results have revealed a significant number of risks and measures summa-
rized and then divided by concerned areas. The lack of practical implementation
of the findings implies that there is no guarantee that it would be usable in a real
world application. This matter will be addressed in the following further research
presentation. Nevertheless, the interviews carried with professionals have revealed
some unknown problems and allowed the results to be applicable in a real world sit-
uation theoretically. The majority stated that they would use it in a real situation
if available.

Any company or organization willing to use a public SaaS or to control its se-
curity could use the information of this report. It allows checking if every aspect
of security and threats have been considered. It can be utilized as a guideline for
the approach that should be selected for risk management of public SaaS. From the
cloud provider point of view, the information gathered can be used to know the
needs of the customers. If implemented, it could be employed as an additional proof
of security compliance. From a research perspective, the results can be used as a
base to carry further research. Different suggestion areas for further research are
presented below.

9.2 Further research

As a result, this study has created a theoretical concept. Two options are available
to validate it.

Conducting a survey with a large number of participants that would perform a
granular review of the results obtained from this research.

The other option is to implement the solution and control if it would be feasible
and nothing has been forgotten.
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A similar research could be done by comparing different SaaS providers compli-
ance with the guideline-recommended measures.

This study was conducted as a case study at one particular type of cloud service.
On order to increase the generalizability of the results, different cloud deployment
and delivery model could be included in a similar study.

A complete framework could be created by including the administrative and
technical part of the risk management.
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Appendices
A Interview question

This appendix presents the questions that were asked to the interviewees.

1. Do you work for a company or a public organization?

2. What is your title position?

3. Does your company use Public SaaS cloud computing?

(a) If no, can you tell me why?

4. Does your enterprise use any other type of cloud?

(a) If yes, can you tell me which one?

5. What is your biggest concern about public SaaS cloud computing?

6. Would you use a security control framework as presented in the thesis if avail-
able?

(a) If yes, why?
(b) If no, why?

7. At the first look at it, without going into details what your opinion is about
the presentation of the results?

(a) What is good?
(b) What could be improved?

8. What is your opinion about the risks selected?

(a) Are they coherent?
(b) Is there any risk missing?

9. What do you think about the standards, guidelines, and law that were chosen?

(a) Are they coherent?
(b) Can you think about a paper missing?

10. What is your opinion about the measures presented?

(a) Are they coherent?

11. What are the plus and minus of the framework? Something would have you
add, remove, or expect.

12. Would you consider to use it?
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B Risks mapping

This appendix presents in the following figure the mapping of the different risks
found.

Figure A.7: Mapping of the risks

Some names were containing some information related to another risk area, it 
does not appear on the table, but the text was included in the related risk area.
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ENISA NIST ISACA Area's name

• Management interface compromise
• Availability Chain

• Client-side protection • Broad exposure of applications
• Browser vulnerabilities

Exposure

• Loss of governance • Visibility Governance
• eDOS • Governance • Ease to contract SaaS Contracting SaaS
• Non Cloud-Specific Network-Related 
Technical Failures or Attacks
• Natural disasters

• Risk management
• Incident analysis and 
resolution
• Incidents Response

Risk management

• Risk from changes of jurisdiction
• Data Protection 
• Subpoena and e-discovery

• Compliance
Compliance

• Malicious Insider
• Social engineering attacks

• Insider access
• Attenuations of expertise 

Employees

• Isolation failure 
• Compromise of Service Engine

• Software Isolation
• Attack surface

• Full sharing of the cloud 
• Identity and Access Management Isolation

• Intercept data in transit • Data Protection
• Data ownership
• Ancillary data
• Virtual network protection
• Weak confidentiality 
• Integrity sureties

• Data Ownership

Data protection

• Principal-Agent Problem
• Customers' security expectations

• Inadequate Policies and 
Practices
• Principal-agent problem

Policies and practices

• Resource exhaustion
• DDoS
• Supply Chain Failure

• Composite services
• Weak availability sureties
• Data availability
• Availability

• Collateral damage

Availability

• Insecure or incomplete data deletion • Data sanitization • Data Disposal Data Disposal
• Lock-in • Exit Strategy Service termination
• Loss of Cryptographic Keys Cryptographic keys
• Loss of Backups Backups
• Licensing Issues
• Intellectual Property Issues

Licensing and intellectual 
property

• Identity and Access
Management

Identity and access 
management

• Lack of visibility into software 
Systems Development Life Cycle 
• Lack of control of the release 
management process

Application security 



Abbreviations

AICPA American Institute of Certified Public Accountants.

CC Cloud computing.

CIO Chef Information Officer.

CNSS Committee on National Security Systems.

CSA Cloud Security Alliance.

CSA STAR Cloud Security Alliance Security, Trust & Assurance Registry.

CSCC Cloud Standards Customer Council.

CSO Chief Security Officer.

CSP Cloud Service Provider.

CTO Chef Technology Officer.

DDoS Distributed Denial of Service.

DSP Digital Service Provider.

EDoS Economic Denial of Service.

ENISA European Union Agency for Network and Information Security.

EU European Union.

GDPR General Data Protection Regulation.

IaaS Infrastructure as a Service.

IAM Identity and Access Management.

IEC International Electrotechnical Commission.

ISACA Information Systems Audit and Control Association.

ISO International Organization for Standardization.

IT Information Technology.

ITU International Telecommunication Union.

NIS Directive Network and Information Security Directive.
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NIST National Institute of Standards and Technology.

OSI Open Systems Interconnection.

PaaS Platform as a Service.

PCI DSS Payment Card Industry Data Security Standards.

PCI SSC Payment Card Industry Security Standards Council.

SaaS Software as a Service.

SDLC Systems Development Life Cycle.

SLA Service Level Agreement.

SLR Systematic Literature Review.

SSAE Statement on Standards for Attestation Engagements.
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