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Abstract 

The fast progressing development of mobile technologies and health applications has given rise to trends 

like health tracking and quantify self. This kind of mobile health applications can measure an increasing 

amount of physiological parameters, which implies an increasing interconnectivity between users and 

mobile technologies.  

An explorative pre-study was made which studied the relation between users and mobile technologies on 

students in Sweden and Albania. The results imply an increasing interconnectivity between users and mobile 

technologies and this can be considered as both a physical and psychological phenomenon. From a system 

perspective the physiological and digital systems can be seen as converging, driven by both technical 

innovations and user behavior. This blurring of system boundaries requires for reflections within philosophy 

and ethics as well as security and integrity. The concept of Physio-digital convergence is proposed as a 

perspective to further analyze this development. Recommendations on further research include integrity and 

security issues, which are both pointed out as critical aspects in this context. 
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1. Introduction 

Some of the largest providers of information and communication technologies are now 

entering the health sector with the development of wearables [1-3]. We are moving towards a 

trend where mobile technologies can register an increasing number of physiological features, 

and connect to the physiological system in a number of ways. This development offers a 

range of new possibilities for private persons to use mobile technologies in order to keep track 

of vitals and manage their health in new ways, as well as modifying behaviour towards are 

more active lifestyle [4-6]. What is more, the availability of big data platforms as well as 

various analytics tools is highly interesting within health and medical research [1, 7] and for 

the general management of health from an individual, organisational and societal perspective 

[8, 9]. At the same time, we must also be aware that this development creates new challenges 

and ethical issues as well as the need for new knowledge.  

 

This article is partly based on the results presented in a master thesis [10] that in this context 

is used as an explorative pre-study. The thesis studied the relation between users and mobile 

technologies from a systems perspective, and the users were students in Sweden and Albania. 

The results implied an increasing interconnectivity between users and mobile technologies 

and this can be considered as both a physical (physical use) and psychological (cognitive and 

emotional) phenomenon. From a system perspective the physiological and digital systems can 

be seen as converging, driven by both technical innovations and user behavior. This blurring 

of system boundaries requires for reflections within philosophy and ethics as well as security 

and integrity. The concept of Physio-digital convergence was proposed as a perspective to 

further analyze this development. Recommendations on further research included integrity 

and security issues, which were both pointed out as critical aspects in this context. 

 

The ongoing research aims at proceeding on the topic, focusing on the use of mobile 

platforms and technologies in a health context. New wearables have been introduced to the 

European market since the onset of the first study. What is more, the global market for 

wearable technology is expected to reach more than USD 31 Billion by 2020 [11]. 
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The purpose of this article is to further discuss the opportunities and challenges with 

ubiquitous computing and sensor technologies as well as big data platforms and analytics 

tools when they are used in a health context. The main focus is on integrity, security and 

ethics perspectives. The article will end with further research plans. 

 

1.1 The development of mobile health solutions 

The fast progress of mobile technologies and health applications has given rise to new health 

trends. The leading providers of mobile technologies now put their focus on health 

applications [1-3, 12, 13]. These technologies include both smartphones and their accessories 

such as smartwatches [12], wristbands[13], headbands[14], accelerometers and other types of 

sensor technologies aimed at measuring vital parameters and track movements[3, 5]. 

Common concepts used to describe these products are mobile health technologies, mHealth 

solutions and wearables. The purpose of these products is to make us healthier and more 

active, as they provide the possibility to improve ourselves by quantifying our efforts. In 

addition to that these products can present an overview of our health information and physical 

movements, they also aim at modifying our behavior by giving feedback in the form of 

gamification, i.e. making training and activity goals a contest. Users can compete with 

themselves by using the constant measurements of activities and also compete with others. 

Progress and achieved goals are often rewarded with virtual badges. This has given rise to 

concepts like health tracking and quantified self, which describes the process of collecting 

vast amounts of physiological data [3, 5, 9, 15]. Previously, most of the physiological 

measuring took place within a health care environment. Today users can measure a great 

amount of physical activities and vital parameters (physiological data) by using easily 

accessible technologies. A few examples are location (gps); activity/ movements and sleep 

patterns (accelerometers, altimeters); muscle function and coordination (pressure) temperature 

and fertile periods (thermometer and electrodermographs), heart rate, blood pressure and 

blood oxygen (HR sensors, electrocardiograms, oximeters, and digital camera/ flash). What is 

more, a great number of applications can also analyze the user’s interaction with the 

environment. This includes involvements with friends, social media use, behavioral patterns 

and activities when using the smartphones, and this kind of analysis can be used in order to 

draw conclusions on psychological disorders (such as depression) as well as personality traits 

[15].  

 

Another type of wearable worth mentioning in this context is the so-called brain wearables, 

cognitive sensors or thinkables [14, 16]. These type of products are aimed at measuring 

cognitive functions and brain activity, using sensors combined with artificial intelligence 

(AI). The wearables available today are often designed as headbands including 

electroencephalogram (EEG) [14, 15]. This includes the possibility to measure mental 

attention and to visualize cognitive processes, also outside a laboratory environment. Further 

on, combined with machine learning algorithms, the measuring of user’s neural activity 

patterns can be interpreted and translated into thoughts or actions. This might include the 

possibility to steer or move objects for persons with disabilities. Previously, these types of 

measurements were only possible in a lab environment, but now the technology is both 

mobile and wearable and consequently available to the public [14, 17]. These types of mobile 

products open up for new possibilities to understand human behavior and the human brain. 

On the other hand, they also put security, integrity and ethics in a new dimension. 

 

2. The individual perspective - converging systems 

The development of modern mobile health applications, which can measure an increasing 

amount of physiological parameters, implies an increasing interconnectivity between users’ 
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bodies and mobile technologies. This is proposed to be described as a process of convergence 

between systems. Convergence in this context means merging together, an increasing 

exchange of content and blurring of systems boundaries [10]. 

 

In the context of ICT use, the convergence model was originally described by Bradley [18]. 

The model described how the use of ICT made our life spheres converge. However, earlier 

ICT use was more limited in time (internet connection) and space (localized), and personal 

computers did not provide the seamless interconnectivity that mobile solutions now enable. 

An elaboration of the convergence model is therefore proposed, including a convergence 

between humans and mobile technologies. The increasing ways in which mobile technologies 

can connect to users’ bodies implies a convergence also between humans and technologies. 

This is proposed to be studied as a convergence between physiological and digital systems 

[10].  

 

In the pre-study [10] the relation between users and mobile technologies was explored among 

students in Sweden and Albania. A systems perspective was used to analyze the findings, 

which implied a convergence to some extent between users and mobile technologies. This 

was described as both a physical phenomenon (physical use, health use, behavior) and a 

psychological phenomenon (cognitive and emotional). Even though these dimensions are not 

clearly separable, convergence was conceptualized as physio-digital convergence, to highlight 

the human being as a living system in relation to technological systems. Further on the result 

suggested that the level of convergence depends on the individual use, if the technologies are 

used to sustain health, the value they provide and it is also a matter of the user’s philosophical 

believes (e.g. what a smartphone is to the user). 

   

In the physical perspective smartphones were used extensively, but the specific use in a health 

perspective differed and was not widely spread. Health use was only briefly discussed in this 

study, but the extent of health use and the views on security and integrity slightly differed 

among the Swedish and Albanian students. Among the students, search for health 

information, use the smartphone to relax and to measure sleep were the most common 

applications. Not many of the respondents had experience of smartphone accessories or 

wearables. The only examples of this were mentioned by Swedish students, who used training 

applications and heart rate sensors to improve training. Overall, most students did not seem to 

have extensive experience of wearables. Albanian students seemed to be more positive about 

this idea than the Swedish students. The Swedish participants were more critical and they had 

concerns about security and integrity. However, this difference might be explained by the fact 

that the Swedish students were enrolled in a security course at the time of the empirical study 

during the spring of 2015.  

 

3. The societal perspective - Big Data in health context  

The development of mobile solutions and wearables can be seen in the larger context of Big 

data.  Big data is characterized by a vast amount of rich, complex and high variety data sets, 

often collected over a longer time and from a large variety of sources [19]. Through the use of 

mobile applications and new sensor technology, users now share an increasing amount of 

personal data. User data, which was previously characterized by users search patterns, 

thoughts and preferences [20], is now accompanied with geographical positioning, personal 

activities, sleeping patterns, health status and vitals [15]. This contributes to rich patterns of 

users lifestyle, which might be valued in many perspectives. With the use of Big data 

analytics user patterns can be extracted, important correlations can be found and prediction on 

behavior or disease might be made. In the context of public health and epidemiology, these 
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products have promising capabilities in their capacity to track multifaceted and longitudinal 

personal data. This is a valuable possibility for both business and research, and efforts are put 

into the development of collaborative platforms [21] as well as research centers[7]. Public 

reporting (such as participatory epidemiology), interventions, tracing contagions, study 

behavior-health relations or environmental and disease correlations, are just a few examples 

[22, 23]. However, health data is a sensitive issue. Health data, which was previously 

controlled by and limited to the health care domain, is now a commercialized phenomenon. 

This implies that the integrity of this data can now no longer be controlled or guaranteed[19]. 

This involves aspect of personal integrity as well as data integrity. Personal integrity 

concerns privacy issues. The data integrity concerns how measurement and quality can be 

guaranteed. This type of issues involves the security and accuracy of these products; 

experiments have shown that the measurement results may differ up to 25 % [15]. In addition 

to the risk of data being skewed due to poor measuring or interpretation by various interfaces, 

another aspect is the possibility to interpret the results.  How users with no health education 

turn this data into information, and how possible deviations from standard values are met and 

handled are other issues that need further debate. 

 

Relating to the personal integrity, it is relevant to put health data tracking in a larger context. 

Namely, the Big data development and the increasing ways to collect, track and analyze 

complex and high velocity data. To the individual user, this implies that the increasing 

amount of data and meta-data a person generates leads to increasing ways to identify and map 

out his/ hers lifestyle, habitual patterns and to predict behavior [19]. Regarding sensitive 

health data, this is specifically important to discuss relating to security, integrity and ethics 

 

4. Security issues and integrity  

The growing number of digital footprints created when using wearables that are connected to 

different mobile devices and Facebook profile or other kind of social network services, makes 

it possible to infer personality and to predict individual behavior [20, 24]. In big data terms 

this also results in a large amount of social and individual data, which can be used to get 

insights into population wide patterns [7]. This raises a lot of questions and implications 

connected to security at large and especially to privacy and ethics. Service providers and 

manufactures of the hardware often promise the users that only anonymized data is collected 

and transferred. The anonymizing process is usually done by simple distortion or removal of 

features that can identify individuals. However, this kind of basic anonymizing process is 

often not sufficient as it is possible to cross-reference time, activity and user location with 

wearable-generated biometric data using algorithms, which can reveal an individual identity.  

It is also common that users do not own their collected data. The users are only presented a 

short summary or an extract from the data collected by the service provider or the hardware 

manufacturer. Some providers may even charge the users to get access to their own collected 

raw data. This kind of data is often sold and it is highly valuable for third party companies 

that sometimes use the data in another context and purpose. [15, 25] 

Today the information security in mobile technologies is more complex than evaluating 

separate technological artefacts. We mean that the increasing ways in which these products 

can connect to users’ physiological systems and track, predict as well as modify users’ 

behavior implies a convergence between the physiological and digital systems. Therefore, it is 

necessary to discuss security, integrity and ethics as intertwined aspects in the use of artefacts 

that provides a portal to our physical being and behavior.  
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5. Future research 

Mobile health solutions have brought vast possibilities to control and track health, and thereby 

also understand and prevent illness. However, there is little evidence of longitudinal effects, 

and users’ adoption and adherence in the context of health use. Research in this area tends to 

focus on the health care providers, the experiences and perceptions of users are not widely 

investigated [9].  

 

For further research, we plan to investigate students’ opinions and awareness about mobile 

health solutions, focusing on security, integrity and ethics. With mixed methods and a partly 

longitudinal approach, we plan to investigate both the same and new target groups. Compared 

to the broader approach in the pre-study, we plan to narrow the focus to only include use in a 

health context. Since the onset of the pre-study, new products have been released in the 

European market. For example, the popular Apple Watch [12] was not yet released in Sweden 

or Albania when the pre-study was conducted. If these products have spread to these target 

groups, this might also have affected health use as well as their opinions and awareness. It 

may also be interesting to evaluate if the students who took part in the security course one 

year ago still have the same critical thinking about health use and security. This might provide 

some insight in the meaning of education in this context.  
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