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Abstract 

Adoption of location-based services (LBS) was for a long time below expectations, and 

most of the studies attribute it to privacy concerns of users. However, many new LBS 

applications are currently among the most downloaded application for smartphones, 

particularly entertainment applications. Therefore, this research aims to find out whether 

privacy concerns still matter to users and to explore the role of the privacy in the adoption 

of LBS entertaining applications. The adopted methodology is qualitative research and 

data are collected through interviews and additional information from the smartphones of 

participants. Ten individuals among university students at Linnaeus University in Sweden 

are selected for this research, and this sample choice is per their experience with two 

selected LBS entertaining applications, Pokémon Go and Tinder. As a result, six themes 

have been recognized to answer the research questions. Low privacy concerns about 

location information, especially in entertainment applications with negligible effect on 

adoption have been identified. However, author of this research suggests, that developers 

of LBS entertaining applications should care for retaining their credibility because it can 

have an impact on the adoption of their LBS services. 
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1 Introduction 

1.1 Introduction and Research Setting 

Cell phones and mobile networks enable users to communicate and be connected on the move. 

To achieve this difficult task, it requires location information about the user in order to work 

because cellular network must know to which cell tower target user is currently connected. 

However, this confidential information about the location of users used to be only in the hands 

of mobile communication service providers. With the advent of smartphones and their incessant 

connection to the Internet, this information about the location of users is spread among other 

parties, such as companies that own mobile operating systems (Wicker, 2012). Furthermore, 

smartphones enable users to use an excess of application utilizing location-based services 

(LBS) from many other companies, and all of them have this possibility, to access and collect 

users’ location information. 

 

Location-based service (LBS) is a software service that requires information about the position 

of the user. Knowledge about position contains geographic information and can be acquired 

either from special equipment, such as Global Navigation Satellite System (GNSS) component, 

which uses satellite constellations on Earth’s orbit to acquire very precise information about 

location (Hegarty and Chatre, 2008). Most known GNSS is GPS, but a majority of the devices 

on the market support multiple GNSS. Therefore, general term GNSS is used in this paper, 

instead of using term GPS, because GPS means only one particular system. Another option is 

from phone’s equipment that needs to know the location of the user to work. These include 

neighbor cells for cell phones, or Wi-Fi access points. While GNSS is very precise in locating 

user and deviation from the real position is only a few meters, other techniques are less accurate 

with a deviation of tens of meters for Wi-Fi access points up to hundreds of meters for neighbor 

cells in a cellular network in rural areas. GNSS is currently a standard equipment in almost 

every smartphone on the market and can give very accurate information about the position of 

the user. In conjunction with other mentioned methods, it creates a very effective tool for LBS. 

Smartphone users are using GNSS for many purposes nowadays, such as localization on the 

map, tracking of movement car navigation (European Global Navigation Satellite Systems 

Agency, 2015). 

 

During the use of LBS on a smartphone, location of the user is periodically recorded to multiple 

databases with a time stamp (Yellanki et al., 2016). With a substantial amount of these records 

it is easy to observe user’s patterns in his/her movement, for instance where he/she lives, what 

places visits and how often. Even though these data are anonymized, it does not matter anymore, 

because mostly the only part that is anonymized is an identifier of the user, that generated these 

data (Wicker, 2012). However, these data include information about user movement, and it is 

still possible to easily assign target user to them by utilization of other databases. Alghamdi 

with his colleagues (2013) pointed out in their research that smartphone applications are getting 

more sophisticated and they lack proper security implementation. The outcome of their study 

showed that privacy concerning information, such as precise user’s location can be obtained 

from network traffic. It means, location data are being sent from the smartphones and can be 

easily obtained using network traffic analyzing tools, such as Wireshark. All these examples 

point out what risks LBS in applications for a smartphone can pose. Therefore, privacy concerns 

of users, when using applications with such services or start using new smartphone applications 

should arise.  
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Based on previous studies (Chang et al., 2007; Junglas and Watson, 2008), the adoption rate of 

LBS is below expectations. Many authors are conducting studies to find out the reason behind 

this fact. According to Smith, Dinev and Xu (2011), there is a strong stream of authors who 

thinks privacy concerns might be the cause. On the one hand, there are studies confirming this 

hypothesis (Cherubini et al., 2011; Yun, 2013; Zhou, 2013), and others who came to slightly 

different conclusion (En and Zhang, 2013; Fodor and Brem, 2015). The latter authors do not 

acknowledge privacy concerns as the main factor influencing user adoption of LBS. 

Nevertheless, even these authors mentioned that privacy seems to be still important for adoption 

of LBS. Another study dealing with LBS (Chen, Ross and Huang, 2008) mentions that technical 

and financial issues were already solved and the only issues left are psychological and ethical. 

Therefore these should influence adoption rate the most. 

 

With the advent of smartphones enabling us to download third-party applications, mobile 

devices are no longer only task-oriented devices for productivity, but also entertainment-

oriented devices designed for pleasure, where users seek fun and enjoyment  (Chun, Lee and 

Kim, 2012). Entertainment or pleasure-oriented information systems can be called hedonic, 

where word hedonic is derived from hedonism, the belief that pleasure or happiness is the most 

important goal in life (Merriam-Webster, 2017). 

 

“Hedonic information systems aim to provide self-fulfilling rather than instrumental value to 

the user, are strongly connected to home and leisure activities, focus on the fun aspect of using 

information systems, and encourage prolonged rather than productive use” (Heijden, 2004, p. 

696). 

 

Almost all aforementioned studies are based on the assumption of lower adoption rate than 

expected. However, applications for smartphones utilizing LBS are getting much more popular, 

particularly applications for entertaining purposes. Pokémon Go (Niantic Inc., 2017), a 

massively popular mobile game smartphone application requiring permanent usage of GNSS 

has become the most downloaded application for iPhone in the first week (Dillet, 2016), and 

this application still retains high popularity with a user base of tens of millions users (Sonders, 

2016). Some authors (Rafferty et al., 2017) are attributing the popularity to factors such as 

increased mobility and social network integration, nevertheless novelty of this phenomena and 

lack of research prevent from drawing conclusions. Tinder is another widely popular 

application requiring user’s location, and with a user base of 50 million of active users (Flynn, 

2015) it belongs among most popular applications for smartphones. All these smartphone 

applications are getting rapidly popular over the last few years, and it is in contradiction with 

older presumptions of low adoption rate. Therefore, a question arises whether privacy concerns 

still matter for individuals in the adoption of LBS applications for smartphones.  

 

Results of this research can help developers of LBS applications, whether they should consider 

privacy of users as an important factor for the success of their smartphone application for 

entertainment purposes, and pay more attention to this area, or not. In comparison to other 

smartphone applications features, privacy of users is among the least important from LBS 

applications developers’ point of view (Basiri et al., 2016). 

 

  



 

 

3 

 

1.2 Purpose Statement and Research Questions 

The purpose of this paper is to investigate the question, how privacy concerns of individuals 

toward companies influence adoption and eventually usage of LBS smartphone applications for 

entertainment purposes. The focus of this research is on individual users. Thus privacy concerns 

are analyzed from user perspective toward companies offering LBS smartphone applications. 

This research is focusing on user adoption of applications only from privacy concerns and LBS 

perspective. Research can be divided into two parts, which are mutually interconnected. First 

part is about the adoption of applications utilizing LBS with a focus on finding the role of 

privacy concerns and is addressed in the first research question. The second part is about the 

usage of such applications and investigating how these privacy concerns affect it and also how 

privacy concerns change over time, or whether they even change, as Yun (2013) mentioned in 

her study. The second part is addressed by the second research question. 

1.2.1 Research questions 

RQ1: 

How privacy concerns of individuals influence adoption of LBS entertainment smartphone 

applications? 

 

RQ2: 

How privacy concerns affect the use of LBS entertainment smartphone applications? 

1.3 Research Justification 

Rapid development in smartphones and services for them creates many new areas where 

privacy concerns arise. With every new technology, new questions emerge about how data of 

users should be used and how it influences adoption of service. Unfortunately, the growth in 

technology is much faster than researched studies can cover. Especially smartphone application 

for entertaining purposes are getting increasingly popular, and yet, not many studies in this 

specific area are being conducted. One of the main reason for this fact seems to be its novelty. 

It is very difficult to cover all newly emerging areas. Therefore many of researchers are trying 

to focus more on broader topics, which include all these areas. However, with this approach, 

they can also omit many facts. 

 

Smartphone applications for entertaining purposes represent one of the largest categories in the 

LBS market (European Global Navigation Satellite Systems Agency, 2015). Therefore, it seems 

appropriate to focus only on the smaller area of smartphone applications, where the recent 

growth is highest, thus differ most from aforementioned studies, which see privacy concerns as 

a reason to low adoption of these services. A very recent survey conducted by European Global 

Navigation Satellite Agency (2015) confirms premise of this research that adoption rate in some 

areas, such as smartphone applications for entertaining purposes, is even higher than predicted. 

1.3.1 Motivations for the research 

The privacy threat in unauthorized usage of personal location information can be acquired much 

easier than in the past, because of high usage of mobile devices and immense compute power 

with the availability of many Big Data tools (Wicker, 2012). In the past, many studies (Zhou, 

2011; En and Zhang, 2013; Yun, 2013; Fodor and Brem, 2015) believed privacy risks are the 

reasons behind the low adoption of such services. However, the high popularity of recently 
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launched smartphone applications, particularly for entertaining purposes utilizing LBS points 

to the opposite. Most authors who are dealing with LBS and privacy focuses on user adoption 

and how it is affected by privacy concerns, such as En and Jing (2013) and Fodor and Brem 

(2015). These authors conducted a quantitative study and used technology acceptance model or 

its enhanced versions as a theoretical framework for adoption of service. 

1.4 Scope  

This thesis focuses only on a single type of smartphone applications utilizing LBS, namely 

applications for entertainment purposes, as defined in the previous text. Moreover, only two 

applications within this area are analyzed more in depth. A pilot survey among international 

students at Linnaeus University in Sweden was conducted to find out most used LBS 

entertainment smartphone applications. The selection of these applications is based on the 

results of this pilot survey to be able to obtain sufficient sample of users using these 

applications. To come up with the deeper understanding, it is important to select applications, 

which are also popular among university students, thus participants of research. Other factor 

influencing the selection of categories, hence applications is their user base measured in a total 

number of downloads from application stores. 

 

The first category consists of gaming applications with Pokémon Go as an application with very 

high popularity. Lifestyle dating applications are the second category with Tinder as selected 

example, which is highly popular smartphone application, especially among university students 

(Timmermans and De Caluwé, 2017). It is important to mention that these applications need to 

have location services turned on before opening them. Otherwise, they will not run. It is also 

one of the requirements and a reason why these applications were selected. 

1.5 Limitations 

This thesis is conducted within the time frame of one semester. For a research on this topic, it 

is a very limited time frame, therefore used model is based on theoretical models with a strong 

background, which were already used in studies dealing with privacy concerns and adoption of 

services. It is also not possible to explore every facet of privacy concerns in the adoption of 

LBS in smartphone applications. Therefore research area is limited only to applications for 

entertaining purposes. Moreover, only two applications are selected from the set of smartphone 

applications for entertainment purposes utilizing LBS. Selecting of more applications would 

considerably increase the required time for data collection. Additionally, participants are 

limited in number and variety. To accomplish the task in this time frame, it is impossible to 

achieve a study with a high variety of participants. Selection of only university students in 

Sweden is limiting the variety. 

1.6 Thesis Organization 

This thesis is divided into six main chapters, with each chapter containing other subchapters. 

The beginning of the first chapter has a pure explanatory purpose with an introduction to 

researched setting and justification of selected topic. In the beginning, there is a brief 

explanation what term LBS means with the delimitation of applications for entertainment 

purposes. Then the pitfalls of using LBS are mentioned with a few examples how LBS can be 

exploited to introduce reasons why privacy concerns of users should be recognized. This part 

of the text is also mentioning other studies dealing with the problem of adoption, and who might 
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benefit from this type of research. Background introduction is followed by purpose statement 

of this research and two research questions with motivation and justification of this research. 

Last part of introduction chapter focuses on the scope and delimitation of this study. 

 

Beginning of the second chapter is literature review which gives more comprehensive view on 

research setting of privacy, including information privacy definition, privacy risks, and their 

perception. Theoretical models are brought up with their explanation after the literature reviews. 

Then, the description of the used model is followed by operationalization, description of reality 

through reviewed theoretical models and building interview guideline on the created theoretical 

model. The third chapter includes methodology used in this research with all the details about 

used methods and approaches. It also includes a description of how data collection was carried 

out. 

 

Inside of the fourth chapter are empirical findings of this research. This chapter includes 

information from collected data and especially found results in them. All findings from this 

chapter are discussed in the next chapter called Analyses and Discussion. This chapter number 

five also includes interpretation of author of this research. The interpreted data and findings are 

not discussed separately but put into the context of other studies within information system 

field. The final chapter concludes everything that was brought up in the thesis with answers to 

the researched questions. Impact and contribution of this thesis are also included in this chapter. 

Another role of this chapter is to relate output to other studies and discuss suggestions for further 

researches.  
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2 Review of the Literature  

2.1 Information Privacy Definition 

Although privacy is one of the fundamental rights of democracy, relatively only a few can give 

a precise definition of privacy, and it is even more challenging with information privacy 

(Beresford and Stajano, 2003). According to Hubaux and Juels (2016), the way how users 

perceive information privacy has changed, and rather than fighting information sharing, users 

created data-sharing apathy. Therefore, Hubaux and Juels (2016) think that users do not see the 

information privacy in confidentiality but in the fair use of disclosed information. 

 

When dealing with information privacy, it is important to distinguish information privacy and 

personal privacy. Personal privacy is about physical access to an individual or private space 

associated with this individual, whereas information privacy concerns access to information, 

which can be assigned to target individual (Smith, Dinev and Xu, 2011). Alternatively, in other 

interpretation (Smith, Milberg and Burke, 1996), information privacy of individuals is the 

ability to control information about themselves. According to Smith, Dinev and Xu (2011), 

physical privacy concepts and definitions were directly and seamlessly applied to information 

privacy, however, nowadays there are clear differences between these two constructs, 

information and personal privacy. Therefore it is important to distinguish between personal and 

information privacy. 

2.1.1 Location Privacy 

Location privacy is a particular type of information privacy, defined as “the ability to prevent 

other parties from learning one’s current or past location” (Beresford and Stajano, 2003, p. 

46). The problem of location privacy is the fact that compared to other types of information 

privacy, it is very close to personal privacy, where privacy risks are much greater (Beresford 

and Stajano, 2003). In the past, location privacy was not a problem, because services such as 

GNSS that are able to localize user very precisely did not exist. However, equipment enabling 

localization of user is currently in almost every smartphone on the market. Therefore the area 

of location privacy emerges. Many studies in the area of location privacy are dealing with the 

task to hide the identity of users, or at least to make it more difficult, to protect privacy. 

Unfortunately, there are so many options how these limitations circumvent and get real identity 

of the users (Wicker, 2012). 

2.2 Privacy Risks in LBS 

For companies, data is the new gold, therefore they are trying to acquire as much of it as 

possible, location data including (Partyka, 2013). Especially cell phones manufacturers 

developing mobile operating systems, such as Apple or Google have an excellent opportunity 

to acquire data from services in their smartphones, and they naturally use this opportunity.  

 

“To provide location-based services on Apple products, Apple and our partners and licensees 

may collect, use, and share precise location data, including the real-time geographic location 

of your Apple computer or device. Where available, location-based services may use GPS, 

Bluetooth, and your IP Address, along with crowd-sourced Wi-Fi hotspot and cell tower 

locations, and other technologies to determine your devices’ approximate location. Unless you 

provide consent, this location data is collected anonymously in a form that does not personally 
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identify you and is used by Apple and our partners and licensees to provide and improve 

location-based products and services” (Apple Inc., 2016). 

 

Privacy policies about the location data collection of other cellphone manufacturers, such as 

Google are the same as for Apple devices (Google Inc., 2017b).  Based on these privacy policies 

and other provided information (Yellanki et al., 2016), users do not have full control over 

collecting process and successive transmission of their location data. It is important to mention 

the fact that these cell phone manufacturers have a low-level access to smartphone resources, 

such as GNSS component. It means, when any application acquires location information, this 

exact location information is also available to cell phone manufacturers (Wicker, 2012; Google 

Inc., 2017a). Another problem of collecting a vast amount of anonymized location information 

is the possibility to “match an anonymous location trace to a named record in a separate 

database” (Wicker, 2012, p. 63), as American entertainment company Netflix experienced 

(Narayanan and Shmatikov, 2008). 

 

“Sensitive data might be collected by a benevolent party for a purpose that is acceptable to a 

user but later falls into dangerous hands, due to political pressure, a breach, and other 

reasons” (Hubaux and Juels, 2016, p. 40). Thus, even if the companies do not provide this 

information to third-parties at the time, only the fact of having the information might be 

worrisome, because it might change in the future. 

 

Studies in another area of research are dealing with the problem of malicious application 

(Batten, Moonsamy and Alazab, 2016). When users might install the application, that can track 

them without their knowledge, because the users might think there is no need for this particular 

application to know their location. To avoid it, smartphone operation systems contain 

permission system, where the user must accept all permissions to resources, which are required 

by the application (Felt et al., 2011). However, most users ignore this information (Liu et al., 

2016). But not only malicious applications can pose a risk of location data leakage. Algamdi 

with colleagues (2013) investigated five games belonging to most downloaded applications for 

Android platform. They were successful in capturing leaked location data from these 

applications, thus found out how easily confidential information can be acquired from the 

applications. Even more worrying is the fact, that these applications are used primarily by 

children. 

 

There are also additional problems with storing this information. Recent analyses discovered 

that nearly every business application relies on some open source software components. 

Moreover almost half of them have severe vulnerabilities, such as Heartbleed bug (Synopsys 

Inc., 2014), enabling malicious entities to access confidential data (Mansfield-Devine, 2017). 

Latest reports also show the reality that almost every company had some data breach 

(McCandless, 2017), more importantly number of data breaches is rapidly increasing from year 

to year (Kharif, 2017). All these evidence points to the fact, no matter what company collecting 

data is saying, the risk of data leakage is still very high.  

 

As already mentioned, the border between location privacy and personal privacy is minuscule. 

Location data pose risks of violation of personal privacy. Wicker (2012) suggests areas with 

high risks for users, such as home location, doctors location, entertainment places location. 

Information about places can offer much more additional information, for instance, frequent 

visits to the doctor might indicate illness of the user. Clustering techniques can smooth out track 

logs from GNSS and allow automatic identification of frequently and repeatedly visited places. 
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Some researchers (Hoh et al., 2006) analyzed available track logs from vehicles, which are used 

for traffic monitoring. With the use of clustering techniques, they could identify home locations 

of anonymized users in suburban areas of most analyzed users. Others (Kido, Yanagisawa and 

Satoh, 2005) achieved very similar results with different logs. Especially with immense 

compute power available, capabilities of these techniques are formidable. 

2.3 Individuals Privacy Risk Perception 

Smith, Dinev and Xu (2011) mention in their study that four main data-related dimensions of 

privacy concerns of users towards companies were identified among many prior studies: 

collection, unauthorized access to information, secondary use and errors. A recent study (Fodor 

and Brem, 2015) dealing with the adoption of LBS confirmed very close relationship between 

privacy concerns and trust. They identified that privacy risk perception toward companies 

collecting location data decreases when users can trust the companies. “Users want to be aware 

of data collection. Companies that collect data, without letting the user know, are perceived to 

be unfair” (Fodor and Brem, 2015, p. 351). Users need to recognize some level of control over 

their data, and it also explains aversion of secondary use externally, because of the loss of 

control over data when they get to the third party. 

 

Another study focusing on trust in the adoption of LBS (Xu, Teo and Tan, 2005), confirms that 

trust positively increase intentions of users to disclose personal information for using LBS. 

Additionally, they found out privacy risk perception can be lowered by the level of assurance. 

Users need to hear that their privacy matters to the companies. Abbas (2011) in her study 

mentions perceived privacy threat caused by access to location data without a legitimate need 

as another factor influencing privacy risk perception. 

 

According to Yun (2013), Social Networking Services (SNS) might play an important role in 

using of  LBS applications. She mentions the paradox that people with high level of privacy 

concerns may be very active LBS users and often share their location if they are influenced by 

other people. Users are willing to sacrifice some privacy risks when under social pressure from 

SNS to use LBS (Yun, 2013). 

2.3.1 University Students and LBS 

Studies conducted on university students have an important role in privacy research, therefore 

some researchers (Fodor and Brem, 2015) chose students as a group of participants. University 

students belong to a group of the population called young adults. One of the advantages of 

conducting a study among university students is their early adoption of many new technologies 

and services compared to other demographic groups. Thomas (2012) conducted a study 

comparing willingness to adopt LBS between different age groups. In her research, she 

confirmed the premise that young adults are more likely to adopt LBS than older generations. 

“It is generally believed that members of the younger generation (i.e., digital natives) have 

lower levels of concern over privacy compared with older people”(Yun, 2013, p. 226). Among 

other reasons why studies in LBS area choose university students as participants are their easy 

accessibility and willingness to participate in such studies (Abbas, 2011). 

 

From the previously conducted study, it seems university students are willing to share their 

location without hesitation (Colbert, 2001). However, it was carried out only on a group of 

thirty-four university students. Therefore it cannot be generalized, and the validity of his work 

can be also questioned. In another study (Danezis, Lewis and Anderson, 2005), seventy-four 
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undergraduates from the United Kingdom were asked, whether they would share one month of 

their location data publicly for commercial purposes if they would get a small amount of money 

in return. Most of the students would agree to share their location data history. 

2.4 Privacy Concerns Models  

According to Smith, Dinev and Xu (2011), it is nearly impossible to measure privacy itself. 

Therefore researchers moved to using privacy concerns as the central construct, especially 

within information systems field. One of the first models for privacy concerns was developed 

by Smith and his colleagues (1996), and they identified four data-related dimensions of privacy 

concerns: collection, errors, secondary use, and unauthorized access to information. The 

validity of these dimensions was later confirmed by others, and since then they were one of the 

most reliable scales for measuring individuals’ concerns toward organizational privacy 

practices (Smith, Dinev and Xu, 2011).  

 

To enhance future empirical studies in the area of privacy concerns, Smith with his colleagues 

(2011) created Antecedent - Privacy Concern - Outcome (APCO) Macro Model (Smith, Dinev 

and Xu, 2011, p. 998) which is built upon prior models and findings in the area of privacy 

concerns. APCO model has privacy concerns as a central construct and the main point of the 

model with other constructs having predefined relationships to it.  

 

 

Figure 1: Relationships between Privacy Concerns and other constructs (APCO Macro Model) (Smith, 

Dinev and Xu, 2011, p. 998) 

Figure 1 shows APCO model, where privacy concerns are the central point of the model and 

can be described with the use of other concepts, such as beliefs, attitudes or perceptions. The 

reason why privacy concerns are the central construct and not only privacy alone is explained 

in the previous paragraphs within this chapter. 
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On the left side are located antecedents or in other words constructs that precede privacy 

concerns. Smith, Dinev and Xu (2011) believe these are the most important constructs that 

influence or even create privacy concerns. The first construct consists of privacy experiences. 

Smith, Dinev and Xu (2011) argue that individuals who experienced personal information 

abuses should have stronger privacy concerns. Other researchers dealing with LBS and privacy 

(Xu and Gupta, 2009) also mention, that more experienced users are likely to have higher 

privacy concerns.  

 

Privacy awareness reflects how much individual is informed about privacy practices of 

companies collecting data. Prior studies suggest that privacy concerns of users increase 

substantially when users became aware of the collection of their data without their permission 

(Smith, Dinev and Xu, 2011). According to Fodor and Brem (2015), users tend to have lower 

privacy awareness, when companies seek permission for collecting and using location 

information. Personality differences are another factor playing a role in users’ privacy concerns. 

Yun (2013) mentioned in her research that users, who do not mind to share information on 

social network websites are more likely to disclose location information, thus their privacy 

concerns should be lower.  

 

Demographic differences also play a prominent role in privacy concerns. Many researchers 

(Yun, 2013; Park and Jang, 2014) found a connection between the age of users and level of 

privacy concerns in LBS. Based on their studies younger users are less likely to be concerned 

about privacy in comparison to older people. The last construct is culture/climate, which is 

important because various societies can have a different concept of privacy, for instance with 

lower privacy concerns (Smith, Dinev and Xu, 2011). Above mentioned constructs are almost 

always measured at an individual level, whereas culture/climate cannot be. Therefore they are 

measured at the organizational or national level (Smith, Dinev and Xu, 2011). 

 

Whereas on the left side of the APCO model are antecedents, on the right side are outcomes, 

which depend on privacy concerns. However, unlike antecedents, this relationship between 

privacy concerns and outputs is bidirectional, because they are influencing each other. Among 

others constructs on the right, behavioral reactions to privacy concerns are the most prominent. 

“Most visible reaction is individuals’ willingness to disclose information and/or to engage in 

commerce” (Smith, Dinev and Xu, 2011, p. 999). 

 

Trust is another important construct, many authors (Xu, Teo and Tan, 2005; Perusco and 

Michael, 2007; Chen, Ross and Huang, 2008) found out, that trust positively influences privacy 

concerns in LBS, because with higher trust towards companies collecting data, privacy 

concerns of users decrease. Based on the APCO model, another factor influencing trust is 

privacy notice. Abbas (2011) found out that information privacy assurance in LBS has a 

positive effect on trust. Smith, Dinev and Xu (2011) also mention, that trust moderate 

behavioral reactions, because users with higher trust towards the company are more likely to 

disclose information to them. Regulation is a construct dealing with state intervention, which 

takes place when users do not trust or believe in self-regulation, however research in this area 

is very limited, especially outside of the United States, where interventions by state regulator 

are not common (Smith, Dinev and Xu, 2011). 

 

According to Smith, Dinev and Xu (2011), privacy calculus is a construct which deals with the 

trade-off between costs and benefits. In this construct, privacy is interpreted more as “economic 

term” because users are more likely to risk their privacy and provide personal information when 
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they receive benefits. Other researchers (Danezis, Lewis and Anderson, 2005), confirmed the 

fact that users are willing to disclose their location information for commercial purposes, if they 

get some benefit in return, for instance, money. 

 

Risks in APCO model have the meaning of users’ privacy risks, and prior privacy literature 

identified three primary sources of users’ privacy risks towards companies: insider disclosure, 

unauthorized access and theft (Smith, Dinev and Xu, 2011). These three sources within the area 

of LBS are discussed more in detail at the beginning of this chapter. As for a benefit, scholars 

came up with major benefits, which users consider as a reward for disclosing their information, 

namely financial rewards and personalization benefits (Smith, Dinev and Xu, 2011). 

 

It is important to mention that APCO model does not explain which construct is the most 

important, only points out constructs which could have considerable impact and should be used 

in studies dealing with privacy concerns in information systems. It might even miss a few 

important components. This model was created to help other researchers dealing with privacy 

concerns within the field of information systems including privacy concerns in LBS. 

2.4.1 Relationship between Privacy Concerns, Trust and Control in LBS 

Many researchers (Chen, Ross and Huang, 2008; Yun, 2013; Fodor and Brem, 2015) observed 

the importance of trust and the relationship it has with privacy concerns. These studies confirm 

the premises of the APCO model, that trust is forming privacy concerns of individuals. 

However, one important construct, which is closely connected to the trust is missing in APCO 

model, control. According to Perusco and Michael (2007), consideration of control in LBS is 

crucial, because location information enables easier control of the user in comparison to other 

information, such as personal information. Therefore LBS give great opportunity to control 

users. “LBS is not neutral, and that the technology is designed to enhance control in various 

forms” (Perusco and Michael, 2007, p. 11). Control, in this case, can be understood as “to have 

power over something/someone” (Merriam-Webster, 2017), such as over users. 

 

Perusco and Michael (2007) mention problem of LBS, when every new technology in this area 

increases possibilities to control users, and control is mutually exclusive with privacy. 

Therefore, it is crucial to consider a control, when trying to research privacy issues. Researching 

of privacy concerns in LBS alone without control could bring bias to research. Therefore taking 

advantage of examining the relationship between privacy and control among respondents 

should be meaningful. Perusco and Michael (2007) also describe relationship circle of major 

LBS issues. In this model, trust is an important factor which is forming privacy. With the 

increase in trust, users are likely to perceive more privacy. Thus, maintaining of trust is critical 

for users to perceive high privacy. 
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Figure 2: Model of major issues in LBS (Perusco and Michael, 2007, p. 14) 

 

This model shown in figure 2 has many similarities with the APCO model, for example, trust 

is important factor augmenting privacy, but other factors are missing in APCO model, such as 

security and control. Privacy requires security, a data breach of a system utilizing LBS with 

users location data by unauthorized party can seriously violate privacy (Perusco and Michael, 

2007). Therefore, multiple security measures should be employed to ensure privacy, and it leads 

to increased security. However, based on the model there is the other effect of security, an 

increase of control. Security enhances the opportunity to control because secure system needs 

more input information to set and maintain specific security measures and also this system 

requires more thorough monitoring (Perusco and Michael, 2007). 

 

Control and privacy are according to Perusco and Michael (2007) mutually exclusive because 

constant monitoring of users either destroys or considerably damage privacy. Another problem 

of control based on this model is a decrease of trust because users might lose trust towards 

companies if they would monitor users and have some level of control over them (Perusco and 

Michael, 2007). 

2.4.2 Operationalization of privacy model 

APCO model created by Smith, Dinev and Xu (2011) is recommended model for any research 

in the field of information systems focusing on privacy. Smith, Dinev and Xu (2011) very 

thoroughly revised prior information systems studies that included privacy matters. Due to this 

fact, they were able to find the most important constructs, which should play a significant role 

in privacy concerns. Therefore, it is a very valuable model, and it will be used as a backbone of 

this research. Figure 3 below shows created privacy concerns model used in this research, which 

is based on two models. APCO model (Smith, Dinev and Xu, 2011) and model of major privacy 

issues of LBS (Perusco and Michael, 2007). Further explanation and justification of used 

constructs are below. 
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Figure 3: Created Privacy Concerns model used in this research 

 

Construct from the left side of the APCO model (Smith, Dinev and Xu, 2011), which are 

influencing privacy concerns and should be meaningful for this research are: privacy 

experience, privacy awareness, culture/climate. Privacy experience and awareness are very 

close constructs because both comprise of knowledge about privacy issues. If an individual has 

privacy experience, this person should have acquired at least a little of knowledge. It is similar 

with privacy awareness because awareness should be based on some knowledge of privacy. 

Culture/climate is another construct with influence on privacy concerns. This study is focused 

on university students and in this group of participants the fact that many students came from 

different cultures or climates can be utilized. However, this aspect cannot be analyzed on an 

individual level during interviewing process, but only after the collection of data, as another 

perspective how to view and compare collected data. Demographic differences are not included 

because this research is focusing only on a group of young adults among university students, 

which represent the most abundant demographic group of university students. Personality 

differences are the second excluded construct. It would be very difficult to measure differences 

in personality with other constructs intend to use, and at the same time maintain the scope of 

this research. The researchers focusing on the role of personal dispositions in privacy concerns 

usually do not consider other constructs apart from personality differences, such as Bansal at 

al. (2010). 

 

Other constructs used from APCO model are trust and privacy calculus. As mentioned 

previously in this text, trust is considered as one of the most important constructs among other 

privacy concerns constructs. Per APCO model trust even bridges other constructs, therefore it 

also yields a role of the auxiliary construct. Privacy notice or seal is also used in this research. 

Privacy calculus includes both risks and benefits for individuals. These constructs should 

answer many questions regarding individuals’ adoption of LBS, therefore should not be 

overlooked. However, regulation construct is left out because of low focus on state legislature 
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and regulations of this research. Regulation is more important from company’s perspective, but 

this research is focusing purely on user’s perspective. Moreover, this research is conducted in 

Europe, where according to Smith, Dinev and Xu (2011), governments are giving a little 

attention to LBS. Therefore, the role of regulation should be insignificant. On top of APCO 

model, two more constructs are added, control and security over individuals’ information. 

According to Perusco and Michael (2007), their role in privacy concerns in LBS is considerable.  

 

To acquire underlying knowledge about individuals’ privacy concerns towards companies from 

individuals’ perspective. The next step is to relate the topic more to the first research question, 

specifically to the adoption of LBS smartphone applications. By using aforementioned 

constructs from models, it is possible to find important areas within privacy concerns and their 

influence on adoption of LBS smartphone applications. The second research question dealing 

with change of privacy concerns after using LBS smartphone applications and how it affects 

the use is addressed in an interview with participants when they relate to their experience and 

usage of LBS. However, to ensure it, questions are formulated in a way, which firstly deals with 

adoption, and then the actual usage. All constructs in created model are considered as equal, 

and none of them has more important role than others in creating of interview guideline. Topics 

to discuss with participants of this research based on the constructs of theoretical models are 

below. 

 

Privacy experience: 

• Role of individual experience from other smartphone applications and services 

• Role of influence from experiences of other people on privacy concerns 

 

Privacy awareness: 

• Knowledge about process of location data collection in applications 

• Knowledge about opportunities of third-parties, how to exploit these data 

 

Trust: 

• Role of trust in individuals’ perception of privacy concerns toward companies 

• Role of privacy notice and assurance from companies 

 

Privacy Calculus (Risks x Benefits): 

• Willingness to overlook privacy risks in case of offered benefit 

• Importance of content of smartphone application 

 

Control: 

• Perception of possible control over user by other entities collecting location data 

 

Security: 

• Importance of security measures of companies storing location data 

 

Questions in interview guideline are based on these topics, and their association with used 

constructs can be found in figure 4 below. Interview guideline consists of twenty questions in 

total, but first four have only introduction character, and the last question is very open. 

Therefore only fifteen of them are associated with used constructs. As previously mentioned, 

Culture/Climate construct is examined based on a comparison of responses from different 

participants. Therefore no question is explicitly addressing it. Interview guideline with all 

questions can be found at the end of this paper in appendices. 
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Figure 4: Used Privacy Concerns model with associated interview questions 
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3 Methodology 

3.1 Methodological Traditions  

Myers (1997) describes three underlying philosophical assumptions for researches: positivist, 

interpretive and critical. In positivist paradigm, it is assumed that “reality is objectively given 

and can be described by measurable properties” (Myers, 1997, p. 3). Positivist studies often 

consist of testing hypothesis or measuring quantifiable measures of variables (Klein and Myers, 

1999). On the other hand, in critical paradigm, social reality is constructed by society and 

human actions but is “constrained by various forms of social, cultural and political 

domination” (Myers, 1997, p. 4). According to Myers and Klein (2011), a critical stance toward 

assumptions, which are taken for granted, and breaking the status quo are important aspects of 

critical research.  

 

The goal of this research is to investigate privacy concerns in the adoption of LBS smartphone 

applications from individuals’ perspective. Moreover, unlike the other paradigms, “interpretive 

studies generally attempt to understand phenomena through the meanings that people assign 

to them” (Myers, 1997, p. 4). According to Klein and Myers (1999), interpretive research aims 

to understand human actions and thoughts. Thus it should help information systems researchers 

acquire deep insights into phenomena of the research. Therefore, chosen paradigm for this 

research is interpretive, because it seems to be the most suitable paradigm for researching 

individuals’ perspective. 

 

One of the other reasons for choosing interpretive paradigm instead of positivist or even critical 

is the fact, that usage of interpretive paradigm within the field of information systems is still 

behind positivist paradigm and it is not very widely used according to Walsham (2006). In fact, 

only “17% of papers in six well-known US and European-based journals in the period 1993–

2000 were interpretive” (Walsham, 2006, p. 320). Smith, Dinev and Xu (2011) mention, that 

majority of studies dealing with privacy are in positivist paradigm and advise other researchers 

to consider interpretive research. “Further, great insight can be gained from a consideration of 

individuals’ perceptions of various privacy-related activities” (Smith, Dinev and Xu, 2011, p. 

1006). 

 

Walsham (1993) is mentioning the argument of non-generalizability, that is often raised against 

interpretive studies. However, he advocates interpretive approach and adds that two forms of 

generalization should be distinguished. Positivist sense of generalization, which requires a 

considerable sample of population and latter mode of generalization, that is expanding and 

generalization of theories. Some authors (Yin, 2009), use different names for these 

generalizations: statistical generalization and analytic generalization. This research does not 

aim to generalize findings among the whole population but emphasizes on understanding the 

relationship between privacy concerns and adoption rate of LBS applications. Thus, use of 

interpretive approach should be in line with abovementioned reasons. 

3.2 Methodological Approach 

According to Myers (1997), qualitative research methods are designed to enable researchers to 

understand humans in social and cultural context, which influence them. This method also 

utilizes human ability to talk. In comparison to quantitative methods which are concerned more 

with quantities and measurements, qualitative can bring many explanations in researched topic 
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from particular individuals’ responses (Biggam, 2012), because in quantitative research 

“context is largely lost, when textual data are quantified” (Myers, 1997, p. 2). Scholars, such 

as Smith, Dinev and Xu (2011) point out the problem that majority of studies to date on the 

topic of privacy, use data collection through written and online surveys because it is easier to 

implement. Per them, great insight can be gained from a consideration of individuals’ 

perceptions. Therefore qualitative study can be valuable and not only expand but also enrich 

current findings. This research uses qualitative research method, which should give better 

insight into individuals’ perception than quantitative method. 

3.2.1 Research Strategy 

According to Yazan (2015), case study research methodology is one of the most frequently used 

qualitative research. Still, there are many methodological approaches on design and 

implementation of case studies, and methodologists do not come to an agreement on this. It 

results in a fact that case study research borders are very vague. One of the prominent 

methodologist, Yin (2009) gives three conditions when case study research should be preferred 

method. Firstly, when researcher poses questions, such as "how" or "why" to acquire more in-

depth description or explanation of phenomena. The second condition is that the researcher has 

little or no control over investigated events and lastly, the focus is on a contemporary 

phenomenon within a real-life context (Yin, 2009, p. 2). To acquire knowledge about the role 

of privacy concerns in the adoption of service, it is important to examine this phenomenon 

thoroughly and to do so, it is necessary to find explanations of the phenomenon within a real-

life context. Explanations of the phenomenon cannot be found without asking for their causes. 

Context is an essential part of every case study, and a study case cannot be devoid of its context 

or settings (Robson, 2011). This research is conducted only among international students, to 

delimit setting of this case study. 

 

Merriam (2007) apart from other case study methodologists, such as Yin (2009), focuses more 

on interpretive approach. Per her, qualitative case studies can be characterized as being 

particularistic, descriptive or heuristic. Merriam (2007) defines that particularistic is focusing 

only on particular situation, event, program, or phenomenon, descriptive aims to provide very 

thick and rich description of researched phenomenon and heuristic endeavor to “illuminate 

reader’s understanding of the phenomenon under the study” (Merriam, 2007, p. 29). Thus 

heuristic case studies try to explain everything related to the situation or phenomenon. 

 

This research strives to understand the role of privacy concerns in the adoption of service, 

particularly adoption of LBS entertainment smartphone applications among international 

university students. It focuses purely on adoption, which is a particular situation, therefore this 

case study is particularistic. Moreover, it is even possible to find some aspects from other types 

of case studies, such as heuristic, but these categories are largely overlapping, and it is 

impossible to separate them completely. However, this research is not heuristic, because its 

purpose is not only to illuminate reader about the issue of low adoption rate and its relationship 

to the privacy concerns of individuals but in a finding of explanations to this particular question 

of the role of privacy. 

3.2.2 Pilot Survey 

At the beginning of this research, a pilot survey has been conducted among international 

students of Linnaeus University in Sweden. A limited set of LBS applications per their user 

base has been selected. People were asked whether they use any application from the selected 
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list. Based on the answers, two application have been chosen, Pokémon Go and Tinder. The 

survey took place during various events for international students organized by student union 

at the Linnaeus University and approximately forty people were asked. 

3.2.3 Sampling 

The sampling method used in this research is purposive, which is non-probability sampling 

method (Kothari, 2004). Participants were mainly selected per their usage or experience with 

entertainment smartphone applications utilizing LBS. They were selected mostly from the 

group of students, who already participated in the pilot survey. For the choice of participants, 

three categories were created, based on the selection of application they consist of. Pokémon 

Go users are included in the first category, second consists of Tinder users and last category is 

for individuals who have knowledge about LBS smartphone applications, but have their reasons 

for not using any of these mentioned applications, included in previous categories. People in 

these categories do not need to be using the applications anymore, but it is necessary that they 

were using them for a longer time period to be able to gather enough experience. The last group 

contains fewer participants than other two because they are not able to fully answer the second 

research question. However, they are vital for the first research question, therefore they are 

included in this research. Nevertheless, some participants are using or have an experience with 

both applications, and it would be counterproductive to select them only to one category and 

treat them accordingly. Therefore, these categories were used purely for selection of 

participants. 

 

The table 1 below shows a number of selected participants in each group and their distribution. 

The aim of this research is to have similarly distributed participants among selected 

applications. However, it is not required to have the same number in each group. In addition to 

the three selected categories, the table has addition column for participants which have 

experience of using both applications. Each person in this table is only in one column. Therefore 

a total number of participants is the sum of the numbers from all columns. 

 

 

 None Pokémon Go Tinder Both 

Number of participants 2 2 2 4 

Table 1: Distribution of participants based on experience with selected applications 

 

Participants for this research were Linnaeus University students and all of them were 

geographically based in the city Växjö in Southern Sweden. To limit the scope and variation of 

the results, participants were selected only from a group of university students with a same 

geographic location to ensure that comprehensive data are obtained (Robson, 2011). Otherwise, 

it could create another unwanted phenomenon among participants and bring bias to collected 

data. Participating university students were selected primarily from a group of international 

students because of their easier accessibility for the author of this study. Nevertheless, it has the 

positive effect of being able to observe the difference between various cultures and/or climates. 

Because this research is dealing with the adoption of individuals, not only users of these 

applications were participating in this research. Even people who were not using such 

applications, but have reasons for it were included. However, it is important to ensure that these 

people had knowledge about it, and the only reason for not using it was not lack of information 

about the existence of these applications. 
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Ten participants were selected for this research. The number is a compromise between the 

amount of time required to collect data and quality of acquired data. However, according to 

Marshall et al. (2013), this number can be considered as sufficient, and there is no need to 

increase it. Surely, it greatly depends on participants of the research and the ability of the 

researcher to ensure required responses from the participants, therefore collected data were 

continuously evaluated during the data collection process, and the number of participants was 

adjusted accordingly. In table 2 below is a distribution of participants based on their nationality 

and gender. Seven nationalities were selected in total, and representation of genders is roughly 

equal. Header row of the table are nationalities of participants and rows differentiate gender. 

 

 

 Chinese Czech German Indian Dutch Spanish Swedish 

Woman X  X X   X 

Man X X X  X X X 

Table 2: Distribution of participants by nationality and gender 

 

Having a similar number of both genders was the aim of this research. However, it was not 

required to have the exact same numbers. Another focus was to selected participants with 

various nationalities, therefore each selected person has either different nationality or gender to 

be able to compare findings from cultural aspects. Data for this research were collected at the 

beginning of April 2017. 

3.3 Methods/Techniques for Data Collection and Analysis  

According to methodologist Robert Yin (2009), in case studies, “an essential tactic is to use 

multiple sources of evidence” (Yin, 2009, p. 2). Therefore, besides the interviews, as the main 

method of data inquiry, an additional collection of supplementary data is utilized. Furthermore, 

interviews contain a few questions for acquiring factual data from the interviewee. All 

mentioned methods are further explained in following subsections. 

3.3.1 Interviews 

The reason for selecting interviews as the main method of data inquiry was the fact, that 

interviews are a common method for qualitative research, which reflects the role of individuals 

(Robson, 2011). Other arguments for interviews were also the constraints of available time and 

resources for this research. Selected type or style is a semi-structured interview. Compared to 

fully structured interviews, where researcher must follow predetermined questions, semi-

structured enables to add new questions according to the flow of interview to follow up on what 

the interviewee says, therefore they are more appropriate in qualitative research (Robson, 

2011). According to Robson (2011), it is difficult to stay within the area of researched questions 

in unstructured interview, especially for novice researcher. The semi-structure interview is 

giving the researcher an option, to react to responses from interviewees, which is important 

when acquiring individuals’ opinions and experiences. 

 

Only individual face to face interviews were used. The advantage of face to face interview is in 

observation of non-verbal cues and the ability to adjust questions accordingly to the immediate 

reaction of the interviewee. Compared to other methods of interview, it makes interviewed 
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person more open in his/her answers (Robson, 2011). Openness is an important aspect of any 

research focusing on the privacy of individuals. 

 

According to Klein and Myers (1999), it is advised to inform the interviewee at the beginning 

about the purpose of collecting data and reassure him/her about confidentiality. Therefore, at 

the beginning of the interview, all uncertainties about research or interview were clarified to 

the interviewee. Other recommendation, which was followed, includes maintaining of good 

timekeeping to ensure participant is not feeling uncomfortable. It is advised by Robson (2011), 

to limit the time of the interview, because longer interviews can produce “respondent fatigue” 

which results in very short answers. Total time of each interview usually varied between twenty 

and thirty minutes. It was mostly influenced by the immersion of the interviewee into 

researched topic.  

 

Interview guideline consists of twenty questions. First four questions are very short warm-up 

questions, which have clear answers to initiate reactions of the respondent. These questions are 

also designed in a way to obtain factual material, for example, average time spent using target 

application. They are followed by sixteen main questions, which are based on the constructs 

from abovementioned model created from prior researches in the area of LBS and privacy. 

Because this research utilizes semi-structure interview, additional questions were usually added 

to each question. They depended mostly on the response of interviewee, and these questions 

were extending the topic besides questions from the interview guideline. Ideas for additional 

questions were also based on the previous interviews because interviewees often mentioned 

facts which had a substantial contribution and were not entirely included in the interview 

guideline. One the other hand answers to some questions were usually very short because 

interviewees did not have much to say about it and part of the question was already addressed 

in previously added questions. Interview guideline can be found in the appendices of this paper. 
 

To acquire more insight from the interviewees, probes were used. “Probe is a device to get the 

interviewee to expand on a response when you have a feeling he has more to give” (Robson, 

2011, p. 283). There are many ways how to achieve this task, such as adding period of silence, 

asking “Anything more?” or repeating back what interviewee said and these probes are 

especially useful in questions related to individuals’ experiences or opinions (Robson, 2011). 

Utilization of these tools is especially important in this type of research. 

 

Interviews were recorded and manually transcribed as quickly as possible after the interview to 

ensure completeness of information. Usually, the same day as an interview took place. It was 

an important task because researcher still remembers non-verbal cues, which are often 

important to fully understand the meaning and in extreme cases, they can even revert meaning 

(Robson, 2011). This method also enabled to reflect on previous interviews and create new 

additional questions for other upcoming interviews, which may be missing in the interview 

guideline. 

3.3.2 Supplementary data collection 

To complement data acquired from interviews, additional information has been collected from 

smartphones of participants. However, these data have only supplementary character, and their 

purpose is to illustrate the findings from primary data collection method, thus interviews. This 

supplementary data collection was not restricted only to applications for entertaining purposes 

because without deep analyses, it is impossible to acquire information generated by selected 
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entertainment applications and besides it is not a focus of this study. However, it should not be 

a problem because this information only complemented the findings from the interviews and it 

is not used as a main type of data inquire. Additionally, information about the general behavior 

of users about location information gathered from the smartphones should give a few 

explanations even to behavior in entertaining applications. Selected type of information, which 

has been acquired from participants’ smartphones, is listed below: 

 

• Basic information about data from Frequent Locations / Location History logs 

• Number of applications utilizing LBS installed on the smartphone 

• Type of enabled location acquisition method (GNSS, Wi-Fi Access Point, Mobile 

Network) 

Basic information about data from Frequent Location or Location History logs consists of only 

information about the existence of these logs on interviewee’s smartphone and his/her 

knowledge about it. It does not contain any information, which might be included in them. The 

difference between Frequent Locations and Location history is only in used platform. Frequent 

Locations is part of iOS smartphones from Apple, such as iPhones, and Location History is part 

of Android operating system.  

 

The number of applications utilizing LBS installed on the smartphone is mostly based on the 

number of application with permission to use location information. However, this information 

is only available in settings of newest versions of operating systems and not all participants had 

them. In these cases, this number was a guess based on the functionality of all installed 

applications on a smartphone. Inaccuracy in this number is not a problem in this case because 

it only supplements main findings. For example, more important is information whether this 

number varies from others.  

 

Type of enabled location acquisition technology is information about what types of 

technologies are selected by an individual in his/her smartphone. It can be also called locating 

method in the setting of the smartphone. The precision of location information mostly depends 

on selected types of location acquiring technologies. Comparison of this information with prior 

knowledge of interviewees about these parameters was also crucial.  

 

Examples of settings of smartphones with used complementary information is illustrated in 

figure 5 below. The information about selected location acquisition method is on the left and 

the information about location permissions of installed applications, thus number of 

applications utilizing LBS installed on the smartphone is on the right. 
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Figure 5: Example of used information in smartphone setting 

 

This complementary data analysis required access to individuals’ smartphones, and even 

though only the interviewee was using his/her phone, and the researcher was only guiding 

where to find this information, smartphones contain very private information. Therefore anyone 

could refuse to offer these data from his/her smartphone. However, these data have only basic 

information value and do not consist of any confidential personal information, therefore cannot 

endanger the privacy of the participants. 

3.3.3 Analysis of collected data 

After the collection and transcription process, the analysis of data came. This research uses  

thematic coding inductive approach for the analysis of collected data, explained by Robson 

(2011) with five main phases: 

 

1. Familiarizing with the data 

2. Generating initial codes 

3. Identifying themes 

4. Constructing thematic networks 

5. Integration and interpretation 

 

In the first step, after initial data collection and transcribing, it was important to read the data 

repeatedly and to note down initial ideas. After immersion into collected data, basic segments, 

or small parts of the text representing something of potential interest were labeled and selected 

as codes. According to Richards (2009), it is useful to distinguish three types of codes in 
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qualitative data: descriptive, topic and analytic codes. Descriptive codes are usually described 

explicitly in the text, such as a description of activities or basic information. In topic codes, text 

passages are allocated to topics, and it requires little interpretive work. Analytic codes are more 

hidden in the context and not visible at first sight. It requires more interpreting than other two 

types of code to find the meaning of text passages. When initial coding was completed, codes 

were grouped into potential themes. Robson (2011) points out many techniques for identifying 

themes in codes, such as repetitions, similarities and differences. These first three phases are 

overlapping each other, but it is important not to forget that emphasis on researched question 

was also considered during these phases. 

 

The fourth phase was putting themes into one or more maps or networks. If there are more 

different issues or aspects among themes, then it is required to use more than one network, 

according to Robson (2011). He highlights the fact, that thematic networks are only a tool in 

analysis and not analysis itself. In this research, themes were mapped to two research questions. 

The last phase was understanding the data from these thematic networks, or in other words 

generating meaning (Robson, 2011).  

 

For the analysis, computer program belonging to Computer Assisted Qualitative Data Analysis 

Software (CAQDAS) was used to help identify initial codes, especially in the analysis of the 

content to find occurrences of selected codes in collected data. Simple CAQDAS was used 

because the time savings and efficiency were in this case greater than time spent getting familiar 

with the Qualitative Data Analysis (QDA) computer package. As the main advantage of using 

QDA computer package is a quick and easy access to coded materials and the ability to quickly 

group the codes and/or themes found in analyzed data. The main advantage was also quick find 

of selected words among all transcribed interviews. CAQDAS used in this research was QDA 

Miner Lite (Silver, 2014).  

3.4 Validity and Reliability of the Research 

According to Yin (2009), four tests are commonly used to establish the quality of any empirical 

research, and these are also relevant to case studies: construct validity, internal validity, external 

validity and reliability.  However, internal validity cannot be used in descriptive or exploratory 

studies (Yin, 2009). This research aims to explore the role of privacy concerns in the adoption 

of services. Therefore internal validity is not used to measure the quality of this research. Three 

remaining tests are discussed inside of this subchapter. 

3.4.1 Construct Validity 

Yin (2009) explains construct validity as “identifying correct operational measures for the 

concepts being studied” (Yin, 2009, p. 40) to ensure that conducted research is in simple words 

accurate or correct. According to Robson (2011), data triangulation, use of more methods of 

data collection is one way how to improve construct validity. Therefore, this research includes 

additional methods of data inquiry, such as supplementary data analysis and questions for 

acquiring factual data. These additional methods should lower bias of this research because 

they enabled to interpret collected data from more angles.  

 

Many authors (En and Zhang, 2013; Liu et al., 2016) conducting studies on privacy concerns 

of LBS observe privacy paradox (Smith, Dinev and Xu, 2011). Real behavior of users is in 

reality different than their responses in the studies. They act differently than what they say in 

the surveys or interviews. From these studies observing privacy paradox, it seems users are 
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aware of privacy risks and perceive them, but during the actual use, they are not concerned 

about them, because of other factors. It is very similar to Principle of Suspicion mentioned by 

Klein and Myers (1999) when a researcher should not believe everything people say. With more 

methods of data inquiry, it should be easier to detect these threats. As Robson (2011) mentions, 

another problem of validity is when the route leading to interpretation is not sufficiently 

explained. To avoid it, this research emphasizes on justification of every step, which has been 

made in the data analysis. 

3.4.2 External Validity 

External validity deals with defining the domain where it is possible to generalize findings from 

the study because generalization beyond immediate boundaries of case study might lead to false 

results (Yin, 2009). This research does not aim to provide statistical generalization, but 

generalize only particular set of results within the studied settings, specifically among 

university students in Sweden. There is a great importance of selecting sample accordingly to 

researched settings. Having variety in selected sample is another factor which should influence 

higher external validity and enable analytic generalization. 

3.4.3 Reliability 

Reliability is described by Yin (2009) as an ability that enables to repeat data collection 

procedures and operations of a study with the same result. The latter researcher should come to 

the same findings and conclusions. However, it is always very difficult to achieve same results 

in the qualitative study because different researchers might interpret findings slightly differently 

(Richards, 2009). Data collection and analysis methods used in this research are 

comprehensively described and followed to secure high reliability of findings.  

 

According to Robson (2011), it is almost impossible to avoid reliability issues in data collection 

and transcriptions, because of environmental distractions and interruptions, errors in 

transcriptions and failure of required equipment. To minimize these risks, interviews were 

conducted in rooms with closed doors, with only researcher and interviewee inside to avoid 

distractions and interruptions. 

3.5 Ethical Considerations 

Ethical considerations are especially important when carrying out research involving people 

(Robson, 2011). Moreover, this research considers the moral and ethical side of research. 

Mainly, because the purpose of this paper is to clarify issues related to privacy in smartphone 

applications utilizing LBS. Thus, it is important to have in mind what should be done to secure 

the privacy of every user. Especially when doing research on privacy risks, people tend to unveil 

information which is highly personalized and should not get into hands of any third-party.  

 

Before every interview, the content of this research with its purpose was explained in detail to 

each participant to ensure that interviewee is fully aware of his/her role in it. The interviewee 

was also acknowledged with the content of posed questions and his/her rights, such as the 

possibility to withdraw from the interview at any time or ability to not answer the question. 

This information is included in the written consent, where participants confirmed that they 

understand and are aware of their rights and role in this research. If anything was unclear to 

them, they could ask any question related to the research. Main parts of the consent form have 
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been repeated to ensure, that interviewee fully understands it. This consent form is included in 

the appendices at the end of this paper. 

 

To ensure no possible harm to participants, interviews were anonymized and names of 

participants were not included in any collected material. Data collected from interviews and 

other collected information were used only for this research and were not shared with other 

entities. Interview questions were created in a way, that answers should not violate regulations 

about confidential personal information. Collected data in electronic form, such as recordings 

and transcripts, are stored on encrypted hard drive in anonymized form, to limit possibilities of 

identifying participants.  
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3.6 Summary of the Thesis Methodology 

Table 3 below summarizes used methodology of this research. Included information is 

elaborated more in the previous text of this chapter: 

 

Research 

philosophy 

 

Interpretive 

• Investigates privacy in adoption from individuals’ perspective 

• Majority of studies dealing with privacy are in positivist paradigm 

Research 

method 

 

Qualitative 

• Consideration of every individual’s perception 

• Case study with personal interviews is the main method of data inquiry 

Research 

strategy 

 

Particularistic case study 

• Strives to understand the role of privacy in adoption of service 

Research 

quality 

 

Construct validity 

• Utilization of Data triangulation and Principle of Suspicion 

External validity 

• Selection of sample inside of the researched setting 

Reliability 

• Comprehensive description of the used analyses 

Data 

collection 

Two methods of data inquiry 

• Face to face individual interviews (10 interviews) 

• Location logs, smartphone settings 

Sampling 

Purposive sampling 

• International university students in Sweden 

• Experience with selected LBS applications 

Analyses 

technique 

Thematic coding inductive approach 

• Creation and selection of categories of codes 

• Assigning categories of codes to the themes 

Table 3: Summary of the used methodology  
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4 Empirical Findings  

All critical findings from collected data based on methodological approaches and research 

strategies from previous chapters are presented and justified in this chapter. Presented 

findings are based mostly on transcribed data collected from semi-structured interviews and 

are complemented by additional information from smartphones of participants. All data used 

and phrased in this text are completely anonymous to preserve the privacy of all participants 

of this research. This chapter is divided into two subchapters. Former explains data collection 

and analytical process whereas latter comprise of collected empirical data. Identified themes 

and categories are also presented in the second subchapter. 

4.1 Analytical Process 

Inductive process of finding codes was used to identify codes in transcribed interviews. More 

than eighty codes were labeled during reviewing of transcripts and initial coding process. Many 

of these codes were merged together to lower their total number. Later, codes with similar 

meaning were put into categories. Eighteen categories were created in total. Some of these 

categories are overlapping, but it is very difficult to distinguish these categories of codes 

completely and also it is not even desired. In the next step, six themes were identified among 

selected categories. Themes comprise of categories which are related to the similar 

phenomenon. All the identified themes and categories are presented in the following 

subchapter.  
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4.2 Identified Themes and Categories 

All six identified themes with associated categories are presented in the table 4 below: 

 

Table 4: Identified themes and categories 

Each theme and related categories are presented in the following text in the same order as listed 

in the table 4. 

4.2.1 Knowledge of Location Information 

First introduced theme named Knowledge of Location Information deals with knowledge of 

individuals about location information. It covers three categories of codes: Distinction of 

Location Information Privacy, Lack of Knowledge of Privacy Risks and Sharing Knowledge 

with Others. The most significant pattern that appears in most of the included codes in this 

theme is knowledge. More precisely, lack of knowledge.  

 

Themes Categories of codes 

Knowledge of Location 

Information 

• Distinction of Location Information Privacy 

• Lack of Knowledge of Privacy Risks 

• Sharing Knowledge with Others 

Neglect of Privacy Risks 

• Perception of Limited Privacy Risks 

• Little Importance of Individual 

• Laziness and Ignorance 

Trust in Companies and 

Developers 

• Limited Choices 

• Prudence of Individuals 

Control over Services 

• Changing Settings in Smartphone 

• Avoiding to Give Location 

• Control over Applications in Smartphone 

Privacy Concerns during the 

Use 

• Influence on the Use of Applications 

• Secrecy of Users 

• Providing Location for Benefits 

• Reason for Collecting 

Willingness to Trust 

• Surrender of Users 

• Preparation for Consequences 

• Effects of Notice 
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When participants talked about their privacy concerns, they often related their answers more to 

privacy concerns about their personal information or other types of information that is being 

collected. “Many companies are selling my information, like email address,” answered one 

participant, when asked about privacy risks of location information and this phenomenon was 

often occurring among other participants. Participants were also mentioning privacy issue 

experiences with Facebook and Google Search services, such as one person said, “when I 

search for things in Google or somewhere else, I see the ads for these things on my Facebook.” 

Privacy risks in these services are not very related to location information. Per long pauses of 

participants in responses to several questions, it seems that their awareness of location 

information is very low and they have problems to distinguish privacy concerns of location 

information and personal information. Even participants who had experience with both selected 

LBS entertainment applications. 

 

Table 5 below summarize knowledge of each participant about Location History or Frequent 

Location logs on their smartphone. These logs contain records about visited places in the past. 

This service is turned on automatically on smartphones, therefore users must first know about 

it to disable it. An example of location history log from Android smartphone is shown in figure 

6 below.  

 

 

Figure 6: Example of location history from Android smartphone 

 

Many participants did not know about Location History or Frequent Location logs in their 

smartphones, even though they said that they have high privacy concerns because of location 

data collection and that they are aware of the fact that many companies collect their location 
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information. Many participants despite the fact of knowing about location logs still have this 

feature turned on. One participant explained that it is interesting to be able to see visited places 

on a map. Another pointed out that that there is no privacy risk in it, “there are only places like 

Willis1 or gym, and I really don’t see any danger in it.”  The only person that turned it off 

explained it that, “my brother was showing me how I can see my previous location in Google. 

Then I really felt controlled and turned it off.”  

 

 

Table 5: Information about the existence of location history logs 

 

Participants often described that their awareness or knowledge about privacy risks come from 

other people, either when they talk about it or see an example. However, when they were asked 

whether they discussed the topic of privacy issues or risks of collecting location information 

with somebody, most of them very quickly answered no. One of them mentioned that it was 

only “out of curiosity” and not because of privacy concerns. For most of the participants, the 

interview was the first time when they discussed this topic with someone.  

 

Another aspect related to the theme Sharing Knowledge that emerged was informing family 

members about privacy risks, especially own children. One of the participants said, “I generally 

want to have my family on the safer side. I explore these matters a lot, so I can warn them. I 

want my family to know about these things, especially when they are kids. They may not know 

about these things so better educate them about the drawbacks.” Few participants mentioned 

the fact that they have seen TV series or movies, where examples of exploiting location 

information were shown with possible consequences for the individual. 

4.2.2 Neglect of Privacy Risks 

Neglect of Privacy Risks theme consists of three selected categories of codes: Perception of 

Limited Privacy Risks, Little Importance of Individual and category Laziness and Ignorance. 

This theme deals with the fact that individuals attach little importance to privacy risks in 

location information or even neglect this factor. These categories of codes include several 

explanations of this phenomenon obtained from participants. 

 

Participants often mentioned the fact, that collected location information is usually not very 

accurate, therefore it does not pose many risks for them. “But I don’t give out too much 

information, such where I am sitting,” as one participant said, was very common type of 

answer. Participants were also thinking more about location information that is publicly 

available to other users, and they did not care much about location information that is being 

                                                 

 

 
1 Willis is a supermarket chain in Sweden. 

Participant 1 2 3 4 5 6 7 8 9 10 

Existence of log YES YES YES YES YES YES YES YES NO YES 

Knowledge about it NO NO NO YES YES NO YES YES YES NO 
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collected during the use of the applications. “In the case of Tinder I don’t care about when it 

acquires my location, and I don’t think about it when I am using it. Because on Tinder, the 

location that is publicly available is not very accurate.” However, one participant had little 

concerns about this publicly available information, even though it is not very accurate. “I 

certainly have had that thought about Tinder that people know where I am.”  

 

Another often mentioned fact was the inability to imagine privacy risks that location 

information can pose. One participant even added, “I cannot imagine it. Maybe because I know 

too little about it and I have other concerns, real-life concerns and not these technical 

concerns.” It was very difficult for participants to perceive direct consequences it can have in 

their “real-life”. Some of them perceived that there is a boundary between the virtual world in 

smartphones and “the real-world” people are living in. One participant said, “But I don’t think 

right now there are any direct consequences for me.” In this case, the participant had at least 

little awareness of future consequences. Another participant explained the lack of examples as 

a reason for not caring about privacy risks: 

 

“I feel like I am really ignorant because people talk a lot about it, but I don’t see real danger, 

I want to see real examples, someone who has really been troubled by this in some way. I really 

want to see that, because I feel people are only talking about it and I need that in order to feel 

afraid.” 

 

One of the often-mentioned facts of individuals’ location information was Little Importance of 

Individual. The absence of reason why anyone would want to acquire user’s location 

information. “I am a regular guy and don’t have money or anything special, so sometimes I 

think that there is no reason for bad guys to get something from me.”, as one of them said. 

Another participant remarked very similar reasons: “Maybe if I would be a famous person, then 

some people might actually want to acquire this information. But in my case, why would anyone 

care.” An example of a famous person was very often mentioned among participants. But even 

cultural aspects played a role in answers related to the importance of the individual. One 

participant from the country, where the government has a high level of control over citizens 

said, “I think for an individual, if it is just me, it is not a problem, but when they collect these 

data to find out information about, let’s say ten percent of the population, then I think it matters. 

It is just dangerous.” Even in this case, the participant perceived little importance of the 

individual. 

 

Laziness and/or Ignorance of individuals is another phenomenon that was often recurring in 

responses of participants. Every service contains a privacy policy, where people can read what 

kind of information about user are being collected and later used. Usually, there is also an 

explanation why the company behind the service is collecting it. Most of the participants 

confirmed that they do not read it. Some of them read privacy policy only once and found it 

unimportant, as one participant said, “I tried it once, and I thought it was unimportant for me. 

I know we should do it, but I don’t do it.” Whereas, other participants have not read it at all. 

Usually, they explained the reason for not reading it as “it is always the same” or “it is usually 

too long and in a foreign language.” To complement the information, the participant who 

pointed out the fact that these privacy policies for most applications are in foreign language, 

usually in English, could understand and read text in English without any problems. 
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Most mentioned reason for not reading was its length because it is very time-consuming to read 

it. However, when participants mentioning this issue were asked, whether they would read 

shorter versions of it, which is often provided in many services, their answer was still no. It is 

important to add that only one participant who was highly concerned about her privacy, read 

these privacy policies. Not in all applications, but at least in most used applications. Others, 

who said that have high privacy concerns only skim through it sometimes, but only if they have 

time to spare. But nothing more. One participant even mentioned that it is unimportant to read 

these privacy policies because he wants to use these services and it would not change anything, 

“I am using these services because I want or have to and I am too lazy to look for other 

services.” In this case, laziness to look for alternatives was the reason why this person does not 

read it. 

 

Participants usually started to use selected LBS entertainment applications because of many 

different reasons. One mentioned reason is related to the hype around the application when it 

was launched. Particularly in gaming applications users can gain an advantage when they start 

using it right after the launch, such as one participant confirmed this reason for downloading, 

“I wanted to be among the first ones.” Others were often influenced by people who were 

already using these applications, therefore they also downloaded them. “I downloaded it and 

used it when it was cool.”, said one participant. Environment and surrounding seem to have a 

significant role. “When I came to Sweden I started to use it.”, said one of them and illustrated 

an example how a change of environment influence an individual to start to use LBS 

entertaining application and not think about privacy. In all these cases participants were 

ignoring privacy risks and to use the application or service is more important for them than 

privacy concerns. 

4.2.3 Trust in Companies and Developers 

The theme Trust in Companies and Developers includes two categories of codes: Limited 

Choices and Prudence of Individuals. This theme deals with the influence of trust toward 

companies in the perception of privacy risks. Based on responses of participants, trust seems to 

be a paramount aspect that shape privacy concerns of individuals and many of their answers are 

related to trust. 

 

When selecting new service or applications for smartphone, individuals should trust the 

company behind it, because once they start using it, they need to confirm their terms and 

conditions of use. They have very Limited Choices because they can only agree that companies 

can use information collected from them. As one of the participants pointed out: “I know it, but 

I am not so happy with it because I cannot say no to it.” This participant also added that we 

have a choice not to install this application and choose alternative instead. However, it is not 

always easy to find alternatives with better policies or reputation of the company behind it. One 

of the answers explained the reason that people usually do not have an option to choose from 

alternatives, “I think that they are not giving you a choice because there are only some big 

companies.” Almost all participants agreed that if they would have an option to select an 

alternative, they would. Some of them were giving examples that they do it in other areas, such 

as with computer software, “If there is a better alternative with better privacy policy, then I 

would choose accordingly. I do that. For example, with VPN programs for the computer, I do 

that.” However, one participant remarked, “the companies behind it are all the same.” Based 

on his response, it is pointless to think that some company would act differently. 
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Before installing the application on a smartphone, individuals need to confirm all permissions 

which the application might need. It should give them an overview, what resources application 

or service needs in order to run. This list also includes what information from the smartphone 

can target application use. Some participants confirmed that they check this list and in the case 

of unreasonable permission they would think about not installing the application. One 

participant confirmed checking permissions, “I read it. Otherwise, I wouldn’t have engaged. 

But I think that if I really would have a feeling of not feeling safe, I wouldn’t download the 

app.” Another participant had a very similar response, “I check the permissions, and if they 

have something that sounds me totally unreasonable, then I would look for an alternative.” 

Many of them answered to the question of checking permissions in a similar way. Participants 

were mostly aware of what the applications can access, and it influences their choice. However, 

participants were more concerned about other permissions then location information access. 

“Sometimes I don’t install it because it requires so many permissions and for example why the 

game needs a list of contacts or photo. Once a game wanted to have access to my photo, and I 

said no, I didn’t install it in this case.”, as one of the participants said. None of the participants 

did mention permission for location information. This permission is always included in 

applications that require the location of the user, such as in LBS entertainment applications.  

 

However, one participant who had experience with development of applications for smartphone 

pointed out that for many smaller developers it is very difficult to have full control over required 

permissions in their application. Even if they do not want to access some information on a 

smartphone, they might use tools or frameworks which require these permissions. He explained 

it, “I remember that I was testing one application for my friend and it required so many 

permissions, and when I asked him, he didn’t know about all of them. He was just using some 

frameworks from Google, which require many more of them by default.” However, even this 

participant confirmed that permissions are very important for him and he even uninstalled some 

applications because of many required permissions. 

4.2.4 Control over Services 

Control over Services theme consists of three categories: Changing Settings in Smartphone, 

Avoiding to Give Location and Control over Applications in Smartphone. This theme deals with 

the fact, how users change settings of location services and how they control content on their 

smartphones to lower privacy risks. 

 

The majority of smartphones allow the user to change setting how the smartphone acquires the 

position. The accuracy of location information depends on this location method setting. There 

are three options to select: Full access to all location components, Wi-Fi and mobile network 

and GNSS component only. Full access is usually selected in new smartphones by default. It is 

important to mention that some applications require enabling GNSS component and when users 

do not have it enabled in settings, the application prompts them to change it. Selected location 

methods of participants are shown in table 6 below. This table also comprises of information 

whether selected participant knew about this setting or not. 
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Participant Knowledge about this option Selected method 

1 NO FULL 

2 YES FULL 

3 NO FULL 

4 YES FULL 

5 YES FULL 

6 YES FULL 

7 NO FULL 

8 YES FULL 

9 NO FULL 

10 NO FULL 

Table 6: Selected location methods of the participants 

 

All participants have selected full access as a method for location data acquiring. It makes sense 

for users who did not know about it because it is selected by default. Three participants 

explained it that they changed it only once to have a more accurate position. “I’ve search it on 

Google, and I found out that you can increase accuracy if you use both GPS and mobile data, 

so I changed it to have more accurate location.”, said one of them. This participant also 

mentioned that when he uses application, such as Pokémon Go, it is vital to have an accurate 

position. Otherwise, it is more difficult to play this game. Others also mentioned this fact, but 

they changed it due to other applications requiring their accurate location. 

 

When participants were asked, whether they would change this setting to provide less precise 

information about their location, none of them said yes. However, most of them mentioned the 

fact that they are turning off location information acquiring completely, and then no application 

can have access to it. As one of the participants said, “I basically switch GPS on when I need 

it. So, it is generally turned off, and then, for example, Tinder forces you to have it switched on. 

Otherwise, you cannot use the app.” Even one participant who was not concerned about privacy 

is turning it off, because of battery life reasons. “I usually turn off GPS to save battery. I click 

on GPS sign and don’t use any other options.” Participant, who has been particularly concerned 

about privacy mentioned shutting down of all components that can be used to acquire location, 

“But when I don’t want these companies to be found, I even turn off the Wi-Fi and shut down 

everything in my phone.”  

 

Another often mentioned method of avoiding giving location information is not giving the 

application access to the location. This option is available in newer versions of operating 

systems on smartphones. When participants have this option, to disagree with providing 

location information in the application, they often do it, as one participant mentioned, “If I see 

it not necessary for this application, then I turn it off.” However, LBS applications need 

location information in order to run. Therefore users cannot deny providing location 

information in applications such as Tinder or Pokémon Go. In these cases, participants were 

aware of it and simply allowed access to their location information. 

 

Control over installed applications on smartphones is also often mentioned method, how users 

are trying to lower their privacy risks. The number of applications in participants’ smartphones 

with access to location information is shown in table 7 below. Participants 2,3,5 and 9, who 

mentioned having high privacy concerns have a low number of applications using location 

information. Their total number of installed applications is also lower in comparison to other 
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participants. However, it is important to mention that this information mainly depends on 

customs of the user. Many application uses location information even though it is not obvious 

and some users are installing more applications than others. Therefore they have more 

applications with access to location information even though they do not use them. In 

participants’ smartphones, approximately twenty to forty percent of all installed applications 

were using location information. 

 

 

Participant 1 2 3 4 5 6 7 8 9 10 

Number of 

applications 

with access 

8 7 6 10 8 18 14 19 10 18 

Table 7: Number of applications with access to location information 

 

Participants with high privacy concerns and a low number of applications often mentioned the 

fact of having only a few necessary applications on their smartphones, such as one of them said, 

“I have only the most necessary applications on my phone.” For example, a participant who 

had only six applications using location information mentioned uninstalling of the application 

after its use: 

 

“I don’t have many applications on my smartphone. If I must use any other application, then I 

install it, but when I don’t use it, I uninstall it immediately. For example, if I need an application 

for scanning things, I uninstall it after the scanning. Then if I need a compass, I use it, but as a 

matter of fact, in five to ten minutes, I uninstall it.” 

4.2.5 Privacy Concerns During the Use 

The theme Privacy Concerns During the Use comprises of four categories of codes: Influence 

on the Use of Applications, Secrecy of Users, Providing Location for Benefits and Reason for 

Collecting. Privacy concerns of users might change after they start to use these services or 

applications. This theme deals with the fact, how privacy concerns change and what can 

influence it during the use of LBS application. 

 

Participants were asked, whether the fact of collecting location information during the use of 

selected applications would affect a way how they use it. One participant had experience with 

LBS game application called Ingress (Niantic Inc., 2016), which has a very similar concept to 

Pokémon Go and is also developed by the same company. He said that in this application, he 

was afraid to play it home because it would reveal the location of his home to others. “In 

ingress, you were playing with two teams, with playmate it was ok to share your home location 

because you socialize with these people, but not with an opponent because you really don’t 

know who this person is and how these people may react.” But the reason of his fear was the 

fact that his location information is publicly available and other players can get to it. In case of 

Pokémon Go, he did not mention any influence of privacy concerns on his use of the 

application. As a matter of fact, he remarked living next to the important place in the game, 

therefore a reason for playing it home often.  

However, most of them immediately answered no, that it does not influence their use. On 

second thought, some of them shortly hesitated, but still confirmed the previous answer. No 
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need to hide anything was mentioned as one of the reasons. “I don’t think I am going to be in 

a situation when I don’t want anyone to know where I am. Trying to hide from something or 

hide secret spots.”, said one participant and this type of answer was very common among other 

participants.  

 

Cultural difference was also observed in the topic of secrecy. Whereas most participants said 

that they do not perceive any privacy risks from government collecting their location, such as 

one participant added: “I don’t have anything to hide, I am not planning to do anything so why 

would I be afraid that government can have it.” Both participants from China mentioned that 

they have great concerns. One of them even said that it worries him, “it makes me feel helpless 

that they can access my information. You don’t even know about it, it is worrying.” 

 

Question about providing data for benefits revealed, how much participants value their location 

information. About half of the participants said that they would not share their location 

information with any third-party company. However, one of them pointed out that it is not 

always possible, but when it is, then she would avoid providing her location information. She 

also mentioned, “I think maybe I am actually doing it, but I don’t realize it.” Because most of 

the applications, especially games are for free, and there is a possibility that they are making 

money on selling users’ information. “I think it is the source of income for these companies,” 

she added. Another participant explicitly talked about not sharing location information because 

it might get into many more hands than it was intended. “It could be leaked to someone else, 

and they might misuse it. And many other companies could access it. It could be like ripple 

effect”, he explained. This group contained mostly participants who mentioned having high 

privacy concerns.  

 

Others with lower privacy concerns were more open to sharing their location information. As 

one participant said, “Probably yes, but they need to tell me why they want to use my data and 

how they will use it.” In this case, it seems that purpose is important because it matters for them 

to know, whether it is for providing advertisement or customization of other services. Other 

participant mentioned that privacy concerns do not play a role, whether she would share this 

information or not, as she said, “I wouldn’t think about security and privacy. I am open to this.” 

One of them even mentioned it is probably happening, and at least he would get something in 

return. “I think it is happening right now without my consent, but I think I would go for it 

because it is happening anyway and at least I would get something. Why not,” he said. 

4.2.6 Willingness to Trust 

Theme Willingness to Trust includes three categories of codes: Surrender of Users, Preparation 

for Consequences and Effects of Notice. In comparison to the theme Trust in Companies and 

Developers, which was related to the first research question, this theme focuses more on a 

willingness to trust companies that they treat collected data of users in accordance with users' 

welfare. 

 

When people start to use smartphone application or service, including LBS entertaining 

applications, they are willing to trust companies that they store their location data safely. When 

participants were asked whether they trust these companies with their location information, 

most of them mentioned, that there is no other way than to trust them if they want to use their 

services, as one participant said, “I mean we have to, you can’t really know.” Another 

mentioned that the only option is to give up on privacy concerns and think about the worst-case 
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scenario, “I accepted the fact that once I give some information, then it can get to anyone.” 

Some participants rather do not want to think about what can happen, as one of them mentioned, 

“I prefer not to think about it.” 

 

Most of them are aware of the fact that they are blindly trusting these companies, but they do 

not do anything about it. One participant confirmed blind trust, “I think that I actually do 

because otherwise I probably would not use it, but I should not.” It seems they know that they 

should have concerns, but they are unwilling to do anything about it. They simply continue 

using it without any more questions related to their privacy. However, some participants 

explained, that we are providing only limited amount of information, thus it does not matter. 

“No, you can’t always trust. But then we must take into account that you don’t give up much 

information to these companies, only to a certain degree.”, one of them said. 

 

Effect of notice seems to be an important element. Every participant agreed that it helps in 

maintaining of trust toward company behind the application. As one participant pointed out, “It 

creates some kind of transparency I think when they actually tell you what they are storing and 

not doing it behind your back.” Another participant also added, “But I think the honesty of these 

companies is important.” Based on the answers, notifying the user about what information are 

collected is very important for perceiving honesty of company behind the application or service. 

It also helps in building of trust toward the company. When users feel that company is 

trustworthy they are willing to give up some privacy concerns. “And if I know they are not 

going to use my data to do something bad, then I will keep it and use it.” commented one 

participant. 
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5 Analyses and Discussion 

Data collection, data analyses, and all related processes were done by only one person, 

researcher and author of this thesis himself. CAQDAS computer package was used to facilitate 

the process of data analysis, specifically QDA Miner. Due to the fact of being a novice 

researcher, the analysis was done with the help of data analysis approaches and methods 

introduced in (Richards, 2009) and (Robson, 2011), their use is further described in the 

methodology section. Analyses and Discussion chapter includes six subchapters, first describes 

data analysis process and discussion, other four comprise of analyses and discussion of both 

researched questions, and in the last subchapter additional findings worth mentioning are 

included. 

5.1 Data Analysis Process and Discussion 

Empirical findings presented in the themes in the previous chapter, are analyzed and discussed 

in relation to the research questions. Six themes which are used in the empirical findings chapter 

are also used for the analyses. First three for the first research question and last three for the 

second research question. The aim of the analysis process is to answer both research questions 

with the use of information given in the previous chapter. 

 

Findings of this research from the analyses are then discussed and compared with the results of 

other studies, which were already introduced in the first two chapters of this paper. Relations 

of constructs in the used theoretical model are also discussed and compared with results of this 

research. Some of the relations between constructs are confirmed whereas others not. Even new 

possible relations are introduced in the discussion. 

5.2 Analysis of Data within RQ1  

RQ1: How privacy concerns of individuals influence adoption of LBS entertainment 

smartphone applications? 

 

To fully understand and to be able to answer this research question, three already introduced 

themes are used: Knowledge of Location Information, Neglect of Privacy Risks and Trust in 

Companies and Developers. To find an answer to this research question, it is first important to 

ask, what the privacy concerns of individuals are. Therefore, a sub-question of privacy concerns 

of individuals is included in the analysis of the data for the first research question. Only after 

answering this sub-question it is possible to analyze the role of privacy concerns in the adoption 

of any service, including LBS and fully answer the first research question. 

 

Knowledge seems to be important factor forming privacy concerns of individuals. When people 

does not know, why they should be afraid of their privacy, then there is no reason for them to 

be afraid. Many participants did not know, why they should have privacy concerns. One of the 

reasons might be in lack of knowledge of location information collection and risks that it poses 

because participants had difficulties in distinguishing risks in location information and personal 

information. They often mentioned possibilities of misuse of personal information when they 

were explicitly asked about the location information. Complementary information of the 

existence of location history data logs in participants’ smartphones corresponds with the 

explanation that individuals do not always know what type of information is collected from 

their smartphones. The novelty of location data collection from smartphones might be one of 
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the causes because people are not familiarized with all techniques how their location 

information can be acquired. People usually discuss with others the issues or problems they 

care about, but participants were almost never discussing privacy risks of collecting location 

information with anyone. It seems that individuals do not attach any significance to it. Even 

though they answered that they do not know very much about this topic, they were not trying 

to educate themselves about it. 

 

Perception of risks is also closely related to knowledge, because knowledge or more precisely 

lack of knowledge may change how people perceive risks. It was possible to observe mostly 

neglect of privacy risks in location information collection. Many participants were mentioning 

that they are not important for anyone. Therefore there is no reason why they should be 

concerned about their location information. One of the reasons seems to be in lack of examples 

of location information misuse. Especially examples that happened to someone close to an 

individual or at least example of a person to whom people can identify themselves. Per 

participants, people are not concerned due to examples that happened to famous people, because 

they are not famous and it cannot happen to them. This fact also seems to be related to the 

novelty of LBS applications, because they exist only for a couple of years and during this time 

not many examples of misuse emerged. Other explanation can be in the perception of 

individuals, that location information is very difficult to acquire. It would explain why 

participants have not thought about any consequences right now, but only about consequences 

for them later in the future if they would be important enough for someone to abuse their 

location information. Other aspect speaking in favor of neglect of privacy risks, is individuals’ 

ignorance or laziness to know more about data collection process. Most of the participants said 

that they skip reading privacy policies with this information when starting to use new service 

or installing a new application, LBS including. 

 

One of the explanations given by participants, why they do not have privacy concerns, is trust 

in company or developer behind the service or application. They did not see a reason why the 

company would leak their location information to the malicious parties. With almost no 

examples of companies doing otherwise, there is no reason to be suspicious. As participants 

pointed out, many services or applications do not have good alternatives, and it contributes to 

the fact, that individuals often choose to fully trust the company behind it than to look for 

alternatives. Usually, the individuals’ trust is very high at the beginning, therefore there is no 

need to examine thoroughly whether the application accesses and collects location. If they find 

out that application needs location information, they often give themselves explanations that it 

is certainly necessary for the application and there is a good reason why the application needs 

it. Notwithstanding other required permissions, such as unnecessary requirement to access 

contact list often results in not installing the application. 

 

Neglect of privacy risks in location information collection seems to play an important role in 

LBS adoption. Per selected sample of people, people often install new LBS applications without 

giving thought to privacy risks, and when they have some privacy concerns, they are not related 

to location information. Even individuals who had high privacy concerns did not seem to be 

worried by collecting of location information. They can think of many other types of 

information the application collects from them, but not about location information.  
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5.3 Analysis of Data within RQ2. 

RQ2: How privacy concerns affect the use of LBS entertainment smartphone applications? 

 

To fully understand and to be able to answer this research question, three already introduced 

themes are used: Control over Services, Privacy Concerns During the Use and Willingness to 

Trust. These themes are also partly related to the first research question, and it is caused by the 

overlap of both research questions. 

 

Based on the answers of participants and location settings on their smartphones, it seems users 

are aware of the fact, that applications on smartphones can acquire their location information, 

and many applications are doing so. With new and more precise GNSS, which are being 

deployed and supported in smartphones and many more new localization techniques, location 

information can be very precise to determine the exact spot where the user stands or sits. In 

many answers, participants expressed great concern, if they would provide a very accurate 

position. However, none of them changed or would consider changing location method setting 

to provide a less accurate position. When they change location method, then only to increase 

accuracy. For example, to enhance the game experience. However, making it more accurate is 

in contradiction to their previously mentioned concerns. It seems that they cannot imagine the 

possibilities of location service components in their smartphones.  

 

Participants explained unnecessity of this setting because they rather turn off location acquiring 

completely. However, it only deals with the problem when they do not use any application. 

Once they open LBS application, they need to turn on the location services, and from this time 

they offer the most accurate position available. Per gathered information and responses of 

participants, users give very accurate location using GNSS component with the assistance of 

Wi-Fi and mobile network during the use, and then they turn it off completely to prevent 

applications from obtaining their location information while not in use. It was also very 

common among respondents to have limited number of installed LBS application in the 

smartphone to limit privacy risks, but selected LBS entertainment application were still 

installed on their device. Some users are aware of their lack of knowledge in the area of location 

information, therefore they turn off all mobile services. In this case, it is probably the reason 

that some users are suspicious and do not believe turning off localization would stop their 

smartphone to acquire their location. However, even these users still use selected LBS 

entertainment application without worrying about location information during the use. Privacy 

concerns of users during the use are outweighed by content or purpose of selected LBS 

entertainment applications.  

 

Users have higher privacy concerns over applications when not using them. It might lead to the 

conclusion that users consider when and where they use these selected LBS applications. 

However, almost none of the participants confirmed that privacy risks are affecting where and 

when they use LBS entertaining application. The mentioned reason was no secrecy of users 

because they do not have anything to hide. Not the risk of leakage or misuse of their location 

data. On the one hand, they are concerned about applications that might collect their location 

information, but they are willing to take the risk, or more precisely, they are avoiding to think 

about the risks.  

 

Interesting cultural aspect was observed, when participants from more government controlled 

countries, such as China, were highly concern about government accessing their location 
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information, but still, they were playing Pokémon Go very often, and they were not thinking 

about privacy issues during the use. They acted in the same way as others, even though they 

mentioned having much higher privacy concerns in comparison to other participants. 

 

Finding out whether users are willing to share their location for benefits, revealed how users 

value their privacy. Based on a group of participants it seems that many users do not have any 

problems with sharing their location history for benefits. They probably do not perceive privacy 

risks in location information if they are willing to provide their location history to third-parties. 

Therefore it cannot affect the use of LBS applications. Even users who would not provide their 

location information to third-party companies, perceived privacy risks mainly in providing their 

it to others and not in the process of collecting it. When they know that their location 

information is only accessible to a limited number of companies, such as application developers 

or companies behind the smartphone operating system, they are willing to trust them. Then they 

do not perceive risk in the use of LBS applications, and it does not affect the use. Users are 

more concerned about who has access to it than about the fact that they are collected. Because 

when this information gets to the higher number of parties, it can spread without any limitation. 

As one of the participants aptly said that it is like “ripple effect.” Once it leaks out, it cannot be 

controlled anymore, and nobody can imagine the consequences. 

 

Trust in companies behind the applications or smartphone operating system seems to be one of 

the explanations why users perceive little or no risk during the use of the LBS entertaining 

applications. Participants were explaining not to have an option to act differently than to trust 

these companies if they want to use their services. However, they always have an option not to 

use these services or applications. Nevertheless, other factors influencing the use of LBS 

entertaining applications are stronger, and these users are willingly choosing to trust these 

companies blindly. However, users are aware of this fact, and some with high privacy concern 

are willing to stop using services or application if they would have doubt about the company 

behind it. Therefore, these companies must retain credibility and status of honesty among users. 

Without these characteristics, some users might feel uncomfortable when using their 

application, and it might result in stopping using it. Once a company loses these features, it is 

difficult to reinstate its credibility among users. Giving users notice about collecting location 

information and explaining to them the purpose is one way that is perceived as positive to 

increase or maintain credibility. 

5.4 Discussion of the RQ1 

One of the findings of this research is limited knowledge about location information among 

individuals and privacy risks it poses to them. They have difficulties in distinguishing location 

information from other types of information, such as personal information. The majority of 

prior studies dealing with LBS adoption (Zhou, 2011, 2012, 2013; En and Zhang, 2013; Yun, 

2013; Fodor and Brem, 2015) are not taking into account location information knowledge in 

their models. They were referring to the low adoption rate of LBS but this research deals with 

the contrary, higher adoption rate in LBS entertainment applications. Lack of knowledge might 

have rather positive influence on adoption of LBS. Therefore, it may be one of the explanations 

why they have not utilized the influence of location information knowledge in their studies. 

Park and Jang (2014) on the contrary focused on the location information knowledge in their 

study. However, they selected only a specific group of Afro-Americans with a low level of 

education to examine another phenomenon. Therefore, it is impossible to apply findings of their 

study to other groups of population and compare it. It seems that lack of knowledge might be 
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important factor influencing adoption of LBS. Even individuals with high privacy concerns 

might disregard privacy risks of location information because of their limited knowledge. 

However, this research included only limited number of participants within the group of 

university students and it is impossible to draw broader conclusions. 

 

As Beresford and Stajano (2003) mentioned, location information privacy compared to other 

types of information privacy, is more related to personal privacy where privacy concerns are 

high. Thus, privacy concerns should be higher, but in this research, individuals put a little 

emphasis on privacy concerns of location information. A reasonable explanation might be in 

the novelty of wider expansion of LBS.  

 

Privacy experience construct used in a model introduces by Smith, Dinev and Xu (2011) is 

playing an important role in perceiving of low privacy risks and having low privacy concerns. 

If individuals did not experience or see examples of location information misuse, it can hardly 

influence adoption of LBS. In the case of LBS, lack of privacy experience is an important factor 

which influences adoption of LBS. 

 

Many prior studies on the topic of privacy and LBS either presume that people have awareness 

of privacy risks (Fodor and Brem, 2015) or even neglect this aspect (Zhou, 2011; En and Zhang, 

2013; Yun, 2013). However, it was observed in this research that individuals often install new 

LBS application without giving thought to privacy risks. When they have some privacy 

concerns, they are not related to location information. 

 

Another factor from the used model that was found to be important in privacy risk perception 

in the adoption of LBS, is trust. Many individuals gave it as an explanation for their low privacy 

alertness. To some extent, this research confirms findings in (Fodor and Brem, 2015) that 

privacy alertness of individuals is lowered if the company seeks permission to collect 

information and notify the user. However, results of this research pointed out the fact that trust 

in the company is more important than application permissions. These permissions are often 

overlooked or individuals do not give enough importance to them when they trust the company 

behind the service. Particularly permission to access and collect location information. Trust 

toward companies seems to greatly influence even other constructs in the used model. 

5.5 Discussion of the RQ2 

Smith, Dinev and Xu (2011) mention that privacy awareness substantially increases when users 

became aware of the collection of their data without permission. However, this research found 

out that users do not consider concealed location information collection as a reason for having 

higher privacy awareness. They are willing to continue using the application even though it 

collects location information without their knowledge. They often advocate it that the 

application certainly needs it for a good reason. It is in contrast with findings observed by Abbas  

(2011) because she points out that access to location data without a legitimate need is an 

important factor influencing privacy risk perception. One explanation might be low location 

information privacy risk perception because this research found out low users’ privacy 

awareness in location information, especially in LBS entertainment applications. Whereas 

concealed collection of other types of information, such as personal information, leads to 

increasing of privacy awareness, exactly as Smith, Dinev and Xu (2011) argue. 
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Many findings of this research affirm what Hubaux and Juels (2016) found out, that users do 

not perceive informational privacy in confidentiality, but in fair use of disclosed information. 

It explains why users are not concerned about collecting and storing of location information but 

only about possible misuse of it.  

 

As an exploration of privacy calculus construct revealed, users are even willing to provide 

location information for purposes of customization of services or advertisement in exchange 

for other benefits, such as premium accounts or free applications. Provided benefits can 

outweigh unwillingness to provide location information despite possible privacy risks. Many 

users revealed the fact that they do not perceive significant privacy risks in providing their 

location information and they would be satisfied even with small benefits. However, they would 

not accept to provide their full location information history but only limited amount of it. 

 

Perusco and Michael (2007) argue in their study that perceived control over user negatively 

influences users' trust in company managing LBS. This aspect is also embedded into the used 

model. Results of this research show that users are not likely to be concerned about control 

when they use LBS entertainment applications and it should not influence their trust. Users 

from countries where the government has a significant level of control over citizens, such as 

China, perceived risk of being controlled during the use of LBS. These users were concerned 

that companies behind these applications might provide their information to the government. 

However, this concern did not lower their trust toward these companies. Therefore, no 

connection between trust and control was observed in LBS entertainment applications. 

5.6 Additional Outcomes 

5.6.1 Environmental influences 

In the sample of participants, the hype around selected LBS entertainment applications was 

playing a major role in their adoption. Other people have an influence on individuals, usually 

friends who use these applications. Many of participants installed and started to use these 

services when they were released and many people in their surrounding were using them. When 

they were trying these applications because of this external influence, privacy concerns were 

secondary. Results of this research showed that it is especially apparent in LBS entertaining 

applications. These factors seem to have greater importance on adoption of LBS entertaining 

applications than privacy concerns. 

 

No influence of SNS on adoption of LBS entertaining applications was observed. However, 

selected LBS entertainment applications are not connected to any other type of SNS. No 

participant mentioned the need to use LBS because of the influence of SNS. This aspect was 

not part of this research, therefore it was not specifically addressed. 

5.6.2 Importance of the content among respondents 

The importance of the content of LBS entertainment application was repeatedly occurring factor 

that outweighs privacy concerns in the adoption of service. Many individuals in this research 

responded that content of selected application matter the most, and it is the most important 

factor in deciding whether to install the application and use it, or not. Per them, all other factors 

including privacy concerns play a minor part in their decision-making process. It is apparent 

why it is the main factor, but the little emphasis on privacy concerns in their answers is 

surprising when other authors (Basiri et al., 2016) observed higher importance of privacy 
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concerns among LBS applications users. One explanation might be the difference between LBS 

applications in general and entertainment applications. Selected sample of respondents might 

also play a role in it. However, it was not part of this research to compare these results, therefore 

it is not further discussed. 

5.6.3 Privacy Paradox 

Smith, Dinev and Xu (2011) mention privacy paradox in their paper, the fact that people say 

and act differently in privacy matters. Privacy paradox was also observed in this research. For 

instance, some participants were mentioning their high privacy concerns but they were not 

interested in finding out more information about how to lower their privacy risks. 
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6 Conclusion 

This concluding chapter is divided into three parts. The key purpose and answers to the research 

questions are wrapped and brought up in the first part. It is divided into two sub-parts, each 

answering one research question. The conclusion is drawn based on the results of the analyses 

and discussion and it makes it possible to answer both research questions. Further, the second 

part points to the main contributions of this thesis in the area of privacy concerns and LBS. This 

chapter then ends with the suggestions for further studies based on the findings of this research. 

6.1 Main Findings 

The main purpose of this study is finding the role of privacy in the adoption of LBS 

entertainment applications. Privacy concerns are examined not only before but also during the 

use of selected services. The author of this study decided to focus on LBS entertainment 

applications for smartphones and selected ten individuals among university students at 

Linnaeus University in Sweden. Participants were chosen mainly per their experience with two 

selected LBS entertaining applications, Pokémon Go, and Tinder because these two 

applications have large user base both among university students and population. In the analysis 

process, six themes were identified in collected data, which were used to answer the research 

questions. 

6.1.1 Conclusion of the RQ1 

RQ1: How privacy concerns of individuals influence adoption of LBS entertainment 

smartphone applications?  

 

Many individuals had difficulties to find a reason for having privacy concerns about location 

information. Lack of knowledge about location information collection and risks that it poses 

seems to be the main reason. It was possible to observe mostly neglect of privacy risks in 

location information collection. These findings are in contradiction with the assumption 

introduces by Beresford and Stajano (2003), that location information should raise higher 

privacy concerns compared to other types of information. Novelty of LBS and lack of examples 

of location information misuse explains why individuals cannot imagine any privacy risks. 

Therefore, lack of knowledge and lack of examples have a positive influence on the adoption 

of LBS entertaining applications.  

 

Another explanation of low-risk perception is high trust toward company behind the service or 

application. Findings of this research confirm premises given by Xu, Teo and Tan (2005); Fodor 

and Brem (2015) that trust is important factor positively influencing adoption of LBS. With 

almost no examples of companies misusing location information, individuals do not have a 

reason to be vigilant and do not trust them. To retain this perception, companies developing 

LBS applications must handle location information very carefully. Preserving of high trust 

toward company is important for individuals to retain low privacy concerns, thus high 

probability to adopt the LBS. Per findings, in LBS entertainment applications, privacy concerns 

are outweighed by the hype around the application or influence of the environment and it is 

playing a major role in the adoption of it. However, it is only possible because privacy concerns 

are in this case secondary and do not interfere with it. 
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6.1.2 Conclusion of the RQ2 

RQ2: How privacy concerns affect the use of LBS entertainment smartphone applications? 

 

When not using LBS application, most users are aware of the possibility to collect user’s 

location information, therefore they turn off location acquiring services in their smartphone. 

However, during the use when location service is required, they want to have the most accurate 

position possible, mostly to increase user experience of the service. Privacy concerns of users 

during the use are outweighed by the content and user experience in selected LBS entertainment 

applications. Privacy risks are mostly not affecting users’ habits where and when they use LBS 

entertaining applications, mainly because they have nothing to hide. Therefore privacy concerns 

of most users do not influence the way how they use LBS entertainment applications. 

 

Per selected sample of users, many of them do not have any problems with sharing their location 

history for benefits. If they are willing to provide their location history to third-party companies, 

then they probably do not perceive privacy risks in location information. Users who would not 

provide their location information to third-parties, perceive privacy risks mainly in providing 

their location information to others and not in the process of collecting it. It affirms what 

Hubaux and Juels (2016) found out, that users do not perceive informational privacy in 

confidentiality, but in fair use of disclosed information. Therefore, they seem not to be 

concerned about collection of location information during the use of LBS application, when 

they trust the company behind it that their location information will not be misused. 

 

Trust in companies behind the applications or smartphone operating system seems to be one of 

the explanations why users perceive little or no risk during the use of the LBS entertaining 

applications. Users are willing to blindly trust companies because it is easier for them and other 

factors influencing the use of LBS entertaining applications are stronger than concerns about 

trustworthiness. However, users are aware of that and willing to stop trusting them and using 

their services. Therefore, these companies must retain credibility and status of honesty among 

users. Giving users notice about collecting location information and explaining them the 

purpose is one way that is perceived as positive to increase credibility. 

 

Smith, Dinev and Xu (2011) mention that privacy alertness substantially increases when users 

became aware of the collection of their data without permission. However, this research found 

out that users do not consider concealed location information collection as a reason for having 

higher privacy alertness. They are willing to continue using the application even though it 

collects location information without their knowledge, which is in contrast with findings 

observed by Abbas (2011). Users often advocate it that the application certainly needs it for a 

good reason. This research found out low privacy alertness in location information collection, 

especially in LBS entertainment applications. 

6.2 Contribution 

As a theoretical contribution, a model used in this research is based on two prior models, APCO 

model (Smith, Dinev and Xu, 2011) and LBS privacy issues model (Perusco and Michael, 

2007). Therefore, author of this research reflected how selected constructs in these models 

influence privacy concerns of LBS entertainment applications. New relationships between used 

constructs have been revealed, and on the other hand, others were found as irrelevant for LBS 
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entertaining applications. For instance, a strong relation between privacy awareness and trust 

has been found, whereas control has no effect on trust in LBS entertainment applications. 

 

The author of this research found out six themes related to privacy and adoption of LBS 

entertainment applications. They enabled the researcher to answer the role of privacy in the 

adoption of service. Additionally, the level of knowledge about location information has been 

revealed as an important factor influencing privacy concerns. Especially when the majority of 

previous studies dealing with the adoption of LBS did not address this issue, mainly because 

they were quantitative. This finding also points out the importance of using multiple research 

methods because qualitative research supplements findings of other quantitative studies. 

 

As a practical contribution, developers of LBS entertaining applications can benefit from this 

research because it revealed that currently, privacy concerns are low and their influence on 

adoption of LBS entertaining applications is almost negligible. However, it can change very 

quickly if developers or companies developing and maintaining these applications will not be 

able to keep them low. Moreover, the trust of individuals toward companies has been found as 

a very important factor influencing privacy concerns. Trust and privacy concerns are inversely 

proportional, with high trust privacy concerns are low and vice versa. Developers should 

maintain high credibility because then the content of their applications easily outweighs privacy 

concerns.  

6.3 Future Research 

A limited number of LBS applications and only one demographic group were selected in this 

research. Additionally, selected demographic group might have lower privacy risks perception 

perception (Colbert, 2001). Therefore, it is difficult to draw broader conclusions. Interviewing 

of a participant who had experience with other LBS entertainment applications pointed out that 

many more insights can be gained from users using other than selected LBS applications. 

Therefore, it might be valuable to select only game applications from the group of LBS 

entertaining applications. Secondly, quantitative study on this topic could potentially 

complement this research because many findings might be valid only for the selected sample 

of the population. 

 

Findings of this research highlight the important role of trust. Many privacy constructs seem to 

be influenced by users’ trust in companies or their services. It supports premise highlighted by 

Smith, Dinev, Xu (2011), that role of trust might form many constructs influencing privacy 

concerns. However, prior studies dealing with LBS handle trust as only associated construct. 

Many explanations, such as why people trust, or what influence the trust the most can be 

obtained from research where users’ trust toward LBS services is a standalone and main 

construct. Exploring the role of trust toward smartphone applications or services might enhance 

results of any study dealing with LBS. 
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Appendices 

Appendix A: Interview Guideline 

1. Thanking for participating in this research.  

2. Brief explanation of the researched topic.  

3. Giving a notice of voice recording.  

4. Informing about number of questions and length of interview. (20 questions) 

5. Explaining participant’s rights during interview. 

6. Signing the consent. 

 

Participant information  number: ___  group: ___ 

Age:    Gender: 

Nationality:    Field of study: 

Interview questions 

Introduction questions: 

1. Have you used application, such as Pokémon Go or Tinder?  

2. How long have you been using this application?  

3. If you are still using this application, how often do you use it?  

4. Do you consider your location information as a private information? 

 

Main questions: 

1. Have you been using any other application, which required your location? For 

entertainment? 

2. Do you change setting, how your smartphone can acquire position? GPS, cellular data. 

Why? 

3. Do you check required permission when you download applications for smartphone? 

Do you know about it? 

4. Do you know that multiple companies are collecting your location information every 

time your smartphone acquires position in application?  

5. Do you consider other aspects of application than content, when downloading it? 

6. Do you recognize any risks or consequences of your exposed location information? 

7. How do you see the balance between benefits that application offers and 

risks/consequences? Would this affect your usage of it?  

8. Would you accept to provide your location information to third-party companies 

(advertisement) in exchange for other benefits? Premium account, etc. 

9. Do you trust companies, that they store your location information safely? 

10. Are you worried, that your location data might get into wrong hands?  

11. Are you afraid, that someone with access to this kind of data could control, or even 

endanger you?  

12. Did you read the privacy policy of any downloaded application? Why? 
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13. Do you feel more confident in using the application, when it warns you about location 

data collection and purpose of it? 

14. Would you choose application according to trustworthiness of company behind it? 

15. Did you discuss issue of application acquiring your location data with anyone, friend 

etc.? 

16. Regarding to the topic of location data and privacy concerns, do you have something 

more to add?  

Additional collected data: 

Existence of Frequent locations / Location History log 

 

…………………………………………………………………………………………………... 

Number of applications utilizing LBS installed on device 

 

………………………………………………………………………………………………....... 

Type of enabled location acquisition technology 

 

…………………………………………………………………………………………………... 
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Appendix B: Consent Form 

Do Privacy Concerns Matter for Individuals in Adoption of LBS Smartphones 

Applications for Entertainment Purposes: A Study Among University Students in 

Sweden. 

 
Hi, my name is David Blagodárný and I work on Degree project in Informatics at Master Level. 

Firstly, I would like to thank you for your willingness to participate in this research. Motivation 

of the research is to understand a phenomenon of location privacy concerns of individuals in 

entertainment applications using location information, such as Pokémon Go or Tinder. Main 

aim of this research is to understand how are individuals concerned about privacy, when using 

entertaining applications, which require their physical location. 

 

Outcome of this thesis should generate more knowledge about this topic of location privacy 

concerns and help developers of such applications. Data for this research are collected through 

individual interviews and analysis of basic supplementary information in smartphones. 

Questions will be related to your privacy concerns and perception of collecting your location 

data by companies, when using entertainment smartphone application or before using them. 

Additional information from your smartphone is solely for information purposes and no data 

are included in it. For example, number of applications with LBS permission in your 

smartphone or existence of frequent locations log in your smartphone. However, you can refuse 

to provide this information at any time during the interview. 

 

I am a student of Information Systems Master Programme at Linnaeus University and I am 

responsible for this research. I appreciate that you are willing to participate in this research. It 

is important to reassure you that you participate in this research voluntarily and you can 

withdraw at any time without giving a reason. You are also free to refuse any given question. 

Your name will not be used in the thesis and all provided information will be kept strictly 

confidential. The interview with data collection will take 30 minutes, and you will be informed 

about scheduled place and time. Sound will be recorded during the interview by mobile phone, 

but only with your consent. 

 

Please sign this document, that you were informed about your rights and understand the purpose 

of research and your role as a participant. 
 

Participant’s name (in CAPITALS):   _____________________________________________ 
 

 

Participant’s signature:   ______________________  Date:   _______________ 

 

 

Researcher’s signature:   ______________________  Date:   _______________ 
 

If you have any questions or need clarifications, you can contact me anytime on e-mail 

(db222jm@student.lnu.se) or on a mobile phone (+46 76 901 62 46) and ask me.
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