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Abstract 
This paper will investigate both modern and potential future methods of data collection 

and analysis. The research was conducted through qualitative research practices such as 

an autoethnographic recounting of a personal privacy scare on a mobile device, personal 

interviews regarding the individual’s own online data, and observed reactions to relevant 

instances regarding for instance surveillance apps. This research was done while 

considering a wide breadth of texts and articles relevant to the question of what things 

like dataveillance look like today, how they affect our lives and how they may take form 

in the future. This research finally culminates in the form of a short film in which these 

topics are framed in a speculative and somewhat more dystopian near future scenario. 
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1 Can You Log Out of my Phone? 
 

LG G4 

…I was in bed, at home… 

…Early morning, relaxed, felt safe… 

…Suddenly, my phone slows down, stutters, freezes, stays like that for the 

better part of an hour before finally shutting off… 

 

…Suddenly, I felt very unsafe, unsure… 

…Any time I tried to power it on, it would fail, shut off, then try starting up again... 

…A loop… 

…There was no way to fix this, and there was already a class action 

lawsuit happening against the company at this time. This was a common 

issue… 

 

…My warranty had just expired… 

…The only solutions anywhere online were just enough to get it running for five 

minutes, it could only be used to get personal data off the phone, which I wasn’t 

worried about since I had everything backed up anyway… 

 

A couple weeks passed, I could not afford most of the phones available in the area, not 

even the second hand ones. Finally I found an affordable imported phone. 

 

MI 5 

…I had purchased the phone from a very highly rated reseller online… 

…The phone was cheap, but not cheaper than it should be… 

…Taking the phone out of the box, I noticed it was already powered on… 

…Even worse, it was already set up, and with someone else’s account… 

 

…I decided to reset the phone but realised a password was needed to do so… 

…That evening, still unable to reset it, the phone suddenly shut off on its own… 

…Upon turning it back on I noticed two files were downloading without me 

permitting it… 

…I managed to read ‘phishing’ in the title of the one before both 

disappeared, I was unable to locate the files… 

 

…The phone was on MIUI 7, while the latest supported version of Xiaomi’s MIUI 

software was MIUI 8… 

…The phone did not recognise that there were any updates and said it was running a 

global stable ROM, the official, standard software, in the settings page… 

…I logged out of everything and changed my passwords… 

 

…The next day, after a sleepless night, I tried resetting it via a computer… 

…This worked, but the phone was still attached to the previous user’s profile, it 

couldn’t be activated… 

…Now I had to contact the seller, asking them to get this account off of 

what was now my phone… 
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…The seller replied, giving me a password and saying they had only logged on in order 

to update the device to MIUI 8… 

…The seller did not understand when I tried to explain that the phone was still running 

MIUI 7… 

…It wasn’t just any MIUI 7 either, it was a Chinese developer version that had 

been modified to pose as the global stable version… 

…This started a long back and forth between us… 

…I could not decide whether this person was at fault or not… 

 

…Scouring online forums for a solution, I learned more about the deceptive potentials of 

vendor roms like mine… 

…Many reported their phone getting flooded with ads around the six month mark… 

…Now with unbearable anxiety keeping me up every night and suffering panic 

attacks during the day, I hardly used the phone. None of my actual, primary, accounts 

were allowed any connection to the device, not with everything going around 

surrounding privacy and data breaches… 

 

…The phone was cheap but it was still more than I could afford, it seemed to be damaging 

me in every way… 

…Nothing I tried worked. I downloaded the latest update into a folder on the phone, 

opened the updater, selected that file, it began updating then shut down and rebooted 

into the same modified ROM… 

…I used an updater tool on my computer, downloaded the latest update, plugged 

the phone in, it refused to even be recognised by the software… 

…When it finally was recognised by the Chinese version, it once again 

refuted the update and stubbornly stayed on the same false ROM… 

 

…Some said to apply to get the bootloader unlocked, then those who tried responded that 

even that wouldn’t work because it wasn’t official to begin with, and that the chances of 

getting the confirmation for unlocking it from the phone’s manufacturer were slim… 

…Finally, there was a post that detailed a way to force the phone into Emergency 

Download Mode (I say force because the standard method was blocked, same with 

fastboot or any similar service)... 

…Carefully following the guidelines, it finally worked… 

…The device briefly became nothing, it was suddenly laid bare and I was 

in control… 

 

…New, official software was loaded on… 

…After a good 45 minutes of work, it turned on, as if new from the factory… 

…Finally I slept easy, for the first time in two weeks… 

 

Now, over a year later, I’m still not sure the phone is mine. 
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2 Introduction 
In the near future, who will actually be in control and hold ownership of our identities as 

our devices become our lives while the devices themselves become increasingly 

controlled by companies and governments? Currently, around the globe, we are 

witnessing a constant influx of reports covering breaches of privacy, cyber attacks and 

smart device reliant health trends. Privacy has been a difficult topic in the world of 

Human-Computer Interaction (HCI). The majority of people are aware of the fact that 

people can be relatively easily monitored, especially thanks to popular movies about 

whistleblowers like Edward Snowden, and may have some form of placebo antidote such 

as using Incognito mode in Chrome as well as a heightened tendency of self-monitoring. 

In most cases, however, the reality of the privacy concerns that get discussed doesn’t quite 

seem to hit home. This project attempts to look into some of the ways activity online 

along with their Personally Identifiable Information can be gathered and exploited by 

others through a biopolitical lense and the effects always being online and always being 

assessed has. Some of the research done includes, for instance, setting up an app on my 

own personal phone that can be controlled remotely via another device in order to do 

anything from taking a photo or launching an app to wiping all system data. A second app 

was used as well that was able to log all my interactions with my phone and stop me from 

being able to access certain, for instance, web pages if they violated a set rule. 

 

The project then goes into autoethnography, a research tool that was used to investigate 

a personal story pertaining to the topic of smart devices and data anxieties such as those 

investigated in the research paper: "Data Anxieties: Finding Trust in Everyday Digital 

Mess”. The bulk of the reflective writing has been used in this paper as the introductory 

“Can You Log Out of my Phone” chapter while a deeper analysis of what this means 

exists in the methods section. As this project was being carried out, there was a variety of 

relevant events occurring at the same time. Most notably the scandals surrounding 

Facebook’s data practices which led to a trend of people investigating what may have 

been collected on themselves. This was utilised in order to find a select group of people 

and look into their own reactions and reflections on everything that was collected on them. 

The final part of this project as it stands is a speculative short film exploring the 

unsustainable aspects of the current trajectory of personal data and mega-corporations, to 

use a cyberpunk term. It deals with the question of how technology, namely social media 

giants and government involvement in it, may look in the near future. 

 

This research project has been conducted through the use of various qualitative research 

methods culminating in a short film about a speculative design scenario. Through my 

research and design I hope to bring up relevant questions regarding how personal data is 

acquired and used online. Sustainability in this project takes the form of social 

sustainability. This term oftentimes feels vague, so some narrowing is needed. In this 

case, ethics and personal freedoms are essential to the understanding of the sustainability 

issues. As shown over the past few weeks while working on this project, we in the west 

are going to be dealing with things like data breaches for the foreseeable future, so, then, 

how might this be dealt with? It is something millions of people are subject to and that 

number is only growing with the ever-rising amount of people with smartphones. The 

goal is not to tell people to stop using their phones or social media or to boycott whatever 

it is that I decide I don’t like but to help people realise what is going on in our world and 

what sort of future we may be heading towards. Not everything about this future is 

negative, nothing is ever so simple, but it brings to light how our wide-eyed wonder and 

excitement towards all things tech can and has led to entirely unexpected issues and a 

wildly unsustainable ecosystem. Facebook itself being a classic example of something 
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small growing out of hand, into something used globally. But it has grown so much that 

there are now politicians afraid that it, along with Google, are becoming too large to even 

be governed (Independent 2018).  

 

3 Context 
Just over the course of this research project there have already been major developments 

in how people view their online data and possibly think about how they interact with 

websites altogether. Take for instance the Cambridge Analytica privacy breach on 

Facebook, affecting over fifty million accounts (WIRED 2018) and the continued efforts 

from all major social media sites to ban the ever-growing Russian propaganda accounts 

and the Russian mass router hackings (Ars Technica 2018). The Facebook scandal is 

especially interesting to consider in part for its political motivations as well as the pressure 

it applied to the much needed privacy updates on the site and the public discussions it has 

fueled. Suddenly a large percentage of the public began to question the social media giant 

and while this has been a great step forward, why did we have to wait for disaster before 

anything was changed? 

 

In an attempt to position myself around this issue, I find that I agree with many of the 

current applications of data and that I would not classify myself as an overly paranoid 

person. However, at the same time, my mind goes back to around this time last year when 

my old phone suddenly fell victim to a hardware flaw, resulting in a boot-loop, followed 

by the discovery that my replacement phone was not running official software and could 

be monitoring me in any way it pleased. Both these events affected me greatly, not 

because I had ‘something to hide’ as what often comes up when discussing internet 

privacy, but because it was against my consent. It broke a sort of social rule that generally 

has not been translated well into today’s use of technology and ‘Big Data’, as discussed 

in Btihaj Ajana’s “Digital health and the biopolitics of the Quantified Self”, “privacy has 

a crucial social function. It is not about the individual versus society but constitutes a key 

element of a ‘healthy’ functioning interface between the individual and society” (Ajana 

2017, 11). This was then further exemplified by the amount of people in the same 

situation, using a phone that has been bought off a reseller and made to run a modified 

vendor ROM, that do not realise that it may have pre-installed adware or spyware until it 

is too late. This sort of unsolicited data use that is automated by the device itself or a 

power beyond the device’s owner, is what I am framing as ‘passive’ data collection. Most 

often this is used in a relatively harmless way as a tool for companies to get a better idea 

of its users and in turn create better services. Other times it shows its face in the form of 

the ever sensationalised breach of privacy. Yet, sensationalised or not, it is a relevant area 

of concern and, as has been especially evident as of late, does not just affect things that 

have been specifically infected like my phone was but also exists in the everyday 

mundane parts of our online existence, whether that be social media, health trackers or 

anything else that could potentially monitor an individual’s data. 

 

 

4 Theoretical Frameworks 
Theoretically these issues will partially be related to biopolitics, a concept used to 

describe ways in which regimes of power can be utilised to manage individuals’ life 

processes, so relevant projects and literature will be chosen. Much of this literature has 

been based on the theories of Michel Foucault. Project wise, one major influence is the 

Critical Engineering Working Group, especially with regards to the Critical Engineering 

Manifesto which helps ground the research and design work overall. 
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When discussing surveillance and its effects on the individual, it is interesting to look at 

Michel Foucault’s theories on power. In his piece “Discipline and punishment”, Foucault 

explains the relation of knowledge and power as: “Knowledge linked to power, not only 

assumes the authority of 'the truth' but has the power to make itself true. All knowledge, 

once applied in the real world, has effects, and in that sense at least, 'becomes true.' 

Knowledge, once used to regulate the conduct of others, entails constraint, regulation and 

the disciplining of practice. Thus, 'there is no power relation without the correlative 

constitution of a field of knowledge, nor any knowledge that does not presuppose and 

constitute at the same time, power relations” (Foucault 1977, 27). 

 

An interesting paper on the topics of biopolitics and current information systems is 

Miguelángel Verde Garrido’s “Contesting a Biopolitics of Information and 

Communications”. Garrido brings up Zeynep Tufekci’s argument about the 

contemporary mode of surveillance being, in fact, opposite to that of the panopticon 

theory, in that it tries to be as implicit and hidden as possible (Garrido 2015, 159). This 

can be seen in the way that most modes of surveillance carried out online are done so in 

specifically invisible ways, opposite to the way the panopticon theory works as it relies 

on the individual knowing that they are being observed. This has been the state in most 

cases, but as we uncover just how entangled our devices have become with ourselves and 

in turn our data, there is a switch in this. Instead of living unaware, one suddenly becomes 

hyper-aware. This is what is reflected in both the autoethnographic research and the 

Facebook related research. This has in turn informed the short film which looks at 

someone who is entangled in the systems of surveillance from the beginning but only 

starts really noticing it and thus behaving in a manner similar to that of Foucault’s 

Panopticon theory after her data has been explicitly accessed by someone else. This 

switch represents two equally unsustainable modes of living with contemporary data 

platforms. On the one hand, the ethics of investigating an unaware target can be discussed 

while on the other, and the part that has gotten a larger presence in my project, is the 

person trying to dealing with the knowledge and the anxieties that come along with it. 

 

Btihaj Ajana, Associate Professor at Aarhus Institute of Advanced Studies of which I 

have read the title “Digital health and the biopolitics of the Quantified Self” helped inform 

me about the development of groups of people who base their lives almost entirely on 

data gathered by their smart devices. This way of life signals many interesting points of 

research. For this project, it has taken the form of the health system introduced in the short 

film which is based on health trends and the idea that all individuals must be made 

responsible for their own health. 

 

Jonathan Crary’s “24/7: Late Capitalism and the ends of Sleep” explores the value of 

sleep as a break in consumerism. This is relevant to the ‘always on’ nature of modern 

smart devices on which much of consumerism is carried out, and its ability to impede on 

all aspects of life, including sleep. It as well makes an example of how the continual 

developments in always on, internet of things advancements are disrupting life as we 

know it and reminds me of another current event the world will have to deal with in the 

near future, the end of net neutrality, what has allowed us free and open access to all parts 

of the web, and the repercussions of that as new payment models for accessing various 

forms of data arises. 

 

 



  
 

6 

5 Methods 
This project has been situated largely in the realm of speculative design. Speculative 

design is a form of design that focuses on “addressing the challenges and opportunities 

of the future” (Optimal Workshop 2016). Through this project it has been enacted in a 

way that the research done was based in a very contemporary context and as a direct 

response to current events. This was then compiled in the form of a fictional near future 

scenario that attempts to give insight into how the issues may manifest ten or so years 

from now, in 2028. This form of design was interesting in that it allowed for a critical 

look at the trends of today by exaggerating them or making them even more obvious in 

order to highlight the need for a sustainable change in this area. The use of speculative 

design in this project is, therefore, to look at a potential future scenario in order to examine 

our present and in turn be more aware of how we could potentially create a more 

sustainable future. 

 

This was examined in collaboration with non-human actors. My own smart-phone acted 

as a collaborator for a large part of the research and practice as it has the ability to inform 

me directly on many of the things going on in the world. It is my direct insight to data 

platforms and how they function, taking for example the Facebook and other social media 

apps installed, and Google’s integrated AI being able to recommend new, relevant articles 

to me every day. Then there’s the fact that this is the device that came with an unofficial 

ROM and the experience of losing privacy and being the source of many of my own data 

anxieties. The phone, of course, is not simple. Like a person, it has a background in which 

it is immersed and shaped by. My phone is part of a hyper-connected culture, entangled 

with all forms of electronic devices, internet services and systems of surveillance all over 

the world. 

 

 

5.1 Qustudio & Cerberus 

 
Fig. 1: Some documentation from the Qustudio research. 
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Two popular and interesting surveillance tools when it comes to smartphones are 

Qustudio and Cerberus. Qustudio is a parental control app that can be used to monitor 

children in certain situations. It hosts a wealth of capabilities when it comes to monitoring 

and reporting on all actions carried out on a targeted smart device. This app enacts the 

paternal role of watching, turning the watched subject into a form of property over which 

they have control. While Qustudio’s own pages refer to the services as a way to help 

parents of kids with certain, for instance, learning disabilities that may create a need to 

heightened monitoring, it is also an easy app to misuse. It can be abused as a method of 

‘helicopter parenting’ in which the parent monitors all of the child’s actions, removing 

any chance of risk and therefore severing feelings of trust (Forbes 2015). This very much 

highlights broken relationship that is just another form of the hierarchical data and, in 

turn, power relationships of contemporary data platforms. 

 

 
Fig. 2: Some documentation from Cerberus research. 

 

The inspiration for using Cerberus came from the ‘Find my Phone’ short film which 

featured some of the capabilities of the service as an anti-theft app. This was something 

worth looking into with this project because of the fact that the capabilities of the app 

showcase some of the ways in which a phone could be used, if in the wrong hands, to 

invade the privacy of another without them knowing it. For this reason, it was a 

worthwhile experiment to install the app and use the free trial of its full service to see 

what it is like to live with and to be able to demonstrate some of its capabilities to others. 

When explaining the app to others, many reacted with surprise and shock as they did not 

realise that was something that could be done and those who were aware of it agreed to 

the creepy nature of it. While the Cerberus was able to cause more general alarm for 

privacy, Qustudio was especially interesting for how hyperaware it had me become about 

every action made on the device, giving a deeper insight into a broken relationship with 

data. 
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5.2 Autoethnography 

Under the recommendation of my external supervisor, Lara Houston, I decided to look 

into more autobiographical methods of design research. I have been affected by the same 

thing I’m researching and therefore felt it was accurate to evaluate those experiences of 

my own. Autoethnography is a qualitative method of research that can be described 

as "...an autobiographical genre of writing that displays multiple layers of consciousness, 

connecting the personal to the cultural" (Ellis and Bochner, 2000, 739)  

 

 
Fig. 3: Trying to get the phone to work again. 

 

 

I've deployed a method of autoethnography in which I've recounted my experience with 

a tampered ROM on my phone, which stores the critical program data. This led to a time 

of intense self-awareness in terms of what I did and allowed to have happen on my phone. 

It was in March 2017 that my phone, an LG G4 that I had owned for just over a year, 

suddenly broke. After many failed attempts to fix it, I finally got a new phone, a Xiaomi 

Mi 5. Now the problem came when I discovered the software the phone was running had 

been tampered with by someone along the line from its original manufacturing point in 

china to me in Sweden. The uncertainty of what was happening with my phone 

preoccupied me. It was not a sustainable way of being, the sudden awareness of 

previously invisible processes or unknown ways of accessing my information. I took to 

monitoring myself and my privacy in more extreme ways, watching all the connections 

not only the phone but also other devices like my computer was making to servers all 

over the world. Out of interest, I also went back to try to find the guide that helped me 

get my phone back on official software:  

https://www.gizmochina.com/2016/07/06/xiaomi-mi5-how-to-flash-global-

multilanguage-rom-mega-unbrick-guide/ 

 

Xiaomi is the third largest smartphone manufacturer in the world, so why are they 

relatively unheard of in much of Europe and North America? Simply because they cannot 

be sold here. And they cannot be sold here because of methods of surveillance larger than 

what I directly experienced with my own phone, because of conflicting government 

policies. This introduced another layer to the hierarchy of power relations surrounding 

what typically, somehow, seems to get referred to as a personal and private device. But 

how could I have ever expected something like a smartphone, a tool for connecting 

people, to ever be private, to not leak and not be part of global systems of governing and 

https://www.gizmochina.com/2016/07/06/xiaomi-mi5-how-to-flash-global-multilanguage-rom-mega-unbrick-guide/
https://www.gizmochina.com/2016/07/06/xiaomi-mi5-how-to-flash-global-multilanguage-rom-mega-unbrick-guide/
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power? When the phone was on the unofficial ROM, the issue was the non-existent TOS, 

no way of telling what information was being used and how. Now that the phone is on 

the official MIUI software, another interesting point emerges, what are my TOS as an 

outsider using a Chinese developer’s software and how am I now subject to the Chinese 

government? Part of this can be answered as I am still bound to certain regional policies. 

The theme store, for instance, has been disabled on the phone now as it was found not to 

comply with the updated EU regulations, while it is still available in other regions. 

 

 
Fig. 4: Some photos from the process of removing the phone’s software including being locked out of the 

phone altogether and using a laptop of manually wipe its data. 

 

 

This event marked a period in my life of low mental health, especially when it came to 

anxiety and a general sense of paranoia. Waking up in the middle of the night, monitoring 

myself and doing those things I had always been told to do anyway, like covering cameras 

and regularly changing passwords. It was the fact that something I felt should be a simple 

everyday device was causing so much negativity in my life that I felt was the worst part 

of it. I didn’t feel I was in control of my own device It wasn’t mine and it certainly was 

not an extension of myself as I have been told our phones are, instead it became much 

more a thing of its own. Recounting this whole experience in such a way has been integral 

to finding the interest in how people live with data and how it works itself into our lives. 

In my case the privacy violations were obvious, they presented themselves to me in the 

form of unsolicited downloads and shutdowns, but what about cases where it’s not as 

obvious, what about when it turns out to be part of how a system is supposed to work? 
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5.3 The Social 

In light of the events occurring during the progression of this project, the most prolific of 

which being the controversies surrounding massive Facebook data breaches, three 

individuals with Facebook accounts of their own were asked to review their own data. 

The participants were careful about what they wanted to share ‘openly’ to me, the 

researcher. The realisation that they did not like me seeing their data helped for questions 

about why they were able to share this data freely online and what this means for how 

they see what they do online in the future. Two recurring remarks that I got were “I don’t 

remember this” and “How do I delete this”. Some screenshots were collected and shared 

showing anything from advertisers that the individuals themselves claimed to have never 

heard of or have any relevant interest in, to videos and messages that were supposed to 

have been deleted. Follow-ups with one of the participants revealed that she had later 

taken steps to delete and privatise more of her online data since as a response to the 

project. All three still planned to continue using the website as so much of their daily lives 

had become dependant on it that it would be more effort than it was worth to actually quit 

using it, relying on it for things like groups and maintaining long distance friendships. 

This reliance mirrors what has been said in certain articles surrounding the controversy. 

This helped enforce the fact that the answer would never be to just delete all social media 

platforms, it is far too big a part of much of contemporary western life. What should 

change rather is the mentality around sharing data and what sort of smartphone privileges 

these services are being granted.  

 

 
Fig. 5: Some of the screenshots sent to me including: a seemingly random and alarming list of 

advertisers, unwarranted spam, and a comparison of the amounts of data in different Messenger 

conversations. 
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5.4 Results & Analysis 

All participants exhibited a strong curiosity about the topic and their own data and the 

reflection of themselves they could see in it. The same can be said for those that came 

into dialogue with the project as it was ongoing, part of witnessing this project help to 

create a change in people has been through the amount of stories and questions my friends 

and peers will come back with. Looking at the project now, one major flaw that I wished 

I had resolved sooner was that I felt the need to conduct some large scale public form of 

research which is very much against who I am as a person. Once it was suggested to take 

a look at some more qualitative and autoethnographic methods, however, this problem 

was solved. 

 

The results of this research were essential in framing and informing the consequent short 

film. The core storyline of the short film came to be largely inspired by the retelling of 

my own story as examined during the autoethnography while the world the main character 

inhabits has been shaped by the discussions around the current events that have been 

discussed in order to elicit some of the same sort of emotional response from the viewer. 

 

 

6 Short Film 
The short film project is a speculative design fiction narrative in an attempt to 

contextualise the research. It follows a speculative future scenario in that the world it 

inhabits is a reflection of our own. It develops on some of the current controversies of the 

social media and smart device data collection techniques that encompass all aspects of 

the daily lives of these people. This is not meant to take on the nature of a typical science-

fiction work, even if it does deal with much of the same topics, in that it takes place on a 

much smaller scale and relies on more practical and familiar elements, following one core 

character through their interactions with the world around them. This is a near future 

scenario based heavily on the findings in other areas of the project as well as the theories 

that contextualise it. 

 

 
Fig. 6: Clip from the intro montage. 

 

The short film follows a character as she initially goes about her everyday life. In this 

world, social media has taken the role as one mega-corporation that feeds into all aspects 

of everyday life, its people do not try to avoid it either, its used regularly and casually, as 

it is today. The social media giant of this world is paired with smart home systems so that 

its methods of data collection and surveillance can spread throughout homes in a way that 

is generally accepted. This relates to what Ajana talks about in Digital Health and the 

Biopolitics of the Quantified Self, “Individuals and societies are becoming increasingly 

reliant on algorithms and data to manage all aspects of everyday activities. This digital 

penetration of the everyday through data and numbers is also affecting one of the most 

important dimensions of our existence: our health.” (Ajana, 1) The main character can be 
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seen interacting with this mainly in the way of it assessing her current health. Personally 

Identifiable Data, as can already be seen today, has real value and power as there are 

plenty of people who want to profit off it. The role of our main character in this is to 

harvest the data of the recently deceased using the global health monitoring system to 

assess who may be next. The collected data is then sold to companies that in turn sell it 

back to the individual’s family and friends as a memorial item. This is however left to be 

a bit more vague and ambiguous as it is not the main focus of the story, that comes with 

the personal values and experiences attached to the data. 

 

 
Fig. 7: From a scene featuring the smart home system, a figureless entity. 

 

The conflict arises when the main character has her own data infringed upon, leading her 

into a downward spiral of paranoia. This story arc is meant to directly reference my own 

story as it was explored in the autoethnography research. It is the same in that we are 

never sure what data was taken or how it was used or anything else like that, we just know 

that something unsolicited happened and it has taken its toll on our main character. This 

character is not rich. She lives in a small apartment and resorts to ‘dirty work’, the selling 

of others’ data, for a living. That being said, she is still very much affected and involved 

in the world of technology around her. It is available to everyone, and anyone can be 

watched from any place. 

 

 

6.1 Research 

The film’s key influence is Francis Ford Coppola’s 1974 film “The Conversation” which 

itself was inspired by Michelangelo Antonioni’s 1966 film “Blowup” (which in turn led 

to Brian De Palma’s “Blow Out” in 1981). These three movies all deal with an individual 

stumbling upon a mystery, namely a murder, while practicing their trade. The 

Conversation is especially relevant for how it deals with surveillance directly and uses 

Gene Hackman’s character’s past trauma as a way of exploring the obsession and 

paranoia his job brings up in him, even if completely unfounded. It is also a classic 

example of using camera techniques and telephoto lenses to create the feeling of being 

watched which is a technique I’ve tried to utilise as well. The references to the camera 

techniques in The Conversation are most evident in two parts, the first being the zoom in 
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on the main character walking amongst a crowd of people in the beginning, this is a direct 

reference to the beginning of The Conversation which similarly introduces the character 

through a zoomed lens as he walks through a square. This was used as it helps set the 

theme of surveillance, by making it more obvious that someone is on the other side, 

observing. It also ties into the second reference which comes in when the main character 

is sleeping at the table and wakes up, the camera lingers on the initial position of the 

character for a bit after the character has already left the frame before repositioning to 

look at the door. This reflects the technique used in the last scene of The Conversation in 

which the camera moves and lingers in a way that again makes it obvious that the camera 

is being controlled by another, unseen, force. 

 

 
Fig. 8: Example of the camera panning through a crowd. 

 

 
Fig. 9: Clips from the intro scene to ‘The Conversation’ 

 

 
Fig. 10: Example of the camera’s slow pan from the chair to the door. 

 

 

6.2 Method 

To achieve the look of a surveillance camera, I have hired a Lumix FZ1000 for its 25-

400mm lens. The production of the short film is based on a synopsis guide that urges well 

thought through and detailed responses to its six headings. The camera can almost always 

appear to be attached to some form of property, it belongs to the building it is filming in 

not just to her, even when the computer is unplugged, the camera cannot be escaped. The 
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angles of the camera as well are often a bit odd, generally relying on more top down 

perspective than any other. This has been done to enforce not just a feeling of surveillance 

but of hierarchy as well as it is implied that there is a higher force that is behind the 

cameras. By the end, it is revealed that the main character does have some awareness of 

these cameras. In the beginning, she is very much oblivious to them but as the story 

progresses and her anxiety gets worse, she begins to notice them more, culminating in the 

end scene where she finally makes contact with the camera.  

 

 
Fig. 11: Top: character being framed by computers, bottom: character acknowledging the camera. 

 

 

6.3 Analysis 

Overall the results of the footage thus far have been promising and the core story is clear. 

The nature of the short film means that not all topics relevant to the project can be fully 

extrapolated on. It does, however, leave room for more short narratives to be developed 

in order to explore other areas of the world it inhabits. One such fruitful area would be to 

investigate why some people's data is considered to be worth more than another person's, 

which is only briefly touched on in the existing short film.  

 

Due in part to the time constraint, the set design was kept very minimal. While elaborate 

holographic and hands-free technology has become a stable to all things set in a 

technology-based future, there just was not the time and skill available to make that 

happen. Instead, it was more interesting to show or give an idea of how the systems may 

operate in this scenario. A more critical victim of this was the lighting and some aspects 

of the environment surrounding the character, mainly in the apartment where there is 

some unnecessary mess. 

 

Much of this project was made possible by the fact that I’ve opted to take an extra evening 

course specifically in film which not only has supplied me with the equipment necessary 

to make the film but also much of my knowledge of the dramaturgical language. Moving 

forward, this is an area that I see myself continuing to work in and to continue getting 
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better in as I learn every time I work on something how much I have yet to learn and 

grow. I also have my classmate to thank for taking the time to star in my short film. 

 

 

7 Contribution & Conclusion 
Through my research and consequent design practices surrounding the topic of data 

collection, I hope to contribute to the ever-growing discussions around how personally 

identifiable data is collected and used online through sharing an emotionally and socially 

valuable story. It is meant to be critical of the surveillance methods that can be seen today 

and what they may end up looking like in the future. Now that a prototype of the short 

film has been developed, I hope that it will continue to develop into something with 

importance and agency in the ongoing discussions on data collection techniques as we 

head into a high-tech surveillance-based future. Through this project, I am expecting to 

contribute to the awareness and general knowledge of today’s devices and the potential 

future of them in order to incite a change in both how we use them and how they have the 

power to use us. Via the use of speculative design, and autoethnography, I hope to base 

the project in a sphere of design that can help the people it reaches to make informed and 

critical decisions moving forward while promoting a better general awareness of some of 

the systems we come into contact with every day. 

 

With a lack of carefulness, paired unprecedented circumstances, situations of anxiety and 

paranoia can arise, regardless of whether or not the individual is actually in any danger. 

As we fumble around in the dark with data, we must find ways to live with the anxieties 

it causes. Many events happening around the world helped the project find its importance 

as more and more people have begun to question certain aspects of how their data is 

collected and used. In order to achieve a more fair and ethical, and thus socially 

sustainable, future it is important to question the practices of data collection that so many 

people are coming into contact with every day and create discussions about their more 

ugly and messy sides. 
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Appendices 
 

Watch the short film here: https://vimeo.com/270999355 

 

 

 

Exhibition photos: 

 

 

 

https://vimeo.com/270999355
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Satellite: 

Later on in the module, I got the opportunity to join with the other two film projects in a 

satellite in Kalmar. Initially I hadn’t planned on doing a satellite purely for my own lack 

of time to set things up properly but this had already been handled largely by others in 

the program group. During the course of about two hours, we each got the opportunity to 

introduce our projects and screen our films to an audience. The space was quite small so 

while it was a smaller group people, those who were there were all able to engage deeply 

with the topics presented to them. From the discussions during the break as well as the 

dedicated discussion period that followed, it seemed the topics of data surveillance, 

privacy, and its relation to mental and digital well-being was well understood by the 

audience and they were then also able to bring in their own thoughts and experiences with 

the topics. This was great to see as it was a sign that my project had been communicated 

well and has a relevant position in contemporary society. I also appreciate the value of 

this satellite to introduce more of the context in which my project was made. While some 

of those who joined there had already viewed all the films at the exhibition and were able 

to understand them adequately enough there, they still said they were appreciative of the 

added context and stimulating discussions that came out of the satellite event. Those who 

had never seen my project at all were also still able to become interested in the projects 

following this event. 
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