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Abstract
One of the important aims of the continuous software development process is to
localize and remove all existing program bugs as fast as possible. Such goal is
highly related to software engineering and defectiveness estimation. Many big
companies started to store source code in software repositories as the later grew in
popularity. These repositories usually include static source code as well as detailed
data for defects in software units. This allows analyzing all the data without
interrupting programing process. The main problem of large, complex software is
impossibility to control everything manually while the price of the error can be very
high. This might result in developers missing defects on testing stage and increase
of maintenance cost. The general research goal is to find a way of predicting future
software defectiveness with high precision. Reducing maintenance and
development costs will contribute to reduce the time-to-market and increase
software quality.
To address the problem of estimating residual defects an approach was found
to predict residual defectiveness of a software by the means of machine learning.
For a prime machine learning algorithm, a regression decision tree was chosen as a
simple and reliable solution. Data for this tree is extracted from static source code
repository and divided into two parts: software metrics and defect data. Software
metrics are formed from static code and defect data is extracted from reported issues
in the repository. In addition to already reported bugs, they are augmented with
unreported bugs found on “discussions” section in repository and parsed by a
natural language processor. Metrics were filtered to remove ones, that were not
related to defect data by applying correlation algorithm. Remaining metrics were
weighted to use the most correlated combination as a training set for the decision
tree. As a result, built decision tree model allows to forecast defectiveness with 89%
chance for the particular product. This experiment was conducted using GitHub
repository on a Java project and predicted number of possible bugs in a single file
(Java class). The experiment resulted in designed method for predicting possible
defectiveness from a static code of a single big (more than 1000 files) software
version.
Keywords: repository mining, software metric, correlation, defect, bug,
natural language processing, Pearson coefficient, Breiman’s decision tree,
machine learning.
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1

Introduction

This thesis project is about researching a problem dictated by modern business
directions, which is becoming classic in the machine learning research community:
the task of predicting error rate based on existing data history. The problem of
defectiveness estimation in software developing is solved by applying decision
making algorithms to big data-like structures and extracting such data from source
code of analyzed program [15]. This research considers the existing approaches of
predicting the defect occurrences and go the complete path from processing the
data, exported from the static repository history, to building theoretical prediction
model and implementing a prototype prediction system for real data from real big
software projects.

1.1

Background and Motivation

So far, different researchers have already proposed possible solutions to prevent
future project defects and explained several reasons of software failures, such as
financial, technical or social [1], [2]. As stated in the Standish Group Report, only
9%, 16.2%, 28% of all projects in large, medium and small companies respectively
are successful. 61.5% of all projects in large companies were challenged on
development or production stages [1]. According to another research, 93% of
analyzed failed software projects had unrealistic expectations of delivery time and
81% were not estimated correctly [2]. It is important to predict future software
defectiveness for increasing efficiency of managing and planning the testing of
projects to allow developers to see which parts require more precise checking and
to reduce amount of failures. Defectiveness estimation could lead to reducing
projects’ cost by helping developers to focus on problematic parts of the project.
Current situation in big software projects requires creating programs with as
minimum errors as possible. And because currently running software, that is under
continuous development, cannot be stopped for detailed analysis, the only
instrument that is left is code repository. Given a set of repository data, training
system can be configured [18]. This system will come to a point score that indicates
the bug amount of the test data in a code segment using appropriate metrics.
The studied field has enough existing model building software for
compressing raw code from repositories into evaluable structures as well as existing
analytical software for creating more variables to study from previous structures.
As for the motivation of this research, the current state of the research area will be
described by the means of related studies in this field. Following three papers
explain strategies and approaches used in this research.
“Integrating software repository mining” research [3] presents the Sambasore
approach, that is based on ideas, technologies of software processing, and has a goal
to speed up the integration of tools that support software engineering and the results
of open source repositories mining. Using the approach described in this paper it is
possible to help to move present developing state where engineers are still relying
on the decisions from experience to a new scenario, where decision making is based
on collective and historical background. This work helped with understanding
developers needs in analyzing version and bug history as well as current project
situation.
For the possible research strategies, “Mining Software Repositories – A
Comparative Analysis” paper [4] describes a study of various instruments for
mining software repositories, based on six existing criteria and three new, that are
extensions of previous ones. This research work gave big advantage in this analysis
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because it helps engineers to understand and compare various tools and services to
quickly check a potential tool instead of depending on scientific «method at
random» approach.
“Mining Internet-Scale Software Repositories” [5] is another useful resource
for this study. It provided some valuable methods in mining of large-scale software
repositories. The researched approach explains retrieving and reviewing
programming code of scalable software by bringing together term-based
information retrieval procedures with visual information from program structure.
This allows to greatly improve software search and retrieval performance. The work
provided information about several instruments and ways for preprocessing
repository data for repository analysis.
“Quantitative Evaluation of Software Quality Metrics in Open-Source
Projects” paper [36] describes how to validate software metrics in order to assure
that metric-based software will be used efficiently. It is specifically applied to
quantitative approaches and helped with constructing and validating this research’s
method. The paper also explains how validity and reliability evaluation should be
applied to studies and calculations based on software metrics.
On the topic of common approaches that were used in other related studies,
it can be said, that machine learning algorithms are applicable to defectiveness
prediction tasks. In past years the number of studies, which showed machine
learning algorithms, increased in comparison to other approaches. According to D.
Wolpert, there is no universal algorithm, that can be used for all possible static
software [6]. This makes impossible to use same prediction model on all software
in general. As stated in “Reliability and Validity in Comparative Studies of
Software Prediction Models”, research approaches, that are more reliable, should
be developed to be sure, that all comparative studies are accurate [7].
There are several studies regarding how software unit size is related to defects
amount [8], [9], and they describe, that number of bugs decreases with decreasing
size of unit. But there are also several studies [10], [11], showing that defects
amount is related to so-called “optimal size” that is not infinitely large or is of the
minimum size. From the third side there are two researches [12], [13] that explain
the discovery of not particular relation between software unit’s size and amount or
density of defects in it. Regarding to latter works, one of goals of this research is to
find which metrics correlate with defects and how in a certain scope.
The general motivations are to find new dependencies in code properties itself
and to build prediction models for software (finding bugs during its lifetime to help
determine future limitations) and to try applying this knowledge to other open
source projects. New knowledge of this research should help with understanding
current software problems and forecast future fails.

1.2

Problem Statement

The problem itself is finding undiscovered software defects, which can greatly
increase project cost or delivery and maintenance time. This kind of bugs is only
found at production stage when it is already too late to fix without great impact on
the project’s workflow. This situation could be avoided if developers or testers
would know what part of software should be tested with greater precision. As stated
in Standish Group Report, 17.2% of combined statistics for unrealistic time frame,
expectations and incompetence led to project failure [1]. This percentage could be
reduced with better defects discovering.
The obvious solution is to test every part of software in detail. But for modern
big software this would increase development time resulting in unrealistic delivery
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terms. This is why automatic approach is required in order to increase software
quality. Safety-critical software is an exception to this developing and testing
approach. Such systems are extensively tested and verified so they contain minimal
number of bugs and have no defect history and are not taken into account in this
research.
There are many related studies that were also discovering possibility of
defectiveness estimation from software metrics. According to M. Suffian, it is
possible to construct a regression model from software metrics to contribute to the
testing stage [14]. In this research Six Sigma model was used to predict with 95%
success chance. Another study shows two neural networks that were used for
predicting with both having 95% chance for 8 different object-oriented software
metrics [6]. This research also showed high relations between metrics and bugs.
First step for solving this problem is to retrieve metrics and bug data from
source code. Next would be building and applying decision tree for predicting. To
make this research applicable to the development process of modern software
projects, basic data (software metrics, defects amount with localization, severity)
should be gathered from open source software repositories. Since a part of bug data
could be not reported yet but been discussed on forums, it is important to choose
repository with discussions section for enhancing analyzed defects data. The main
difference from existing researches is a complex approach featuring full way from
open source repository and verbal discussion to ready model for using on a
particular project or projects within same company, programing language etc. Also,
even if it is possible to retrieve all existing metrics based on static source code they
should be filtered, because not all of them are related to bug data.
The first research question on the way to predict bugs would be establishing
relations between any properties that could be retrieved from the source code and
bug history in the same repository. Without researching if such data correlate, there
is no sense in building a prediction model. If metrics do not relate to defects amount,
predicting such bugs would become a basic “coin flip” with 50/50 percent for
occurrence/absence of a defect. Bug history should also be augmented with verbal
discussions’ data. Second research question is to determine if same metrics
correlate universally to defects amount across different projects. Since this question
was answered in other studies, it is important to find relations in the scope of this
research. After finding correlating parameters, they should be filtered. Filtration is
done by removing metrics that do not correlate with defects amount to increase
prediction chance. The process is performed by applying correlation algorithm to
all possible metrics combination to find the highest correlation percentage one.
After finding successful combination, next step is to find out if built model will
show similar bug occurrence in source files, containing actual error history, using
older version data.
R1
R2
R3

Do metrics correlate with defects amount?
Do same metrics correlate with bugs across different projects equally?
Can we predict number of defects in a software unit with regression
models?

On the topic of expected answers to the research questions, the possible
answers are:
 R1: Some part of the big variety of software metrics will hypothetically
correlate with defects data, others are just filtered and not included in the
decision tree constructing
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 R2: Some part of the metrics will be correlating to certain extent with bugs
across different projects. It is important to mention, that correlation
similarity will hypothetically happen only among projects, that are written
in the same programming language and are released not too long time
between each other
 R3: As stated in [15], [16], it is possible to predict future defect
occurrences, the only question is how precise would be trained decision
tree in a given scope

1.3

Contributions and Results

Considering the fact, that estimating defectiveness in software projects is not a new
task, this particular research is focused on designing a new, detailed way of
preparing data and using machine learning to be usable for developers for focusing
on specific software parts during testing stage. It is also centered around special
ways of obtaining data from open source repositories, like natural language
processing for detailing received defect data and shows possibility of applying same
metrics relations for different software projects.
Presented projects in this research are analyzed only using last software
version, because big products are mostly released in only a few versions as open
source, which is not enough for precise prediction. In this case only last software
version was used, but it is also possible to use version history if latter is available
for multiple versions [17]. Using only last software version also helps to identify
future bugs in newly written classes and files, that cannot be done using multiple
versions approach because of training the tree only within same software unit but
could be achieved with certain changes in machine learning algorithm. This
research study considers only Java projects and is neither taking in account other
object-oriented programing languages, nor including other types of languages, that
may result in impossibility of using this predicting approach in said cases.
This study proved the existence of correlation between extracted metrics from
static source code and software defects’ history. It was also shown that applying
same correlations to another project, even developed by same company within same
programing language, is not possible. This means that same metrics do not correlate
with defects amount across several projects and should be re-extracted again for
different product. Also, applying natural language could enhance bug data, if
developers’ discussions are available and large-scaled. In the performed experiment
adding weights to extracted metrics gave extra 2% to collective defects correlation
and resulted in total of 80.88%. The decision tree that was built after these
manipulations used 220 entities with bugs for training and 29 for predicting. The
total number of 249 classes is based on number of classes with defects from studied
software product. During experiment, predicted values were compared to original
reported defects by a side-to-side comparison of defects amount predicted to real
and coincided in 89% of all cases.
In general, this project resulted in designed approach for estimating
defectiveness in big software that can be relatively simply used by developers to
increase software quality on the stage of active developing and testing as well as
supporting released products.

1.4

Target Group

The target group is people who are responsible for finding and fixing defects in
developed software. Though the model itself has no simple UI and appear only as

8

a runtime digital structure, it can be used not only by developers, but also by
managing staff. In the latter case the prediction model as well as repository data
preprocessing would require additional handling from development team. This
thesis approach has low practically applicable value for small projects, due to
chosen predicting algorithm, that requires many classes for training purposes
(>1000). It also can be used for learning and gathering statistics of the old software
written decades ago or software that is too complex to read in regular way.

1.5

Report Structure

This report is structured as follows. In Background chapter the existing researches
will be classified and reviewed. Scientific approach that is used to answer research
questions will be described in Method. This chapter also contains a review for all
pieces of built software in details. The following Result chapter will show all
received results in details. Discussion chapter will explain all received results. In
the Conclusions and Future Work part report will be ended with conclusions of
gained knowledge and brief plans for future research will be made.
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2
2.1

Background
Repository Mining

The most important theory to understand this research is the field of Repository
Mining. Often, along with this name, the terms “Knowledge Discovery” and “Data
Warehouse” are found [26]. The emergence of these terms, which are an integral
part of Repository Mining, is associated with a new spiral in the development of
tools and methods for processing and storing data. So, the goal of Repository
Mining is to identify hidden rules and patterns in large (very large, considering the
nature of “big data”) amounts of information.
The problem is that the data, that is constantly generating, increasing in
volume faster than it could be processed manually. On average, a person, with the
exception of some individuals, is not able to catch more than couple data relations
even in small samples. But traditional statistics, which for a long time claimed to
be the main tool for data analysis, is also often to appear to be too simple by its
nature to solve problems from real life. It operates with averaged characteristics of
the sample, which are often fictitious values (the average solvency of the client,
when depending on the risk function or loss function you need to be able to predict
the client's consistency and intentions, the average signal intensity, whereas you are
interested in the characteristic features and background of signal peaks etc.).
Therefore, the methods of mathematical statistics are useful mainly to test
pre-formulated hypotheses, whereas the definition of a hypothesis is sometimes
quite a complex and time-consuming task. Modern Repository Mining technologies
process information to automatically search for patterns that are the description of
any fragments of heterogeneous multidimensional data. Unlike the operational
analytical processing of data (OLAP) [27] in Repository Mining, the burden of
formulating hypotheses and identifying unusual (unexpected) templates is passed
from person to computer. Repository Mining - this is not one, but a combination of
a large number of different methods for gaining knowledge. The choice of method
often depends on the type of data available and on what information is tried to been
obtained. Here, for example, some methods: association, classification, clustering,
time series analysis and forecasting, neural networks [28], and so on.
Here are the properties of the detected knowledge, more detailed:
 Knowledge must be new, previously unknown. The effort spent on
discovering knowledge that is already known to the user does not pay off.
Therefore, the value is represented by new, previously unknown
knowledge
 Knowledge must be nontrivial. The results of the analysis should reflect
the unobvious, unexpected patterns in the data that constitute the so-called
hidden knowledge. The results that could be obtained in more simple ways
(for example, visual viewing) do not justify the use of powerful Data
Mining methods
 Knowledge should be practically useful. The knowledge found should be
applicable, including the new data, with a sufficiently high degree of
reliability. The usefulness is that this knowledge can bring a certain benefit
in their application
 Knowledge should be accessible to a human’s understanding. The found
patterns should be logically explainable, otherwise there is a possibility
that they are random. In addition, the knowledge found should be
presented in a manner that is understandable to a person
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In Data Mining, models serve to represent the knowledge gained. Types of
models depend on the methods of their creation. The most common are: rules,
decision trees, clusters and mathematical functions.

2.2

Natural Language Processing

To make defect data more detailed it is reasonable to not only analyze bug reports
but also to process human language in code discussions, that is to use natural
language processing. The task of natural data clustering is the task of grouping
objects into groups, similar on certain grounds - one of the fundamental issues of
Repository Mining [29]. Often, data clustering has an applied nature and a list of
areas in which clustering is applied are quite wide: text analysis, segmentation of
images, forecasting of various events, marketing. Modern natural processing tasks
have clustering as the first stage of data processing for the formation of groups of
characteristics for which, in the future, other methods and models will be applied.
It should be noted that the task of document clustering has much in common with
task of classifying texts into a pre-created and pre-filled system of categories.
Despite the preliminary similarity, clustering has a number of features that must be
taken into account when solving problems. Contrary to well-studied and effective
in practice methods of classification, approaches to solution of the problem of
clustering are to some extent poor and limited practical applicability. The main
reason for this difference is that the task of clustering is very difficult to formalize.
While there are objective and sufficiently accurate methods for assessing quality 12
classification, the assessment of the quality of clustering, as a rule, is based on the
expert's opinion and is difficult to express in numerical terms. In other words, one
of the fundamental problems of text document clustering is evaluation of the quality
of the results obtained, since there is no single, generally recognized and applicable
in all cases, the method of evaluation. The typical algorithm of natural language
processing is shown in Figure 2.1

.
Figure 2.1: Natural language processing algorithm.
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In general, the clustering problem is based on proximity metrics [30]. The
source documents are presented as a vector in the space of certain signs. Approaches
for the formation of a vector of features can significantly differ from each other and
metrics can be calculated in different ways and are a separate task. In the simplest
case, each characteristic corresponds to the presence of a word or phrase in the
source text. The value of the component can be also determined in various ways,
for example, the component can be true (or 1) if the word / phrase in question is
present in this text or zero in the opposite case; value can be calculated to find the
number of occurrences of the word in question in the document (frequency of
occurrence) or to be calculated by some other more complex formulas, for example,
take into account the average occurrence of a specific word by the current set of
text regarding the entire body of document. A measure of closeness between the
texts in this case will be calculated as a scalar product between vectors.

2.3

Metrics and Correlation

All related discussed studies in this field used software metrics as the only
measurable values from static source code. They are used to compare number of
defects found in a software’s unit to the software itself. The measure of comparison
is correlation and is used to how which parameters are more related. Since
quantitative methods have proven themselves in other areas, many computer
science theorists and practitioners have tried to transfer this approach to software
development. As Tom DeMarco said, “you cannot control what you cannot
measure”. In general, the use of metrics allows project and enterprise managers to
study the complexity of a being developed or even already developed project, assess
the scope of work, the style of the program being developed, and the efforts each
developer spent to implement a particular solution. However, metrics can serve only
as advisory characteristics, they cannot be fully guided, since in software
development programmers are trying to minimize or maximize a measure for their
program, and it can resort to tricks up to a decrease in program performance. In
addition, if, for example, a programmer wrote a small number of lines of code or
made a small number of structural changes, this does not mean that he did nothing,
or it could mean that the program defect was very difficult to find. The latter
problem, however, can partially be solved by using complexity metrics, because in
a more complex program, the error is more difficult to find. As an example, the set
of metrics used can include [31]:
 Bugs per line of code
 Code coverage
 Cohesion
 Comment density
 Coupling
 Cyclomatic complexity (McCabe's complexity)
 Halstead Complexity
 Maintainability index
 Number of classes and interfaces
 Number of lines of code
 Program execution time
 Program load time
 Program size (binary)
 Weighted Micro Function Points
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It is worth to note that there is no universal metric. Any controlled metric
characteristics of the program must be controlled either depending on each other or
depending on the specific task, in addition, hybrid measures can be applied, but
they also depend on simpler metrics and also cannot be universal. Strictly speaking,
any metric is just an indicator that depends heavily on the language and style of
programming, so no measure can be built into the absolute and make any decisions
based only on it. Example of relations between attributes are shown in Figure 2.2.
In this figure quality attributes are calculated based on a specific set of internal
attributes (basic software metrics). After extracting metrics, they are analyzed to
find any useful correlations. The most important goal of data analysis is the study
of objectively existing connections between metrics. In the process of a relational
study of these links, it is necessary to identify the cause-effect relationships between
the indicators, i.e. how much the change in some indicators depends on the change
in other indicators.

Figure 2.2: Types of software metrics.
Correlations could be connected with a link where the impact of individual
factors manifests itself only as a tendency (on average) in the mass observation of
actual data. Examples of correlation dependence may be the relationship between
the size of the bank's assets and the amount of the bank's profit, the growth of labor
productivity and the length of service of employees.
The simplest variant of the correlation dependence is the pair correlation, i.e.
the relationship between two characteristics (productive and factorial or between
two factorial). Mathematically, this dependence can be expressed as the dependence
of the effective exponent y on the factor exponent x. Connections (graph edges) can
be direct and reverse. In the first case, with an increase in the sign of x, the sign of
y also increases, when the feedback with increasing sign of x decreases, the sign of
y decreases. Metrics scatter plot example is shown in Figure 2.3.
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Figure 2.3: Software metrics Weighted Method Count (WMC) as X-axis and Lines
of Code (LOC) as Y-axis scatter.

2.4

Decision Tree

Building decision trees from datamined software metrics and using them to predict
future defects in development is not new and multiple approaches were already
highlighted by many other researches [21]. A decision tree (also called a
classification tree or regression tree) is a decision support tool used in statistics and
data analysis for predictive models. The structure of the tree is “leaves” and
“branches”. On the edges (branches) of the decision tree, attributes are recorded, on
which the objective function depends, in the leaves the values of the objective
function are recorded, and in the remaining nodes - the attributes for which the cases
differ. To classify a new case, you have to go down the tree to the leaf and output
the corresponding value. Similar decision trees are widely used in data analysis.
The goal of decision tree approach is to create a model that predicts the value of the

Figure 2.4: Part of Breiman’s decision tree.
target variable based on several variables at the input. An example of ready-topredict decision tree is shown in Figure 2.4. It has a metric with simple logic
statement in each node and average amount of found bugs in leaves with number of
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training sets ended up there. To predict a defect count, an entry (software unit with
calculated values for each metric) is processing from the top of the tree and on each
node follows left branch if the statement is true (metric value less or more than
stated number). After reaching the leaf, the top number represent average amount
of predicted bugs in a unit.
Each leaf represents the value of the target variable, changed during the
movement from the root to the leaf. Each internal node corresponds to one of the
input variables. The decision tree model can also be “learned” by dividing the
original sets of variables into subsets, based on testing attribute values. This is a
process that is repeated on each of the received subsets. The recursion is completed
when the subset at the node has the same values of the target variable, so it does not
add value to the predictions. The top-down induction of the decision tree (TDIDT)
[32], is an example of an absorbing “greedy” algorithm and is by far the most
common decision tree strategy for data, but this is not the only possible strategy. In
data analysis, decision trees can be used as mathematical and computational
methods to help describe, classify and summarize a set of data that can be written
as follows: (𝑥, 𝑌) = (𝑥 , 𝑥 , 𝑥 … 𝑥 , 𝑌), where the dependent variable 𝑌 is the target
variable that needs to be analyzed, classified and generalized. The vector 𝑥 consists
of the input variables 𝑥 , 𝑥 , 𝑥 etc., which are used to perform this task.
The decision trees used in Repository Mining [21] [22] [23] are of two main
types:
 A tree for classifying when the predicted result is the class to which the
data belongs
 A tree for regression, when the predicted result can be considered as a real
number (for example, the price of the house, or the length of the patient's
stay in the hospital)
The terms mentioned above were first introduced by Breiman et al. The listed
types have some similarities (recursive construction algorithms), as well as some
differences, such as the criteria for selecting a partition at each node [18].
Some methods allow you to build more than one decision tree (ensembles of
decision trees):
 Bagging over decision trees, the earliest approach. Constructs several
solution trees, repeatedly interpolating the data with a replacement
(bootstrap), and as a consensus response gives the result of voting trees
(their average forecast) [19]
 The “Random Forest” classifier is based on bagging, but in addition to it
randomly selects a subset of characteristics in each node, in order to make
the trees more independent
 Boolean over trees can be used for both regression and classification
problems [20]. One implementation of the bootstrap over trees, the
XGBoost algorithm, was repeatedly used by the winners of the data
analysis competition
 “Rotation of the forest” - trees in which each decision tree is analyzed by
the first application of the principal component method (PCA) to random
subsets of input functions [21]
There are several reasons to use decision tree method for defectiveness
estimation. It is simple in understanding and interpretation. People are able to
interpret the results of the decision tree model after a brief explanation of how the
tree works. Tree does not require preparation of data. Other techniques require the
normalization of data, the addition of dummy variables, and the removal of missing
data. Tree model is also able to work with both categorical and interval variables.
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Other methods work only with data where only one type of variable is present. For
example, the relationship method can be applied only to nominal variables, and the
method of neural networks only on variables measured on an interval scale.
Decision tree uses the “white box” model. If a certain situation is observed in the
model, then it can be explained with the help of Boolean logic. An example of a
“black box” can be an artificial neural network, since the results of this model
cannot be easily explained. The tree also allows you to evaluate the model using
statistical tests. These tests make possible to assess the reliability of the decision
tree model, which is considered to be a reliable method. The method works well
even if the initial assumptions included in the model were violated. This all together
allows to work with a large amount of information without special preparatory
procedures, like cleaning or sampling. This method does not require special
equipment for working with large databases.
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3
3.1

Method
Scientific Approach

Among two possible research methods, qualitative and quantitative, the quantitative
method was chosen [34]. Despite having one of the research’s goals to build a
prediction model, qualitative is based on mainly gathered verbal data and is only
useful on the earliest stages of similar works. The main goal of qualitative research
is to give a complete, full description of the stated problem. Quantitative research
is used in studies for calculating and classifying numerical data to express final
observations, like resulted correlation values or prediction accuracy. That is the
reason why quantitative method was chosen for this work.

3.2

Method Description

Figure 3.1 shows visualizing of the whole analysis process that is described below.
For a better clarification of the process component (Figure 3.2) and activity (Figure

Figure 3.1: Research method structure.
3.3) diagrams are also presented. During this analysis, bug repository history data
was used with simple as well as custom metrics to predict the defect density value
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for a given project or a module. In this study, artificial neural networks and decision
tree approaches were used to predict the defect density values for a testing data set.

Figure 3.2: Component diagram.
Regression models and learning systems offer a general framework for representing
functional mappings between a group of input variables and a group of output

Figure 3.3: Activity diagram.
variables. This can be achieved by representing the function of many variables in
terms of compositions of functions of one variable, that are referred to as activation
functions. Decision trees are one among the most common approaches for each
classification and regression kind predictions. They're generated based on specific
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rules. Decision tree is a classifier in a tree structure. Leaf node is the outcome
obtained. It's computed with relation to the current attributes. Decision node relies
on an attribute, that branches for every potential outcome for that attribute. Decision
trees are often thought as a sequence of queries, that results in a final outcome.
Every question depends on the previous question therefore this case ends up
in a branching within the decision tree. Whereas generating the decision tree, the
final goal is to reduce the common range of queries in every case. This task provides
increase within the performance of prediction. Additionally, to overcome the overfitting downside pruning to reduce the output variable variance within the validation
data was used by choosing a less complicated tree than the one obtained once the
tree building algorithm stopped, however one that's equally correct for predicting
or classifying "new" observations. Within the regression kind prediction
experiments regression trees were used which can be thought of as a variant of
decision trees, designed to approximate real-valued functions rather than getting
used for classification tasks. In the experiments, initially decision tree way to
perform a regression-based prediction over the entire data set was applied.
To evaluate the quality and accuracy of conducted experiment with reference
to the F-score [33], a formula based on data precision and recall was calculated with
confusion matrix approach. The standard deviation of the data set is in fact the
average harmonic of those measures. The F-measure reaches a maximum (“1”) in
terms of completeness and accuracy and is close to “0” if one of the arguments is
close to zero. The regression model predicts the presumably defected modules in a
data set, besides it offers an estimation of the defect density within the module that's
expected as defected. Therefore, the model helps to focus the efforts on specific
suspected elements of the code so most amount of time and resources were saved
during software developing.

Figure 3.4: MetricsReloaded sample analysis result.
Further in this chapter all research steps will be explained in details. For the
most beginning a ready bug prediction data set [22], created especially for
experimenting with error predicting, was used. It contains following software
systems: Equinox Framework, Lucene and Mylyn. Those are big enough as well as
complex in terms of possible metrics and rich with bugs. They helped to understand
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the basic methods and flows of the whole process. Next task was to determine
metrics and to retrieve their values. A free software called MetricsReloaded [35]
which is a plugin for IDE Intellij Idea was used for this task. It gathers static metrics
from source code of different languages and outputs in widely-used data types
(XML or CSV), so it allows automating this part of process. Reason behind
MetricsReloaded choice is that it is easy to integrate into popular development tool
IntellijIdea and has enough different metrics to analyze. MetricsReloaded example
output is shown in Figure 3.4. The primary goal for preparing data for this step is
to extract it from source code repository and retrieve all the metrics. The most
suitable repository to use is GitHub. It offers not only raw software data itself but
also provides defect reports as well as project discussions that were used for
correcting bug data by the means of natural language processor. The source code
was retrieved by simple request or manual UI functionality, while defects data was
received from public API by manually developed software. For this step GitHub
public API was used. Starting with issues data by invoking GET request for API
address “/repos/:owner/:repo/issues” defect reports were received. Using parameter
“url” list of changed classes were received by using following address:
“/repos/:owner/:repo/issues/:issueNO/files”. Resulting list contained file name
parameter “filename” that was extracted and stored in defects datasheet.
Next step was to compose all gathered information into one table-like
structure to apply filtering algorithms. Because of having too many software
metrics it would not only take long to process all the data by any software without
using special computing hardware but also could interfere with prediction results
making them inaccurate, filtering metrics was required. Filtering metrics means that
Pearson correlation algorithm was used to determine which metrics were
correlating with bug data and how this happened. For this step, all metrics are
summed up into one value and compared with correlational algorithm to number of
bugs. Filtering is done by finding a combination of metrics with highest correlation
value. The summands are not only summed, but also subtracted from resulting value
in order to determine if some of the metrics have reverse correlation. Basic example
of how coefficient is reflecting data in this correlation algorithm is shown in Figure
3.5. This figure shows how coefficient is calculated among simple different data.

Figure 3.5: Simple diagrams with different correlation coefficient (ρ).
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To enhance filtered metrics and determine to what extent they were related to
defects data simple search algorithm was used. It applies weights to all metrics in
all possible combinations to resolve in the highest correlation percentage. These
weights were used for future prediction model building.
Next major step was to take bug repository and enhance defects data with
results received from processing natural language in project’s discussion. This was
done by text parsing, because most of these reports contain phrases similar to
“Fixed bug in Utils.java”. Parsing the class allows calculating error amount for
every file or lesser structure. As it is suggested in “Predicting Faults from Cached
History” [23] such parsing can use so-called “trust model”, increasing trust for bug
message if it contains words like “fixed”, “bug”. This approach helped in finding
extra non-reported defects by mentioned class names. These found mentions were
added to bug data by incrementing amount per file (java class). Free open source
library “natural” was used for the purpose of this step. This library is free and simple
parsing of natural language into so-called “tokens” and is sufficient to the purpose
of enhancing bug data. Tokenizing example highlighting the work of this library is
shown in Figure 3.6. This figure shows sets of three code lines, each representing a
library’s feature example. First line shows name of method, second shows input
line, and third shows output from the library after tokenizing. Similar to one of the
previous steps, GitHub API was used for extracting comments to pull requests. To
perform this, request was made to the GitHub’s repository API, using URL
“/repos/:owner/:repo/pulls/:pullNO/reviews/:reviewNO/comments”, and received
parameter “body”, which is the comment itself, was passed to natural library.
Library is tokenizing the string and is instructed to find words by the pattern
“*.java” if other words “bug”, “defect”, “problem” were found and no words
“solved”, “resolved”, “fixed” exist. At this point everything was ready for building
prediction model.
For the further steps programing language R was be used. It is created
specifically as a statistical software for data analysis and became the standard for
programs in statistics field. It also contains needed libraries for building decision
trees. By the means of R the prediction model was built. This model is a decision

Figure 3.6: Application of NLP library.
tree that was made by specific library “rpart” for R language. This library
implements Classification And Regression Tree (CART) algorithms introduced by
Leo Breiman in 1984 [18] and can be seen in Figure 2.4. Basic idea behind
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regression tree was explained in Background chapter. Unlike common regression
machine learning approaches, it requires training data but results in better quality.
This software showed if any correlation between metrics and bug history exists. If
none found, metrics need to be combined, and experiment repeated. After this it
was required to find any relations, that could be applied to other projects. For
example, apart from development environment Eclipse, another type of software
could be used for analysis, like a Java EE application server JBoss. Testing models
on other big programs showed if the design is universal and answered second
research question.
Next step was defectiveness prediction itself. Constructed model was applied
to a newer software version or generally to another part of the software, that was
not included in learning subset, and produced prediction in terms of bug amounts
and place. Predicted value needs to have at least 80% precision with real value to
be considered successful. As suggested in “Predicting Defects for Eclipse” paper
[24], quality model of prediction can be divided in 4 types: true positive (found
bugs and they exist), true negative (didn’t find bugs and they don’t exist), false
positive (found bugs and they don’t exist) and false negative (didn’t find bugs and
they exist). Only the last type results in model failure, as false positive is just an
extra safety in developing.
To check the research accuracy, F score [33], based on previous 4 score types,
could be calculated. It shows the harmonic average between test’s precision and
recall. Figure 3.7 shows its formula.

𝐹 = 2∙

1
1
1
+
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=2∙
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𝑝𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑟𝑒𝑐𝑎𝑙𝑙

Figure 3.7: F measure formula.
For getting F measure first precision and recall are calculated using formula
shown in Figure 3.8.

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃
𝑇𝑃 + 𝐹𝑃

𝑇𝑃
𝑇𝑃 + 𝐹𝑁

Figure 3.8: Precision and recall formulas.
To calculate defectiveness of a software estimated expected quality
(EstQuality) as an implementation effectiveness metric and defect detection state
(DetState) as a testing effectiveness metric are used [38]. Formulas for calculating
these values are shown in Figure 3.9, where Size is total size of predicted code part
in thousands of lines of code (KLoC), Defects is number of real defects and
EstDefects is number of predicted defects.
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𝐸𝑄 =

𝐷𝑒𝑡𝑆𝑡𝑎𝑡𝑒 =

𝑆𝑖𝑧𝑒
𝐸𝑠𝑡𝐷𝑒𝑓𝑒𝑐𝑡𝑠

𝐷𝑒𝑓𝑒𝑐𝑡𝑠
∙ 100%
𝐸𝑠𝑡𝐷𝑒𝑓𝑒𝑐𝑡𝑠

Figure 3.9: Estimated expected quality and defect detection state formulas.
After conducting an experiment by the described method, it is expected to
have an approach that allows predicting future errors from project’s version and
bug history and helps developers to save time and effort creating big programs.

3.3

Ethical Considerations

Working with natural human language in the form of internet chat and software
units which might contain developers’ signatures questions ethical considerations
of this research. Despite being a public data, all the names are not included in
extracted data and will not be shown in this work.
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4

Results

The first step of this research is choosing a project and retrieving software metrics.
The analyzed project is written in Java, located on GitHub and has approximately
997 classes, which is just enough for research purpose. The project is called
“eclipse.jdt.core” and is located in “eclipse” user repository. To extract metrics a
plugin MetricsReloaded is used in IDE Intellij Idea. Software project is loaded into
the development studio by direct repository link and is processed by the plugin.
This altogether result in metrics data table. In this research all basic metrics
provided by MetricsReloaded are extracted:
 Coupling Between Objects (CBO)
 Depth of Inheritance Tree (DIT)
 Number of other classes that reference a class (FANin)
 Number of other classes referenced by a class (FANout)
 Lack of Cohesion of Methods (LCOM)
 Number of Children (NOC)
 Number of Attributes (NOA)
 Lines of Code (LOC)
 Number of Methods (NOM)
 Response for Class (RFC)
 Weighted method count (WMC)
After getting all metric data defects are retrieved. This is done by GitHub
API. Part of resulting defects data is shown in Figure 4.1.

Figure 4.1: Received bug data with number of bugs in each class.
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To enhance bug data natural language processing library “natural” is used.
The result is shown in Figure 4.2 and is a list of classes, received after running
“natural” library, that are merged with main defect datasheet. Every line of this data
means that class contains extra undocumented bug, and such class should have
number of bugs incremented. Note, that since big and reliable projects like Eclipse
have low amount of submitted bugs data was shortened. This means that some of
the classes that contain 0 bugs were not taken into account. To be more exact classes
with 0 bugs were added in amount of 20% from bug-containing classes.

Figure 4.2: Received NLP data.
After grouping and unifying all data together a total of 11 different metrics
was received. In order to answer second research question, all previous steps are
executed to gather the data of another software project “Eclipse PDE UI”.
Correlations between same metric and bug amount in a file are compared to
determine possibility of applying gained knowledge to other software products that
are written in the same programing language. For the two similar products same
metrics have different correlations between same metric and defect amount. Output
scatter plots are shown on Figure 4.3 and Figure 4.4.

Figure 4.3: Eclipse Core bugs to RFC (62.58% correlation).
Not all the metrics correlate enough with defects and some of them might
even interfere successful predictions. Because of this they should be filtered. There
are three main correlation coefficients: Pearson, Spearman, Kendall. Using built in
R language “cor” function weights of -1, 0 and 1 are applied to all metrics in all
possible combinations. 0 weight means metric is excluded from current
combination, -1 means reverse correlation calculation, 1 normal correlation.
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Current amount of various sets is (3^11)/2, that is equal to 88574 algorithm
operations. (3^11)/2 formula means 11 metrics having 3 possible states (-1, 0, 1)
and divided by 2 to exclude mirrored results, i.e. all metrics have 1 or -1 coefficient,
which will result in same correlation coefficient. Pearson algorithm usage takes
approximately 38 minutes for a 249-class project on Intel i5-4670. Best results from

Figure 4.4: Eclipse PDE bugs to RFC (16.06% correlation).
these calculations are shown in Figure 4.5. In this figure first column has sorted
correlation coefficient for each metrics combination (combination is set accordingly
to other metrics’ factors). This means that best correlation percentage (strongest

Figure 4.5: The highest outcome from Pearson coefficient calculation.
relation between metrics and bug amount) is 78.83% for combination of CBO, DIT,
FANin, FANout, NOC, NOA, -NOM, RFC, WMC. On the topic of other
algorithms, they show significantly less relations with bug data, as can be seen in
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Figure 4.6. This figure shows side-to-side comparison of different correlation
algorithms calculated from same metrics combination (referenced to first column
of Figure 4.5).
After calculating needed weights for the metrics refinement of these
coefficients is calculated. This step is done to find if metric correlate more or less
in comparison to others. For this task a listing (brute-force approach) through
weights combination is used from 0.1 weight to 1 and -1 to -0.1 accordingly. This
is resulting in final correlation coefficient of 0.80882334 or 80.88%, that is enough
for building decision tree. The final weights set is: 0.1*CBO, 0.8*DIT, FANin,
FANout, NOC, 0.1*NOA, -NOM, 0.3*RFC, 0.1*WMC. Next step is creating a
machine learning structure to predict defect occurrence. “rpart” library is used to
build Breiman’s regression tree from computed data. To setup the function it is
important to specify several parameters.

Figure 4.6: Correlation algorithms comparison.
The first is “minsplit”. This parameter is responsible for creating a new leaf in the
tree when minimum number of observations has happened. If it is equal “1” that
means new leaf would be created every time and successful prediction is possible
only using almost equal import data. A total of 249 classes was split to 29 testing
and 220 learning after a common advice to have 80% of learning and 20% of testing
data. For the learning set of 220 elements value of 5 shows the best result. Another
parameter is a tree-building method called “method”. For this particular research
“anova” [25] has the biggest use. It calculates average amount of bugs that were
classified for given leaf. For example, if leaf was accessed by entries with 3, 4, 5
and 6 bugs count, it would have the value of 4,5 and predict this number of bugs
during testing phase. Other 29 entries are saved for testing prediction chance. The
resulting tree is shown in Figure 4.7. As explained earlier, to predict number of
defects in a class, it follows a tree from top to a particular leaf. Decision to follow
left branch or right one is made from value of according metric. After reaching leaf,
the average number of predicted bugs is the top number and “n=” shows amount of
entries, that reached this leaf during training stage.
The final step to answer third research question is to travel by the predicting
tree model using metrics of remained 29 entries and compare predicted value to
real. For this particular project prediction chance, calculated by comparing amount
of predicted number of bugs to actual ones, is 89%. For calculating this value, it is
first required to divide data in 4 categories as shown in Table 4.1.
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Predicted positive
Predicted negative

Real positive
TP: 8
FN: 2

Real negative
FP: 1
TN: 18

Table 4.1: F measure table calculated from testing data.
This is the result of calculations: precision = 0.89, recall = 0.8, F measure =
0.84.

Figure 4.7: Resulting decision tree.
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Defect detection state DetState = 41 (Defects) / 46 (EstDefects) = 0.89 or 89%
of total real defects in a testing set of classes were found. For this whole project
estimated expected quality EQ = 15.37 (KLoC) / 46 (EstDefects) = 0.34. That
means this project estimated to have less than 3 bugs per 1000 lines of code which
is a high-quality product [37].
As a result of the conducted experiment it can be said, that found knowledge
can help with increasing quality of delivered products. All the research questions
were answered. Questions 1 and 3 were answered by showing existence of metrics
and defects correlation as well as possibility to predict future defect occurrences.
Answering question 2, it was shown that metrics do not correlate universally across
different projects. The research was based on metrics and prediction assumptions
that lead to proving hypothesis of prediction possibility and creating a way of
improving software developing and managing. This research’s findings are related
to other studies by proving possibility of predicting software defectiveness from
source code and showing metrics correlation. The findings also show the possibility
to predict defects, though also make successful prediction model with acceptable
chance of bugs forecasting by using different approach (filtering, weights,
Breiman’s tree etc.).
The main goal of this research was to build prediction model. Despite the
possibility of making a model purely theoretical and hand-written as well as
answering first research question, the fact of working with software, open source
software repositories and large amounts of data, consisting of thousands of data
table entries required to build a software during the research. In this work 4 software
units were built. The data that is passing between all modules was handled manually
due to lack of automated endpoints in used concomitant software.
The first one is defect data parser. It is a Java program that connects to GitHub
public API, retrieves bug information and stores it into csv file. This software solves
a trivial task and does not require detailed description and is self-explanatory. Such
actions could be also performed manually but would require more time to process.
Second piece of software is Pearson filtration algorithm. It is written in R
language and used to apply weights (-1, 0, 1) to all metrics. The program checks all
possible combinations of metrics to find which set of values has the highest
correlation or reverse correlation coefficient. In the Figure 4.8 method for cycling
through weights is shown.

Figure 4.8: Method for changing metrics weights.
Another software is used to list through received filtered metrics and breaks
up coefficients into smaller ones by a default brute-force approach. It is performed
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to specify weight of every metric and find combination with detailed correlation
coefficient. The last part of this work’s implementation is construction and using a
decision tree. The code for this stage is shown in Figure 4.9.

Figure 4.9: Constructing and using decision tree.
Using “rpart” library for creating and training a Breiman’s algorithm made
the code implementation relatively small and simple to use and to draw visual
presentation of the tree. The tree is using classifier approach and capable of
predicting any number of defects in software unit if this amount has already
appeared during learning phase.
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5

Discussions

The goal of this research is to give the developers and managers during their
development process certain approaches, that allow project team to use available
means proactively, instead of doing it reactively to make resulting product better in
terms of software quality and measurement before the release of the project. The
work is mainly focused on exploring the application of the process of static source
code mining on a multiple program data, alternating received information,
measuring defects as well as testing the possibility of using gathered data to predict
future bug occurrences. This research is focused mainly on gaining knowledge and
developing a new approach that leads to successful defects prediction.
To gain that observation results this work explained a number of hypotheses
about metrics and bugs correlation, defectiveness estimation, that were focused on
in a performed experiment, that held data from open source software “Eclipse”
including its defects data and its natural language augmentation. All the conducted
experiments resulted in the fact, that a machine learning application, based on a
decision tree approach is capable of producing meaningful results using static data
gathered from open source repository.
The total of 11 metrics was extracted from “Eclipse” project for further
manipulations. Also, a list of classes with number of bugs in each class was received
from the software. Because of analyzed project being a large software of high
quality, number of reported bugs in every class is not very high, which resulted in
reduced prediction accuracy. Low amount of data received from natural language
processing has the same reason, as well as the fact that studied product was not
uploaded to GitHub from the very beginning of its development.
Found metrics were filtered by applying weights and correlation algorithm. R
language library allows using three different correlation algorithms. Since this
research has no goal to use a particular algorithm, they all were calculated and
compared to find the most suitable one. Pearson’s had a highest correlation value
of 78.83% and was chosen for the method of this research. After this decision tree
was built to predict defects from part of data. “Eclipse” project had only several
versions, which is not enough to build prediction model within a single class.
Because of that, several classes among all data were left for predicting purposes. If
the project would be developed further, it will be possible to apply this research
method for multiple versions as a future work. Satisfactory results were achieved
after following the developed research method, with prediction chance of 89%. This
percentage is more than stated minimal 80%, which makes this research successful.
As stated in previous chapters, many other studies had more than 90% of predicting
chance. Since their approach is not completely different from this research, the
major difference is initial data. The lower percentage was received due to having
data with less bug amount and versions. Talking about the relation of software
unit’s size to bug amount, this research showed that they are not related. It was
discovered that a most obvious and widespread metric “Lines of code” has little to
no correlation and cannot be used for defectiveness estimation. In general, size
metrics are of little value for estimating defectiveness.
These are answers to stated research questions:
 Some metrics correlate with defects data
 Correlations of same metrics and defect amount are not equal between
different projects
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 The possibility to predict bugs was proved, including their location, as a
program class, considering stated accuracy that included metrics received
from same software version
Because some software metrics could be calculated as complex representation
of basic metrics combination, this research was only able to show partly analyzed
causes that lead to increase of bugs. This fact rejected the possibility of fully
identifying all factors and making precise calculations in this research. For
increasing accuracy of calculations and prediction this work could include more
detailed metrics of the source code (for example, lines of code changed between
versions) as well as bug data, like extracted additional defect’s metadata, in
conducted experiments. It is also important to include more complex software
metrics, for example Halstead complexity measures and McCabe’s cyclomatic
complexity. Using this extra software metrics this research could analyze source
code from different perspective and in more detail. Things like fixed bugs and made
code modifications which were the reason of changing in defect density in files and
program classes could be also taken into account.
The reliability of this research in terms of being able to construct the same
model and predict same defect values in software can be questioned. There are two
major problems of the study inconsistency. Fist one is human factor. Natural
language processing (NLP) algorithms are working with live data of software
repository, meaning that slight change in discussions (for example new comments,
editing old comments etc.) may result in having different data from the one used in
experiment. To make this change as unimportant as possible, using human language
for gathering data is not the main goal. It is only used for enhancing quality of
resulting prediction model and sometimes can be totally excluded if the outcome of
the decision tree has already high prediction percentage (the exact acceptable
percentage might change for different experiments’ scopes).
The second reliability issue is using a set of third party software for
calculating different steps in this research. They might change with new version.
Also, several computing time calculations in this research were done on specific
machine running particular set of software in background. Trying to get exact same
results would be impossible even using same algorithm.
On the topic of results construct validity, this research contains small amount
of developed software, most of which is a trivial task (e.g. retrieving data from
public API) and is not the main goal of this work. Other software pieces are not the
most optimal or fast, but solve given problem, that is processing data correctly
accordingly to used algorithms. Internal validity should be out of question since
collected and processed data is not influenced by opinions, apart from issues similar
to reliability ones. External validity question is covering the application of
experiment to other programming languages, version control systems and projects
(second research question) and is broadly discussed in other parts of the thesis.
Main problem is the scope of conducted experiments: the programing language is
Java; open source software repository is GitHub and changing one of these may
result in totally different outcome.
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6

Conclusions and Future Work

This research has shown existence of highly related software metrics to
corresponding defects. It also described possibility of predicting future bugs by
using data extracted from static code of open source repositories. The results are
relevant for software development and maintaining fields where they can be used
for optimizing workload and decreasing the cost of failure. This research method
can be applied to other big projects written in Java programing language. Since it
was not tested on other languages it might be possible to apply the method there
with certain changes. As it was stated in previous chapter, this research could be
done more precise having better initial data, especially more versions of software
units. There is another thing that could be changed during research to achieve better
results is natural language processing. It is required more complex linguistic setting
to improve outcome.
The future work can be done in two different ways: expanding the scope of
created method and improving method itself. In the first case research should be
done on other programing languages. Experiment should be conducted on other
languages besides object-oriented ones, and on other repositories. For the second
case it is possible to analyze same metrics in another way, for example combining
them using not only simple weights, calculating delta metrics, that are changed in
time. It is also important to find the way of analyzing only given software units
even with small history of changes and not including other units to predict only
within a single software piece change history.
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