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Abstract  

As the number of Internet of Things (IoT) devices that are used daily is increasing, 

the inadequacy of cloud computing to provide neseccary IoT-related features, such 

as low latency, geographic distribution and location awareness, is becoming more 

evident. Fog computing is introduced as a new computing paradigm, in order to 

solve this problem by extending the cloud‟s storage and computing resources to the 

network edge. However, the introduction of this new paradigm is also confronted by 

various security threats and challenges since the security practices that are 

implemented in cloud computing cannot be applied directly to this new architecture 

paradigm. To this end, various papers have been published in the context of fog 

computing security, in an effort to establish the best security practices towards the 

standardization of fog computing. In this thesis, we perform a systematic literature 

review of current research in order to provide with a classification of the various 

security threats and challenges in fog computing. Furthermore, we present the 

solutions that have been proposed so far and which security challenge do they 

address. Finally, we attempt to distinguish common aspects between the various 

proposals, evaluate current research on the subject and suggest directions for future 

research. 
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1 Introduction  
 

In the latest years, there have been major advancements in computing and 

wireless technologies which have resulted in a massively growing number of 

connected devices. Internet of Things (IoT) is used to connect a big amount 

of physical objects and collect data for various applications. Cloud computing 

has been typically used as a solution for IoT applications, by providing on-

demand centralized, scalable and shared resources. However, cloud has 

proved insufficient, mostly due to the inability to provide low latency, precise 

location awareness and immediate data processing. A new computing 

paradigm, namely Fog Computing, has emerged to solve these issues, and 

cooperate with cloud in order to provide high quality services. However, 

introducing a new architecture also means introducing new security 

challenges. A lot of fog computing security threats are inherited from cloud 

computing, along with new threats, native to fog computing. Although the 

concept of Fog computing seems promising, it has not been standardized yet 

and implementations are still limited, thus making new research on the topic 

crucial to the advance current knowledge and the investigation of potential 

issues. In this context, we found it meaningful to produce a systematic 

literature review on the topic of fog computing security, in order to gather the 

results of the research that has already been done, and also set a stepping 

stone for future researchers. In order to properly investigate fog security, we 

considered necessary to provide some context into fog computing first, by 

giving an overview of the applications, the proposed architectures and its 

characteristics. With this insight, we will investigate and synthesize previous 

research, in order to produce a classification of threats, security challenges, 

and best practices in the fog computing paradigm. 

 

1.1 Background 

We introduce some definitions that are needed in order to understand the 

concept of fog computing: IoT, Cloud computing and Edge computing. 

Cloud computing has been already defined by NIST [1] as: 

 

“Cloud computing is a model for enabling ubiquitous, convenient, on- 

demand network access to a shared pool of configurable computing 

resources (e.g., networks, servers, storage, applications, and services) that  

can be rapidly  provisioned and released  with minimal management effort or 

service provider interaction”. 

 

IoT lacks a formal definition and is usually defined through a 

description. NIST has put IoT under the umbrella term of ”cyber-physical 



   
 

systems”, with the two terms generally used interchangeably and provides a 

definition for cyber-physical systems instead [2]: 

 

“Cyber-physical systems (CPS) are smart systems that include engineered 

interacting networks of physical and computational components. These 

highly interconnected and integrated systems provide new functionalities to 

improve quality of life and enable technological advances in critical areas, 

such as personalized health care, emergency response, traffic flow 

management, smart manufacturing, defense and homeland security, and 

energy supply and use.” 

 

Similarly with IoT, Edge computing lacks a solid definition, and a 

description is used instead. Cisco describes Edge computing [3] as follows: 

 

“Edge computing brings processing close to the data source, and it does not 

need to be sent to a remote cloud or other centralized systems for processing. 

By eliminating the distance and time it takes to send data to centralized 

sources, we can improve the speed and performance of data transport, as 

well as devices and applications on the edge.” 

 

IoT was initially introduced in 1999 [4], with the whole idea of devices 

that sense and transmit information without human interaction becoming 

widely adopted in numerous fields, such as home, medicine, transportation 

and environment. Cloud, which provides resource pooling and elasticity [1], 

was initially used in order to provide IoT with the essential resources, such as 

computational and storage capabilities. However, as IoT begun to grow and 

become widely adopted, the use of cloud computing introduced various 

challenges. A lot of IoT applications required low latency and immediate 

storage and analysis, services that the cloud could not provide, mainly due to 

the large distance of the cloud servers from the data sources. Edge computing 

suggests moving the computational and storage resources closer to the edge 

of the network, where the data is produced, effectively solving a lot of issues 

that occur from the use of a Cloud-IoT model. An approach to edge 

computing was proposed by Cisco in 2015, called fog computing [5], which 

involves the introduction of the fog layer, between the cloud and the edge, in 

order to bring more resources closer to the edge of the network, but without 

relying on the end devices for computation and storage. Cisco described fog 

computing as: 

 

 “A standard that defines how edge computing should work and it facilitates 

the operation of compute, storage and networking services between end 

devices and cloud computing data centers.” 

 



   
 

In 2015 Cisco, along with Dell, Intel, Microsoft Corp., and the 

Princeton University Edge Laboratory founded the OpenFog Consortium [6] 

which works towards the standardization of Fog computing. They describe 

their goals as “related to the technologies, innovation and market potential 

for fog computing” [6] and have produced a lot of technical and white papers 

on the subject, most importantly the OpenFog Reference Architecture, which 

provides a high level view of system architectures for fog elements. Due to 

the high level view, that document does not address security issues directly. 

Addressing security is attempted in the last three years by researchers in a 

medium and low level view, in order to identify which security challenges of 

cloud computing are passed on to fog computing and if there are any new 

ones that need to be addressed. Furthermore, security best practices and 

solutions need to be addressed under the context of the new architecture, 

which is often hard due to the limited documentation and implementation. 

 

1.2 Related work 

There have been some extensive Fog Computing surveys, such as [7] and [8], 

which analyze fog characteristics, applications and architecture. These papers 

also cite previously done research in a semi-systematic way, but without 

focusing on security aspects. Yi et al. [62] focus on presenting the security 

and privacy issues of fog computing and cites some papers that propose 

solutions. Abbasi et al. [9] and Roman et all. [10] both analyze security 

issues, and provide a collection of papers that propose security solutions, but 

they only present the state of the art techniques and they are using only a 

small number of papers. Finally, Mukherjee et al. [11] and Zhang et al. [12] 

have done research on the topic of fog security, and present quite a few 

papers that concern security issues and best practices, making their research 

the most closely related to ours. However, our work is the only one out of the 

previously mentioned papers that follows the systematic literature review 

method, which makes it a valuable addition to the field of fog computing. 

 

1.3 Problem formulation 

Fog Computing is considered to be an extension of cloud computing. As 

such, it inherits some of the security features as well as security threats. 

However, it has a lot of differences with both cloud computing and other 

edge computing paradigms. Such differences originate because of the 

different architecture of each paradigm, and extend to security threats, 

challenges and best practices. Considering this, the following aspects of fog 

computing need to be studied and analyzed independently: 

  



   
 

1) Fog computing model architecture 

a. Difference with other paradigms 

2) Fog computing security threats and challenges 

a. Device Authentication 

b. Access Control 

c. Intrusion Detection 

d. Secure data transmission and storage 

 

Fog computing architecture is the first thing that needs to be studied, in 

order to properly understand the difference with other paradigms. 

Understanding the architecture is necessary in order to investigate security 

threats and challenges, since these threats are usually trying to exploit a flaw 

in the architecture. Security aspects are more or less the same with any other 

networking paradigm -authentication, intrusion detection, etc-, but need to be 

studied under the scope of fog computing. Attackers may try to exploit 

unique vulnerabilities and characteristics of fog computing in order to launch 

an attack that would not otherwise be possible in already established 

computing paradigms, such as cloud computing, which have been properly 

studied and implemented with the required security measures. 

 

1.4 Motivation 

Fog computing is a networking paradigm which addresses a lot of issues that 

emerge from the extensive growth of IoT environments. Being a new 

paradigm, it needs to be extensively studied so as to identify the security risks 

that may arise. Implementation of fog computing is still quite limited, mostly 

due to the lack of standardization and the amount of implemented use cases. 

With current research being the main documentation about fog computing 

security, we believe that a systematic literature review is necessary in order to 

identify fog computing security issues and advance the research on this area. 

 

1.5 Objectives 

O1 Conduct a study on Fog computing definition and architecture 

and compare it to other computing paradigms. 

O2 Starting from the insight that was gained through O1, conduct a 

Systematic Literature Review about Fog computing security 

threats and challenges 

O3 Synthesize the results of O2 to produce a classification of Fog 

security issues 

O4 Based on O1, O2 and O3, produce a list of suggestions/ 

solutions for each of the security issues. 

 



   
 

This thesis project will provide an analytical overview of fog computing and 

will illustrate the security issues that have been identified and agreed upon by 

previous research as well as the best practices to address these issues. 

1.6 Scope/Limitation  

Fog computing is a new computing paradigm, that has not yet been 

standardized. As a result, implementations are limited and security aspects 

are still being investigated. This thesis project aims to gather the research that 

has been done on the topic, filter the results and provide a comprehensive 

overview of fog computing and the security challenges that have been 

identified so far. As such, this project will not include new penetration testing 

or suggest new security solutions. Instead, we are going to locate papers that 

address specific research questions that we defined and synthesize the results 

in a systematic way, in order to produce a solid overview of the previous 

research that has been done on the subject. 

 

1.7 Target group  

The target group of this thesis project can vary from companies that want to 

implement fog computing architectures, to software engineers and future 

researchers that want to know what are the results of the research that has 

already been done. Implementations of fog architecture are limited and a 

company that is interested in implementing such architecture would need to 

be aware of the security aspects, in order to make an informed decision. A 

software engineer that is developing fog-enabled applications needs to know 

the types of potential security threats in order to create a secure application. 

Furthermore, a systematic literature review can be very useful to future 

researchers, that want to pinpoint what research has already been made, in 

order to build on that, suggest something new, or provide solutions to the 

unresolved challenges. 

 

1.8 Outline  

The following chapters of this thesis project are organized as follows. 

Chapter 2 will describe the method that was used in this project. Chapter 3 

will serve in giving a thorough answer to the first objective, providing a fog 

computing definition, characteristics, proposed architecture and comparison 

with other paradigms. Chapter 4 will address the second objective, by 

showing the process that was followed for the Systematic Literature review. 

Chapter 5 will cover the last two objectives by illustrating the results of the 

Systematic Literature Review as a classification of the security threats and 

challenges that were previously described. Furthermore, we will produce a 



   
 

mapping of the various solutions that were proposed in each paper. Finally, 

chapter 6 will provide with a summary and discussion of our results, while 

chapter 7 will serve as an evaluation of our results and will provide directions 

for future research. 

 

2 Method 
 

For the first objective, we performed a literature review study, in order to 

provide a comprehensive overview of the fog computing paradigm, 

architecture, applications and characteristics. For the second objective, the 

method that we used is Systematic Literature Review. The decision was made 

due to the fact that fog computing has not been standardized yet, but there is 

a significant amount of research already being done on the subject of fog 

security. However, each paper may focus on some aspects of fog security, use 

different terminology, or even not recognize some areas as security 

challenges. Our goal is to provide a clear classification of the areas of fog 

computing that pose a challenge, as far as security is concerned. 

In order to do the systematic literature review, we followed the 

guidelines proposed by Siddaway [13] in the paper „What is a systematic 

literature review and how do I do one?‟. The process involves the following 

steps: 

 

 Produce at least one research question. 

 Create search terms, based on the research questions. 

 Create inclusion & exclusion criteria. 

 Search at least two different electronic databases. 

 Inspect the relativity of the results, considering if some of the 

previously defined criteria and search terms need to be changed. 

 Do multiple searches to make sure that all relevant results are 

gathered. 

 Collect the search results and apply the exclusion criteria after reading 

the abstracts. 

 Decide if the research synthesis will be quantitative or qualitative. 

 Present the results. 

 

The process of implementing the previous steps is presented 

analytically in chapter 4, and the results of the research synthesis are 

presented in chapter 5. 

 

 



   
 

2.1 Reliability and Validity  

 

The method that was followed in this project is Systematic Literature 

Review. Due to the nature of this method, the reliability of this thesis depends 

to the work that has been investigated. It comes without question that we 

used only peer reviewed sources, which have been further filtered and 

judged, depending on the quality of their content as well as the reliability of 

their corresponding publisher. 

The results and conclusions of this project should be valid, since they 

do not include any personal opinion or estimation. Instead they are a 

collection of data, based on the results of previous research. 

Possible estimations and guesses about the future of this subject are 

only made in the discussion section, as part of a personal understanding of 

what may happen in this field in the future. 

 

2.2 Ethical Considerations  

 

There aren‟t any ethical considerations to be mentioned about this thesis 

project, since there was no experiment or survey involved in the process. All 

the sources that were used are published online. Previous work has been 

properly cited and the source material has been treated with respect. 

Furthermore, there has not been any personal bias regarding the results of the 

Systematic Literature Review. 

 

 
  



   
 

3 Fog computing 
 

IoT is an integral part of business nowadays. Medicine, manufacturing, 

transportation and many more industries depend on IoT for data, awareness 

and response to various events [5]. Cameras can provide intrusion detection 

by detecting movement and sending the appropriate alert signal. In medicine, 

any change in a patient‟s vitals can be reported directly to the doctor, 

providing the doctor with much needed time and information to properly 

handle the situation.  

Entrepreneurs constantly try to think of different types of “things” that 

could be connected to the internet in order to create more business 

opportunities. For example, geolocation has given birth to various transport 

services. 

IoT devices have limited storage, low computing capabilities and are 

generally highly distributed and heterogeneous small sized objects. Due to 

these characteristics, IoT is difficult to provide attributes such as reliability, 

flexibility and scalability, interoperability and efficiency. However, basic 

networking capabilities enable IoT  devices to connect to the Internet, as well 

as with each other, via heterogeneous access networks. Connectivity of the 

IoT devices enables the use of Cloud computing, which offers “on-demand 

service provision, ubiquitous access, resource pooling and elasticity” [14], 

thus solving a lot of IoT issues. As a result, IoT has access to centralized, 

shared computing resources and storage services. Integrating IoT and Cloud 

also offers other benefits that include easier management, scalability and 

single-point application deployment. The result of the integration is a basic, 

two layer architecture model. The top layer is basically the cloud, where data 

gathered by end devices can be processed and stored. The bottom layer 

consists of a large number of IoT devices, which are connected to the cloud, 

but possibly also to each other. 

In spite of the obvious benefits of integrating IoT and cloud computing, 

this approach does not come without its problems. The traditional Cloud 

based IoT architecture means sending all the data from the edge devices 

directly to a logically centralized server for processing and storage, 

something that comes with the cost of increased latency and high bandwidth 

consumption across the network. Even more importantly, sending large 

amounts of data from the IoT devices that are at the edge of the network, to a 

central cloud server involves a greater risk for security breaches [15]. This 

can lead to the loss of data, compromised data integrity and monetary costs. 

The ever increasing usage of IoT devices and the continuous 

investment in such technologies reveal the need for a new kind of 

infrastructure. As Cisco states, “Today‟s cloud models are not designed for 

the volume, variety, and velocity of data that the IoT generates” [5]. Their 

prognosis, back in 2015, when the issue of Cloud insufficiency for IoT needs 



   
 

was just emerging, was that by 2020, more than 50 billion “things” are going 

to be connected to the Internet. It is not hard to imagine that an enormous 

amount of bandwidth would be needed in order to move all the data 

generated by “things” to the Cloud for analysis and storage.  

There are different types of “things”, such as small Bluetooth devices at 

home networks [16] or Z-wave devices [17], that are not always assigned an 

IP but are using simple, industry specific protocols in order to communicate 

with some controller.  In order to send the data from such devices to the 

cloud, it needs to be assigned an IP.  

Another challenge emerges from the need to perform immediate data 

analysis. A device that is monitoring a hospital patient‟s vitals is generating 

data constantly. A change in the patient‟s vitals must be detected, analysed 

and reported immediately, in order for the doctors to be notified in time and 

take the appropriate actions to prevent the deterioration of the patient‟s 

health. 

The standard approach of sending all the data from the network edge to 

the cloud adds a lot of latency and the amount of data generated from a huge 

number of devices consumes enormous amounts of bandwidth. All of the 

aforementioned issues, when connecting edge devices to the cloud, are also 

highlighted by the OpenFog Consortium [6]: 

 

 Connected devices are creating data at an exponentially growing rate, 

which will drive performance and network congestion challenges at 

the edge of infrastructure. 

 There are performance, security, bandwidth, reliability, and many 

other concerns that make cloud-only solutions impractical for many 

use cases. 

Such issues illustrate the need for a new computing model, which will 

serve as an upgrade to the cloud based IoT model, with regard to the 

following requirements [5],[18]: 

 

 Minimize latency. Applications that run on devices at the network 

edge are often at a great distance of the corresponding data center. 

Provisioning resources in a centralized manner introduces some delay 

by default, which may be not tolerable, depending on the nature of 

the application. 

 Conserve network bandwidth. Handle a large number of end devices. 

Vast amounts of data generated from end devices is impractical to 

move to centralized DCs for processing because of the amount of 

bandwidth that is utilized to perform such an operation.  



   
 

 Address security concerns. IoT generated data needs to be protected 

while transferred and stored. Access control, with proper 

authentication is also needed, both for the data and the end devices. 

 Collect and secure data across a wide geographic area with different 

environmental conditions, while maintaining strict location 

awareness. Cloud location services are global but centralized, 

possibly having issues guaranteeing a high level of location 

awareness. Furthermore, devices in harsher environments may need 

to be deployed and handled differently, compared to devices in 

controlled environments, such as an office. 

 Move data to the best place for processing. Depending on the type of 

data and how fast processing needs to take place, cloud servers may 

not always be the appropriate destination. 

 Cloud support and scalability. Although centralized processing may 

cause issues, it is still needed for more permanent storage and higher 

processing resources. The new model needs to cooperate with cloud 

and also scale depending on the needs. 

These requirements are by no means met by traditional IoT over cloud 

architectures. The idea of the new model, initially described by Cisco [5], is 

to analyse most of the data that is produced from IoT devices, near the point 

where it is produced. Thus, the new approach that emerged is referred to as 

Fog Computing. 

3.1 Fog computing Paradigm 

 
According to OpenFog [19], fog computing is:  

 

“A horizontal, system-level architecture that distributes computing, storage, 

control and networking functions closer to the users along a cloud-to-thing 

continuum.” 

 

A more detailed -and somewhat debatable- definition of fog computing 

is proposed by Vaquero et al. [20], which also includes the idea of 

cooperation between fog nodes and the concept of users: 

 

“Fog computing is a scenario where a huge number of heterogeneous 

(wireless and sometimes autonomous) ubiquitous and decentralized devices 

communicate and potentially cooperate among them and with the network to 

perform storage and processing tasks without the intervention of third-

parties. These tasks can be for supporting basic network functions or new 



   
 

services and applications that run in a sandboxed environment. Users leasing 

part of their devices to host these services get incentives for doing so” 

 

Fog computing is not meant as a model to replace the traditional cloud 

based computational model, but rather to extend it, adding extra modules 

within various layers of the current network‟s topology. As a result, 

extending the network topology with fog computing, should preserve all the 

already existing benefits of cloud, specifically “containerization, 

virtualization, orchestration, manageability, and efficiency” . The aim of this 

model is to move the computations closer to the edge of the network. The 

computational, networking, storage and acceleration elements of this new 

model are known as fog nodes. Any device that has computing capabilities, 

network connectivity and storage is suited to be a fog node. Some examples 

of such devices would be: routers, switches, access points, etc. These devices 

can theoretically be placed anywhere there is a network connection. Fog 

nodes are not regarded as being necessarily at the network edge, but rather 

create the more fluid “fog layer” between the end devices and the cloud. The 

most simple interpretation of this model, leads to a three tier architecture 

[11], [12], [21], which is also the most common architecture used in fog 

computing. 

 

3.2 Applications and Functionality 

 

Fog computing can be applied in various scenarios, which can be quite 

diverse, since IoT has thousands of possible applications. A common 

attribute of many of these applications is the need to analyse real time data in 

order to trigger an event. This event could either be reporting the result of the 

analysis or initializing an appropriate re-action, either machine to machine or 

human to machine. Some examples would be initiating an alert due to high 

temperature in a factory, reporting deteriorating vital signs of a patient, 

locking/unlocking a door, etc. Dubey et al. [22] introduced fog computing in 

a medical environment in order to overcome cloud related issues. Tao et al. 

[23] even used an integration of Fog, Cloud and 5G technologies in order to 

propose a hybrid computing model that provides more sophisticated and 

reliable V2G (Vehicle to Grid) services.  Since the applications are 

numerous, it is possible to only produce some general guidelines of when 

should fog computing be considered. Fog computing is appropriate when: 

 

 The data is collected at the far edge, such as sensors. 

 There is a big amount of end devices generating data, spread across a 

large geographical area. 



   
 

 There is the need for immediate analysis and actions based on the 

data. 

 

Fog nodes run specifically developed IoT applications. Data produced 

from IoT devices is send to the fog nodes that are closer to the network edge 

using various protocols, in real time. Then the IoT-enabled application on the 

fog node decides what the optimal place to analyse and store the data is and 

acts accordingly. That means that time critical data is analysed on the fog 

node that is closer to the devices that generate the data, where the response 

time is minimal and storage is most of the time transient. Periodic summaries 

of such data analysis are also sent to the cloud. Data that is time sensitive but 

not that critical is sent to a fog aggregation node. Finally, data that is not time 

sensitive is sent to the cloud, where big data analytics and long-time storage 

is possible. This process is summarized in the table 3.1, as illustrated in a 

White Paper [5] published from Cisco. 

 

 Fog nodes 

close to the 

edge 

Fog aggregation nodes Cloud 

Response 

time 

Milliseconds Seconds, minutes Minutes, days or 

more 

How long 

data is 

stored 

Transient Temporary: hours, days, 

maybe weeks 

Months, years 

Geographic 

coverage 

Local Larger than local, smaller 

than global 

Global 

Table 3.1 From Edge to Cloud 

3.3 Fog Architecture 

 

Generally, fog computing architecture is presented as layered systems 

architecture. According to Garlan et al. [24]: 

 

“A layered system is organized hierarchically, each layer providing service 

to the layer above it and serving as a client to the layer below” 

 

In Fog computing scenario, typical layers include the cloud layer, the fog 

layer and the edge/device layer. 



   
 

3.3.1 Layered Architectures 

The three tier architecture [11], [12], [21], also shown in figure 3-1, is the 

simplest and most commonly accepted and referred architecture in fog 

computing. Each tier consists of: 

 

Tier 1. “Things”, or end 

devices. This bottom tier is 

composed by the IoT enabled 

devices, otherwise referred to as 

Terminal Nodes (TNs). TNs can 

be either mobile or stationary. 

Mobile TNs are usually carried 

by people and can be smart 

phones, cameras, trackers or 

even vehicles. Single group TNs 

can connect with each other, 

forming a wireless ad hoc 

network. Stationary TNs are 

pre-deployed on specific 

positions in order to fulfil a 

certain task, such as measure 

temperature, monitor the air 

quality, etc. They generally 

support wireless connectivity, 

but have limited storage and 

computing resources. Their 

main role is to gather raw data and transmit it to the nodes of the upper 

layer. 

Tier 2. The Fog computing layer is the middle tier of the architecture. It 

consists of intermediate devices that need to have computing, routing, 

packet forwarding and storage capabilities. This role is fulfilled by local 

servers or network equipment, such as routers, access points and switches 

that are properly upgraded with computing and storage capabilities. The 

distribution of the fog nodes is done in a hierarchical manner, between the 

TNs and the cloud servers. Bringing such devices close to the edge 

effectively reduces the processing load on the resource-starved TNs. 

Furthermore, it is possible to relegate real-time applications to the fog 

nodes in order to bring such latency sensitive applications closer to the 

edge. By being single-hop distance away from the TNs, fog nodes also 

have accurate regional knowledge and precise location awareness. 

Tier 3. Cloud servers and data centers with massive storage and 

computation resources comprise the top tier of the architecture, 

commonly referred to as the cloud computing tier. It has accessibility 

Figure 3-1 Three Layer Fog Architecture 



   
 

from anywhere and anytime, as far as the end device has Internet 

connection. The cloud tier is responsible for global analysis and storage 

of the data that is submitted by the fog nodes, but also forwards policies 

to the fog nodes for QoS puproses. 

 

 

The fog layer significantly reduces the end to end delay for service 

requests, but there are scenarios where big amounts of service requests come 

with different delay constraints. It may be that the current fog layer resource 

pool is not enough for all the requests, but that doesn‟t necessarily mean the 

requests need to be forwarded to the Cloud. In order to address this issue, 

Souza [25] provided a four layer fog architecture model, also shown in figure 

3-2, namely the Combined Fog-Cloud (CFC): 

Tier 1. This layer consists 

mostly of TNs which are 

wirelessly connected and that 

generate service requests but 

also provide resources to the 

CFC architecture 

Tier 2. This tier is the first fog 

layer. It consists of relatively 

low resource fog servers which 

are wirelessly connected to the 

end devices by distance of one 

hop. The purpose of this layer 

is to provide minimum delay 

for real-time service requests. 

Tier 3. The third tier is a 

second Fog layer, which 

consists of mostly fixed fog 

aggregation nodes. The latency is still low but higher compared to the 

second tier, but the capacity of the servers is increased so as to achieve 

resource aggregation for a wider area. 

Tier 4. The fourth tier consists of the traditional cloud servers, which 

offer theoretically vast amount of resources but with the cost of much 

higher latency. 

 

Figure 3-2 Four Layer Fog Architecture 



   
 

3.3.2 Alternative layer architecture 

Alternatively, Aazam and Huh [26] present a layered architecture which is 

illustrated in the table 3.2. The physical and virtualization layer consists of 

TNs and virtual sensor nodes. The monitoring layer monitors the activity of 

the nodes and networks of the lower layer as well as checks the energy 

consumption in order to prevent possible malfunctions. The pre-processing 

layer handles tasks related with data management such as data trimming and 

filtering, reducing the amount of bulk data and keeping what is needed. The 

temporary storage layer is storing the data while performing the necessary 

replication or de-duplication until it is uploaded to the cloud or not needed 

anymore. The security layer is responsible for issues such as maintaining the 

privacy of data, encryption and decryption and taking data integrity 

measures. Finally, the transport layer is tasked with sending the data to the 

cloud.  

 

Transport Layer Data is uploaded to the Cloud 

Security Layer Encryption/Decryption, Data integrity and 

Privacy 

Temporary Storage 

Layer 

Storage until the data is uploaded to Cloud 

Pre-processing Layer Analysis, Filtering and Trimming of Data 

Monitoring Layer Activity, Service, Resource and Power 

Consumption Monitoring 

Physical and 

Virtualization Layer 

TNs, Virtual/physical sensor networks. 

Table 3.2 Alternative layer architecture 

 

3.4 Key Differences of Fog Computing with other Computing 

paradigms 

 

Fog computing inherits some characteristics from cloud computing, while 

also shares some of the principles behind edge computing. As a result, it has 

important differences with other computing paradigms, either Edge-

influenced paradigms or cloud computing. 

 

3.4.1 Fog  computing vs Cloud computing 

Fog computing is dependent to cloud computing and vice versa, in how it 

manages to provide computational, application and storage resource and 

service requests. Although the two models depend on each other, their 

characteristics differ quite a lot [7]. Cloud offers a centralized computing 



   
 

model, while fog consists of distributed nodes, handled in both a centralized 

and decentralized fashion. The deployment cost of cloud computing is quite 

higher since fog offers ad-hoc deploying which requires less sophisticated 

planning. Size wise, data centers are very large but the fog layer can also 

consist of quite a big number of fog nodes. Cloud computing latency is much 

higher than fog computing, but it also offers more reliability. Maintenance for 

cloud servers can often prove a more complicated task. Both models supports 

a variety of applications, with fog computing being much more efficient for 

time critical applications. Lastly, geographic coverage and resource 

optimization in fog computing is local, in contrast with cloud computing, 

where it is global. 

 

3.4.2 Fog computing vs Edge computing 

Fog computing is often confused with Edge computing, which is a different 

paradigm, despite the fact that they share some common attributes. It could 

be argued that the idea of fog computing is based on the underlying principle 

of edge computing. As Linthicum states in his article [3], “In essence, fog is 

the standard, and edge is the concept”. Both models aim to lower 

communication latency, while also reduce network congestion. They are 

different however in their approach concerning the location of the 

computational recourses and where the data analysis and storage is going to 

take place.  

The idea behind edge computing is to move computation close to the 

data producing devices, or more accurately, to enable data processing at the 

edge network. The edge network is defined as opposed to the core network 

[12] and it consists of end devices, edge devices, edge servers, etc. Every 

edge component is responsible for data analysis using its own computational 

resources.  On the other hand, in fog computing, nodes choose between either 

processing data using fog resources, or sending the data to the Cloud. Thus, 

fog computing distributes the management of resources throughout the 

network, not just on the edge of the network. Furthermore, fog computing 

provides a “cloud to thing” continuum of services and supports a variety of 

IoT applications, which are not limited to the cellular network. A clear 

distinction is depicted on the Table 3.3: 

 

 

Fog computing Edge computing 

Hierarchical Small number of layers 

Cooperates with cloud Excludes cloud 

Addresses computation, 

networking, storage, control, 

acceleration 

Mainly addresses computation 

Table 3.3 Fog Vs Edge 



   
 

 

3.4.3 Fog computing vs other computing paradigms 

Mobile Edge Computing (MEC) [27] was introduced in 2014 as an industry 

specification from the European Telecommunications Standards Institute 

(ETSI). This is an effort to standardize the integration of edge computing into 

the mobile network architecture. 

Cloudlets is one of the first edge computing concepts and was 

introduced by Satyanarayanan [28] back in 2009. The cloudlet is the 

intermediate layer of a three-tier architecture with the bottom layer consisting 

of mobile devices and the uppermost layer being the cloud. It can be 

described as a “data center in a box” [29], with ultimate goal to  bring the 

cloud closer to mobile devices. One or more virtual machines are responsible 

for handling the computations of the mobile devices. The concept could be 

compared to Wifi, but instead of Internet connectivity, cloudlets provide 

cloud service. 

Although both Cloudlets and MEC are also being driven by edge 

computing and are both excellent subjects for research opportunities, Fog 

computing seems to be trying to offer a more broad solution. Fog computing 

covers a broader spectrum of IoT applications, focuses more on real-time 

interaction between different edge nodes and also “stresses the need for 

efficient communication between edge nodes” [29]. On the other hand, fog 

computing strictly requires cloud computing, where MEC, for example, can 

operate in standalone mode.  

 

3.4.4 Fog computing characteristics 

After providing a definition and proper overview of the architecture and 

functionality of Fog computing, it is essential to identify all the unique and 

essential characteristics [11], [12], [30], [29] that separate it from other 

paradigms, especially cloud computing. 

 

a) Location awareness: It is possible to trace the location of the fog 

nodes while the nodes themselves can provide applications with 

awareness of the TN‟s geographic location. Therefore it is always 

possible to identify the location of the end device. 

b)  Geographical distribution: Fog nodes can be geographically wide-

spread and available in large numbers, deployed in such a manner to 

guarantee the quality of data transmission, even if TNs are mobile. If 

the service latency becomes poor, due to the TN moving far away 

from the corresponding fog node, then the application on the mobile 



   
 

device can be instructed to connect to a different fog node that is 

closer and can offer better latency. 

c) Low Latency: Due to their computational and storage capabilities, the 

fog nodes can act on the data sent by the TNs without necessarily the 

interference of cloud. Moreover, since fog nodes are close to the edge 

by default, the response time is much lower than if the data was sent 

to the cloud. 

d) Large-Scale IoT Applications Support: Fog nodes can support large 

scale IoT applications, such as environment monitoring or other large 

scale distributed systems, which would cause an overhead if they 

were managed in a centralized infrastructure. For such applications, 

fog computing has enough autonomy and scalability to support a huge 

number of TNs. 

e) Decentralization: There is not a centralized server between the fog 

nodes in order to manage services. The fog nodes are autonomous and 

cooperate with each other in order to provide services to the end 

users. 

Furthermore, there are some less unique features of fog computing, which 

include: 

 

a) Predominant role of wireless access: Communications between the 

device and the fog layer are implemented mainly through wireless 

communication.  

b) Strong presence of streaming and real-time applications: Fog 

computing addresses the issue of latency, which makes it appropriate 

to use for such applications.  

c) Heterogeneity: Fog nodes can differ in forms (switches, routers, 

specialized equipment) and can be deployed in various environments. 

d) Support for Mobility: Fog applications often interact with mobile 

devices (cars, phones) and are required to support mobility techniques 

and protocols.  

e) Interactivity between fog and cloud: Fog nodes do not provide 

services independently, but interact with the cloud in order to create a 

“cloud-to-thing” continuum. 

f) Fog nodes can offer special services that would be required only 

because of the nature of IoT devices, such as translation between IP to 

non-IP transport protocols. 

 



   
 

3.5 Fog Security 

 

Since Fog computing has not been standardized or widely adopted yet, 

research has been more focused on defining the fog architecture, establishing 

the neseccary characteristics and distinguishing fog from the other computing 

paradigms. As a result, research on fog security is more limited and this is 

natural, considering the limited implementation of fog environments. 

Nonetheless, as with any other computing paradigm, security should never be 

neglected, even more so today, when security breaches are so common and 

privacy is as important as ever [73]. Being an extention of cloud computing, 

fog computing faces some of the same security challenges, but these 

challenges have to be considered through a different perspective. We clarified 

this new perspective by investigating the fog computing requirements in 

chapter 3,  functionality and applications in section 3.2 and architectures in 

section 3.3. The main distinguishing feature of fog computing is the 

additional layer it introduces to the traditional Cloud-IoT environment. As we 

already established, the fog layer is not just a networking layer, but it is 

supposed to provide computational and storage resources, making the fog 

nodes take the role of a mini data center. However, the fog nodes do not have 

the resources to provide the same level of security of  cloud servers. Well 

known malicious attacks can possibly affect the fog environment, while new 

attacks are also possible, since a new architecture  inevitably introduces new 

vulnerabilities.  

As we have already presented the fog computing characteristics, a 

simple evaluation of these characteristics from the security point of view, can 

reveal various security issues. For example, location awareness could as 

easily mean location privacy breach. Large scale IoT applications and large 

geographic distribution along with heterogeneity could make an end-to-end 

trust model difficult to implement. Furthermore, the fact that wireless 

connections have a predominant role in fog computing, leads to various 

security challenges that wireless protocols already have. 

Many security concerns arise when considering the characteristics of 

fog computing, the proposed architectures and the possible fog applications. 

Facing new security threats -or established ones that are adapted to the fog 

paradigm- is inevitable. Naturally, there are a lot of challenges in order to 

properly secure the fog environment from these threats. 

The main focus of this thesis project will be to make a classification of 

these security threats and challenges, as well as  present the solutions that 

have been proposed so far. 



   
 

4 Systematic Literature Review Process 
 

Following the instructions suggested in [13], in order to create the 

appropriate search terms, we split the second objective into three research 

questions: 

 

1) Which are the security threats in fog computing? 

2) Which are the security challenges in fog computing? 

3) What solutions have been proposed to address the security challenges 

of fog computing? 

 

Using keywords based on the research questions, we searched through 

four digital libraries, namely IEEE, ACM, Wiley InterScience and Google 

Scholar, to find articles, papers and journals that match our search criteria. 

We filtered the results based on specific inclusion and exclusion criteria and 

we performed a qualitative research synthesis [13], according to the issues set 

in the research questions. 

 

4.1 Search Terms 

To perform the Systematic Literature Review, we broke down the research 

questions into single concepts, in order to create proper search terms. The 

initial terms that we considered were: ‘fog computing’, ‘security threats’, 

‘security challenges’ and ‘security solutions’.  

The first iteration of searches using these terms produced very few 

results when they were applied on metadata only, such as the title, the 

abstract and the keywords, but too many results when applied to the whole 

text. Specifically, searching for “fog computing security challenges” in 

ACM, produced 458.459 results, while searching for “(+fog +computing 

+security +challenges)” produced only 9 results. In the first situation, 

performing a systematic literature review on 458.459 papers was impossible. 

In the second situation, the number of papers was relatively small and we 

could be missing papers that talk about security challenges, but don‟t use the 

term “challenge” in the title or keywords, since it is not a strictly computing 

term.  

As the first iteration was considered unsuccessful, we tried to change 

the terms that we used for the search. The main issue was breaking down the 

second research question, to proper scientific terms. We tried terms such as 

“security issues”, “security restrictions”, but they all proved insufficient to 

provide a meaningful result list. As a result, we decided to generalize the 

search terms for the second research question but searched only in the title 

and the abstract or the keywords, depending what options each digital library 



   
 

offered. As a result, we used “fog security” as a search term, but requested 

this term to belong to the title, abstract or keywords, so as to ensure the 

content of the paper as much as possible. The terms used for the first research 

question were “fog threats” and “fog vulnerabilities”, in order to make sure 

that we wouldn‟t miss any papers that did not use the term “threats” in their 

title and keywords. Finally, we did not include a separate search for the third 

research question, since any search terms we tried produced results that only 

overlapped and were completely covered by the search term “fog security”. 

Since the search using the term “fog security” would probably produce the 

largest result set, we applied it first. In the follow-up searches, using the 

terms “fog threats” and “fog vulnerabilities”, the result set was expected to be 

smaller, and duplicate papers would be easier to pinpoint and exclude. 

Each one of the four digital libraries that we used for our searches 

implements a different system for querying the database, meaning that 

advanced search filtering offers different options. As a result, the exact final 

search queries were the following: 

 

 

Search 

Term 

Digital library Query or Advanced/Refined Search 

 

 

Fog AND 

Security 

ACM 
„acmdlTitle:(+Fog +Security) OR 

keywords.author.keyword:(+Fog +Security)‟ 

 

Wiley InterScience 

Refined Search, „Fog AND Security‟ in title 

OR „Fog AND Security‟ in keywords 

 

IEEE 

'(("Author Keywords":Fog AND security) OR 

("Document Title":fog AND security))‟ 

Google Scholar „Fog AND Security‟ 

Table 4.1 Search Queries 

The search terms „Fog AND Threats‟ and „Fog AND Vulnerabilities‟, that 

are not included in the table 4.1, follow the same pattern as „Fog AND 

Security‟ in table 4.1, for constructing the query corresponding to each digital 

library. 

 

4.2 Inclusion & exclusion criteria 

The papers that were found using the search terms did not always fit the 

purpose of our review. In order to select only the papers that were relevant to 

our research questions, we applied specific inclusion and exclusion criteria.  

 

Inclusion criteria: 

1) Research contains at least one security threat for fog computing. 



   
 

2) Research analyzes one or more security aspects that are challenging in 

fog computing architecture. 

3) Research suggests a solution to a security issue in fog computing. 

 

Exclusion criteria: 

1) Research mentions but does not analyze security challenges/solutions 

in fog computing. 

2) Research matches all the search terms, has a solid abstract, but the 

approach to security is either too broad or too specific. 

3) Research content was not considered scientific enough. 

4) Research proposes a fog-based solution to a security issue of another 

system, does not propose a solution to a fog security issue. 

5) Irrelevant subject matter, based on paper title. 

 

 

The fifth exclusion criterion, “irrelevant subject matter, based on 

research title”, was used mainly because of an issue we encountered while 

using the IEEE search engine. When doing a search with the terms “fog 

security” in the IEEE library, including only results that contain the search 

terms in the title or in the keywords, we received too many papers that 

actually did not include the search terms in the title or the keywords.  We do 

not know if this behavior of IEEE search engine is intended or not, but it 

caused the search results to include a lot of papers that were not related at all 

with our research questions and could justifiably be disregarded only by 

checking the paper title. Papers that were excluded because of criteria 1, 2, 3 

and 4, will be cited, since they may be study-worthy papers on the subject of 

fog computing, but do not specifically address our research questions. Papers 

excluded due to criterion 5, will not be cited, as they are not that relevant 

with the subject of fog computing security. 

The inclusion and exclusion procedure was done in three stages. In the 

first stage, we only applied exclusion criterion 5 to the result set of each 

search, effectively trimming the result set, by removing papers that were 

effectively irrelevant to our topic.  

In the second stage, we documented the citations of the trimmed result 

set, and read the abstracts of the papers. Using the content of the abstract we 

applied our remaining inclusion and exclusion criteria on each paper, in order 

to check if it should be included in the systematic literature review. 

The third stage was introduced for situations when the abstract proved 

to be inconclusive on whether or not the paper should be disregarded. In 

these scenarios, the whole content of the paper was reviewed in order to 

reach an informed decision. 

  



   
 

4.3 Search results 

 

As we described above, exclusion criterion number 5 was applied 

immediately after we got the results of a search. For example, when we 

applied the search terms „fog AND security‟ at the ACM library, we received 

an initial result set of 8 papers, which was trimmed down to a topic-relevant 

result set of 4 papers. The same process continued for all the search terms and 

all the libraries, and it is described in the table 4.2. While a single paper is not 

generally published in more than one digital libraries, we encountered a lot of 

duplicate results, due to the fact that some of the search results of the more 

general terms „fog security‟, overlapped with others results from the most 

specific terms „fog threats/vulnerabilities‟. As a result, along with criterion 5, 

we also removed duplicate papers. Finally, table 4.2 also shows the exact 

papers that were found per search, after applying exclusion criterion 5 and 

removing duplicates. 

 

 

Search Term 

 

Digital 

library 

 

Number 

of total 

results 

Results after 

criterion 5 

and duplicate 

removal 

 

Paper Title 

 

 

 

 

Fog AND 

security 

 

ACM 8 4 [31], [32], [33], [18] 

Wiley interSc. 4 1 [34] 

 

 

IEEE 

 

 

236 

 

 

30 

[11], [12], [35], [36], 

[37], [9], [38], [39], 

[40], [41], [42], [43], 

[44], [45], [46], [47], 

[48], [49], [50], [51], 

[52], [53], [54], [55], 

[56], [57], [58], [59], 

[60], [61] 

Google 

Scholar 

>1000 9 [62], [63], [64], [20], 

[10], [8], [65], [66], [67] 

 

Fog AND 

threats 

 

ACM 3 1 [68] 

Wiley interSc. 2 - - 

IEEE 33 2 [69], [70] 

Google 

Scholar 

>1000 - - 

 

Fog AND 

vulnerabilities 

ACM 4 1 [71] 

Wiley interSc. 3 - - 

IEEE 10 - - 

Google 

Scholar 

>1000 - - 

Table 4.2 Preliminary and trimmed search result set 



   
 

Google scholar doesn‟t provide with a proper filtering option, 

producing thousands of results with each search. Since the results are sorted 

by relevance, we checked the first 50 for each of the three searches that was 

done in Google scholar. Even before reaching the 50
th

 paper, we noticed that 

the relevance of the papers was steadily deteriorating, to the point they were 

completely out of topic. Then we continued with the same procedure as with 

all the other searches. It is also important to note that even after we received 

the final result set that is shown in the last column of table 4.2, we kept doing 

search iterations, while changing the queries that we used. We applied less 

strict filtering options in order to generalize our result set and include papers 

that did not appear in our search due to strict search criteria. We also tried to 

use more specific queries in order to ensure that we did not miss any 

inclusion-worthy papers. An example of such a search was the use of the 

query „(((("Document Title":fog) AND "Document Title":security) AND "Author 

Keywords":fog) AND "Author Keywords":security)‟, which was an alternative to 

the search query that produced the initial 236 results. This -quite more 

specific- query, produced 19 results, all of which were duplicates of 

previously found papers. Similarly, the results of all these crosschecking 

extra iterations only produced duplicates of papers that we had already found, 

or papers that matched exclusion criterion 5. Similarly to our thought process 

about papers that matched criterion 5, we concluded that presenting all the 

additional search iterations that produced duplicate results does not hold any 

scientific value for this project.  

At this stage we had gathered a set of 48 papers, but we had not yet 

gone through the second and third stage of our inclusion/exclusion process. 

After reading all the abstracts, while also checking the full-text when it was 

needed, we excluded another 18 papers, bringing the final number of papers 

that were used for the systematic literature review, down to 30, as illustrated 

in table 4.3. Specifically, each paper, or group of papers, was excluded due to 

the following reasons: 

 

 Papers [35], [18] and [20] have fog computing as their main topic, but 

do not invest enough, or at all, into security issues. 

 Paper [33] is about fog security auditing. Although the subject 

concerns fog security, the main text did not include any analysis of 

security challenges. 

 Paper [64] is about policy-driven fog security management. Similarly 

to paper [33], it concerns fog security, but only focuses on the 

management aspect. 

 Paper [65] is about OpenFog security requirements and provides a 

really high level overview of security requirements, which can be 

useful for OpenFog reference architecture [19], but it is not helpful in 

the context of this thesis project. 



   
 

 Papers [67] and [43] propose very interesting and innovative ideas 

about fog security, but their approach is too theoretical. Sun et al. [67] 

proposes a security mechanism based on evolutionary game, while Li 

et al. [43] suggests a differential Game-based security model. These 

papers are certainly worth studying in a different context, but not in 

the scope of this thesis project, since they propose really innovative, 

but far from applicable, ideas. 

 Paper [38] has an interesting topic, but the quality of the content is 

quite poor. There are a lot of grammar and syntax mistakes, often 

making the text difficult to understand. Furthermore, although various 

security issues are indeed mentioned, they are only covered in a basic 

level, without much analysis and depth. 

 Quite a few papers, namely [40], [44]. [51], [52], [53], [55], [60], 

[32], [68], address a security issue of another computing paradigm 

(usually cloud computing) and propose fog computing as a solution, 

or some fog-based solution. Hense, although these papers include a 

lot of information about security issues and fog computing, they do 

not address fog-related security issues. For example, Deepali and Kriti 

[51] suggest using fog computing as a means for defending Cloud 

againgst DDoS attacks. All of these papers present solid security 

solutions, but they do not apply to fog computing security issues. 

 

 

 Before 

Applying 

exclusio

n criteria 

After 

applying 

exclusion 

criterion 1 

After 

applying 

exclusion 

criterion 2 

After 

applying 

exclusion 

criterion 3 

After 

applying 

exclusion 

criterion 4 

Title 

removed 

 

- 

[35], [18], 

[20], [33], 

[64] 

 

[65], [67], 

[43] 

 

[38] 

[40], [44]. [51], 

[52], [53], [55], 

[60], [32], [68] 

Amount 

of 

papers 

removed 

 

- 

 

5 

 

3 

 

1 

 

9 

Total 

papers 

48 43 40 39 30 

Table 4.3 Application of exclusion criteria 

 

 

 

 



   
 

4.4 Research synthesis 

 
The decision to follow a qualitative or quantitative approach to the research 

synthesis depends mainly on the nature of the data that is collected, as well as 

the research questions that we used. Since the result set of papers does not 

involve numerical data, but conceptual and methodological approaches to the 

topic of fog security, we decided that a qualitative approach would be more 

appropriate. For example, quantitative synthesis would be applied if one of 

our research questions was „how many companies have introduced fog 

computing in their applications?‟, or „how many companies experienced an 

intrusion in their fog infrastructure last year?‟ 

  



   
 

5 Systematic Literature Review Results  
 

The systematic literature review results are presented as follows. In 5.1 we 

provide a list of security threats for the fog computing environment along 

with an accompanying description. In 5.2 we illustrate all the security 

challenges as they are presented in the various papers. Finally, in 5.3, we will 

present the security guidelines and solutions that have been proposed for each 

challenge by previous research. 

 

5.1 Security Threats 

 

It proved to be difficult to produce a proper classification of security threats, 

mainly due to the different approach of each paper on the subject. Some 

papers analysed security threat categories, such as tampering and 

eavesdropping [12], others focused on specific attacks, such as Denial of 

Service (DoS) [8] and Man in the Middle (MitM) [34], while others used a 

combination of the two methods. We produced a classification that is as close 

as possible to the original content of the papers, while also trying to group the 

results, in order to produce a more cohesive list. As a result, the items 5.1.1-

5.1.8 in the following list refer to security threat categories, while items 5.1.9, 

5.1.10 and 5.1.11 involve specific types of malicious attacks. The process of 

initiating one these malicious attacks is quite similar to the cloud based IoT 

paradigm. The main difference, is that instead of a routers, switches or access 

points, the fog nodes have additional roles, such as computational and storage 

duties. For example, a rogue fog node in a fog environment would be the 

equivalent of a rogue access point in the cloud-based IoT environment. Table 

5.1 illustrates which papers focus on each type of threat. 

In order to disrupt normal fog computing operations, attackers can 

attempt the following attacks: 

 

5.1.1 Forgery  

Malicious attackers can try to mislead other entities by not only 

forging their identities but also by generating fake information. Faked 

data can also lead to network resource exhaustion, such as storage and 

bandwidth. Forgery can be viewed independently or as part of a MitM 

attack. None of the papers provides in depth analysis about forgery 

[12], since forgery is usually only one of the aspects of a specific 

attach, i.e. MitM. 



   
 

5.1.2 (Data) Tampering  

An attacker can tamper with data by modifying, dropping or delaying 

it. This is often difficult to detect, since the wireless nature of the fog 

network can sometimes result in re-transmissions and delays. 

Alrawais et al. [47] use the term “data alteration” to refer to this 

attack. Successful tampering attempts can be exploited into injection 

attacks [10], [57]. 

 

5.1.3 Jamming / Spam 

Jamming attacks involve the generation of a large amount of useless 

data in order to prevent normal fog nodes from normal 

communication [12]. Spam data is any undesired information that is 

produced by attackers in order to increase resource consumption and 

flood the network, or even attempt privacy leaks through phishing 

attacks. Although jamming and spam are quite closely related terms, 

since both involve flooding the network with useless information, 

spam has been mostly used to refer to e-mail and phishing attacks, 

while jamming is most commonly used in the context of DoS attacks, 

by completely shutting network availability through the transmission 

of junk packages. 

 

5.1.4 Eavesdropping 

Eavesdropping attackers listen on normal communication channels, in 

order to capture packets and retrieve the content. While encryption 

helps a lot versus mitigating eavesdropping as Ni et al. [12] mentions, 

this type of attack is otherwise quite difficult to detect, since it does 

not change anything in the normal network operations [47]. 

 

5.1.5 Physical Tampering 

In contrast with cloud computing, there are certain situations that fog 

computing elements might not be properly protected against physical 

damage. This kind of attack requires the attacker to be in the vicinity 

of the device, an as a result, it is possible to witness the attack, either 

through physical witnesses, or security systems as cameras. 

Furthermore, the impact of the attack will generally be limited to a 

local scope [10]. Rauf et al. [57] also mention physical damage as a 

possible threat, but do not provide any details. 

 



   
 

5.1.6 Impersonation 

Impersonation is a general threat aspect and as such, is only 

mentioned by [12] and [61]. In fog computing, there are two scenarios 

of impersonation. In the first scenario, the attacker impersonates a 

legitimate user (end device) in order to gain access to information, or 

use other services provided by the fog nodes. This scenario can be the 

result of a brute force or phishing attack, and is analyzed by other 

papers as “malicious insider” [11], [10]. In the second scenario of 

impersonation, the attacker impersonates a legitimate fog node, in 

order to provide fake services and execute phishing and MitM attacks.  

Impersonation of a fog node is referred by most papers as a rogue 

node attack, or is used in the context of describing the process behind 

a MitM attack. 

 

5.1.7 Malicious Insiders 

As previously mentioned as an aspect of impersonation, this security 

threat involves a malicious insider that has got access to the user‟s 

password, either through social engineering or a brute force attack 

[66] and has illegitimate access to the user‟s data. This is a breach to 

both data security and user privacy. 

 

5.1.8 Rogue Nodes 

A rogue node is a fog device that pretends to be a normal node of the 

network, and tries to trick users to connect to it. As Roman et al. [10] 

states, the open nature of edge and fog paradigms creates scenarios 

where the attacker may deploy his own rogue gateway device. When 

effectively connected, the attacker can manipulate incoming and 

outgoing requests from the end users or the cloud. As a result, the 

attacker can get access to fog-cloud services, attempt phishing attacks 

or any MitM related attack, which makes the fog node a severe threat 

to data security and privacy.  

 

5.1.9 Sybil attack 

Sybil attacks are common in peer to peer systems [72]. In such 

scenarios, a malicious node generates fake identities and works with 

other attacking nodes in order to disrupt the normal node operation. A 

Sybil attack can involve generating fake crowdsensing reports in 

order to undermine the trustworthiness of crowdsensing results. 

Papers [12] and [61] provide some simple overview of the Sybil 

attack, while [57] merely mentions it. 



   
 

5.1.10 Denial-of-Service 

Using one or more terminals, the attacker floods one or many fog 

nodes with requests, in order to make the services that are normally 

offered unavailable to users. All kinds of communication networks 

are vulnerable to DoS attacks, but fog nodes have an additional 

disadvantage. Compared to the cloud, fog nodes have limited 

resources and are more prone to resource exhaustion, whether this 

involves memory, processing capabilities, or network interfaces. On 

the other hand, affecting the availability of one fog node is not 

disastrous, since only the vicinity of the affected networks is 

impacted. A large scale, coordinated DDoS attack however, that 

targets more than one fog node, can have catastrophic repercussions 

to normal business operations. While most of the papers give a 

general overview of DoS attack in Fog environment, Mukherjee et al. 

[11] goes into further detail by explaing how can such an attach be 

launched by compromised edge nodes, or through spoofing the 

addresses of multiple devices and sending fake requests. Due to the 

highly distributed nature of fog computing, existing defense strategies 

are inadequate. An Iot-Fog network can involve hundreds or 

thousands of end nodes and it is not feasible to authenticate all these 

end devices to the fog nodes, making necessary the use of a third 

party such as a certificate authority. However, a compromised node 

still is a legitimate element of the network [11], making a DoS attack 

still feasible. 

 

5.1.11 Man-in-the-Middle 

In this attack scenario, the attacker is placed between two parties and 

either just intercepts or even changes the information that is 

exchanged, while the two parties believe that they are communicating 

normally with each other. Typically, the attack involves a 

compromised fog gateway and is difficult to detect with traditional 

anomaly detection methods, without having enough distinct features 

of this attack already collected from the fog [70]. When a MitM attack 

is initialized, the attacker can easily attempt most of the 

aforementioned attacks, such as eavesdropping, tampering, jamming, 

etc. The MitM attack is mentioned in a lot of papers, but is only 

thoroughly analyzed in the context of fog computing in [34] and [42], 

by Stojmenovic et al. It is worth noting that paper [34] is based on 

[42], with the addition of some extra content, but the analysis about 

the MitM attack is the same. In [34], Stojmenovic demonstrates the 

effectiveness of such an attack, where a gateway between a 3G and a 

WLAN network is compromised. He concludes that the attack can be 



   
 

quite strealthy as well as very dangerous, since it can affect all the 

devices that communicate through the compromised fog node. 
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[66] 

[12], 

[57], 

[61] 

[12], [34], 

[70], [42], 

[10], [57], [61] 

[11],[12],[8], 

[10], [57], 

[66], [61] 

Table 5.1 Papers per Secyrity Threat 

All the forementioned attacks are a danger for fog computing 

environments, because there are various security aspects that are still being 

investigated. Standards and best practices have not been established yet, 

which leaves systems vurnerable to the threats mentioned in section 5.1. 

Section 5.2 discusses these high level security aspects that we classified as 

challenges in fog computing. 

 

5.2 Security Challenges 

 

Similarly to security threats, the classification of security challenges was not 

straightforward. In the context of this thesis project, a security challenge in 

fog computing is a security aspect, such as authentication or intrusion 

detection, that has not been properly addressed yet in fog environments, 

mostly due to lack of experience and standardization. Some researchers refer 

to specific attacks, such as MitM, as security challenges in fog computing. 

While these papers have been included in the literature review, MitM and 

other security threats have been included in section 5.1, among the threats. 

Section 5.2 includes the high level security aspects of fog computing that we 

are still not able to properly address and researchers are still working on 

possible solutions. Table 5.2 illustrates which papers focus on each challenge. 

 

5.2.1 Trust 

Trust is a very important security mechanism for any edge paradigm 

such as fog computing. However, in contrast to cloud, fog computing 

has very little human intervention and lack of redundancy, meaning 



   
 

that it is more likely for fog nodes to experience downtime [71]. The 

unpredictable status of fog nodes makes them harder to trust. Cloud-

fog-IoT networks must provide secure and reliable services to the end 

users. Trust issues have been identified in fog environments [71], for 

example in the case of a fog node that wants to persuade end devices 

to connect to it. In the context of fog computing, the question “who 

am I interacting with” is solved through authentication mechanisms, 

which establish the basic level of trust between the fog nodes and the 

end devices. However, this is not enough to establish a stable trust 

model, because devices can malfunction or be compromised, but also 

because each fog node is not aware about how its partners are going 

to behave, since they all collaborate to provide services. All the 

elements of a fog environment have a variety of possible 

collaborators. Users can choose between different service providers, 

while service providers can choose between various infrastructure 

providers, etc. Between the fog and the end-device layer, trust should 

be bi-directional. The fog nodes that offer services to IoT devices 

must verify if the end device is legitimate. On the other hand, the IoT 

devices that request some service from the fog nodes, need to know if 

the fog node they interact with is secure, but also that it offers a high 

quality of non-functional requirements, such as low latency. 

Mukherjee et al. [11] defines two questions that need to be answered 

in order to address the trust issue in fog computing: 

 

 “How do we measure trust in a fog service and what are the main 

attributes that define the trust of the fog service?” 

 “Who will verify and monitor these attributes?” 

 

Furthermore, [11] states that although reputation-based models, which 

have been successfuly deployed in Cloud-IoT environments, can be 

used in fog computing, they are not always appropriate, due to the 

dynamic nature of IoT and fog devices. In order to use a reputation 

based model, we need to adapt it to the needs of the fog computing 

paradigm, otherwise we need to evaluate other choices, such as 

opinion-based, evidence-based or monitoring-based trust models. 

 

5.2.2 Network security (secure communication) 

Network security is quite a broad term, but in the context of the 

current research in fog computing, it is generally used to refer to 

secure communication. As with any other wireless technology 

paradigm, fog computing is vulnerable to a lot of wireless-enabled 

attacks, such as sniffer, spoofing, jamming, etc. Abbasi et al. [9] 



   
 

mention that fog network security is really important since fog acts as 

an intermediate layer between cloud and IoT and compromised fog 

nodes or networks can affect the entire infrastructure, if not isolated 

properly. Roman et al. [10] expand on this matter, saying that there 

are numerous of wireless communication technologies that are used in 

fog computing, such as Wi-Fi, 5G and Sigfox, and the administrators 

need to make use of the security protocols that are implemented by 

each different technology. At the same time, security protocols that 

are used by the core infrastructure need to be integrated. This means 

that the various security protocols that are used in cloud-Iot 

communication cannot be directly applied to fog environments. Fog 

nodes have more roles just that forwarding data, but at the same time 

do not have the same resources at the cloud servers. As a result, 

security protocols need to be adapted to the fog paradigm. Effective 

encryption can be difficult to implement, because of the nature of the 

low-on-resources IoT devices, but also because of the need for data 

sharing [12] that is often required in fog environments. Mukherjee et 

al. [11] mention that maintaining the public key infrastructure (PKI) 

can be a very challenging task. Finally, [62] and [46] state that 

network security management can also be a challenging task, because 

of the need to separate management from regular traffic in distributed 

environments of such large scale and without easy access for 

maintenance. 

 

5.2.3 Privacy 

Leakage of private information has been a major issue when services 

as cloud, wireless connectivity and IoT are used, all of which are 

elements of fog computing. Especially with the GDPR [73] in effect, 

users have more rights than ever, concerning how they want to handle 

their private data and who they want to share it with. Researchers 

[36], [62], [50] have identified three separate issues concerning 

privacy in fog computing: 

 

1. Data privacy: Data privacy can be an even bigger challenge in fog 

computing, in comparison to cloud computing, because fog nodes are 

located near the end users and collect an even larger amount of 

sensitive information, compared with the “remote” cloud. This 

problem is actually even more serious, since the application of strong 

cryptographic mechanisms to resource-constrained IoT devices is not 

possible. Furthermore, as stated in [12], identification of sensitive 

data is hard for IoT devices. A single device can produce sensitive 

information along with large volumes of non-sensitive data and the 



   
 

difference can mainly be distinguished only by the end user. 

Encrypting all the data is not an effective solution, as mentioned 

previously. 

2. Usage patterns: Stojmenovic el al.[34] identified that usage patterns 

of IoT devices can be a serious privacy concern in smart grid 

environments. For example, electricity usage or idle time on doors 

can infer when is a person absent from home, or even how many 

people live in the house. 

3. Location privacy: Fog computing introduces much higher location 

awareness than the cloud, but it doesn‟t do it without a cost. The fact 

that end devices will usually offload tasks to the nearest fog node is a 

major issue for location privacy, since it can lead to a reasonable 

estimation of the end device location. Offloading to multiple fog 

nodes can even reveal the user‟s trajectory and moving patterns to an 

adversary. Measures have to be in place to hide or mask the end 

device location from the fog node. 

 

5.2.4 Access control 

As with any other computing paradigm, access control plays an 

integral part in in ensuring the system‟s security as well as preserving 

the end user‟s privacy. In cloud-IoT environments, the cloud servers 

hold user data, and are responsible to check if a user that requests data 

access has access privileges. However, in fog-IoT environments, users 

and cloud servers are in different trust domains [39], and access 

control needs to be defined on both cloud and fog layers. This is 

necessary, in order to make sure that only trusted parties are able to 

access IoT generated data, update device firmware and request fog 

services. Zhang et al. [39] classify access control issues into three 

categories: 

 

1. Users that want to use storage and computing services must be 

authorized by the fog or the cloud, following specific policies 

concerning data access they have. 

2. The fog and cloud layers must also be mutually authorized when 

requesting any kind of service from each other. 

3. Access control mechanisms are needed by virtual machines to avoid 

possible attacks, such as side-channel attacks [39]. 

 

The fact that access control needs to be applied to highly distributed 

data and involves the authorization of a large number of IoT devices, 

makes the application of access control in fog computing especially 

challenging. This only becomes more complicated when considering 



   
 

the fact that a single user may own a variety of end devices, each one 

with different amount of resources and computing capabilities, but 

with all of them sharing the same identity that needs to gain access 

rights. On the other hand, if a device is not used anymore, revocation 

of the device needs to be consistent through all the fog nodes [12]. 

Overall, designing a consistent access control mechanism over the 

heterogeneous cloud-fog-IoT continuum poses significant challenges. 

 

5.2.5 Authentication  

Authentication of the end devices is a key security aspect in fog 

computing. In order to gain access to services, a device must first 

prove to be legitimate by athenticating itself to the fog network. 

However, advanced cryptographic functions are difficult for many 

IoT devices which lack storage and processing power. Traditional 

authentication mechanisms such as certificates or PKI based 

authentication are not well suited for the fog paradigm, because of the 

lack of resources of the IoT devices and poor scalability [36]. 

Stojmenovic el al.[34] identified authentication at different levels of 

fog gateways as one of the main security issues in fog computing. 

Furthermore, in [42] Stojmenovic raised the issue of a fragile fog-to-

cloud connection resulting in unsuccesful authentication attempts, 

when authentication is deployed on the Cloud server. However, 

deploying authentication on the fog layer faces other challenges. If 

every fog node authenticates a user idependently, an increase in the 

number of users would generate unacceptable amounts of latency 

[12]. On the other hand, if authentication is done only against the fog 

node from which a service is requested, then switching between nodes 

would cause a serious delay in real-time services. This mobility issue 

also exists in the fog layer [11], where new fog nodes can often join 

and leave the fog layer, as the user should be able to authenticate to 

the newly formed fog layer without any service interruption. 

 

5.2.6 Intrusion detection 

The lack of implementations of fog environments is more visible in 

the area of intrusion detection, where the majority of research 

identifies similar challenges and implementations as with the cloud 

computing paradigm. Roman et al. [10], states that fog-related 

specific attacks need to be explicitly understood and if signature-

based intrusion detection systems (IDS) are used, their database needs 

to be constantly upgraded and protected, which is a fact for any 

computing paradigm. A specific challenge, due to the heterogeneous 



   
 

and distributed nature of fog computing, is to achieve a balance 

between local IDS and global IDS. Local IDS monitor the vicinity 

around a fog node or a cluster of fog nodes, where global IDS 

monitors the core infrastructure while checking for any activity on the 

local infrastructure that is beyond the scope of local IDS [9]. 

According to Alrawais et al. [36], another challenging task is the 

complicated design of IDS against the limited resources of IoT 

devices. However, both [36] and [62] think that the main challenge is 

to design and tune an IDS that can function in such large-scale, highly 

distributed and mobile environment as fog computing. 

 

5.2.7 Data protection (storage & dissemination)  

Data protection means that data must be secured in both storage and 

transmission. Since IoT devices usually cannot process and store the 

data, they offload these tasks to the fog and cloud layers. The fact that 

the fog layer does not only forward IoT data, but also provides storage 

and computation, means that data needs to be decrypted at the fog 

node, introducing a security risk, since the fog node cannot compete 

with the cloud servers in terms of security capabilities. Guan et al. 

[41] argue that the integrity of the data is at risk from the moment it is 

outsourced to the fog/cloud and the owner loses physical control over 

it. Kumar et al. [46] add that data uploaded to the fog layer can be 

used by third parties, while according to Yi et al. [62] it can also be 

lost or incorrectly modified. He et al [59] consider the fog nodes as 

being in untrusted internet environment and fog computing 

infrastructure can be confronted by various different security threats, 

as analyzed in chapter 5.1. Furthermore, integrity during transport 

cannot be easily maintained, since the low resources of IoT devices 

prevent the use of complex encryption on the data [70], [36]. Dang et 

al. [37] suggest that although protection mechanisms have been well 

defined in cloud computing, they are difficult to apply to fog 

scenarios, because of mobility requirements and low-latency 

restrictions. Finally, an interesting point is raised by Ni et al. [12], 

saying that the fog nodes may also have motivations to behave 

unfaithfully to user data, such us discarding rarely accessed data in 

order to free up storage. After all, fog nodes do not have the massive 

storage, or the complex back-up policies, of cloud infrastructure. 

 

  



   
 

Security Challenges Articles / Papers 

Trust [11], [12], [36], [37], [62], [10], [71] 

Network and protocol Security 

(Secure communications) 

[11], [12], [9], [62], [10], [46] 

Privacy [11], [12], [63], [8], [36], [9], [69], 

[41], [42], [62], [10], [46], [50], [61] 

Access Control [12], [63], [36], [37], [9], [39], [62], 

[10], [46] 

Authentication [11], [12], [63], [8], [36], [9], [69], 

[42], [62], [10] 

Intrusion Detection [12], [34], [70], [36], [9], [42], [62], 

[10] 

Data Protection 

(storage & dissemination) 

[12], [70], [36], [37], [41], [62], [46], 

[59] 

Table 5.2 Papers per Security Challenge 

 

5.3 Security solutions 

 

As shown in table 5.3, our results synthesis was performed on 30 papers. 

Naturally, not all of these papers proposed a security model or scheme that 

serves as a solution to the challenges that were describe in section 5.2. 

Overall, we can distinguish the papers that we used in three different 

categories, which are also visible in table 5.3: 

 

 Papers that strictly focus on presenting one or more security 

challenges in the fog computing paradigm. These papers do not care 

about proposing solutions, since their goal is to emphasize on the 

problem and pinpoint the urgency for further research. They may 

include some citations of papers that propose a solution, but that is 

generally limited. Furthermore, in some cases they may state a very 

general guideline, such as “This data must be preserved not only at 

the communication level, but also at the processing level” [36], that 

we did not consider as a proposed solution in the context of this thesis 

project. Such papers are: [63], [8], [70], [36], [41], [42], [66], [61]. 

 

 Papers that are surveys of fog security and privacy challenges, with 

similar goals to this thesis project. These papers have also been 

pinpointed in section 1.2 “Related work” and they usually focus on 

various security challenges, while also citing papers that may have 



   
 

proposed a solution to these challenges. As previously stated, none of 

these papers follow the systematic literature review process, or extend 

their result to such a scale as our work. As these papers do not 

propose new solutions, but they refer to previous work in order to 

provide security proposals, their work will not be further investigated 

in this section. However, these papers, along with our work, form a 

strong basis of documentation of security challenges and solutions in 

fog computing and can be used en masse to provide context to the 

subject. Such papers are: [11], [12], [9], [62], [10]. 
 

 Papers that propose a specific model or scheme that can serve as a 

solution to one or more security challenges. Each solution proposed is 

analyzed separately in 5.3.1 while also illustrated in table 5.3. Papers 

that propose the same, or closely similar solution, have been grouped 

together. 
 

5.3.1 Proposed models and schemes 

 

Papers [57] and [71] have produced proposals in the area of trust in fog 

computing. In [71], the authors provide a definition of trust along with some 

insights on how can fuzzy logic be used for trust evaluation in fog 

computing. In [57], the authors propose a risk-based trust management 

framework that serves as “a domain adaptive security solution”. However, in 

[57], the approach is purely theoretical, and no proof is provided. 

In the area of data protection, papers [37] and [59] have provided some 

important insights. Dang et al. [37] propose a model that addresses data 

protection and performance issues, by introducing three components: 1) A 

region-based trust-aware (RBTA) model that manages trust translation 

between fog nodes. 2) A fog-based privacy-aware role based access control 

(FPRBAC) that handles access control at fog nodes. 3) A mobility 

management service that manages the location and movement of the end 

devices. He et al. [59], propose a data security storage model for fog 

computing (FCDSSM) in order to integrate security and storage management 

in large scale IoT applications. FCDSSM architecture includes “the multi-

level trusted domain, cooperative work mechanism, data synchronization and 

key management strategy” [59]. 

Papers [46] and [50] provide useful context in the topic of privacy. 

Kumar et al. [46] mainly discuss various security issues, and propose a 

theoretical approach for privacy protection. Abubaker et al. [50] propose a 

privacy preserving fog computing paradigm, by introducing a trusted third 

party (TTP) node next to each normal node and using Mixes [74] in a mix-

based protocol to achieve anonymity. 



   
 

On the topic of secure fog communications, Amor et al [54] have proposed a 

secure fog-based communication scheme. The scheme provides mutual trust 

between fog clients and servers and establishes session keys without 

exchanging any secret parameters. The scheme is tested against various 

attacks, such as MitM, replay and eavesdropping, using MIRACL [75] 

library. On a follow-up paper [69], the same group of authors built on their 

previous paper [54], while using a different tool in order to perform security 

analysis. 

The solutions that have been analyzed so far focused on mainly one 

security challenge. The following proposals address a number of security 

challenges in fog computing paradigm. 

Lu et al. [45] propose a lightweight privacy preserving data aggregation 

scheme for Fog-IoT environments, called LPDA. The authors claim that their 

scheme can filter data that is injected by attackers, supports fault-tolerance 

and can aggregate hybrid IoT data. Performance and security analysis of 

LPDA were up to the set standards and in the future the author expect to 

evaluate their proposed scheme in realistic IoT scenarios. 

Papers [34], [39], [47] and [48] do not address the same issue, but all of their 

solutions are based on attribute based encryption (ABE). Stojmenovic et al. 

[34] investigate on how ABE can help against MitM attacks. Zhang et al. [39] 

use ABE in order to propose an ABE-based access control model. Alrawais et 

al. [47] designed an encrypted key exchange protocol using digital signature 

and ciphertext policy ABE (CP-ABE) methods to achieve the primary 

security goals. Finally, Huang et al. [48] propose a secure data access control 

scheme that is based on CP-ABE and attribute based signature (ABS). 

In order to address multiple security issues Zahra et al. [49], focus on the 

deployment of Shibboleth protocol on a Fog-IoT network, since Shibboleth 

“provides an architecture that manages both security and access” and “is a 

widely used security protocol”. 

Kahvazadeh et al. [31] also try to solve multiple security issues, by 

proposing an alternative, SDN-based security architecture. In their model, the 

authors utilize master-slave strategies and deploy distributed controllers in 

order to decrease authentication delay time and help IoT communicate in a 

coordinated and secure way. 

Finally, a quite different approach is followed in [56] and [58], where 

the authors suggest the use of blockchain for the fog computing environment. 

These papers do not focus on one or more specific challenges, since using 

blockchain is a more high level approach to fog computing security. 

According to Sharma et al. [56] using blockchain technology in fog network 

architectures resolves issues of malicious insiders and rogue nodes, while 

also addressing various attacks, such as DoS, impersonation, session 

highjacking etc. However, blockchain technology also has its drawbacks, 

mostly concerning the requirement for redundant memory, a fact that is also 



   
 

mentioned by Sharma [56]: “controlled operations must be performed for 

memory consumption” 

 

Articles / Papers Proposed solution Security Challenge 
[63], [8] , [70], [36], [41], 

[42], [66], [61] 
No solutions proposed N\A 

[11], [12], [9], [62], [10] Survey of solutions N\A 
[71] Fuzzy logic  

Trust [57] Risk based trust 

management model 
 

[37] 
Three component data 

protection model 

 

Data Protection, 

(Access Control)  

[59] 
FCDSSM (fog 

computing data security 

storage model) 
[50] Privacy-Preserving Fog 

Computing Paradigm 

 

Privacy 
[46] Theoretical approach to 

privacy issues 
 

[54] 
A Secure Fog-based 

Communication Scheme 

 

Secure 

communication, 

(Authentication) 

 

[69] 
A Privacy-Preserving 

Authentication Scheme 

in an Edge-Fog 

Environment 
 

 

[45] 

A Lightweight Privacy 

Preserving Data 

Aggregation Scheme for 

Fog Computing 

Enhanced IoT 

Privacy, secure 

communication, 

Authentication 

 

 

[34], [39], [47], [48] 
 

Attribute based 

encryption scheme 

Secure 

communication, 

authentication, access 

control 
 

[49] 
 

Shibboleth based Fog-

IoT network 

Data protection, 

Privacy, 

Authentication. 
[31] SDN-based security 

architecture 

Authentication, secure 

communnication 

[56], [58] Blockchain-based IoT-

FoG 

General proposal 

Table 5.3 Papers per Security solution  



   
 

6 Discussion  
 

This thesis addresses the need to study the security challenges that are 

presented in Fog computing paradigm. In order to achieve this, we considered 

necessary to provide a proper overview of fog computing, proposed 

architectures and necessary characteristics. With this information, we were 

able to pinpoint the differences between fog computing and other paradigms, 

such as cloud computing, allowing us to study the security threats and 

challenges in fog computing and how they differ from other paradigms. 

The main architectural characteristic that identifies fog computing is 

the introduction of the fog layer between the IoT and the cloud layers and 

how this layer is deployed. The role of the elements of the fog layer (fog 

nodes) is not limited to networking operations, but includes cloud server 

functions, such as data storage and processing. However, the fog nodes do 

not have the same amount of resources as cloud servers, and cannot compete 

in terms of data security, implementing the same security protocols and 

offering the same level of availability. Furthermore, being located in an 

untrusted environment, as it was discussed in 5.2.7, they are prone to various 

attacks, such as MitM and DoS attacks. 

In order to identify and classify the fog security threats and challenges 

we performed a systematic literature review that provided us with a set of 30 

published papers. By using qualitative research synthesis, we were able to 

produce a classification of security threats and challenges in fog computing, 

along with the corresponding solutions that were proposed. Although each 

paper may have focused on proposing a solution to a specific issue, there was 

a general agreement between the authors on which are the main security 

threats and challenges in fog computing. 

Concerning security threats, fog computing is especially vulnerable to 

MitM and DoS attacks. The amount of resources of a single fog node is not 

enough to withstand a DoS attack and even more, a DDoS attack. 

Furthermore, similarly to wireless networks and rogue access points, the fog 

layer is vulnerable to malicious attackers that successfully added a rogue fog 

node, or were able to compromise a legitimate one. 

Various security challenges were identified, with authentication, access 

control and data protection being the ones that stand out. These challenges 

result in further challenges in trust, privacy and intrusion detection, because, 

for example, week authentication means susceptibility to intrusions, which in 

turn affects trust. Furthermore, any successive malicious attack also probably 

means invasion of privacy, unless the attack only aimed at reducing service 

availability. 

The various solutions that have been proposed in order to address the 

security issues in fog computing, differ from each other, but have some 

common attributes. It is overall agreed that implementation of lightweight 



   
 

protocols is necessary, with many papers suggesting attribute based 

encryption schemes. Another common aspect is the use of a trusted third 

party, which is used in order to achieve trust between devices or to protect 

user privacy through anonymity. Various specific fog computing schemes 

have been proposed, with each one usually focusing on some specific 

security aspect, but without providing a universal solution. An interesting 

proposal by some papers is the suggestion to use blockchain technology in 

fog computing, since it would serve as a solution to various challenges, while 

making the fog layer less vulnerable to DoS attacks. 

Overall, we believe that the area of security in fog computing is still 

quite vague. A lot of research is based on hypotheses and comparisons with 

established computing paradigms, due to the limited number of implemented 

scenarios and the lack of standardization. Although the security requirements 

have been properly defined, the concept of fog computing is still new and 

further research is necessary in order to establish the best security practices. 
 

 

7 Conclusion and future work 
 

We believe that the systematic literature review we conducted was effective 

in synthesizing the research that has been done so far in the subject of fog 

computing security. Our results were relatively homogeneous, which shows 

that different researchers identify the same security issues in fog computing. 

This allows future research to be more targeted and specific, in order to 

provide practical results and implementation suggestions. This is important, 

because although current research is in agreement concerning the security 

challenges, the proposed solutions vary. 

 We believe that although fog computing is faced with various security 

challenges, the same stands for other edge computing paradigms, which are 

also vulnerable to MitM, DoS and other attacks. However, fog computing 

offers some important benefits concerning scalability, processing speed, 

support for large scale IoT applications and others that were previously 

discussed, making it a worthy option to study and develop. 

After evaluating our study, we believe it is relevant for both industry 

and science, since our work can offer important insight to future researchers 

but is also suitable as an introductory guide to fog security for industry. 

Although we are satisfied with our approach and results, we believe that 

focusing on one or two security challenges would allow us to provide more in 

depth analysis of each challenge and investigate the solutions to this 

challenge even further. However, this was not the scope of this thesis. 

Since the security issues of fog computing have been identified, future 

work should mainly focus on producing specific security protocols and 

models, accompanied with metrics and data to support the identified 



   
 

solutions. Furthermore, in-depth comparisons of proposed models and 

protocols should be conducted, with the intent to produce a low level view of 

best security practices, which is a vital step towards standardizing fog 

computing.   
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