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Abstract 

The most authentication mechanism used in certain domains like home 

banking, infrastructure surveillance, industrial control, etc. are commercial off 

the Shelf (COTS) solutions.  These are packaged solutions which are adapted 

to satisfy the need of the purchasing organization, Microsoft, for example, is a 

COTS software provider. Multifactor Authentication (MFA) is COTS. MFA 

in the context of this research provides a framework to improve the available 

technique. This framework is based on biometrics and as such presents, an 

alternative to complement the traditional knowledge-based authentication 

techniques. With an overview based on the probability of failure to enroll 

(FTE), this research work evaluates available approaches and identifies 

promising avenues in utilizing MFA in modern mobile devices. Biometrics 

removes heuristic errors and probability adjustment errors by providing the full 

potential to increase MFA in mobile devices. The primary objective is to 

Identify discrepancies and limitation commonly faced by mobile owners 

during authentication. 

 

 

 

Keywords: Multifactor Authentication, COTS software provider, biometrics, 

probability,  failure to enroll. 
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Abbreviations 

• AI: Artificial Intelligence 

•API: Application Programming Interface 

• BIOAPI: Biometric Application Programming Interface 

•CMOS: Complementary Metal–Oxide–Semiconductor 

• CPU: Central Processing Unit 

•CHAP: Challenge Handshake Authentication Protocol 

• DNA: Deoxyribonucleic 

•FTE : Failure to enroll 

• FIDO: Fast Identity Online 

• GSM: Global System for Mobile communication 

• IP: Internet Protocol 

• ID: Identity 

• KNN: K nearest neighbors 

• LOA: Level of assurance 

• IOT: Internet of Things 

• IOS: iPhone operating system 

• MFA: Multi-factor authentication 

• NIST: National Institute of Standards and Technology 

• OTP: one-time password 

• OLED: Organic Light-Emitting Diode 

• PAP: Password Authentication Protocol 

• PCI DSS: Payment Card Industry Data Security Standard 

• POE: Point of entry 

• PIN: personal identification numbers 

• PUK:  Personal Unblocking Key 

• RFID: Radio-frequency identification 

• RGB: Recognition-based passwords 

• RADIUS: Remote Authentication Dial-In User Service 

• ROC: Receiver operating characteristic curve  

• SIM: Subscriber Identification Module 

• OATH: Open Authentication 

• USB: Universal Serial Bus 

• TAS: Transparent Authentication Systems 
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1 Introduction  
Multifactor authentication is a known standard procedure for strengthening 

authentication. Multifactor authentication (MFA) is an approach for protecting 

a user login credentials which requires the presentation of two or more of the 

three authentication factors as drawn in Figure 1.1. Figure 1.1 is a data capture 

of physiological, knowledge and behavioral biometrics make up as a digital 

user interacts with the device while balancing enhanced security with 

convenience. Two-factor authentication or 2FA is a form of MFA which 

involves two different factors. The purpose is to establish a higher Level of 

assurance (LOA) of the individual's identity attempting to access an 

independent resource. MFA creates a multi-layered mechanism where the user 

is required to perform additional authentication operations, as needed, based 

on policy. According to Payment card industry data security standard (PCI 

DSS) “Multi-factor authentication requires an individual to present a minimum 

of two separate forms of authentication before access is granted” [1]. 

 

1.1 Background 

Today, mobile devices have rapidly evolved into a powerful piece of electronic 

gadget with improved hardware and software capabilities. They have become 

standalone devices widely used in receiving and transmitting private or 

sensitive information. Mobile devices have also become an integral part of an 

individual's everyday life, regardless of sex, race, color, creed, or location. The 

Operating systems of these devices include attractive services and applications 

utilized in online payments, wearables, and home appliances. With increasing 

accessibility, interconnectivity between multiple networks demands a higher 

security approach to identify and verify the authorized person. 

Authentication is used to ensure that users of information are legitimate. 

The purpose of this dissertation is to provide a thorough insight into mobile 

device security using fundamental knowledge of several modalities. Identity 

verification ensures the device is convinced of the user's identity prior to 

acceptance. Knowledge, inherent and possession factors are usually used, 

singularly or combined in this form of authentication mechanism. These 

factors combined in a unique format can be part of the MFA architecture. The 

demand from the user standpoint is explicit or passive. The formulation 

involves some validation of information or data supplied against a database of 

possible values which belongs to the rightful user. 
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Figure 1.1  Three types of authentication factors 

 

 

MFA involves using more than one factor shown in Figure 1.1 to 

authenticate a user. This is sometimes viewed as a stronger authentication, but 

the strength of the authentication is more related to the strength of the 

underneath authentication method. MFA stretches beyond two-factor 

authentication (2FA) by requiring a user to authenticate via two or more factors 

as shown in Figure 1.1, generally, there’s still some Level of assurance (LOA) 

in multiple factors of the same type, if compromising one factor doesn’t mean 

compromising the other [2].  

Multi-Factor Authentication (MFA) was proposed to provide a higher 

level of safety with retrospect to the computing device and protective assurance 

with the verification of unauthorized access respectively [3]. By using more 

than two categories of credentials or factors, the chances of compromising 

another factor are presumably low. Channels also play a vital role in the 

authentication mechanism and can be described as separate or dedicated. Two 

of the three elemental factors can also be considered a basis for a complete 

authorization process. Security research [4] recommends three factors to be 

verified for a solid positive authentication. MFA based on this 

recommendation becomes a critical factor for validating the identity of a user 

and the electronic device [5], infrastructure connection and interconnection of 

the Internet of Things (IoT) devices [6]. The effectiveness of MFA solution 

depends on the level of security and operational mode of the application or 

services required. The statement expressed in depth embodies the view that the 
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cost of implementation, the complexity, and processing times of systems 

varies. Typically, the selection of MFA for a specific application will mainly 

depend on the purpose of the application. Mobile Devices require 

authentications to be performed in a verification mode during a login session 

or in identification mode after a login session.  

The remainder of the thesis will focus mainly upon the application of 

MFA within verification context rather than identification. According to the 

literature review standpoint, “one size fits all” approach doesn’t fit precisely in 

choosing an MFA solution for a mobile device. A private user assessing 

sensitive information and a corporate user assessing sensitive resource may not 

require the same MFA solution. 

 

 

1.2 Related work 

The Systematic Literature review of this dissertation cited numerous articles 

where a deficient single factor Authentication leads to the need for  adopting a 

Multifactor implementation. This evolutional trend has been published and 

presented in textbooks, journals and conference papers.  There is also, 

academic works that address a few concepts related to MFA and their 

corresponding application on Mobile devices, however, a mathematical 

framework or simulation is considered missing in these aforementioned 

presentations. 

 

1.3 Problem formulation 

Using passwords and pins is less secure than Biometrics because of security 

issues like cracking, brute-force attacks, and shoulder surfing attacks [6]. At 

the same time, using only face recognition may be secure, but not fully usable 

at a certain luminosity of light. The importance of designing and combining an 

appropriate mechanism is to provide the means of taking raw authentication 

results, provide an intelligent decision which ensures that the system is both 

secure and usable. The trustworthiness concern on a security level in 

conjunction with the user convenience has become a reliability issue, thus the 

need to establish a system model, which can combine biometric items beyond 

the point of entry on a continual fashion. 

I expect the multi-factor solution to increase the level of accuracy and 

security in a mobile platform. The properly implemented solution can be 

applied to other biometric techniques with transparent and continuous 

authentication. 
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1.4 Motivation 

Multifactor authentication in Mobile devices is in high demand because 

conventional authentication methods like identity cards, alphanumeric pins, 

passwords, graphical gestures picture gesture, etc. fail to counter the growing 

threat of security breaches. To provide a reliable authentication in a mobile 

device, a modeled framework is required to provide a flexible and scalable 

solution. Lack of trustworthiness coupled with authentication restricted to the 

point-of-entry present a growing issue.  

 

 

1.5 Objectives 

 

O1 Exploring and analyzing the state-of-the-art Technologies for 

Authentication and Biometrics. 

O2 To evaluate and investigate  the feasibility of current 

Authentication Techniques used in a Mobile device. 

O3 What are the current authentication frameworks that are 

flexible, scalable, user-friendly and applied on Mobile devices? 

O4 How feasible is it to document a performance evaluation 

framework using a Bayesian model? 

 

The existing evidence concerning the available technology of mobile 

authentication will be deployed in designing a multi-tier authentication 

architecture. The result will summarize the empirical evidence of the benefits 

and the requirement of additional authentication. 

1.6 Scope/Limitation  

The primary focus is a feasible solution for mobile devices. A mobile device 

in the context of the work is either a smartphone or a Tablet. Multi-factor 

Authentication using the Identity service Application Programming Interface 

(API) via process Cloud Control panel [7] is beyond the scope of this work 

 

1.7  Target group   

MFA technology has not yet been presented in an understandable framework 

for mobile users, and any other individual who is interested in the state of 

modern mobile security. 
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1.8  Outline  

Chapter 1 – Introduction 

Multifactor authentication and its importance. 

Chapter 2 – Method 

A methodology based on Systematic Literature review and data synthesis. 

Chapter 3 – Implementation 

Implementation using Mathematical Modelling. 

Chapter 4 – Results 

Evaluation of the results is based on combined Biometrics using subjective 

Bayes Theorem. 

Chapter 5 – Analysis 

Quantitative and qualitative estimate using Bayesian Approach. 

Chapter 6 – Discussion. 

Discussion of results with respect to calculation and all the results, 

both authorized and imposter perspectives. 

Chapter 7 – Conclusion 

Summary and future work. 

. 
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2 Method 
 

The methodology of this work was based on the Standards for Systematic 

Reviews set by Linnaeus University Sweden. The study procedures were 

analyzed using the input that met the criteria of the framework. 

In addition, I systematically searched ACM Digital Library, Journals, 

published books, and conference proceedings to identify potentially relevant 

articles.  

 

Identification and authentication 

Identification and authentication (I&A) is the process of verifying or 

confirming that an identity is bound to the entity that makes an assertion or 

claim of identity [7]. Authentication is the process which ensures that the 

authorized user is verified. User verification implies a one-to-one relationship 

while user identification is a many-to-one mapping. For e.g. Unlocking a 

mobile device to confirm or deny a claim is verification while trying to fish out 

a suspect is a form of identification performed against various subjects. Some 

of the most important security and privacy parameters used in facilitating best 

practices and techniques are; user authentication, access control, data integrity, 

non-repudiation, and content protection. Current authentication systems 

implemented by major mobile device platforms and vendors concentrate solely 

on the initial logging in. Generally, mobile devices currently employ methods 

based on factors like personal identification numbers (PINs) and alphanumeric 

passwords. The well-known ID/password is far the most used authentication 

method and it seems impossible to come across any mobile device without this 

form of basic security. 

 

Personal Identification Number (PIN) Authentication 

PIN authentication is utilized to prevent an unwanted person from accessing a 

smartphone or a tablet. The authorization includes the Subscriber Identification 

Module (SIM). A PIN code normally contains between four and eight digits 

and a user is mandated to enter the correct PIN code before accessing the 

mobile device. The rightful user is not usually obligated to enter this code until 

the next reboot. Additional layers of authentication can be constructed by the 

owner of the device depending on the security level needed at the time. When 

a SIM card is inserted into a compatible device, the SIM must authenticate with 

the mobile or Global System for Mobile communication (GSM) network using 

the correct pin. The mobile device will not be verified with a wrong pin and 

when a PIN code fails three consecutive times, then the network provider will 

block the SIM. The user must provide a Personal Unblocking Key (PUK) to 
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unlock from network operators. Pin Authentication has evolved to providing 

complex and secures passcodes. Most iOS versions support passphrases of up 

to 52 characters to be inserted by the user instead of the usual digits PINs. 

Password Authentication 

Most mobile systems today rely on static passwords to verify the legitimate 

user’s identity. Password authentication is utilized as a PIN to prevent and 

protect an unwanted person from accessing a smartphone or a tablet. A user is 

required to enter the correct password before accessing the mobile device. 

Passwords can contain a string of characters, letters, numbers, etc. The length 

of a password is dependent on the security policy of the module. For example, 

BlackBerry supports individual security passwords between 4 and 14 

characters in length. BlackBerry Device software 4.6 to 6.0 support individual 

security passwords between 4 and 32 characters in length. 

Recognition-based passwords Authentication 

There are neither password nor digits used in Recognition-based passwords 

(RBP). This technique is about drawing a sequence. A user is required to link 

dots according to his initial template. The password pattern of the original 

drawing will be required to be drawn between nine matrix dots to unlock the 

device.  

The set back of this method is that a dot cannot be used more than once. 

Consequently, a smaller number of password patterns are expected than 

traditional PINs and passwords. Recognition based passwords, pins, 

alphanumeric passwords are literary called "secret-knowledge authentication". 

The drawing pattern provides a user- friendly login. In recent days, the 

authentication scheme has gone to a new higher level, an example of this is the 

picture gesture technology used as an alternative login experience to a text-

based password.  

 

 

 

Machine learning 

Machine learning explores, study and construct algorithms that can learn from 

and make predictions. Its deployment on a mobile device offers the potential 

to authenticate users based on multiple assessments using Behavior like the 

unique rhythm of their key movements. Key movements include the signature, 

the way, and speed at which a user types, or their voice. 
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Cryptography 

Some authentication methods are derived from concepts defined by 

cryptography [8]. Cryptographic tokens may be embedded into a device or 

stored separately in a server. The main idea of a challenge-response based 

authentication is that the privileged user knows the secret without transmitting 

it clear over the channel. Password Authentication Protocol (PAP) is a protocol 

for authentication over a network, using clear passwords and identifiers over 

the network. Challenge Handshake (CHAP) is an improvement to PAP but 

requires transmitting a hashed password across the channel. CHAP is a 

challenge-based authentication protocol [8], but the transmission of a hashed 

password is still a problem considering attacks which can render the security 

procedure vulnerable. In the case of mobile devices, these authentications are 

related to APN settings [8]. Availability of these authentications will not imply 

that users do apply these measures to protect their devices [9]. Some users 

believe that protection is inconvenient, nevertheless, proper application and 

usage are questionable.  

One Time Passwords 

A survey reveals that one out of 10 respondent uses the same password/ pin for 

multiple devices and applications [10]. Some percentage of individual mobile 

users do share the password with family members, friends or even saves 

sensitive information on their drives. According to Clarke and Furnell, 2005 

[11], Pin and password authentication mechanism is not an adequate form of 

security or protection for these devices considering enormous security 

breaches. One Time Passwords (OTPs) are unique passwords that are only 

valid for a single login session [12] and is sporadically valid for a specific 

period. OTPs overcome the weakness of traditional (static) passwords because 

they are not reusable and subsequently aren’t vulnerable to replay attacks. To 

be able to understand a simple context, a user simply enters a specific digit 

code generated on a token or mobile application in conjunction with a 

username or an associated PIN or password. Once the MFA process is 

validated, the user is permitted access to the operating system, web page, or an 

application.  

 

Multifactor Authentication 

To achieve multi-factor authentication, a combination of different factors 

within a single authentication process is needed, using two factors of the same 

type is not regarded as MFA. For example, setting up a recognition password 

and pin is not categorized as an MFA, nonetheless using a PIN with facial 

recognition would be. There is also frictionless authentication where the user 

prefers the ability to be verified without the need to perform verification [13]. 
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There are many methods of Mobil authentication starting from the most 

common pin/passwords already described earlier. These techniques should be 

able to render the confidentiality of information with clear proof of who is 

assessing the information. This level of security is assumed as a simple 

solution considering the impact and challenges of digitization in today's 

modern society. The question, therefore, is how should manufacturers and 

vendors incorporate security measures and mechanism which can both offer 

flexibility and conveniences? A solution will be an introduction of a token-

based method. With Hardware token a user carries a small hardware device to 

gain authentication. The device works using an algorithm coupled with a seed 

record, both mechanisms combine to provide the pseudorandom number [14] 

which is later used to grant access. The token-based method seems impractical 

considering the need to carry an extra device whenever or wherever the 

authentication process is required. A disadvantage with this approach is 

misplacement or theft. Some mobile device vendors believe that token placed 

in mobile would be a better option but also highly possible that users will 

forget them in the devices. SIM Card is a good illustration of a token but 

removing the SIM card is not practical.  

Radio-frequency identification 

Another option could be using tokens contactless Technology like Bluetooth 

or Radio-frequency identification (RFID) which is integrated on a wristwatch, 

bracelets, or rings. The prerequisite is that users are expected to have them 

along during authentication. This technique is feasible for MFA and can be 

convenient when compared to secret based authentication, however, it does 

require the user to wear the token. Authentication methods mentioned above 

vary on implementations and consequently will provide different levels of 

security. Table 2.1 gives a literature review of popular authentication methods, 

their respective popularity, cost, and adaptability. A comparative study 

presents an infrastructural cost, usability, limits, and demerit. 
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Table  2.1 A comparative evaluation of some authentication methods [15] 

 

Biometric Authentication 

The Automated recognition of individuals based on their biological or 

behavioral characteristics is called Biometrics. Biometric Technique is more 

difficult to hack, break and circumvent because it utilizes a natural 

consequence of a human being. Biometrics can be combined with MFA 

solutions to provide more robust and reliable user authentication. 

Authentication using Biometrics suffers the problem of usability and is 

attributed to the implementation method often in an intrusive fashion. 

Transparent Authentication System (TAS) has been considered for use in 

mobile devices due to their ability to continuously monitor and authenticate 

users' non-intrusively [16]. TAS is non-intrusive because it continuously 

identifies the user throughout a session. There is no need for explicit user 

interaction and authentication.  

Another Biometrics embed fingerprint recognition into the device's 

charger. The token hardware is the charger and the overall design suffers from 

mobility issues [16]. Research from California State University, Fullerton 

believes that multimodal biometrics add a layer of security to the existing 

mobile device framework. The mobile phone as a possessing factor will make 

it easier for individuals dealing with multiple authentication systems, such an 

approach will ultimately reduce the cost of manufacturing, distributing, and 

maintaining millions of tokens. Researchers conceptualize the need for 

authentication solely on the device via physiological and behavioral means.  
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Biometrics contribute to MFA scheme and can vastly improve identity 

proofing by pairing the knowledge factor with inherence factor [17], 

possession factor with knowledge factor or inherence factor with knowledge 

factor. A more combination is theoretically possible with advanced algorithms 

like machine learning.  

The most recent authentication Technology became a popular feature on 

mobile devices after the introduction of fingerprint sensors. Advances in these 

sensors and computing power have made the inherence factor to become part 

of the authentication process. Smartphones and tablets with fingerprint sensors 

and facial recognition have made life easier for everyday phone use. Hence, 

vendors and manufacturers have started offering authentication via unique 

characteristics such as: 

 

• Eye print, Iris, Retina, Features of eye movements 

• Palms prints and/or the whole hand 

• Finger veins, Palm veins, Eye veins 

• Face 2D, 3D 

• Fingerprints 2D, 3D via ultrasonic waves, in-display 

• Feet 

• How you sit, Gait, Odor, DNA 

• Face, head – its shape, specific movements 

• Ears, lip prints 

• Signature, Voice 

• Tests: Microchip in Pills, Digital Tattoos 

• Smartphone/behavioral: Authenticate based on g-sensor 

• Keystroke, typing, mouse, touchpad 

• Electrocardiogram (ECG) 

• Electroencephalogram (EEG Hand movement when answering the 

smartphone) 

• Gyroscope - how you write your signature in the air 

 

Biometrics can be subdivided into Physiological and Behavioral Biometrics: 

• Physiological – measure the physical characteristics of a person  

E.g. Fingerprints, face, hand. 

• Behavioral – measure the behavior of a person  

E.g. Voice analysis, signature 

 

These enumerated methods do not mandate users to remember anything. 

In General, Advances in sensors and computing power of mobile devices have 

led to more than twenty biometrics techniques available for the commercial 

environment. Mid-end and low-end smartphones are equipped with 

fingerprint- reader or face technology, the technology can provide MFA based 

on biometric recognition.  



16 
 

Most biometric sensors require a hardware device sensing or scanning some 

part of your body, fingers, face, retinas, gait, typing. Generally, Well-designed 

biometric applications for MFA deliver effective accuracy and flexible levels 

of security. 

Statistics of Mobile devices with unique components 

The volume of devices in Figure 1.2 shows a higher yearly demand for this 

technology and supplies. The bar chart illustrates the typical volume for the 

leading biometric technologies. According to this statistic, there is a strong 

indication that Mobile devices are rapidly becoming a key computing platform, 

transforming how people access business and personal information. Mobile 

devices offer opportunities for authentication using portability, replacement, 

or combined with an existing system. In behavioral biometrics, the idea is to 

establish an authentication process using actions transparent to the user alone.  

 

 

        Figure 1.2 Statistics of Mobile devices with unique components 

[17] 

 

In biological biometric, transparent authentication is exploited using 

embedded devices like camera, microphone, sensors, etc. In the mobile device. 

Face, eyes, ears, feet are a few biometric characteristics that can be captured in 

visible spectrum using cameras and other sensors on a smartphone. Current 

biometric recognition systems on mobile devices rely on a single biometric 

trait for faster authentication, however, using a single mode increases the 

probability of failure to enroll, affecting the usability of the biometric system 

for practical purposes [18]. Multibiometric system resolves this problem, 

computational models for multimodal biometrics recognition on smartphones 
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is not MFA in actual sense, but an enhanced security operation on a biometric 

solution. Several approaches like K- nearest neighbors (KNN) Classification 

[19] are explored to test the effectiveness of multi-modal and multi-algorithm 

fusion at various levels of the biometric recognition process, the recorded best 

algorithms performing under 2 seconds was on an iPhone 5s. It is noted that 

the multimodal biometric system outperforms the unimodal biometric systems 

in terms of both performance and failure to enroll rates [20] 

 

Criteria for Biometrics in Smartphones 

Commercial vendors tend to be more protective of their intellectual property. 

Typically, comparing biometrics is a particularly complicated process. This 

makes it even harder to extract properties of specific solutions and tools used 

in comparing the performances of the new biometric technology. The state-of-

the-art scan applied several key criteria in which available technologies are 

stored in a Mobile setting. This criterion Figure 1.3 parameters are: 

• Performance 

• security 

• universality 

• user-friendliness 

• accuracy 

• remote authentication 

•User acceptance 
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Figure 1.3 Criteria for Biometrics in Smartphones [21] 

 

Intense research and development are vital in introducing more 

accurate characteristics and compliance with Technological standards, 

but in a nutshell, what makes a good MFA solution? A good MFA 

solution can be attained as a second authentication factor if and only if 

the biometric solution is most promising. In most cases all biometrics 

techniques tend to match a live biometric sample with a previously 

registered template exhibiting different strengths and different 

weaknesses, however, a reliable MFA solution should always exhibit 

these rules:  

 

 
Universality  

The universal characteristic that is unique to an individual. For instance, 

every individual has a unique fingerprint and the probability of two 

people having such trait is estimated low. An ideal coverage of a 

universal biometric cannot be possible in a real environment.  

 
Permanent  

The permanent characteristic must be inseparable from the individual 

integrity, measures how well a biometric resists aging.  
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Collectible 

 The characteristic must be easy to gather real data and acquire a 

biometric for measurement. The ability to provide a live sample every 

time the user interacts with the system.  

 
Performance  

Performance indicates the accuracy, speed, and robustness of the system 

in capturing the biometric features. 

 
 Acceptability  

Acceptability indicates the degree of approval of MFA technology by the 

public in everyday life. Circumvention How hard it is to fool or 

compromise the authentication system.  

 
 Consistent  

This characteristic must not change considerably over time and be 

subject to significant differences based on age. 

 

Performances Measurements 

Biometric systems are not perfect and do make errors. The performance 

of different biometric technologies is being evaluated by research and 

technology vendors like NIST. These technologies are compared to 

performance metrics such as: 

 

False Acceptance Rate (FAR) 

• The ratio of the number of false acceptances divided by the number of 

identification attempts. 

• Measure the likelihood that the biometric security system will 

incorrectly accept an access attempt by an unauthorized user 

• The figure must be adequately low to present real prevention. 
 

False Reject Rate (FRR) 

• The ratio of the number of false rejections divided by the number of 

identification attempts. 

• A measure of the likelihood that the biometric security system will 

incorrectly reject an access attempt by an authorized user 

• When the system does not find the user’s current biometric data for 

verification. 

• Low FRR is important. 
 

Equal Error Rate (EER) 

• The proportion of false acceptances is equal to the proportion of false 
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rejections 

• Indicates how accurate the biometric is and a good indicator of 

performance 
 

Crossover Error Rate (CER) 

• The value of FAR and FRR when the sensitivity is configured so that 

FAR and FRR are equal. 

• Suited to perform a quantitative comparison of different biometric 

solutions, applications, or devices. 

 

Security Threshold 

In an ideal system, there are no false rejections and no false acceptances. 

The measured rates are dependent on the setting of the security threshold 

where two situations interchanges. It is either a parameter of the 

matching process or the resulting score is compared with the threshold 

value. 

• If the security threshold is set to a high rate; The system will be more 

accommodating in matching a biometric to the user's template 

• If the security threshold is set to a low rate the system increases the 

likelihood that valid users will be rejected  

The probability of the system committing errors are the reasons for these 

rate measurements or comparison. Some research community objects against 

the performance claim outlined in most manufacturers' product guidelines. The 

finding is that “The numbers supplied by the manufactures are ineffective 

because they publish the best achievable rates, for instance, (FAR < 0.01% and 

FRR < 0.1%), and don’t publish the exact conditions of how these rates were 

achieved” [22].  

FAR is based on FRR plus the number of attempts. With reference to the 

statistics, Apple claims a FAR of 10/500,000 for its sensor technology-based 

on Touch ID. The inference is that when 500,000 imposter compares and 

original and tries to be verified, only 10 fake samples will be accepted as 

genuine. The percentage result is 0.002%. The same is relative to Android 

OPS, which works with a standard FAR not greater than 0.002%. The FRR, in 

any case, should not be more than 10%. The same FAR stretches across various 

biometric traits, but the result presented depends on many variables. 
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MFA Technology in Mobile Devices 

 As the quality of sensors and the processing power of mobile devices 

improves, mobile biometric authentication has become a realistic proposition. 

Smart Phones like iPhone from Apple, Samsung Galaxy Nexus, and China’s 

Vivo include a built-in fingerprint reader on the home button using fingerprint 

and face recognition technologies. At the same time, is still a form of " point-

of-entry authenticated" and intrusive to the user. Institute of Cyber Intelligence 

Systems at the National Research Nuclear University, Russia is developing a 

new mobile App which allows a smartphone to authenticate owners by the 

characteristic movement of the hand when answering a call. The success is 

possible using data from the smartphone’s accelerator, gyroscope, and the light 

sensor. Three key parameters including the vector position, speed of hand 

holding the mobile device and change of direction in space are utilized in 

computations of the application. In a situation where such computations are 

not verified, a correct password should be verified before an incoming call can 

continue. This App works on Android devices and is yet to be available. 

According to Research groups of the Copenhagen University, the hand 

movement when answering the incoming call is unique for each person. This 

form of Authentication will require more active user interactions involving PIN 

numbers and passwords. Apple’s  iPhone X has a new facial recognition using 

neural engine Technology and integrated with Apple called A11 Bionic chip. 

The neural engine is a pair of processing cores dedicated to handling specific 

machine learning algorithms in accordance with Apple's artificial intelligence 

scheme [23]. These algorithms control various advanced features like Face ID, 

Animoji, and augmented reality apps. The neural engine performs up to 600 

billion operations per second to help speed AI tasks [24]. Apple, Huawei, and 

other mobile device vendors have introduced various privacy standards to 

mask a user's identity when collecting data concerning them. 

The neural engine new Core ML API is dedicated to Al data processing. 

This Means that Apple and every other vendor send less data off-device and 

better protect users’ privacy. The Chinese tech giant Huawei has its Kirin 970 

system on the chip neural processor unit, which can handle tasks like image 

recognition twenty times faster than a regular Central Processing Unit (CPU. 

Another Tech giant Google introduced its Al processing unit and called it 

federated learning. Google is working on its research and development on 
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mobile chips for machine learning for finger and image recognition. These 

developments are tabulated below. 

 

Firm Engine AI 

 

Processor Platform 

Qualcomm  Snapdragon 845 Qualcomm® 

Hexagon™ 

Vector 

Processor, 

Qualcomm® 

Kryo™ CPU  

Xiaomi, 

OnePlus, vivo, 

OPPO, 

Motorola, 

ASUS, ZTE, 

Nubia, 

Smartisan, 

Blackshark 

 Apple Differential 

privacy 

A11 Bionic IPhone X 

Huawei Neural 

Processing Unit 

Kirin 970  Mate 10 

Google Federated 

learning 

Mobile chips Android 

devices 

ARM Favor artificial 

intelligence 

Dynamiq  Huawei 

Table 2.2 Vendors Neural Engines platforms 

 

Based on these findings shown in table 2.2, the leading Technology 

according to this review is Qualcomm considering the number of CPU and 

applications on various devices. Sixty-nine percentage of mobile device 

manufacturing companies believe that device integrated security is the most 

effective and efficient way to protect devices and users at the same time [25]. 

According to these findings, protection should be part of the device and should 

optimally secure users without additional user action required. 

Acoustic Ear-Shaped Recognition 

NEC develops microphone embedded earphone with the capability of 

analyzing the resonance of sound waves in the ear cavity. This technology 

instantaneously measures time acoustic characteristics to produce a biometric 

profile of each user based on the shape of the ear. The Performance of this 

Technology is faster in processing data and highly accurate. The extracting 

technique is identical to every other Biometric operation. According to NEC 

Corporation "Since the new technology does not require particular actions such 
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as scanning a part of the body over an authentication device, it enables a natural 

way of conducting continuous authentication, even during movement and 

while performing work, simply by wearing an earphone with a built-in 

microphone to listen to the sounds within ears," NEC plans to commercialize 

the technology in a wide range of applications and services designed for 

particular individuals or particular scenarios [26]. 

Development 

In the past two decades, Authentication in mobile devices has evolved from a 

single factor Authentication to MFA. 

 

Figure 1.4 Development of Biometrics for MFA [27] 

MFA is regarded as a viable solution towards authentication on mobile 

devices. Despite this, MFA faces cost challenges in providing these 

technologies to mass audiences. Major players in the mobile industry 

introduced two levels of Technologies for their mobile devices and MFA is 

available in the flagship devices while other verification factors are integrated 

majority of their cheaper devices. The Adoption of MFA is not usually seen on 

a larger scale because it is new and still evolving. As we have seen, fingerprint 

sensors and the technique of integrating it on smartphones for user 

identification and authentication is an increasing trend [27]. Apple’s iPhone 5s 

revolutionize this concept, although Toshiba was the first known mobile 

vendor to have a Fingerprint sensor mobile phone. Apple’s iPhone 5s in 2013 

(Touch ID) and Samsung Galaxy S5 in 2016 launched a native support 

Fingerprint sensor integration respectively.  

From Fingerprint Sensor Technology, biometric Factor has evolved from 

a single to numerous techniques. Firms and bodies involved with the new MFA 

methods number in the hundreds and continue to improve and develop their 

methods as the technology advances.  
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Multi-factor authentication can be complex, the cost of purchasing, 

issuing, and managing the tokens may not be acceptable to a certain group of 

people. The concession here is the fall in prices of hardware like fingerprint 

sensor, camera, microphone, heart monitor, etc. It is more feasible for the 

technology to be a part of the mobile device even on mid-end and low-end 

smartphones. MFA has improved the level of security and attention today as 

witnessed in Biometric Consortium [28] which asserts “Utilizing biometrics 

for personal authentication is becoming convenient and considerably more 

accurate than current methods (such as passwords or PINs). This is because 

biometrics links the event to a particular individual (a password or token may 

be used by someone other than the authorized user), is convenient (nothing to 

carry or remember), accurate (it provides for positive authentication), can 

provide an audit trail and is becoming socially acceptable and inexpensive" 

New standards are emerging in the mobile industry and the commercial market 

so as to ease users acceptance of the technology. Such developments are seen 

in the policies of Fast Identity Online (FIDO) and Biometric Application 

Programming Interface (BIOAPI) [28]. Biometrics used as a primary 

authentication factor is not highly secured but will significantly contribute to 

the MFA scheme. Pairing Biometric factors with a knowledge factor can 

dramatically improve security and impact the MFA systems usability. 

 

 

The technology of Mobile Sensors 

 
Optical scanners  

The optical fingerprint scanner is one of the oldest means of capturing and 

comparing fingerprints features in mobile Device. Optical scanners are rugged 

but bulky constructed, making it not suitable for razor-thin mobile devices. The 

procedure involves a process of capturing an optical image in the form of a 

photograph, thereafter some form of the algorithm is utilized in detecting 

unique patterns on the surface. These patterns are called ridges and valleys. 

The major drawback is the simplicity to fool an optical device. Optical Scanner 

is a charge coupled device. This technology is based on the 2D picture which 

means security breaches. Synaptic Optical sensor is based on the 3D picture. 
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Chinese Vivo was first to introduce this Technology which has been in 

development for years [29]. LCDs require backlighting while OLED display 

will work perfectly without backlighting implying compatibility with sunlight 

and bright conditions. Synaptic signal processing technology delivers crisp and 

sharp images for faster matching. The synaptic optical sensor is already in mass 

production using an analogy called Clear ID sensor. Clear ID Display 

Fingerprint Sensors is also a part of Galaxy S9 and S9+. This technology is 

very expensive and is available only on flagship models. The CMOS image 

sensor is .7mm thick and reads the fingerprint right through the OLED 

display[30]. 

Capacitive scanners 

Another prevalent fingerprint scanner used nowadays on a mobile device is the 

capacitive scanner. This scan images using an array of capacitive sensors, 

along with a microcomputer as the core component. The processing unit 

generates an electronic signal using electrical currents. The arrangement 

creates a complex pattern which is processed to form the digital image of the 

fingerprint. What is particularly smart about this design is that it is much 

tougher to fool than an optical scanner. Capacitive Scanner is a charge coupled 

device (CCD). CCD is simply an array of light-sensitive diodes. Capacitive 

sensors are currently used in mobile devices due to their low cost and compact 

size. The only real security risks come from either hardware or software 

hacking. Apple called this Touch ID. 

Ultrasonic Sensor 

The latest fingerprint scanning technology to enter the smartphone market is 

an ultrasonic sensor, which was first announced to be inside the Le Max Pro 

smartphone. The ultrasonic sensor is a combination of an ultrasonic transmitter 

and receiver. The transmitter sends an ultrasonic pulse and bounces it off the 

finger surface. The friction ridges of the fingertip bounce the pulse back to the 

receiver. The spaces in between the ridges and valleys absorb the pulse [30]. 

The pulse waves, then travel beneath the skin thereafter creating a mechanism 

that tells the difference between a real and fake finger. 

Touch ID Technology 

Touch ID is a fingerprint recognition feature solely designed, released, and 

marketed by Apple Inc. This technology allows privileged users to unlock their 

smart devices, make purchases via the internet and through various Apple 
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digital media, the App, and the iBook's Stores'. It is also employed in 

authenticating Apple Pay online and other purchase Apps. Apple's Touch ID 

uses a capacitive sensor technology that measures the different capacitance 

values in the ridges and valleys of the user's fingerprint when a charge is 

applied to the Touch ID circuit. The sensor creates an image of those values 

digitally, applies a cryptographic hashing algorithm to the data, and then stores 

that hash in the Secure Enclave, a secure hardware zone on the phone's chip 

[31] The high accuracy and simplicity of Touch ID promotes user-friendliness 

and acceptability, but what gave Touch ID a large adoption on the iPhones that 

supported it was the fact that the users' authentication is unobtrusive. The 

adoption can be seen in iPhone 8 and 8 Plus. The same ID has been on all iPad's 

tablets dating back to iPad Air 2. Touch ID has been prevalent in all iPhones 

starting from 2013 up until 2017's, the likes of iphone5 and second-generation 

Touch ID in the iPhone 6S. Due to privacy laws, Apple assures it users' that 

their fingerprint information is stored locally in a secure enclave on the Apple 

A7 and later chips, not in the cloud, a design choice intended to make it very 

difficult for users to externally access the fingerprint information. Cloud 

rejection might be traced to EU privacy laws. 

Even though Qualcomm's Sense ID and Apple's Touch ID technology 

brought a technological advancement in Authentication using Mobile, but they 

are not 100% reliable. Some issues like mechanical failures, reliability, and 

durability are prevalent till date [32]. Among the issues associated with image 

recognition, there are variations in users' scenarios, limitations on the quality 

of hardware and non- conformity with software requirements. Despite these 

shortcomings, figure 1.5 shows the forecast until 2020 for finger sensors 
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Figure 1.5 Availability of fingerprint sensor [33] 

 Snapdragon Sense ID Technology 

The first ultrasonic fingerprint technology for next generation is called 

Snapdragon Sense ID 3D fingerprint Technology "Snapdragon Sense ID 3D 

Fingerprint Technology's unique use of ultrasonic technology revolutionizes 

biometrics from 2D to 3D, allowing for greater accuracy, privacy, and stronger 

authentication. We are very proud to bring the mobile industry's first 

ultrasonic-based biometric authentication technology to mobile device 

manufacturers and their customers, who will benefit from the improved and 

differentiated user experience"[34]. Sense ID technology tends to scan through 

contaminants like glass, metal (up to 400um), or plastic (up to 400um). It is 

also a device level FIDO authentication and supports future advancement. This 

Snapdragon sense ID 3D fingerprint Technology is an industry leader with new 

capabilities with Authentication on wake-up. There is also a live detection, 

which verifies that an actual fingerprint is being used in authentication [35]. 
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Issues with Biometrics  

There is already research available on the vulnerabilities in Biometrics, but 

Hackers will have the option of using many techniques to bypass or socially 

engineer newer security protocols and look for other loopholes or brute force 

their way into the data. Biometric is a complementary security control to make 

it easier for a human to interact with technology and should always be 

combined with an additional security control such as a passphrase/passwords 

or multi-factor authentication [36]. The issue of trust in usability should be 

continuously challenged to ensure the right verification and identification. 

Biometric security on mobile devices presents a complex procedure due to 

hardware limitations, noisy, inconsistent data, and adversarial attacks [37]. 

However, researchers claim specifically that some mobile biometric 

recognition for authentication suffers from both quality and environmental 

conditions. 

 Biometric Technology and the future of mobile Biometrics 

 Research conducted by the Ericsson Consumer Lab reveals 74% of 100,000 

consumers were interested in biometric technology on smartphones. The 

interviewed consumers want to use fingerprint technology over passwords to 

unlock their devices. The rest of 48% are interested in iris scanning for 

unlocking smartphones. It is estimated that a monumental 79 % of the 

smartphones by 2022 will have a biometric system integrated. The share of 

mobile device used commercially and their market share from 2016 can be 

summarized in the following bar chart [38] in figure 1.6  
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Figure 1.6  Future of Biometrics  [38] 
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2.1  Reliability and Validity  

 

Performance metrics of any Mobile Device was impossible to be retrieved, this 

can be attributed to trade secrets relative to intellectual property (IP) of these 

devices. In this work, the Biometric performance evaluations can be classified 

as operational. Operational evaluation analyzes the performance of biometric 

systems placed into the real application as in this case of mobile devices. The 

test is characterized as off-line because data were based on stored data. The 

pre-collected samples are based on various authors real experimental results. 

It falls in the category of ''In-house - self-defined test'' where results may not 

be comparable or reproducible by a third party [39]. 

 Table 2.3 Operational Evaluation of methodology. 

 

Researchers have focused on biometric systems to enhance performances 

and usability. Recognition of a legitimate user depends upon a feature vector 

extracted from individuals distinguished traits such as face finger, speech, iris 

or voice. As a result, unimodal authentication system as compared to 

multimodal is not able to fulfill reliability constraints for full acceptance in 

authentication applications due to noise, spoof attacks, data quality and much 

more. However, MFA biometric systems are used to increase security as well 

as better performances to establish the identity of individuals. 
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Data synthesis and analysis 

It is, however, important to note that despite these limitations of 

methodological features, at least one data synthesis was extracted using  

evaluation results that were presented for that outcome. To highlight these 

aspects, a summary of the performance metrics from several studies are 

illustrated in Table 2.4 and 2.5 respectively. 

 

Table 2.4 Results from a private technology company study                                        
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Table 2.5 A summary of Literature and results metrics. 

 

A narrative synthesis of my findings using evaluation methods presented 

by a private consultant firm [40] and Academia [41] [42] [43] [44] [45] was 

adopted as the missing link between the mobile vendors and the researcher. 
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3 Implementation 
 

 

 Figure 3.1  Modelling flowchart of the Probability Framework 

 

 

The flowchart in Figure 3.1 is a mathematical experimental procedure used in 

this framework to investigate the feasibility of using MFA to profile and 

discriminate between user's acceptance and rejections. 

To quantitatively and qualitatively estimate a combination of more than 

one authentication technique, Performances of some literature results on the 

multimodal biometric system [46] are utilized to calculate the effectiveness of 

the proposed technique. 

With inference from the literature, two biometric features are usually the 

point of interest for an improved experimental investigation. Mathematical 

modeling is based on the Bayesian Theorem and the new proposed system is 

projected to enhance the accuracy of mobile authentication. The level of 

security and the success of a system is dependent on a set of random variables 

connected to a relationship with a real event. This is analyzed and represented 

New Information

Relative

Frequency

Apply Bayes'

Theorem

Posterior 
(Revised)

Probabilities

Revision

Revision

Prior Probability

Subjective
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using a Bayesian network. The analysis of this network is a representation of 

the joint probability distribution [47]. A Bayesian network is used to model a 

conditional probability distribution of an outcome in connection with the 

variables after analyzing new evidence. The Framework of this thesis, which 

is based on multiple Biometric was mathematically modeled using the 

knowledge of an underlying domain. The probability of an uncertain cause is 

derived from some observed evidence.  The probability of failures can be 

derived from many interrelated variables mentioned. Practically, it is usually 

possible to obtain an MFA using a reversed conditional probability. A 

Bayesian approach is used in this work to quantify the uncertainty in dealing 

with a complex network of this nature. 

To present qualitative and quantitative modeling [48], in this framework, 

Bayesian is utilized in a manual construction since they can combine objective 

empirical probabilities with a subjective estimate. The P [Cause | Evidence] is 

the missing MFA factor, where p is the posterior conditional probability 

distribution of each possible unobserved causes given in the observed 

evidence. It is practically possible to obtain only the converse conditional 

probability distribution of observing evidence given the cause, P [Evidence | 

Cause]. The whole idea of Bayesian networks is constructed on the Bayes 

theorem, where the goal is to express the conditional probability distribution 

of a cause given the observed evidence and consequently using the converse 

conditional probability of observing evidence given the cause. The 

mathematical relationship [49] is  

 
 

         
            

             𝐏 [𝐂𝐚𝐮𝐬𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞]  =
𝐏 [𝐂𝐚𝐮𝐬𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] ∗ 𝐏 [𝐂𝐚𝐮𝐬𝐞] 

𝐏 [𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞]
        

 
            
 
 

 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞]  =
𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] ∗ 𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞] 

𝐏 [𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞]
 

 

𝐏 [𝐂𝐚𝐮𝐬𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] +   𝐏 [𝐂𝐚𝐮𝐬𝐞′ | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] = 𝟏 

 

 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫 | 𝐄𝐯𝐢𝐝𝐞𝐧𝐜𝐞] = 𝟏 
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The joint probability distribution of all random variables in the construction 

factors into a series of conditional probability distributions of random variables 

given from their root node see figure 3.2. Therefore, it is possible to build a 

full probability model by only specifying the conditional probability 

distribution in every endpoint. [50]. 

The schematic calculation of the proposed technique of only two 

biometrics is presented below using Bayesian probabilities. Decision tree and 

contingency interpretation of Bayes calculations outcomes follow. 

Applying relative Probability to the performance metrics:                         

𝑷𝒓𝒐𝒃𝒂𝒃𝒊𝒍𝒊𝒕𝒚 𝒐𝒇 𝑭𝒂𝒊𝒍𝒖𝒓𝒆𝒔 𝒖𝒔𝒊𝒏𝒈 𝑷𝒂𝒍𝒎𝒑𝒓𝒊𝒏𝒕 =  
𝑷(𝑭𝑹𝑹 𝒂𝒏𝒅 𝑭𝑨𝑹)

𝑷(𝑭𝑹𝑹 ∩  𝑭𝑨𝑹)
 

 

 

 

 

 

 

 

 

 

 

           Figure 3.2 diagram of the network nodes 

 

The biometric information, palmprint, face/voice recognition, hand 

geometry, fingerprint, and pin were revised based on Bayes theorem, using 

their relative frequencies. This experimental procedure extracts the post, prior 

and joint probabilities. Seven key nodes shown in table 4.1 was simulated using 

individual characteristics and the combination of these characteristics. 
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 This research  was implemented using a hybrid algorithm in a single and 

combinational approach. The input to Bayes network depended upon the 

scenario with which it was evaluating. The schematic diagram of the network 

nodes is drawn in figure 3.2 and the corresponding mathematical framework 

follows: 
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A Appendix 1 shows the mathematical simulations of Bayes Probabilities using 

hand geometry, face, fingerprint, voice, keystroke, and pin.  

B appendix 1, shows the overall framework using the combination factors  and 

the conditional probability of the individual trait is derived using a combination 

of scenarios presented in B Appendix 2 .  
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4 Results 
Bayes' is used when there are initial probabilities termed Prior probabilities. 

The information or data is used to revise all updates of the probability by 

calculating posterior probabilities, shown in table 4.1. This Bayesian derivative 

is calculated using a hybrid framework, see B Appendix 1.  

 

 

 

 

Mode Prior 

Prob. 

Post  

Prob. 

 

Joint 

Prob. 

Prob. 

(pass 

AND 

Back.) 

Prob. 

(pass 

AND 

⌐Back) 

Prob. 

(⌐pass 

AND 

Back.) 

Prob. 

(⌐pass 

AND 

⌐Back.) 

Palmprint .9168 .9560 .0392 .9302 .02581 .0043 .00012 

Face .7379 .7579 .0020 .07375 .02047 .2355 .0065 

Voice .9178 .9590 .0412 .9331 .02589 .0040 .0011 

Hand 

Geo. 

.8363 .9196 .8334 .8948 .0248 .0782 .0022 

Fing.print .9501 .8879 .1144 .8639 .02397 .10907 .003027 

 

Table 4.1  Results of MFA Evaluations based on Posterior and Joint 

Probabilities. 
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Assuming each of the two mechanisms i.e. Palmprint and Face use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and 

only if the two combinations fail. The MFA becomes Palmprint AND Face OR 

Voice. The Logical representation Of MFA framework is shown below 

𝑃 (𝐴 ∩ B) or P (C) = P (A) *P (B) +P (C), See b Appendix 2 for details. 

 

Table 4.2 is a presentation of this work framework using a combination 

methodology. The Evaluation of the results is based on combined Biometrics 

using subjective Bayes Probabilities. See b Appendix 1 for mathematical 

simulations  and B Appendix 2 for modeling of Scenario 1-10.  
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 0.96 0.98 0.96 0.91 0.87 10-4   

1 AND/OR 0.96 0.98 0.96     0.94 

2 AND/OR   0.96  0.87  ∞ 0.83 

3 AND/OR    0.91 0.87 10-4  0.79 

4 AND/OR   0.96 0.91   ∞ 0.87 

5 AND/OR 0.96 0.98   0.87   0.94 

6 AND/OR  0.98  0.91 0.87   0.85 

7 AND/OR   0.96 0.91  10-4  0.88 

8 AND/OR 0.96  0.96  0.87   0.84 

9 AND/OR 0.96 0.98    10-4  0.94 

10 AND/OR 0.96   0.91  10-4  0.88 

                              Table 4.2 Table of Probability Results  
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Figure 4.1 Bayes' Plot 

 

Figure 4.1 is a graphical representation indicating the concept of the 

MFA application using their various FRR and FAR metrics. The plot shows 

the relationship between FAR and FRR in this framework, If an imaginary 

balance line is drawn from the midpoint, a random classification line will 

nearly coincide with the line of the plot. Classification Accuracy is 

synonymous with accuracy. This term is the ratio of the number of correct 

predictions to the total number of input samples. It is more accurate, only if 

there are an equal number of samples belonging to each class 
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Figure 4.2 the relationship between false recognition rate and the false 

acceptance rate. 

In figure 4.2, the x-axis is the false acceptance ratio and the y-axis is the 

false rejection ratio. The graph is a hypothesized curve relationship between 

the ratio of the number of correct predictions to the total number of input 

samples. The probability indications of FAR tend to get worse as the threshold 

increases until the learning model reaches a certain point over the course of 

authentication. This is an applied mathematical measure of how well a FAR 

scenario properly identifies a conditional probability of the target. The 

simulation using Bayes Probability is not yet applied at this stage. 
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Figure 4.3 Bayes Plot using post Probabilities. 

 

 Figure 4.3 - This graph illustrates the implementation principle of this 

framework or analytical model and is derived by plotting post-test Probability 

against Prior test Probability. The FAR, FRR curve is a hypothesized 

relationship between post probability and the prior probability of the simulated 

Bayes nodes. The indicators of post probability tend to get worse as the 

threshold increases until the learning model reaches a certain point over the 

course of authentication. This is an applied mathematical measure of how well 

a pretest scenario properly identifies a conditional probability of the target. The 

result suggests, in sum that the solution to MFA can be attained using a " Bayes 

Probability of assessment". 
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Figure 4.4  Curve before MFA 

 

 

Figure 4.4  - The graph was representative of an experiment and a 

duplicate combination at each condition. The difference shown is an added 

modeling using different modalities of results from the ten scenarios see b 

appendix 2. The combined results are shown on the graphs before and after 

MFA using Bayes Probability. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



44 
 

 

 

 

 

Figure 4.5 Curve after MFA 

 

 

Figure 4.5 The graph was a representative of two experiments and a 

duplicate "joint" combination at each "revised" condition. The difference 

shown is added modeling using different modalities of results from the same 

ten scenarios. The combined /joint results are shown on the graphs before and 

after MFA using Bayes Revision. The comparison can be used as a rule of for 

the designer. 

 

 

 

 

 

 

 

 

 

 

 

 

 



45 
 

5 Analysis 
 

The numerous scenarios illustrate the Usability MFA presents. Usability must 

be combined in a different way to achieve an MFA status. If two or more 

techniques are combined with OR, then the usability is simply the best (max) 

of all the usability indices of all the techniques involved. In this work, 

authentication factors are used in AND (or any other AND/OR combination in 

the case of many factors used together). The result is a higher convenience and 

average security. For instance, considering scenario 3, two diverse biometric 

identification sensors for two different features like fingerprint and hand 

geometry, in the realistic assumption of full independence, if the combination 

is used in an “OR” configuration (either modality can be enough to identify the 

user, like in most default configurations for modern smart-phones) the 

probability that they will both fail to identify the correct user is 0.21. A relevant 

improvement (one order of magnitude lower) for this specific parameter is 

illustrated in combination results. 

In scenario 1, Palmprint + Face recognition OR voice are combined to 

achieve an MFA authentication. By using these three mechanisms, there is a 

probability of 0.04 to recognize an unauthorized user as an authorized 

Palmprint and 0.02 user as authorized face recognition. Then, if both 

probabilities are combined in “AND”, since either use completely different 

technologies and body parts, a probability of 0.04 * 0.02 = 0.0008 of 

recognizing an unauthorized user as an authorized one (i.e. Both must fail). 

That security parameter improves 10 times, i.e. One order of magnitude. At the 

same time, however, the risk of not being able to authenticate a user will likely 

be higher since you need a double identification. In either mechanism, user one 

can choose to use voice as a backup. That is the case where palmprint or face 

recognition fails to authenticate the legitimate user. The backup comes into 

action and can also be quantitatively estimated in a similar way. In the end, it 

will be a matter of trade-offs depending on the security level desired for the 

mobile device, e.g. Whether it is a teenager smartphone or a device used for 

military operations. 

 



46 
 

6 Discussion  
This framework adopts Bayes Probability theorems using Post, Prior and Joint 

Probabilities in order to maintain security for both authorized and imposter 

perspectives.  Biometrics such as palmprint, face, voice, fingerprint and hand 

geometry are subjected to MFA evaluation using Bayes probability. The 

relative frequency revisions depend on the subjective verification results and 

the level of security. By revising the probabilities, the authentication process 

is no longer based on the truth or false negatives of a user, it is, however, based 

on the confidence and security level set by threshold matching scores.  

 

The results of the study on individual and combination biometric 

characteristics show that hand Geometry has the lowest Prior Probability while 

Face recognition has lowest Post Probability. These findings illustrate that 

using Fingerprint as the key to identifying users is the most effective individual 

measurement. The  corresponding results using various combination of 

Biometrics show that ‘The Best User’ is obtained from the voice and Posterior 

Distributions of Iris (Eye ID) of the input scenario. The probability of a 

recognition system can provide a correlation between different modalities. The 

authentication approach is to establish a level of false negatives and false 

positive, the probabilistic nature of an authentication system determines 

exceptions and implementations.  

 

The simulation approach presented in the number of scenarios is 

evidence of a working mechanism, capable of providing a confidence measure 

and automated permissions to users. Trade-offs are always applied across these 

measures to achieve the best-performing system consistent with a user need.  

High level requires automatic access while low level requires addition revision 

of the posterior and the prior probabilities. 

Results for graphs based on intuitive cutoffs and a sensitivity/ specificity 

range between 80% and 90%, a good approximation to the theorem can be used 

as the qualitative approach. When the threshold line moves towards the right, 

it is an indication of high security. Security Level will depend on the 

application or user needs. 
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7 Conclusion   
MFA authentication can never be totally secured, although it is presented as 

one of the most reliable current security methods in a mobile device. The 

accuracy of an authentication system is affected by underlying factors like 

noisy input, hardware limitations, usability, etc. Integrating multiple 

Technologies/sensors can enhance the security levels of any authentication to 

an appreciable extent., however, usability will be slow coupled with additional 

hardware costs .  

Face and Voice recognition is the most adaptable and robust to 

implement. Fingerprint and iris fusion combined with a pin offers the most 

resilient form of MFA security. The important factors in choosing an MFA 

solution will depend on the strength of performance desired, the benefits of the 

purpose, cost per user and the deployment cost of such a solution. These 

variables can exist as a standalone factor in overall implementation or as a 

combination with others. The moves towards an MFA opens a new horizon for 

using biometrics as part of the authentication solution. 

 In conclusion, the performance of MFA techniques shows that security 

breaches at lower levels will render higher security ineffective. Bayes' 

probability deduces that implementing FRR to the lowest level for more user 

convenience will directly increase FAR. For instance, prioritizing convenience 

in the latest smartphones can be acceptable to the device users but not in 

Military installations where a high level of security is desired.  
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7.1 Future work 

The proposed framework can be extended generically to generate unique data 

for logging into mobile devices during an online transaction or other sensitive 

accounts. As I have seen, MFA authentication  mechanisms  have  been  

developed  mainly for flagship and high-end models in  mobile  devices, it is 

important however to research on a whole new cost-effective hybrid 

authentication concept using Prolific Innovation [51]. Multiple users 

accessing a single mobile device can be explored and investigated using DNA 

or Machine Learning Technology. Research on the overall multiple security 

techniques using operations more complex and diverse like software. 

Development of MFA systems using API and cloud development is worth 

researching on. 

MFA performances include metrics in the form of Acceptance error 

rates, Rejection error rate, computational time, cost of procurement, 

maintenance, data security, privacy, usability, and user acceptance, etc. Getting 

the current MFA metrics Linked to MFA in Mobile devices was impossible 

because of revocation or limitation imposed by the patent proprietorship. These 

setbacks could be eliminated if students were engaged directly with these 

mobile device manufacturers and a more practical experimental approach 

using this model can be implemented. 

The need to evaluate and Develop a universal data collection software 

package so that the mathematical framework can be implemented on a real 

mobile device. Innovative techniques on behavioral biometrics can be further 

developed using a user-friendly Generic User Interface, this ensures data is 

transmitted in a transparent manner without degradation of the mobile system 

performance. 
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 A  Appendix 1 
 

In the appendix, you can put details that do not fit into the main report. 

Examples are source code, long tables with raw data and questionnaires. 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑃𝑎𝑙𝑚𝑝𝑟𝑖𝑛𝑡 =  

0.045
0.98 ∗

0.98
0.02

0.955
0.02

 

                                        𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑃𝑎𝑙𝑚𝑝𝑟𝑖𝑛𝑡 =

                                                     0.047 = 𝑃(𝐼𝑚𝑝𝑜𝑠𝑡𝑒𝑟) 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫] = 𝟏 

                                      

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝟎. 𝟎𝟒𝟕 = 𝟏 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] = 𝟎. 𝟗𝟔 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐻𝑎𝑛𝑑𝐺𝑒𝑜𝑚𝑒𝑡𝑟𝑦 =  

0.083
0.917 ∗

0.917
0.053

0.947
0.053

 

                                        

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐻𝑎𝑛𝑑𝐺𝑒𝑜𝑚𝑒𝑡𝑟𝑦 = 0.0876 =

𝑃(𝐼𝑚𝑝𝑜𝑠𝑡𝑒𝑟) 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫] = 𝟏 

                                      

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝟎. 𝟎𝟖𝟕𝟔 = 𝟏 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] = 𝟎. 𝟗𝟏 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐹𝑎𝑐𝑒 =  

0.0247
0.753

∗
0.753
0.001

0.999
0.001
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                                        𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐹𝑎𝑐𝑒 =

0.0247 = 𝑃(𝐼𝑚𝑝𝑜𝑠𝑡𝑒𝑟) 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫] = 𝟏 

 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝟎. 𝟎𝟐𝟒𝟕 = 𝟏 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] = 𝟎. 𝟗𝟖 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐹𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 =  

0.114
0.886 ∗

0.886
0.099

0.901
0.099

 

                                𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐹𝑖𝑛𝑔𝑒𝑟𝑝𝑟𝑖𝑛𝑡 =

                                              0.0127 = 𝑃(𝐼𝑚𝑝𝑜𝑠𝑡𝑒𝑟) 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫] = 𝟏 

                                     𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝟎. 𝟏𝟐𝟕 = 𝟏 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] = 𝟎. 𝟖𝟕 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑉𝑜𝑖𝑐𝑒 =  

0.041
0.959

∗
0.959
0.042

0.958
0.042

 

                                        𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑣𝑜𝑖𝑐𝑒 = 0.043 =

𝑃(𝐼𝑚𝑝𝑜𝑠𝑡𝑒𝑟) 

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝐏 [𝐈𝐦𝐩𝐨𝐬𝐭𝐞𝐫] = 𝟏 

 

                                      

𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] +   𝟎. 𝟎𝟒𝟑 = 𝟏 
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𝐏 [𝐆𝐞𝐧𝐮𝐢𝐧𝐞 ] = 𝟎. 𝟗𝟔 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐾𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 =  

0.001
0.999 ∗

0.999
0

0
0

 

                                        𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝐾𝑒𝑦𝑠𝑡𝑟𝑜𝑘𝑒 =

𝑈𝑛𝑑𝑒𝑓𝑖𝑛𝑒𝑑 

 

𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑤𝑟𝑖𝑡𝑖𝑛𝑔 𝑆𝑝𝑒𝑒𝑑 =  

0.004
0.996 ∗

0.996
0

0
0

 

                                        𝑃𝑟𝑜𝑏𝑎𝑏𝑖𝑙𝑖𝑡𝑦 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑠  𝑜𝑓 𝑢𝑠𝑖𝑛𝑔 𝑤𝑟𝑖𝑡𝑖𝑛𝑔 𝑠𝑝𝑒𝑒𝑑 =

𝑈𝑛𝑑𝑒𝑓𝑖𝑛𝑒𝑑 

 

𝑷robability  Guessing a pin =  
1

10 ∗ 10 ∗ 10 ∗ 10
 

                                        Probability (pin)  = 0.0001 
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B  Appendix 1 
 

 

 

 
Bayesian Network for Palmprint and Posterior Distributions of Iris (Eye ID) 

on the initial Bayesian network. 
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Bayesian Network for Face and Posterior Distributions of Iris (Eye ID) on the 

initial Bayesian network 

 

 

 

 
 

 
Bayesian Network for Fingerprint and Posterior Distributions of Iris (Eye ID) 

on the initial Bayesian network 

 

 

 

 



60 
 

 
Bayesian Network for voice and Posterior Distributions of Iris (Eye ID) on 

the initial Bayesian network 

 

 
Bayesian Network for Hand Geometry and Posterior Distributions of Iris 

(Eye ID) on the initial Bayesian network 
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B  Appendix 2 
 
Scenario 1: 

Assuming each of the two mechanisms i.e. Palmprint and Face use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Palmprint AND Face OR Voice. The 

Logical representation Of MFA framework is shown below 

𝑃 (𝐴 ∩ B) or P (C) = P (A) *P (B) +P (C) 

Palmprint (A) Face (B) Voice (C) P (A and B) Policy   

0.96 0.98 0.96 0.96*0.98 Primary = 0.94 
Backup= 0.96 

 

 

 

 

  

 

Scenario 2: 

Assuming each of the two mechanisms i.e. Fingerprint and Voice use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Fingerprint AND Voice OR writing Speed. 

Logical representation Of MFA framework is shown below 

𝑃 (𝐷 ∩ C) or P (E) = P (D) *P (C) + P(E) 

 

Fingerprint (D) Voice (C) Writing 
speed (E) 

P (D and C) Policy 

0.87 0.96 0.99 0.87*0.96 Primary = 
0.83 

Backup= 1 
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Scenario 3: 

Assuming each of the two mechanisms i.e. Fingerprint and Hand Geometry use 

different Technologies (AND). The third mechanism is used as a backup (OR) if and 

only if the two combinations fail. The MFA becomes Fingerprint AND Hand 

Geometry OR writing Speed. Logical representation Of MFA framework is shown 

below 

𝑃 (𝐷 ∩ F) or P (G) = P (D) *P (F) +P (G) 

Fingerprint (D) Hand Geo 
(F) 

Pin (G) P (D and F) Policy 

0.87 0.912 0.0001 0.87*0.912 Primary = 
0.79 

Backup= 
0.0001 

 

Scenario 4: 

Assuming each of the two mechanisms i.e. Voice and Hand Geometry use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Voice AND Hand Geometry OR writing 

Speed. Logical representation Of MFA framework is shown below 

𝑃 (𝐶 ∩ F) or P (E) = P (C) *P (F) +P (E) 

Voice (C) Hand Geom. 
(F) 

Writing 
speed(E) 

P (C and F) Policy 

0.96 0.912 1 0.96*0.912 Primary = 
0.87 

Backup= 1 

 

 

Scenario 5: 

Assuming each of the two mechanisms i.e. Palmprint and Face use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Palmprint AND Face OR Fingerprint 

Logical representation Of MFA framework is shown below 
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𝑃(𝐴 ∩ B) or P(D) = P(A)*P(B) +P(D) 

Palmprint (A) Face (B) Fingerprint (D) P (A and B) Policy 

0.96 0.98 0.96 0.96*0.98 Primary = 
0.94 

Backup= 0.96 

 

 

Scenario 6: 

Assuming each of the two mechanisms i.e.  Face and Fingerprint use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Face AND Fingerprint, OR Hand Logical 

representation Of MFA framework is shown below 

𝑃(𝐵 ∩ D) or P(F) = P(B)*P(D) +P(F) 

Face (B) Fingerprint (D) Hand Geom. 
(F) 

P (B and D) Policy 

0.98 0.87 0.912 0.98*0.87 Primary = 
0.85 

Backup= 
0.912 

 

 

Scenario 7: 

Assuming each of the two mechanisms i.e. Voice and Hand Geometry use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Voice AND Hand, OR Pin Logical 

representation Of MFA framework is shown below 

𝑃(𝐶 ∩ F) or P(G) = P(C)*P(F) +P(G) 

Voice (C) Hand Geom. 
(F) 

Pin(G) P (C and F) Policy 

0.96 0.912 0.0001 0.96*0.912 Primary = 0.88 
Backup= 
0.0001 
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Scenario 8: 

Assuming each of the two mechanisms i.e. Palmprint and Face use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Palmprint AND Face OR Voice Logical 

representation Of MFA framework is shown below 

𝑃(𝐴 ∩ D) or P(C) = P(A)*P(D) +P(C) 

Palmprint (A) Fingerprint (D) Voice (C) P (A and D) Policy 

0.96 0.87 0.96 0.96*0.87 Primary = 
0.84 

Backup= 0.96 

 

Scenario 9: 

Assuming each of the two mechanisms i.e. Palmprint and Face use different 

Technologies (AND). The third mechanism is used as a backup (OR) if and only if the 

two combinations fail. The MFA becomes Palmprint AND Face OR Pin Logical 

representation Of MFA framework is shown below 

𝑃(𝐴 ∩ B) or P(G) = P(A)*P(B) +P(G) 

Palmprint (A) Face (B) pin (G) P (A and B) Policy 

0.96 0.98 0.0001 0.96*0.98 Primary = 0.94 
Backup= 
0.0001 
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Scenario 10: 

Assuming each of the two mechanisms i.e. Palmprint and Hand Geometry use 

different Technologies (AND). The third mechanism is used as a backup (OR) if and 

only if the two combinations fail. The MFA becomes Palmprint AND Hand OR Pin 

 

 Logical representation Of MFA framework is shown below 

𝑃(𝐴 ∩ F) or P(G) = P(A)*P(F) +P(G) 

Palmprint (A) Hand Geom. 
(F) 

Pin (G) P (A and F) Policy 

0.96 0.912 0.0001 0.96*0.912 Primary = 
0.88 

Backup= 
0.0001 

 


