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Abstract 
 
In a world of the Internet of Things, smart home has shown a great potency and trend. A 
smart home is a convenient home setup where appliances and devices can be 
automatically controlled remotely from any internet-connected place in the world using 
a mobile or other networked device. Smart home has changed the way the residents 
interacted with their home and realised more convenience. Although this technology 
also has positive impact on saving energy and resources, privacy issues in it have shown 
to one of the biggest obstacles to the adaption of this technology.  
 
The purpose of this thesis is to study smart home users’ perceptions of smart homes and 
their privacy awareness and concerns. The research was conducted through interviews 
and followed an interpretive research paradigm and a qualitative research approach. In 
this study, 5 smart home owners were interviewed to investigate their reasons for 
purchasing IoT devices, their perceptions of smart home privacy risks, and actions to 
protect their privacy, as well as managing IoT devices and/or its data. The research 
results show that there are privacy risks existing in smart homes. Consumers’ privacy 
data is collected secretly, which needs to be controlled, and privacy issues have to be 
addressed in the near future for the smart home to be fully adopted by the society. 
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1 Introduction 
 
1.1 Background 
With the rapid development of Information and Communication Technology (ICT), the 
Internet of Things (IoT) appears to be an important part of new information technology 
and significant development in this era. IoT is currently one of the most popular ICT 
paradigms (Suciu et al., 2013). In the IoT paradigm, devices that people use to manage, 
monitor, and optimise the operational aspects of their daily activities are no longer 
unresponsive devices. Instead, they’re ‘interactive devices connected to the Internet 
with intelligence and many more capabilities (such as sensing, communication, 
processing, and storage)’ (Porambage et al., 2016, p.36). Today, IoT use cases cover a 
wide variety of application domains, ranging from smart homes over e-health systems to 
industrial environments. The combination of information technologies and advanced 
communication and sensing systems creates a variety of new potential applications. 
 
A growing portion of IoT devices are created for consumer use – a part of the larger 
concept is ‘smart home’. The combination of ICT and sensing systems creates a variety 
of potential IoT applications. Smart devices that can communicate and calculate, from 
sensors to home applications, are everywhere. Since the 1980s, the business and 
academic interests of smart homes have grown dramatically. The governments and 
research institutes in Japan, the United Kingdom, and the United States have invested in 
the research and development of smart home service development research (Chan et al., 
2009). A variety of similar concepts (such as home automation, connected homes, 
ubiquitous families, smart homes, and interactive homes) have emerged, and promising 
types of services targeting specific user groups (such as seniors or ex-mentors) have 
also been introduced (Friedewald et al., 2005). Because of the value of the smart home 
concept to users, research predicts that the smart home market will grow rapidly, 
indicating that the market will triple by 2020 (MarketsandMarkets, 2015). Besides, a 
recent market survey predicts that the smart home market will grow by 17% annually 
from 2015 to 2020, reaching US$58.68 billion (Marketsandmarkets, 2015). Since 2014, 
global high-tech companies such as Google, Amazon and Samsung Electronics have 
been commercialising smart home products and services to take full advantage of this 
huge emerging market. 
 
Smart homes filled with connected products are loaded with possibilities to make our 
lives easier, more convenient, and more comfortable. Smart homes have wireless 
devices equipped with various sensors to monitor the control or automation of the home 
environment to improve the personal life experience (Park et al., 2003). The IoT will be 
formed by smart objects and services interacting autonomously and in real-time (Riahi 
et al., 2013). With using smart home applications, people can guide his or her connected 
device at home even from far away. For example, we can open our garage doors with 
sensors, but from a remote location we can also lock our doors, or turn off our lights 
(Noury et al., 2013).  Or imagine that you’re driving home on a hot summer day. But 
rather than turning the air conditioner on when you get home and wait for your house to 
cool, you simply use your smartphone when you leave your office to tell your smart 
thermostat to lower the temperature. 
 
Another example would be using smart devices such as Amazon’s Alexa. Imagine that 
you’re cooking dinner, and you ask Alexa, the voice assistant on the Amazon Echo, to 
read you today’s biggest news stories so that you can focus on cooking. As an 



  
 

2 

application scenario, household smart meters will provide real-time neighbourhood 
information which enables a smart community to identify patterns cooperatively, adapt 
consumption and improve the overall quality of life, making the shared environment 
more sustainable (Alcaide et al., 2013). In general, smart home devices make life easier 
at home and give users the ability to do several things at the same time and they bring 
convenience, comfort and efficiency in people’s daily life. Furthermore, the concept of 
IoT, combined with smart metering, has the potential to transform residential houses, 
homes and offices into energy-aware environments (Stojkoska and Trivodaliev, 2017). 
Smart homes are one of the EU’s ten priority action areas in its Strategic Energy 
Technology Plan: ‘Create technologies and services for smart homes that provide smart 
solutions to energy consumers’ (Wilson, Hargreaves and Hauxwell-Baldwin, 2017, 
p.72).   
 
There is no shortage of possibilities for smart home IoT devices, and home automation 
seems to be the wave of the future. There is a grand possibility that IoT and smart home 
will be an unavoidable trend that everyone will be getting involved in willingly or 
unwillingly in the future. A wide range of publicly-funded projects across the EU are 
designed to engage consumers in this vision (Gangale, Mengolini and Onyeji, 2013). 
From this policy perspective, smart homes are enabling technologies to meet a latent 
demand by households for home energy control and management. As such smart homes 
are seen as an integral part of a future energy efficient system, helping to reduce overall 
demand as well as alleviating supply constraints during periods of peak load (Wilson, 
Hargreaves and Hauxwell-Baldwin, 2017). Smart home experts agree that ‘climate 
change and energy policy will drive UK smart home market development’ (Balta-Ozkan 
et al., 2013b). 
 
Many smart home devices closely related to human life are introduced into the internet. 
Smart homes are about to become a reality, and they involve aspects of user life. 
Previous research has proposed various types of smart homes. Adami, Hayes and Pavel 
(2003) propose a wrist device that monitors the user’s lifestyle, such as their time on the 
bed and in bed. Andoh et al. (2004) explained the characteristics of a biometric 
monitoring system that examines vital signs such as pulse and breathing. Perry et al. 
(2004) lifestyle monitoring system monitors the user’s location and current activity. 
Kidd et al. (1999) proposed a smart home system that guides users to use specific radio 
frequency tag objects and helps them find lost items. Reinisch et al. (2011) studied the 
energy efficiency of future smart homes by tracking users. Boman et al. (2007) 
proposed an intruder motion detector for brain injury patients.  
 
Collecting and recording personal data bring convenience and benefit to both individual 
and organization. For the individual user’s perspective, personal data collected can be 
used to improve personalized recommendations, leading to better customer experiences. 
For the organization’s perspective, aggregated data from numerous physical devices and 
virtual sensors can provide a wealth of knowledge for different application areas, such 
as disaster management, customer sentiment analysis, smart cities, etc. For technologies 
such as radio frequency identification (RFID), extended product information can be 
queried from manufacturers or public databases. However, every inquiry made from a 
smart home hurts the privacy of its residents. Since each electronic product code 
assigned to an RFID accessory is unique, it is easy to create a detailed long-term 
customer profile by associating a specific item’s query with a specific person (Fabian 
and Feldhaus, 2014). 
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However, are there any privacy problems in smart home? Although smart home devices 
bring people major convenience, data collected through smart home devices can contain 
sensitive personal data and be used to generate rich information (Yi, S., Qin, Z. and Li, 
Q., 2015). Much of the user’s information, such as personal health information, habits, 
etc., are collected, stored, processed and transmitted. And sensors like smart meters 
collect sensitive personal information like detailed household energy consumption 
profile (Peppet, S.R., 2014). However, when such data is released to third parties, the 
possibility of unintentional or malicious privacy breach like activity detection of the 
users is very high. Data is being recorded or even shared by IoT whether we know it or 
not (Ukil et al., 2014). And the user’s behaviour can be inferred, for example, having 
the MAC address of a given mobile phone in a specific time window during the day will 
allow guessing when someone is usually at home (Cunche, M., 2014). Traffic collisions 
between access points and intelligent heating systems may reveal the coming home of 
the upcoming residents (through their Internet connection management heating system). 
The flow between the smart TV’s MAC address and the access point will allow 
guessing when someone is watching TV in the house, and therefore when the person 
sleeps, for example (Cunche, M., 2014). These are potential ‘leakage walls’ that leak 
into the smart house. They are of course simplistic, because the purpose of this section 
is to raise concerns about the problem; however, applying data mining (such as 
clustering, association rule mining, decision trees, etc.) and machine learning techniques 
to these types of data may be reveal a large amount of more sensitive information to 
determined attackers (Sanchez et al., 2014). For another example, Wikileaks’ release 
revealed ‘Samsung’s smart TVs not only could record and transmit private 
conversations in the home, unbeknownst to the consumer, they also were susceptible to 
security breaches which were exploited by the CIA to listen in a while in a ‘fake off’ 
mode.  
 
The EU Commission report on the IoT, The Cluster of European Research Projects on 
the Internet of Things, has identified security and privacy as a major IoT research 
challenge (Perera et al., 2015). If measures of privacy protection are not taken, the 
privacy information may be disclosed or used by unauthorized users. Therefore, such 
data must be controlled carefully to avoid any user privacy violations (Hwang, Y.H., 
2015). 
 
According to recent research, privacy issues have severely hindered the widespread 
adoption of smart home technologies. As more and more people use smart devices, their 
interactions in the home environment and the outside world (if not properly managed) 
will constitute the major risks of citizen privacy and security in the near future (Chen et 
al., 2017). To motivate individuals to adopt smart home services, Service providers 
must meet real user needs, understand and resolve user privacy concerns, in order to 
achieve widespread service delivery and successful adoption. The thesis is to study 
smart home users’ perceptions of smart homes and their privacy awareness and 
concerns. In the study, the importance of addressing privacy challenges in smart home 
will be discussed and research about what privacy issues must be addressed for the 
smart home to become a pleasant experience for users (Hwang, Y.H., 2015). And it will 
be conducted through interviews and followed an interpretive research paradigm and a 
qualitative research approach. 
 
1.2 The Aim and Research Questions 
In recent years, smart home technology has brought great convenience to people’s daily 
lives. At the same time, privacy issues have become particularly prominent. Although a 
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large number of IoT technology research activities have been applied in smart home 
solutions, the social concerns of technological evolution related to citizen privacy and 
security appear to be still in its infancy. Previous work (Park, Homin et al., 2014) has 
shown that by monitoring radio fingerprints and traffic patterns, it is possible to 
extrapolate activities of daily living in environments equipped with wireless sensors. 
Traditional encryption methods can no longer meet the privacy protection requirements 
in smart home applications because attacks can be initiated even without requiring 
access passwords. On the contrary, by analyzing the frequency of radio signals and the 
time stamp series, attacks can be successfully implemented so that the daily activities of 
smart family residents can be understood. This type of attack can achieve a very high 
success rate, making it a major threat to user privacy. 
 
According to a recent study by Aleisa and Renaud (2017, p.5947), ‘The Internet of 
things’ potential for major privacy invasion is a concern with much of research 
disproportionally focused on the security concerns of IoT.’ Basenese (2015) has 
criticised the industry’s lack of attention to security issues: ‘Despite high-profile and 
alarming hacks, device manufacturers remain undeterred, focusing on profitability over 
security. Consumers need to have ultimate control over collected data, including the 
option to delete it if they choose. Without privacy assurances, wide-scale consumer 
adoption simply won’t happen.’ In a post-Snowden 1  world of global surveillance 
disclosures, consumers take a more active interest in protecting their privacy and 
demand IoT devices to be screened for potential security vulnerabilities and privacy 
violations before purchasing them. According to the 2016 Accenture Digital Consumer 
Survey, in which 28,000 consumers in 28 countries were polled on their use of 
consumer technology, security has moved from being a nagging problem to a top barrier 
as consumers are now choosing to abandon IoT devices and services over security 
concerns. The survey revealed that out of the consumers aware of hacker attacks and 
owning or planning to own IoT devices in the next five years, 18 percent decided to 
terminate the use of the services and related services until they get safety guarantees. 
Suggests that consumers increasingly perceive privacy risks and security concerns to 
outweigh the value propositions of IoT devices and opt to postpone planned purchases 
or service subscriptions. 
 
Although there are many studies on privacy issues in the smart home, few studies are 
focusing on the smart home user privacy acceptance for smart homes. However, it is 
crucial for the successful adoption and rapid dissemination of smart home technologies 
(Wilson et al., 2015). The purpose of this research is to explore the perceptions of smart 
home users regarding the related privacy issues and investigate the attitudes of smart 
home users to the privacy risks of smart home devices/products. The research findings 
will have some useful contribution in providing a better understanding of the privacy 
threats about the topic and will make people (users) aware of the potential risks. 
 
Despite this, the smart home industry still lacks attention to protecting privacy. 
Manufacturers are still more concerned with the profitability. So from a consumer’s 
point of view, will devices that jeopardise family privacy and confidentiality is 

 
1 Edward Joseph Snowden (born June 21, 1983) is an American computer professional, former Central 
Intelligence Agency (CIA) employee, and former contractor for the United States government who copied 
and leaked classified information from the National Security Agency (NSA) in 2013 without authorization. His 
disclosures revealed numerous global surveillance programs, many run by the NSA and the Five Eyes Intelligence 
Alliance with the cooperation of telecommunication companies and European governments. 
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considered more intrusive and offensive by consumers? Does the consumer have any 
resistance to the concept of a device that enters consumers’ homes? Will they think this 
is an offence to essential privacy? Do users think that the data obtained by these devices 
should receive greater privacy protection? Based on the above research background, the 
following  research questions will be conducted: 
 
ー How do users’ of smart homes perceive privacy issues related to smart devices? 
ー What are the users’ suggestions to ensure privacy when using smart devices? 

 
1.3 Significance of the study 
The significance of this study is that the stakeholders can benefit from this area of 
research. 
 
Although there are a lot of researches on the privacy of smart homes, few of them are 
from the view of smart home users to explore how they think about the privacy issues of 
smart homes and how privacy issues influence their use of smart home devices. So this 
study hopes to fill the gap in this field. On one hand, IoT industry or manufacturers can 
take this study as a reference in order to construct a better product that meets the 
expectations and requirements of consumers. On the other hand, researchers could have 
another look at current IoT society status - the attitude of consumers about IoT products. 
 
1.4 Scope and Limitations 
The Internet of Things covers a wide range of domains, which means IoT finds 
applications in nearly every field, such as in manufacturing, agriculture, energy 
management, environmental monitoring, medical and healthcare, transportation, etc. 
This thesis will focus on the privacy research in Smart Home, which is also known as 
home automation. In the thesis, the main privacy challenges in the smart home will be 
discussed, and the ongoing research efforts that address IoT privacy issues will be 
introduced, but it does not mean technical solutions or privacy-preserving framework 
will be proposed. 
 
The study’s delimitations are as following: the interviews conducted in this thesis will 
concentrate on a specific group, in which people are smart home device users. The study 
is interested in gathering perceptions and desired requirements of the participants 
towards privacy in smart home devices. However, the findings must be considered in 
the context of a limited number of families interviewed. Although the responses from 
our participants identified IoT privacy issues that many others may shar, it should not be 
considered to represent the entire IoT device user base. These limitations must be 
specifically recognized and resolved in subsequent studies. 
 
1.5 Research process 
To carry out the research, the following steps were conducted. The first step was to do a 
literature review to gain a better understanding of the current research status in this area 
and also to find research frameworks or methods that could help in conducting this 
research. The literature review is represented in Chapter 2. The next step was to define 
the research design and methods. Then research data was collected via interviews, to 
identify smart home users’ privacy concerns. Finally, the collected data or results were 
analyzed and discussed. Figure 1 explains these steps further. 
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2 Literature review  
In this chapter, I present a review of the literature about smart homes, IoT and their 
privacy issues. A summary is also included in the end. 
 
2.1 The Internet of Things 
2.1.1 Concept of the Internet of Things 
According to the definition from Stojkoska and Trivodaliev (2017, p.1454), ‘Smart 
devices or objects, capable of communication and computation, ranging from simple 
sensor nodes to home appliances and sophisticated smartphones are present everywhere 
around us. The heterogeneous network composing of such objects comes under the 
umbrella of a concept with fast-growing popularity, referred to as the Internet of Things.’  
 
The Internet of Things is conceived as a network that allows everyone and everyday 
objects to connect at any time and any place (Vermesan and Friess, 2013). In the past 
few years, the Internet of Things has received extensive attention from academia and 
industrial organizations and is considered one of the main pillars of the Fourth Industrial 
Revolution (Industry 4.0) (Perera et al., 2014). With the rapid increase in the number of 
connected devices, the Internet of Things can be seen as a technological revolution for 
ubiquitous connectivity, computing, and communications. In the literature and real life, 
the Internet of Things has different applications, including transportation, medical care, 
agriculture, smart homes, vehicles, schools, markets and industries, etc (Al-Fuqaha et al., 
2015). The Internet of Things refers to billions of physical devices around the world that 
are now connected to the internet, collecting and sharing data. Thanks to cheap 
processors and wireless networks, it’s possible to turn anything, from a pill to an 
aeroplane, into part of the IoT. This adds a level of digital intelligence to devices that 
would be otherwise dumb, enabling them to communicate without a human being 
involved, and merging the digital and physical worlds. According to (Stojkoska and 
Trivodaliev, 2017), ‘IoT represents a worldwide network of uniquely addressable 
interconnected objects’. According to Gubbi et al. (2013), IoT is an ‘interconnection of 
sensing and actuating devices providing the ability to share information across 
platforms through a unified framework, developing a common operating picture for 
enabling innovative applications. This is achieved by seamless, ubiquitous sensing, data 
analytics and information representation with cloud computing as the unifying 
framework.’ 
 
2.1.2 The history of the Internet of Things 
The term Internet of Things was originally proposed by Kevin Ashton in 1999 in the 
context of the supply chain (Aggarwal, R. and Das, M.L., 2012). The idea of adding 
sensor and intelligence to basic objects was discussed throughout the 1980s and 1990s 
(and there are arguably some much earlier ancestors), but apart from some early projects 
-- including an internet-connected vending machine -- progress was slow simply 
because the technology wasn’t in place (Kurzweil et al., 1990). Processors that were 
cheap and power-frugal enough to be all but disposable were required before it became 
cost-effective to connect up billions of devices. The adoption of RFID tags -- low-
power chips that can communicate wirelessly -- solved some of this issue, along with 
the increasing availability of broadband internet and cellular and wireless networking 
(Shi et al., 2010). The adoption of IPv6 -- which, among other things, should provide 
enough IP addresses for every device the world (or indeed this galaxy) is ever likely to 
need -- was also a necessary step for the IoT to scale (Zanella et al., 2014). Adding 
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RFID tags to expensive pieces of equipment to help track their location was one of the 
first IoT applications. But since then, the cost of adding sensors and an internet 
connection to objects has continued to fall, and experts predict that this basic 
functionality could one day cost as little as 10 cents, making it possible to connect 
nearly everything to the internet. 
 
Also, in the past years, the term has covered a wider range of different area, applications 
like healthcare, transport, utilities, etc (Sundmaeker et al., 2010). Although the 
definition has changed for the technology development, which remains the same is the 
goal of creating a computer sense information without the help of human intervention. 
With the open wireless technology such as Bluetooth, Wi-Fi, radio frequency 
identification (RFID), telephonic data services, as well as embedded sensor and actuator 
nodes, IoT has stepped from the current static Internet to a fully integrated Future 
Internet. ‘The next revolution will be the interconnection between objects to create a 
smart environment’, according to Gubbi et al. (2013, p.1649). 
 
 
2.1.3  The benefits of the Internet of Things for consumers 
l The IoT promises to make our environment -- our homes and offices and vehicles -- 

smarter, more measurable, and chatter. You might be surprised to learn how many 
things are connected to the Internet, and how much economic benefit we can derive 
from analysing the resulting data streams (Luong et al., 2016). Here are some 
examples of the impact the IoT has on industries (Grant-Muller, S. and Usher, M., 
2014): 
 

l Intelligent transport solutions speed up traffic flows, reduce fuel consumption, 
prioritise vehicle repair schedules and save lives  

l Smart electric grids more efficiently connect renewable resources, improve system 
reliability and charge customers based on smaller usage increments (Mwasilu et al. 
2014). 

l Machine monitoring sensors diagnose – and predict – pending maintenance issues, 
near-term part stockouts, and even prioritise maintenance crew schedules for repair 
equipment and regional needs. 

l Data-driven systems are being built into the infrastructure of ‘smart cities’, making 
it easier for municipalities to run waste management, law enforcement and other 
programs more efficiently. 
 

But also consider the IoT on a more personal level. Connected devices are making their 
way from business and industry to the mass market. Consider these possibilities: 
• You’re low on milk. When you’re on your way home from work, you get an alert 

from your refrigerator reminding you to stop by the store. 
• Your home security system, which already enables you to remotely control your 

locks and thermostats, can cool down your home and open your windows, based on 
your preferences. 
 

Smart speakers like Amazon’s Echo and Google Home make it easier to play music, set 
timers or get information. Home security systems make it easier to monitor what’s 
going on inside and outside or to see and talk to visitors. Meanwhile, smart thermostats 
can help us heat our homes before we arrive back, and smart lightbulbs can make it look 
like we’re home even when we’re out.  
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Looking beyond the home, sensors can help us to understand how noisy or polluted our 
environment might be. Autonomous cars and smart cities could change how we build 
and manage our public spaces. 
 
2.2 Smart Home 
2.2.1 What is smart home? 
Smart homes effectively serve users by communicating with various Internet-based 
digital devices. Smart homes can be defined as homes equipped with communication 
networks, high-tech home appliances, home appliances and sensors that can be remotely 
accessed, monitored and controlled, and provide services that meet the needs of 
residents (Reinisch et al., 2011; Balta-Ozkan et al., 2013b). Therefore, a home is no 
longer a place for equipment to perform isolated tasks; instead, a family has a 
distributed system in which many entities work together. Therefore, smart homes 
include technologies for electrical equipment automation, remote lighting/power control, 
and remote monitoring (Luor et al., 2015). Smart home service users can easily access 
the system, control home appliances, and ensure the safety of home and family. 
 
In the ideal version of the wired future, all devices in a smart home can communicate 
seamlessly. First, a variety of home appliances are connected via an internal home 
network. Second, mobile devices communicate with fixed devices at home through 
telecommunications networks and home gateways. Third, cloud servers for smart home 
service providers are linked through a telecommunications network that collects and 
analyzes data from home devices and mobile devices for interactive and automated 
services. IoT-based smart home technologies change the human life by providing 
connections for everyone regardless of time or place (Gaikwad et al., 2015; Samuel, 
2016). Home automation systems have become more and more complex in recent years. 
These systems provide infrastructure and methods for exchanging all types of device 
information and services (Kim et al., 2015). The smart home is an area of the Internet of 
Things. The Internet of Things is a network of physical devices that provide electronics, 
sensors, software, and networking within the home. 
 
Smart Home is the technological progress and concept of home appliances monitoring 
and controlling through intelligent and coordinated networks and technologies. The 
smart space is composed of a variety of heterogeneous devices, such as multiple 
cameras, microphones, sensors, actuators, smart appliances, smart curtains, etc. This 
development has led individuals into the new age of the technology era, and in the era 
of the Internet of Things, all home appliances and equipment have become small and 
controllable through the Internet, enabling people to enjoy web-based services such as 
home climate control, energy management, video on demand, music on demand, 
telemedicine, e-commerce, remote control and other similar services (Jiang et al., 2004). 
Moreover, as the consumer IoT continues to grow, the number of intelligent systems 
will increase dramatically. Therefore, individuals will increasingly rely on smart 
systems. 
 
Recently, Balta-Ozkan et al. (2013a) investigated smart home services and case studies 
in the literature and classified them into three categories: lifestyle support, energy 
consumption and management, and safety. According to the user’s individual needs, 
home appliances can also give specific instructions at any time through various software 
applications (applications). The development of all or some home appliance 
applications has become one of the most active areas in the smart home market. At 
present, popular applications in smart homes include electricity meters, which are 
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considered as indispensable devices for implementing smart grids, thermostats, security 
systems, shutters, lighting and door locks. 
 
2.2.2 What is the history of smart home? 
Early home automation began with labour-saving machines. Self-contained electric or 
gas powered home appliances became viable in the 1900s with the introduction of 
electric power distribution and led to the introduction of washing machines (1904), 
water heaters (1889), refrigerators, sewing machines, dishwashers, and clothes dryers 
(Grant-Muller, S. and Usher, M., 2014). 
 
In 1975, the first general purpose home automation network technology, X10, was 
developed. It is a communication protocol for electronic devices. It primarily 
uses electric power transmission wiring for signalling and control, where the signals 
involve brief radio frequency bursts of digital data, and remains the most widely 
available (Rye, 1999). By 1978, X10 products included a 16 channel command console, 
a lamp module, and an appliance module. Soon after came the wall switch module and 
the first X10 timer. 
 
By 2012, in the United States, according to ABI research, 1.5 million home automation 
systems were installed. According to Li et al. (2016), there are three generations of 
home automation: 
l First generation: wireless technology with proxy server, e.g. Zigbee automation; 
l Second generation: artificial intelligence controls electrical devices, e.g. Amazon 

Echo; 
l Third generation: robot buddy who interacts with humans, e.g. Robot Rovio, 

Roomba. 
 
2.2.3 How big is smart home? 
The home automation market was worth US$5.77 billion in 2013, predicted to reach a 
market value of US$12.81 billion by the year 2020. According to statistics by Google, 
the trends will further increase for the terms Internet of Things and Smart Home. 
 
2.2.4 What’s the applications and technologies of smart home? 
The applications of smart home can be sorted as following (Preville, 2015): 

l Lighting control system 
l Occupancy-aware control system: it is possible to sense the occupancy of the home 

using smart meters  and environmental sensors like CO2 sensors,which can be 
integrated into the building automation system to trigger automatic responses for 
energy efficiency and building comfort applications (Jin et al., 2018). 

l Appliance control and integration with the smart grid and a smart meter, taking 
advantage, for instance, of high solar panel output in the middle of the day to run 
washing machines (Berger and Iniewski, 2012). 

l Security: a household security system integrated with a home automation system 
can provide additional services such as remote surveillance of security cameras 
over the Internet, or central locking of all perimeter doors and windows.  

l Leak detection, smoke and CO detectors 
l Indoor positioning systems 
l Home automation for the elderly and disabled 
l Pet care, for example tracking the pets movements and controlling access rights 
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l Air quality control. For example Air Quality Egg is used by people at hoome to 
monitor the air quality and pollution level in the city and create a pollution map 
(Boulos and Al-Shorbaji, 2014). 

 
The smart home network (or more commonly the ‘home area network’, HAN) consists 
of two elements: the ‘physical’ connection that connects the components - usually a 
wired connection or radio signal (such as ‘wireless’); and various components that can 
interact with each other A shared language for communicating and exchanging 
information – communication protocol. The integration and communication of these 
different devices, sensors and household appliances on the smart home network will 
make it possible to improve the quality of life of the residents by providing new services. 
They have not previously (for example assisted living) or have more effective control 
and management of existing services. (For example, remotely opening or closing a 
security system). These services can be divided into three broad categories, but they are 
related to each other (Figure 2): Energy Consumption and Management, Safety and 
Lifestyle Support (Fadlullah, 2011). 
 
 

 
 
Figure 2 Types of the home automation (Fadlullah, 2011). 
 
A home automation system typically connects controlled devices to a central hub or 
‘gateway. The user interface for control of the system uses either wall-mounted 
terminals, tablet or desktop computers, a mobile phone application, or a Web interface, 
that may also be accessible off-site through the Internet (Frader-Thompson, 2012). 
 
Smart home applications integrate Internet of Things (IoT) devices and storage, 
processing and data exchange services. The microcontroller can be used to analyze the 
status of the sensors to identify events or residents’ activities. They then respond to 
these events and activities by controlling some of the mechanisms established in the 
home. A simple example is to turn on the light when one enters the room. This can be 
achieved by triggering an infrared sensor when a person enters the room, and the 
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microcontroller can determine whether the light should be turned on in conjunction with 
the activity and brightness of the room (Swan, M., 2012). 
 
There will be a large number of devices in the Wireless Sensor Network (WSN) around 
the living environment. These monitoring devices can be divided into three categories: 
sensors, physiological devices and multimedia devices. Sensors are used to measure 
environmental parameters. Physiological equipment monitors health status and vital 
signs. Multimedia devices capture audiovisual information and provide an interface 
between the system and the user (Erol-Kantarci, 2011). 
 
The home sensor is a simple autonomous host device that senses the phenomenon, 
converts the signal to data, processes the data, and sends it to the sink node for further 
analysis. However, the development of smart home technologies related to citizen 
privacy and security appears to be in its infancy. Although smart home technology can 
bring great convenience to residents, in such an environment, people’s daily behavior 
may also expose them to malicious attackers using smart homes (Akyildiz et al., 2002). 
Therefore, privacy protection in the smart home environment has become one of the 
most important challenges. 
 
From an engineering point of view, we can classify the elements that make up a smart 
home as follows (Atzori, L., Iera, A. and Morabito, G., 2010): 
 
• Sensors and lower actuators: optical sensors, photocells, electric actuators (eg. door 
motors, interior lights, etc.), motion sensors (eg. sensors for monitoring systems). 
• Smart devices: all devices that provide reasonable power calculations and can interact 
directly with end users and the outside world. Examples of these devices are smart 
phones, smart TVs, smart forecasting stations, smart cooling systems, and more. 
• ICT communication devices: all devices belonging to the smart home ICT 
infrastructure handle data and voice communications. 
• Smart Services: this category combines all the services provided within the Smart 
Home domain. This layer consists of software (centralized or distributed) that may 
reside in smart objects, clouds, or smart home ICT systems. 
 
The glue that fuses the smart home ecosystem components consists of a collection of 
communication protocols that allow smart objects to collaborate and interact. In this 
case, the market is quickly converged to the Wi-Fi protocol for data communication and 
the DECT standard for cordless voice communication. 
 
Activities in a smart home environment can be identified by analyzing the transmission 
behavior of wireless sensors, such as using WiFi, Bluetooth (low energy) and ZigBee 
technology, without even looking at the information being transmitted. An attacker 
(with highly sensitive eavesdropping device) can use this method to destroy the privacy 
of individuals living in an environment where wireless sensors are deployed. 
 
2.2.5 What are the benefits of smart home for consumers? 
Smart home represents the usage of ICT in home control, which ranges from controlling 
appliances to automation of home features (such as windows, lighting, etc.). One key 
feature of the smart home is using intelligent power scheduling algorithms, which 
enable people to have the capability of making optimal, prior choices of spending 
electricity, to control energy consumption and avoid energy waste. Another key feature 
is home automation or smart house (Stojkoska and Trivodaliev, 2017). 
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Smart homes may provide additional comfort and safety, as well as enhanced ecological 
sustainability. For example, smart air conditioning systems can use various home 
sensors and web-based data sources to make intelligent operational decisions instead of 
simple manual or fixed schedule control schemes. The intelligent air conditioning 
system can predict the expected occupancy of the house by tracking the location data to 
ensure that the air conditioner achieves the desired comfort level when the house is 
occupied, and save energy when there is no air conditioning (Nguyen, T.A. and Aiello, 
M., 2013). 

 
In addition to enhanced comfort, smart homes can also help seniors live independently. 
Smart homes can assist with everyday tasks such as cleaning, cooking, shopping and 
laundry. Smart home systems can support low-level cognitive decline and provide 
medication reminders promptly. Family health monitoring can instruct caregivers to 
respond before expensive and destructive hospitalization is required (Demiris G., 2004). 
However, if the smart home system is not safe and trustworthy, these benefits may not 
be adopted. 

 
In a smart grid-enabled environment, the home network will ensure that real-time 
delivery of smart home services is limited by the power grid, both to alleviate local 
congestion and to promote national balance, and to manage, access and control in a 
single way. Third parties (such as energy companies) or third parties that manage 
different services (for example, heating or managing electricity demand through 
demand-side response plans). In a smart city environment, the home network will 
communicate with other departments such as transportation or e-health in real time to 
optimize service delivery (Depuru, 2011). 
 
2.3 Privacy issues 
2.3.1 The concept of privacy 
Privacy is a generic term which scope covers different cultures, generations, and no 
universally accepted definition – ‘No definition ... is possible because these questions 
are basically values, interests, and power. Question’ (Gellman, 1997, p.193). In dealing 
with the official understanding of privacy, Warren and Brandeis (1890) wrote the 
influential paper ‘Privacy’ driven mainly by the emergence of modern cameras and 
printing presses. To give a concise and clear concept of privacy, Brandeis defines 
privacy as ‘intolerant rights’. Although this includes the essence of privacy, the field of 
privacy has expanded over time, including protection of personal and private areas, 
physical and private areas (such as body temperature, behaviour, etc.), dialogue with the 
family, the privilege of the pastor, and other people’s lives. The undisturbed 
development and exercise of the way. As mentioned by Westin (1967), most people 
think that it is more like ‘the right to choose what people know about my personal 
information’. In a word, privacy focuses on protecting the user’s personal information, 
regardless of the user’s identity, location, action, or any information that he or she is 
unwilling to share with him or her. 
 
2.3.2 Privacy risks in smart home 

With all those sensors collecting data on everything you do, the IoT is a potentially vast 
privacy headache. Take the smart home: it can tell when you wake up (when the smart 
coffee machine is activated) and how well you brush your teeth (thanks to your smart 
toothbrush), what radio station you listen to (thanks to your smart speaker), what type of 
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food you eat (thanks to your smart oven or fridge), what your children think (thanks to 
their smart toys), and who visits you and passes by your house (thanks to your smart 
doorbell). There’s also the issue of surveillance. If every product becomes connected, 
then there’s the potential for unbridled observation of users. If a connected fridge tracks 
food usage and consumption, takeaways could be targeted at hungry people who have 
no food. If a smartwatch can detect when you’re having sex, what is to stop people with 
that data using it against the watches’ wearer (Arabo, 2012). 

Sanchez et al. (2014) outline although securely encrypted Wi-Fi and DECT 
communications are used in a smart home environment, related personal information 
(such as the user’s presence, location, and behaviour) may be revealed. This is due to 
several factors, mainly are i) because of the inherent characteristics of these RF 
protocols, the transmitted information exceeds the physical boundaries of smart homes 
and is, therefore, easier to eavesdrop; ii) although in some cases, the security foresaw in 
these agreements The mechanism can well protect the confidentiality and authenticity of 
the transmitted information, they cannot effectively prevent information leakage attacks. 
 
Nowadays different sources of data are collected and are available or accessible without 
controlling those who will receive and process the data (Maamar et al., 2009). Normally 
in IoTs, smart home environment is sensed by sensors and connected devices, in which 
they can send the information gathered to the server that communicates with the devices 
using mobile communication channels (Kumar and Patel, 2014). For instance, 
technologies like wearable devices, such as Apple iWatch, Google Glass, Google Fit 
and Apple Home Kit are able to collect people’s sensitive personal information, from 
financial status to health conditions by observing their daily activities (Perera et al., 
2015). What’s more, users are generating huge and increasing amounts of data without 
being fully aware of when all the data are gathered, which will be either processed by 
third parties or another service provider. 
 
Consumers need to understand the exchange they are making and whether they are 
happy with that. Some of the same issues apply to business: would your executive team 
be happy to discuss a merger in a meeting room equipped with smart speakers and 
cameras, for example? One recent survey found that four out of five companies would 
be unable to identify all the IoT devices on their network. 
 
 ‘In the future, intelligence services might use the Internet of Things for identification, 
surveillance, monitoring, location tracking, and targeting for recruitment, or to gain 
access to networks or user credentials,’ James Clapper, the US direction or national 
intelligence said in 2016. Wikileaks later claimed the CIA has been developing security 
exploits for a connected Samsung TV. 
 
What happens to that data is a vitally important privacy matter. Not all smart home 
companies build their business model around harvesting and selling your data, but some 
do. It’s surprisingly easy to find out a lot about a person from a few different sensor 
readings. In one project (Wan, 2015), a researcher found that by analysing data charting 
just the home’s energy consumption, carbon monoxide and carbon dioxide levels, 
temperature, and humidity throughout the day they could work out what someone was 
having for dinner.  
 
A recent survey by Komninos, Philippou and Pitsillides (2014) has investigated and 
identified the security challenges in smart homes, paying particular attention to the 
relationship between smart grids and smart meters. Smart meters are often thought of as 
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potential privacy holes in smart homes. A large number of papers have investigated 
privacy threats, and proposed mitigation solutions (Sankar, Rajagopalan and Mohajer, 
2013), which describe the use of quantitative utility - the theoretical framework of 
private transaction data in smart meter. Although we recognise that smart meters are a 
potential loophole, the analysis in this white paper attempts to address all potential 
privacy threats that can be exploited through wireless communication technologies used 
in smart homes. The author Srinivasan, Stankovic and Whitehouse (2008) has shown 
that even if all transmissions are encrypted, private activities in the home (such as 
cooking, showers, toilets and sleep) can be detected by eavesdropping on the wireless 
transmission of sensors in the home. 
 
2.3.3 Ways of malicious speculation 
Smart devices residing in our homes may collect a large amount of sensitive 
information. Unfortunately, smart home digital inclusion does not pay enough attention 
to security when making full use of the Internet of Things paradigm to propose new 
services, thus triggering a series of potential threats to the privacy of citizens. Malicious 
users can use smart home leaks to infer sensitive information from residents. Possible 
ways are as follows (Arabo, 2013): 
 
A. DECT 
For more than a decade, digital enhanced cordless technology DECT has always 
dominated the living environment for cordless communications. As the smart home 
concept has evolved, some of the available products have begun to integrate DECT 
cordless phones with the networked ecosystem of smart devices that are typically 
interconnected via Wi-Fi. 
 
A typical DECT installation consists of one or more cordless telephones, called portable 
components, connected to a base station called the fixed part. 
 
FPs traditionally consist of dedicated devices that use analog landlines to connect the 
DECT network to the public switched telephone network. In the smart home ecosystem 
today, DECT FPs are often part of more complex communications devices that use 
VoIP to unify traditional landlines with other communications lines. 
 
Like any other RF protocol, DECT communication is vulnerable to eavesdropping when 
encryption is not used. The feasibility of passive eavesdropping on DECT 
communications has been demonstrated by, using inexpensive dedicated hardware, 
using low-cost software-defined radios, including the RTL-SDR device family. With 
the widespread use of these inexpensive SDR DVB-T dongles, the difficulty in 
monitoring DECT communications and performing privacy attacks has greatly 
increased. In order to protect the privacy of communications, DECT supports the 
mandatory use of encryption in newer versions of the standard. After correct 
implementation, DECT encryption helps to protect the telephone conversation despite 
some loopholes in encryption algorithms and related protocols. However, despite the 
encryption, information about user behavior is still leaking. An attacker can remotely 
monitor DECT communications and, in conjunction with the WiFi traffic disclosure 
information described in the next section, determine personal information about smart 
home individuals, such as their behavior. 
 
In DECT, the fixed part is identified by its Radio Frequency Part Identifier (RFPI). The 
RFPI also identifies the DECT network, and it is clearly broadcast continuously by the 
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FP. RFPI is the unique 40-bit value of each FP device and acts like the MAC address of 
the Wi-Fi network. It consists of the manufacturer’s identifier and a unique identifier for 
that particular device in the manufacturer’s production. International portable subscriber 
identification (IPUI) similarly identifies PP. 
 
DECT encryption protects control and voice data over wireless transmissions. However, 
the establishment and receipt of a telephone call where the session key is negotiated 
before using encryption can be observed by eavesdroppers. Besides, the presence of the 
B field in the DECT packet and the presence of the PP frame show the transmission of 
the voice, with or without encryption. 
 
By remotely monitoring the DECT communication of the smart home, an attacker can 
collect useful information such as the identification and location of DECT base stations 
and multiple cordless terminals, as well as analysis of incoming and outgoing calls. 
Even with the correct implementation of encryption, both voice and calling and called 
numbers are protected, but eavesdroppers can still determine the time, direction 
(inbound or outbound), and duration of the call. 
 
All of this leaked information combined with information leaked from Wi-Fi 
communications poses a threat that cannot be ignored for the privacy of smart home 
residents (Takahashi, 2018). 
 
B. WLAN 
Wireless Local Area Network (WLAN) can be considered the most used local network 
infrastructure today. A typical configuration in a home network envisages an Internet 
router with one end connected to a telephone network and the other end connected to a 
wireless access point. The access point is responsible for providing 802.11 connections 
for all devices in its range. 802.11 supports different security features to protect access 
to the network through encryption, authentication mechanisms, and traffic flowing 
through it. 
 
Although early Wi-Fi encryption called Wired Equivalent Privacy (WEP) was found to 
be insecure, new Wi-Fi Protected Access (WPA) encryption using both TKIP and AES 
can effectively protect confidentiality and integrity of communications , as long as you 
use secure passphrases in your PSK configuration. However, even with secure 
encryption, certain attackers can still guess useful information, which may be used to 
infer sensitive knowledge of smart home residents. Here we provide some examples of 
data leakage. 
 
1) Internet of Things Equipment List 
The first step in violating the privacy of smart homes is to understand what it contains. 
The main wireless features of the smart home ICT infrastructure are a major advantage 
for remote attackers. In fact, the attacker can sit outside with a good antenna and a 
wireless sniffing tool to be able to see the data flow generated in the target house. Even 
with encryption, not all transmitted information is protected because the device’s source 
MAC address and destination MAC address are still transmitted over the air. An 
attacker can remotely collect the device’s MAC address to identify active devices 
running in the smart home. Correspondence between MAC address and vendor by IEEE 
standard protocol (Sivaraman, 2015). 
 
2) Data flow 
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Even if encrypted, analysis of the traffic-shape may also help to derive implied 
information: (a) Time analysis and traffic burst correlation may allow to identify the 
relationship between two objects in the local network (for example, using a smartphone 
as a (television’s remote controller), while (b) can use traffic shape analysis to infer the 
functionality of certain objects (eg, NAS used as a video repository), or the type of 
application installed on the device (eg, Skype, browser, etc. ).  
 
Similarly, in this case, the attacker can create content, even if it is part of the smart 
home, by correlating and mapping the collected evidence (Sanchez et al., 2014). 
 
3) Inference of user behavior 
Careful analysis of the leak information previously described may lead to the analysis of 
housing occupants. For example, the presence of a given mobile phone’s MAC address 
in a specific time window during the day will allow the guessing of when someone is 
usually at home (Sanchez et al., 2014). Traffic collisions between access points and 
intelligent heating systems may reveal the coming home of the upcoming residents 
(through their Internet connection management heating system). The flow between the 
smart TV’s MAC address and the access point will allow guessing when someone is 
watching TV in the house, and therefore when the person sleeps, for example. These are 
potential ‘leakage walls’ that leak into the smart house. They are of course simplistic, 
because the purpose of this section is to raise concerns about the problem; however, 
applying data mining (such as clustering, association rule mining, decision trees, etc.) 
and machine learning techniques to these types of data may be reveal a large amount of 
more sensitive information to determined attackers. 
 
2.3.4 Privacy protection methods 
A. Data privacy 
1. Personal data must be minimized as much as possible. Data from a smart home 
system environment or a wearable sensor evaluates the privacy level of identifiers and 
sensitive data by the degree of application sharing. Filtering data, defining control 
parameters, and deleting unnecessary information should be completed before 
implementing the smart home system. The intuitive way to do this is to hide the 
interaction between personal data and other data should be hidden from the plaintext. 
For example, information about family members or households may be masked by re-
encoding or encrypting to avoid directly identifying personal information, thereby 
enabling anti-tracking. Data segmentation is a high-level method of data protection; this 
involves the division of data, such as personal health care information, home security 
status (Kalogridis, 2010). 
 
2. Data aggregation is another common method of data privacy protection. Aggregated 
statistics can be organized by time in a family unit, which is a meaningful unit dedicated 
to energy billing. It is worth noting that personal information should be handled with the 
highest level of aggregation and minimal detail to suppress usability compromises. The 
value chain analysis phase (including data collection, management, storage, and data 
usage) is continuously checked through a critical privacy design strategy. At the same 
time, during the implementation of the smart home management system, in-depth 
analysis of the key principles and technologies required for information and 
communication technologies and the Internet of Things environment (Kalogridis, 2010).  
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B. Privacy Enhancement Technology 
1. Conventional techniques for data privacy processing include encryption and data 
hiding. However, due to the advent of data mining research, various other technologies 
have been developed to improve traditional IoT devices with limited resources and to 
optimize smart home systems and smart meters. Anonymous technology implements 
deidentification of identifiers through random substitution or kayaking; Also, when 
other sensitive data is involved, anonymous technology also applies a series of k-
anonymity techniques to protect complete data by reducing column precision or only 
releasing a portion of sampled data. set. As mentioned earlier, when users of smart 
home systems think that the benefits of the Internet of Things services exceed the risk of 
privacy loss, the accuracy of smart home data should be considered (Spiekermann, S. 
and Berthold, O., 2005). 
 
2. In the evolution of privacy-preserving data mining and publishing methods, data with 
noise often reflects poor initial data distribution, leading to poor predictive efficiency. 
Later, to protect the statistical properties of protected data and minimize the impact of 
predictability, differential privacy was developed. Traditionally, Statistical Disclosure 
Control (SDC) is often used by government agencies for statistical industry and 
demographic statistics; however, advanced SDC applications in smart home systems 
must consider granular solutions that apply to various scenarios without disrupting data 
(Spiekermann, S. and Berthold, O., 2005). 
 
C. Process mechanism 
1. As mentioned earlier, design privacy must be integrated into the initial design phase 
of the smart home system. When data privacy classification is completed, privacy 
enhancement techniques are applied at all stages of chain analysis. Therefore, those who 
control data obtain the confidence of users of smart home systems by fulfilling their 
data protection obligations, which are the basic elements for promoting IoT smart home 
services (Islam et al., 2012). 
 
2. In the system design and construction phase, the smart home system should not only 
provide a transparent mechanism to properly pay attention to users, but also allow users 
to express their consent and withdrawal (the necessary basis for personal privacy 
protection). In addition, to ensure accountability and compliance, the entire system must 
have execution and display tools such as automation strategies. Current smart home 
systems lack simple mechanisms for users to understand and adopt these services. 
Therefore, recent research on the establishment of privacy protection in consumer 
electronics products has comprehensively examined the data security lifecycle of 
applications and services related to business logic middleware, from network 
environment and hosting equipment, especially for smart home data analysis (Islam et 
al., 2012). 
 
2.4 Summary 
A literature review on improving the privacy awareness of smart home users shows that 
the framework for developing effective privacy mechanisms in smart homes is a 
challenge because large amount of personal data collected by smart devices in the home 
is vulnerable to privacy threats, leakage and disclosure. Therefore, the Internet of 
Things will likely develop some applications to improve the privacy of smart homes. 
For example, when personal information is changed without the user’s permission, an 
application for Short Message Service (SMS) messages can be immediately sent to the 
user. Therefore, these solutions may help to develop privacy mechanisms to ensure that 
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the types and levels of data collected from smart devices must be clearly defined. When 
the collected data is to be shared within the Internet of Things, there should be a privacy 
policy for sharing information so that users are comfortable when participating in the 
Internet of Things.  

 
Social concerns about the development of smart home technologies related to the 
privacy and security of citizens appear to be in their infancy. Although smart home 
technology can bring great convenience to residents, people’s daily behavior in such an 
environment may also expose them to attackers who can maliciously use smart homes. 
Therefore, privacy protection in the smart home environment has become one of the 
most important challenges. 
 
In the case of theft, for example, the idea of the family as a private sphere may no 
longer be accurate. On the contrary, the family may become a public area, and the 
company behind the connected devices will be more familiar with specific residents 
than his/her closest friends or family members. 
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3 Research Methodology 
The purpose of this chapter is to provide an overview of the research methods used in 
this thesis. This chapter describes the research process, research paradigm, data 
collection methods and data analysis. Finally, the validity, reliability and ethical 
considerations are presented. 
 
3.1 Research Paradigm 
I decided to use an interpretive research paradigm. Following classification of research 
epistemologies into positivist, interpretive, and critical studies (Chua, 1986). The main 
philosophical traditions in IS research are the positivist, interpretive and critical 
paradigms. (Orlikowski and Baroudi, 1991). Positivist method serves to ‘test theory’ 
and critical method aims to ‘critique the status quo’. However, the purpose of the study 
is to conduct interviews by employing an interpretive, qualitative approach to gain a 
deeper insight into privacy issues in smart home. Neither the positivist paradigm nor the 
critical paradigm matches the purpose of this study. Yet, the purpose matches 
‘understand phenomena through accessing the meanings that participants assign to them’ 
of interpretive paradigm. Hence, considering the direction of the study is believed to be 
matched with the interpretive paradigm, the study will be conducted within the 
framework of the interpretive paradigm. 
 
Although interpretive research can be critical (Walsham, 2006), there are some 
fundamental components that distinguish interpretive and critical research: choosing a 
style of involvement, gaining and maintaining access, collecting field data and working 
in different countries. The way that the researcher conducts the above stages of the 
study characterizes the research approach that he follows. I follow this as an appropriate 
research paradigm to investigate privacy risks in smart homes. This paradigm provides a 
set of perspectives that helps the understanding of the investigation. These perspectives 
are dynamic use context, socially situated, indirect and multiple goals, non-task oriented 
computing and handling emotions (Harrison, Tatar and Sengers, 2007). As an 
interpretive researcher, I ought to proceed in an interpretation of what participants of the 
research experience without the intervention of my background, context, prior world’s 
perceptions (Creswell, 2009). 
 
3.2 Methodological Approach 
The research follows the qualitative research approach, and it is proposed to investigate 
and understand the experience and opinions of the participants, under the context of 
smart home. The qualitative research is taken because this approach helps the researcher 
of Information Systems to understand the experience of the participants in their context 
and gain an in-depth perspective of these implications (Klein and Myers, 1999). By 
applying qualitative method, in-depth view of the participants thoughts and actions can 
be offered. 
 
3.3 Data Collection Methods 
Data collection was conducted from January 2018 to May 2018 in Växjö, Sweden. I 
recruited families by posting flyers, emailing the list server, and asking participants by 
word of mouth. In my ads, I didn't use ‘privacy’ or ‘security’ to avoid prejudice in 
recruiting. I recruited users who use these devices because they collected a large amount 
of family data, allowing me to explore users' attitudes toward different types of data and 
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corresponding privacy issues. After receiving 14 responses from my recruitment, I 
asked respondents to provide the type of their smart home devices. 5 families with 
different devices were selected. My final sample may not cover a fully representative 
sample of users of IoT devices.The sample contains 5 persons – 2 males and 3 females, 
aged from 24 to 35 years old. However, my interview was an informative case study of 
early adoption of IoT family technology.  
 
The data of the research were collected with interviews. First, the participants’ operation 
on the smart home devices was observed. Then the interviews with the smart home 
users were conducted. 
 
3.3.1 Research Setting and Sampling 
The research was conducted between March and June 2018, in the region of Vaxjo 
(Sweden). The number of the participants was five and in the table contains their 
backgrounds. According to the informed consent, their real names shall not be revealed; 
thus their code names are used instead thorough in this paper: 
 
Code name of 
the participants 

Smart home 
devices  

Experience 
years 

Home envoirnment  

J. Smart toy 1 year Lives with family, 
has a daughter 

Y. Smart thermostat 1.5 years Single 

T. Smart meter 3 years Lives with parents 

X. Smart speaker 2.5 years Lives with boyfriend 

M. Robot cleaner 0.5 years Lives with a roomate 

 
Table 1 Background of the Participants 
 
3.3.2 Interviews 
Before our interview, all families filled out a pre-investigation requesting demographic 
information, which includes a list of home locations, occupants, professionals and their 
smart home devices. Then the interviews were conducted.The interview lasted from 30 
to 60 minutes. All interviews were recorded and  subsequently transcribed. 
 
Semi-structured interviews were conducted to explore issues related to family, smart 
home and privacy, and the interrelationships between these three areas. Researchers 
encouraged participants to talk about experiences that were meaningful to them. The 
interview was structured as follows: I visited their smart home and displayed the 
settings of their IoT devices. Then I interviewed the participants about their experience 
of using IoT devices at home. Then we discussed privacy-related issues, including their 
privacy awareness. What data is collected by their devices, they are worried about 
where the data is going and who can access the data. Their views on privacy trade-offs 
and what they have done to protect their privacy.  
 
Each interview has the following specific questions: 
• How does your device work? 
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• What data is collected by your device? 
• How would you feel if others knew the data? 
• Do you have any privacy issues with these devices? 
• Are you willing to take any steps to protect your privacy? 
It is semi-structured. Interviewers follow up on topics of natural interest. 
 
3.4 Data Analysis  
The recorded interviews were transcribed with the use of computer software.  
 
The data analysis procedure has to go back and forth across the data to reach their 
meaning. So I carefully listened several times the interviews and went back and forward 
across the texts and audio recorded material to achieve and interpret the original word 
spelling of the participants and the correct meaning of their speech. And the data 
analysis followed these procedures (Lichtman, 2013): 
 
Step 1: Initial coding. It goes from responses to summary ideas of the responses 
Step 2: Revisiting initial coding 
Step 3: Developing an initial list of categories 
Step 4: Modifying the initial list based on additional rereading 
Step 5: Revisiting your categories and subcategories 
Step 6: Moving from categories to concepts 
 
3.5 Reliability and Validity 
The validity of the research is ensured through the accuracy of the findings by using 
validated test procedures and the reliability of research is certified through the 
comparison with different researches and projects. In addition, attention was paid in the 
cross-checking of the transcription process to avoid any mistakes. The obvious solution 
to ensure the research’s validity and reliability is to keep consistent to the codes of the 
engaged parts (researcher, participants) and other researchers’ work in order to 
communicate a common language of codes and meanings (Carmines, E.G. and Zeller, 
R.A., 1979). 
 
In order to ensure the reliability of the data that were obtained, the interviews were 
recorded and transcribed verbatim and then read through once in order to check for 
potential mistakes made during transcription. The used codes were constantly checked 
and compared, to ensure that there was no drift in their definition during the process of 
coding (Carmines, E.G. and Zeller, R.A., 1979). 
 
3.6 Ethical Considerations 
The research may arise some ethical issues during qualitative research related to the 
dimensions of scientific merit, participant protection and research integrity. These 
research ethics will be addressed in the following manner. 
 
Scientific merit: to ensure the scientific merit of the study, all the information or data 
collected in this study will be properly cited and truthfully reflected, both in the form of 
interview transcripts that shall present the research data to the fullest extent possible and 
in the analytic elaborations on these data as a basis for the scholarly conclusions in 
which this study shall arrive (Munhall, P.L., 1988).  
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Participant protection: to ensure the protection of the participants’ identity and the 
informed participation of the interviewees, the following precautions will be taken:  
 
• The purpose of the present study is explained to all the participants before the start 

of their interviews, in order to prevent the disinformation of research participants 
and to ensure that informed consent for their participation in this study is obtained.  

 
• All of the identifying and/or personal information gained from research 

participants in the course of their interviews are kept confidential, in order to 
ensure their anonymity. In the event that a research participant shall be willing to 
retain his or her identifying information in the interview transcripts, the 
interviewees are adequately informed of the possible risks of doing so for his or 
her privacy. Otherwise, I will act to the best of my ability to preserve the 
confidentiality of the research participants.  
 

• The research participants are voluntarily participating in the collection of 
qualitative data interviews. As part of this process, research participants are 
informed that they can withdraw from this study at any point in the process of the 
interview. They are invited to give or avoid answering some questions at their will.  
 

• The research questions that are used for the collection of qualitative data are 
carefully formulated in order to avoid offending research participants and to ensure 
that they do not lead to stressful situations at the time of the interviews.  
 

• One of the data collection tools that is being used during the interview process is a 
voice recorder. However, to ensure that the data collection process takes place 
within the framework of informed consent, the decision over whether to make use 
of the recording device is made in individual agreement with each research 
participant before the interview takes place.  
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4 Empirical Findings 
In this chapter, the empirical findings will be presented. The important interview results 
of 5 participants who are in different experience levels of smart home will be provided 
and shown. 
 
The empirical findings will be extracted with different themes, which means the 
interview content/results will be sorted and shown within different themes, in order to 
do thematic analysis. The themes extracted from the empirical findings are: 
 
1) Interaction with Smart Home 
2) Privacy Consciousness and Awareness  
3) Privacy Concerns 
4) Ethical Issues 
 
The table below illustrate the themes and their subcategories: 
 
Main  Category Subcategories 

Interaction with Smart Home Wake period, Personal data required, Data 
deletion, Notifications by the system, 
control command 

Privacy Consciousness and Awareness  Privacy regulations, Pricacy protection, 
Data collected, Data control 

Privacy Concerns Location, Voice, Monitor, Hacker 

Ethical Issues Fear of breach, Legal concerns, Data are 
collected and stored-big data 

 
Each theme including the subcategories will be presented in the following subsections. 
They are presented in the order they are described in the table. 
 
4.1 Interaction with Smart Home 
The theme Design of Smart Homes is constituted by the subcategories: 
 
Interaction with Smart Home Wake most of the time, Personal data 

required, Data deletion, Notifications by 
the system, control command 

 
Smart thermostat 
 
The smart thermostat ‘Toon’ is a technological object through which an individual can 
regulate the temperature in the home, and monitor the amount of electricity and gas 
used (or gained from e.g. solar panels) in the household at all times, in addition to 
monitoring other devices such as a smart fire alarm or even smart lamps when linked 
(Eneco, n.d.). 

 
This is described in the words of Y.: 
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‘It does not turn itself on or off, since it is meant to be on at all times, but it collects 
all the data on your energy consumption autonomously.’  
 

Toon’ as a particular smart thermostat is mostly part of a service contract, for which the 
privacy statement says that the necessary personal information can be retrieved, 
processed and stored (Eneco, 2017). However, Y. said: 
 

‘Oh, I really have no idea about it. It is really the terms in the service contract! My 
personal information can be retrieved, processed and stored? I don’t think there is 
any service that I can control my data or delete it.’ 

 
Smart toy 
 
According to Mattel’s fact sheet, ‘Hello Barbie’ is a fashion doll meant as an interactive 
toy for children from the age of six (according to the manufacturer’s recommendation 
(Taylor and Michael, 2016). This is described by J., he said: 
 

‘Actually, I bought my daughter this smart toy. The doll has a button that can be 
turned on; if it isn’t pressed, it should just be an ordinary Barbie doll and can be 
verified by checking if the doll’s light is on. Parents can monitor and save or delete 
the play history of the doll through an application that needs to be first downloaded 
onto a compatible smart object.’ 

 
Smart meter  
 
The smart meter was always keeping awake. This was described by T.: 
 

‘You know, it’s always awake and it really saved many energies. I can control it with 
my handy even.’ 

 
Then he said: 
 

‘About data controlling  or deletion? I have never thought about this point… Will the 
data be leaked out? ’ 
 

The smart meter is also awake all the time, and can control the energy. However, T. 
didn’t think about the disadvantage. 
 
Smart speaker 
 
X. usually doesn’t shut down her smart speaker; she would like to keep it awake so that 
the smart speaker can always response quickly: 
 

‘My smart speaker seemed to be always on. It could response me quickly if I called 
its name or the specific wake-up command. Actually you can also customize a wake-
up order for it. It only wakes up after you say the wake-up you set. However, 
occasionally it awoke itself or started to sing without a reason. I don't know why, 
maybe it heard something similar to its name or the wake-up command?' 

 
Robot cleaner 
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The robot cleaner is always turn off when it is not cleaning. M. described: 
 

‘It only started cleaning when I pressed button start or it was turned on remotely by 
phone. Normally it would be charging on the charging base and it was off, I suppose.’ 

 
4.2 Privacy conscious and awareness 
An overall view of the subcategories that constituted the theme Privacy Consciousness 
and Awareness is provided here: 
 
Privacy Consciousness and Awareness  Privacy regulations, Pricacy protection, 

Data collected, Data control 

 
Smart thermostat  
 
In the smart thermostat’s service contract, the privacy statement says that the necessary 
personal information can be retrieved, processed and stored. It also says the data is not 
shared with the company itself unless the individual has given consent hereto. Y. then 
said: 
 

‘Yea, the usage of the app requires the company to send the personal information 
established by the thermostat to the smart devices on which you have installed the 
app. ’ 

 
Smart toy 
 
The terms have indicated that these questions will not entail anything inappropriate (e.g. 
she will not ask for or respond to the child’s name and is programmed as to prevent any 
swearing) nor are they meant to obtain personal information.  
 
J. described: 
 

‘Children are able to have two-way conversations with this doll, and can play 
interactive games since the doll features speech recognition and is able to ‘learn’ 
from play history to tailor conversations, but it does require a WiFi connection to do 
so.’ 

 
The parents can also choose to save or control the data through its App. However, while 
I was testing the Barbie toy, I found out the change of the talking topic could leak 
children’s mind, because it switches the topic to the kid’s preferable topic. 
 
Smart meter 
 
The smart meter is always awake, and the data is all saved automatically. This is said by 
T.: 
 

‘ I know the data is kept updating and sent to the cloud. I learned some news that it 
could be easily attacked, so I am kind of afraid the thief will know when I am not 
home..’ 
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Actually, at the beginning, T. thought he could control his data. However, after learned 
the related news, he then realized, his family can be under monitoring. 
 
Smart speaker 
 
X. was not sure whether the smart spear was always listening/recording or not. She said: 
 

‘I don't seem to care too much about whether it is always listening or recording. This 
is indeed a question worth pondering and learning. If it has been listening/recording 
my dialogue, it would be too horrible!’ 

 
Robot cleaner 
 
M. had checked all the parts of her robot cleaner and thought a robot cleaner didn’t have 
much to do with privacy issues. This is from her: 
 

‘I don't think it has much to do with privacy issues. After all, it's just a sweeping 
robot. I have checked all the parts of it. There is no moniter. But I don't know if it 
will reveal my location? Maybe.’ 

 
4.3 Privacy Conerns 
 
Privacy Concerns Location, Voice, Monitor, Hacker 

 
Privacy protection is very important to protect personal interests. Will users realize and 
worry about their personal privacy? Which aspect of privacy will be the most worrying? 
 
Smart toy 
 
J. said: 
 

‘ I saw online that Mark Zuckerber, the founder of Facebook, posted a selfie. From 
that photo, we can see he stuck tap on monitor. Smart homes are getter more and 
more intelligent. They track your location or monitor your life. Maybe one day, 
home will not be a really private place anymore.’ 
 

Smart thermostat  
 
Y. mentioned: 
 

‘Technology has become more and more complex, leading ordinary people to fail to 
follow the process and to be aware of when objects inside or outside the home are 
incorrectly used by external participants.’ 
 

Smart meter 
 
It was the worry from T.: 
 

‘Voice recognition sometimes leaks out your privacy. You can talk with the toy, but 
the dialogue it leads to will really leak your thoughts and mind. ’ 
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Smart speaker 
 
Some coincidence happened to X.. 
 

‘I don’t know if it was always listening even if I don't need it. But once, I seemed to 
have said at home that I needed to buy a pair of rain boots. On that day, when I went 
shopping online, I found out that it recommended me rain boots. It really scared me! I 
don't know if this has anything to do with my smart speaker.’ 

 
Robot cleaner 
 
M. thought a robot cleaner did no harm to her privacy. 
 

‘I think my location or the layout of the room might be revealed. But it’s ok… After 
all, which intelligent products will not spot my location?’ 
 

 
4.4 Ethical Issues 
 
Ethical Issues Fear of breach, Legal concerns, Data are 

collected and stored-big data 
 
Although there are legal safeguards in place, the main goal of data protection and 
personal protection aimed at protecting personal data is to manage the mismatches that 
actually enter the family’s borders. Smart devices operate on the boundary between the 
two  and therefore require a potentially novel form of privacy protection. 
 
Smart meter 
 
This was from T.: 
 

‘We know now data worth a lot, and the manufacturers value customers’ data. But 
the privacy terms should be improved. All our data should be protected, and we 
should have the choice to control it.’ 
 

Smart toy 
 
J. said: 
 

‘It is necessary to increase the cost of privacy protection mechanisms to increase the 
value of smart services.’ 

 
Smart thermostat  
 
Here was the words from Y.: 
 

‘Every our life details are privacy. It is necessary to increase the cost of privacy 
protection mechanisms to increase the value of smart services in the future, or the 
people will refuse to adopt them.’ 
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Smart speaker 
 
For ethical issues, this was from X.: 
 

‘This must be found out, if my smart speaker is always eavesdropping and recording 
me. In fact, I don’t think a smart speaker worths losing my privacy, since its function 
and value still fall to this level. So if it is true, I will unplug it.’ 

 
Robot cleaner 
 
M. thought a robot cleaner had no threat to his privacy: 

 
‘It’s really convenient and it does free my hands. So even if it leaked my location, I 
think it doesn’t really harm much.’ 
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5 Discussion 
The topics that emerged from the interviews are as follows: First, the owners of smart 
homes value convenience and connectivity, which determine their privacy expectations 
and behavior. Second, their perception of who should access smart home data depends 
on perceived benefits. Third, trust in equipment manufacturers and brand reputation 
determines purchase behavior and privacy assumptions. Finally, users are skeptical 
about non-audio/video privacy risks. 
 
The smart thermostat needs a lot of trusts to effectively adapt to individuals. 
Considering that our trust is placed in a clever object, this object has such outstanding 
potential in the ultimate private space, and the fear of the power of this smart object 
arises. It can guide our decisions, opinions, and behaviors, and most people cannot be 
sure of their ‘push’. Moreover, when more smart objects enter a home that can connect 
to an intelligent thermostat, their power increases. 
 
In addition to lack of privacy settings, the smart thermostat is still very much under 
personal control. This may change when its range and compatibility with other smart 
objects increases. All this information can be accessed through a smart thermostat to the 
service provider, and some of the information (although anonymous) shared with other 
users will not only endanger the information of other privacy-protected objects, but it 
also exceeds this area. This is not just about information; unless private data contains 
personal data, privacy objects such as personal decisions and behaviors at home are not 
protected by data protection legislation. Even without details such as name or address, 
this means that the walls become very transparent. It is hard to believe that this will not 
affect the overall feeling of privacy in the home and thus affect the behavior of 
individuals at home. In this regard, neither data protection nor the ‘domestic rights’ of 
the Netherlands can provide meaningful protection for the enjoyment of an individual’s 
private life. 
 
Indeed, most individuals can provide their own personal information to external 
participants. However, this does not mean that they have given up their privacy, and 
they agree to let these service providers make extensive intrusion files on them. A 
person may not mind sharing bits and pieces, but an act alone may not say too much 
about a person, but of course everything that happens in the editing home can be. As 
mentioned earlier, even with the use of third-party services, there are reasonable privacy 
expectations within the home. Although reservations on the degree and related 
conditions should be maintained in this regard (Taylor and Michael, 2016) the use of 
third-party services in this way alone should not be. As mentioned earlier, an intelligent 
thermostat cannot be treated like its ‘stupid’ predecessor; it is not just a new or updated 
version of the previous one. Smart thermostats are one of the technological 
developments that can bring about significant social changes in behavior and 
communication (Taylor and Michael, 2016). This should not affect an individual’s 
reasonable expectations of personal privacy when using these services, especially when 
considering the power that certain parts of the private sector have acquired over the 
years. 
 
The smart thermostat may slightly update the ‘dummy’ thermostat and does not appear 
to directly violate any privacy or data protection laws, but it does indicate that analyzing 
and sharing log files or other types of device-generated metadata can lead to behavioral 
analysis, This in turn leads to potential privacy violations. The harm of behavior 
analysis goes one step further. Another intelligent object at home is a toy. Especially 
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when these toys have anthropomorphic features, such as dolls, it may lead to new 
privacy hazards. Children are less likely to understand their favorite dolls. Parents, 
ToyTalk, and everyone provided by ToyTalk violate their privacy and therefore have 
little say in the privacy of their smart toys. 90 As mentioned earlier, the privacy of a 
house is an overall spatial privacy, including many other objects or privacy depending 
on the circumstances. In the case of ‘Hello Barbie’, this means not only the privacy of 
the family is affected, but also the thought, opinion, and (privacy) autonomy (Manta and 
Olson, 2015). 
 
In this case, the privacy issue for children is that data protection does not extend to 
objects of protection such as ideas or home privacy. Information that complies with 
personal data is covered by data protection, but ideas, creativity, opinions, and beliefs 
that children say and influence in the ‘dialogue’ with the doll are not. Therefore, the 
additional protection of other privacy objects is therefore indispensable. Even if it is 
impossible to identify children through large amounts of data, it is clear that other 
subjects of privacy will also suffer. Since Barbie has been listed in the near future, the 
consequences of this practice on children’s autonomy and their trust in their 
environment are still unknown. 
 
As far as potential privacy intrusion is concerned, there is another threat. If the main 
focus is still on the limited definition of protecting personal data, what happens when 
Barbie evolves, gets ‘friends’, and provides a series of smart objects to create the 
ultimate ‘Barbie world’? This may seem dramatic, but not long ago, a smart Barbie 
dollhouse was introduced. In addition, the next logical step is that Barbie dolls can talk 
between themselves, when children play multiple dolls at the same time. The children’s 
bedroom is full of equipment that can monitor them, their friends and family. With 
regard to the development of Barbie dolls, it is very likely that it would be desirable to 
make the doll more ‘real’. 
 
There are significant unresolved negative reactions to smart meters. Some reporters 
have accused smart meters of the potential to become ‘spy at home’, which will allow 
the government to monitor family behavior (Jamieson, 2009). In Germany, the 
electricity supplier Yello Strom GmbH was awarded the ‘Big Brother’ award ceremony 
for the technology category award in 2008 for its plans to introduce smart meters to 
customers. The judging panel of the annual activities organized by the ‘FoeBuD’ civil 
rights and privacy activities organization believes that the supplier’s smart metering 
activities ‘may lead to detailed monitoring of family activities’ (FoeBuD eV, 2008). 
Perhaps most important for EU member states is that in April 2009, the Dutch Senate 
rejected the Smart Metering Act, which would require the installation of smart meters in 
every household in the Netherlands (TILT, 2009). The Senate believes that the act 
infringes citizens’ privacy rights in accordance with European law. As a result, smart 
meters are being voluntarily promoted in the Netherlands, greatly reducing their 
deployment speed. This negative reaction is obviously likely to hinder the absorption 
and acceptance of smart meters around the world. 
 
Perhaps the most obvious concern is that commercial entities, including various forms 
of companies, will attempt to use smart meter data as a means of gathering information 
about their markets and customers. Perhaps less obvious, and not much discussed, smart 
meters may have an impact on the privacy of the home. Imagine, for example, a 
domineering father using smart meter data to check the behavior of his children or other 
family members. Trying to stop a continuous marketing company trying to sell 
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something to you is one thing, but if the person who analyzes your activities is someone 
you know personally, then that’s another story. 
 
Therefore, the initial purely technical and commercial goals have evolved into a 
complex debate of privacy and ethics. The installation of smart meters was proposed by 
their supporters as a key step in the transition to a low-carbon economy, but if their 
privacy issues are not fully considered, this move may prove to be unpopular. 
 
However, as mentioned in Section 1.4 Scope and Limitations, please note there is a low 
number of interviewees in this study, thus it might lead to some deviations of the study 
result and it should not be considered to represent the entire IoT device user base. 
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6 Conclusion 
This section offers conclusive remarks, the contribution of the study, reflections on 
the research process, and possibilities for further research. 
 
6.1 Conclusions 
My interview with smart home owners provides insight into IoT devices for long-term 
life experience. Two research questions have been studied in this thesis: 1) How do 
users’ of smart homes perceive privacy issues related to smart devices? 2)What are the 
users’ suggestions to ensure privacy when using smart devices? 
 
Recurring themes suggest that users prioritize convenience and connectivity, and that 
these values determine their privacy perspectives and behavior. Users who want to have 
access to their smart home data depend on the perceived benefits of the external entity 
to create, track, manage or manage IoT devices and their data. Users also assume that 
their privacy is protected based on the trust of IoT device manufacturers, but it is not 
known that machine learning reasoning can reveal sensitive information from non-
audio/visual data. These findings provide new evidence for user-specific IoT privacy 
considerations and address requirements for improving privacy notifications and user-
friendly settings, as well as industry privacy standards that involve regulatory 
authorities.  
 
The aim of this research was to investigate the Internet of Things with a specific focus 
on privacy issues of smart homes. In the progress of the study, great potential can be 
seen in smart home industries, as well as in IoT industry. The empirical findings formed 
a context that shapes the users’ attitude towards smart home, and it shows privacy is a 
huge barrier between the residents and the smart home realm. Devices that jeopardize 
privacy and privacy in the home may be perceived by consumers as more intrusive and 
offensive. For many people, the concept of a device entering the consumer’s home may 
be rejected. The privacy issues occurred and the deficient of privacy protection 
mechanism show it is still its infancy. Privacy threats, leakage and disclosure are one of 
the biggest challenge that delays its full adoption by people. 
 
Therefore, the data obtained from these devices should receive greater privacy 
protection. It is necessary to increase the cost of privacy protection mechanisms services 
and focus on the privacy needs of smart home, to increase the value of smart home. 
Related personal information (such as the user’s presence, location, and behavior) are 
most concerned by users. In addition, smart home technology should allow individuals 
to control the flow of data and information. 
 
6.2 Contribution 
The contribution of this study to the research field is from users’ aspect to investigate 
the smart homes system as a practice of IoT. In my research, I focused on the 
experiences of the participants and their visions about privacy issues in smart homes. As 
IoT home devices become more prevalent, the results and recommendations of my 
research help to understand the attitudes of users' developments toward smart home 
privacy. 
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6.3 Future Research 
Based on research, it is recommended that at least the following steps should be 
included in smart homes: 
 
1. Identify and classify smart home personal data. 
2. Analyze and describe the main risks of privacy and security. 
3. Identify and implement preventive, investigative and reactive mitigation measures to 
reduce risk. 
4. Smart home privacy friendly information management strategy. 
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Appendices 
 
Appendix A 
Informed consent form 
 
Researcher: Congcong Mao 
Institution: Linnaeus University 
 
Dear participant, 
 
This research is conducted as a master thesis in the M.Sc. in Information Systems of 
Linnaeus University, Sweden and will be presented to the department’s examiners, 
supervisors, students and probably also will be accessible by the public. 
 
The thesis theme is privacy issues in smart home. The aim of the study is to investigate 
people’s privacy concerns in smart homes. 
 
The method of the study is the qualitative research with the personal interviews of 
individuals that own smart home devices. 
 
The participation in the study is optional, and you can withdraw at any time. Your 
personal data will be kept confidential and will not be leaked out. Your real name will 
not be presented in this paper, instead, a code name will be given and represented . 
 
I will respect your personality, opinions, thoughts and beliefs during the research 
procedure. 
 
 

Researcher:                                      Participant: 
 

Date: 
  



  
 

      

Appendix B 
 
Interview questions 
 
1) Could you please tell me about your personal background, such as name, age, 

working experience and etc.. 
2) What’s your attitude and thoughts towards smart homes? In your view, what are 

the advantages and disadvantages of smart home? 
3) Do you have a smart home device? What smart home device do you own? Why 

and when did you start using your smart home?  
4) What services or functions does your smart home have?  
5) What’s the difference in your life after having your smart home? 
6) In what ways and through what can you control your smart home? 
7) What’s your daily routine of using your smart home? Do you know when your 

smart home device is awake? 
8) What personal data does your smart home require and gain？ 
9) Where does it save your data? Can you control your data?  
10) Did you read the privacy policy? Can you share your privacy concerns when you 

purchased your smart home? 
11) How does your smart home device notify you when it is going to collect your data 

and what data is going to be collected? 
12) What privacy or personal data do you most concerned about or worried to be 

leaked. 
13) How do you handle with your personal data saved or recorded by your smart home? 

Do you delete the history of the data? 
14) How do you think the smart home campanies could improve your privacy 

protection? How do you think you could protect yourself retaining your privacy? 
15) What do you think could be done to ensure your privacy. How do you think the 

collected data could be kept safe and prevent leakage? 
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