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Abstract 

The enterprise systems are built with a monolithic way of software architecture 

which may not be the very suitable and realistic solutions, due to the quantity and 

diversity of Internet of Things (IOT) devices connected to the internet. The large 

code is based as a single deployable unit; making it cumbersome and difficult to 

change, test, and deploy – typically in the monthly deployment cycles. Which 

could potentially be a large impact and high-risk for updates and deployment 

build up between releases.  

The thesis aims to exploit Microservices Architecture in context of the Internet of 

Things. Because of scalability and rapid deployment, Microservices Architecture 

(MSA) naturally fits for M2M and IOT developments. Therefore, it has become 

increasingly popular and highly suited as a design choice in the context of 

developing IOT applications. 

We have proposed various ontologies for conceptual architecture designs. Our 

conceptual model encompasses all the essential elements and entities that 

constitute IOT; describing various characteristics of microservices and 

consideration to be used as a basis for developing a Reference Architecture 

model. The reference architecture is effectively exploiting Microservices 

Architectural Style for a diverse set of things composition like sensor devices, 

connectivity and transportation protocols for IP enabled IOT smart objects.  

The thesis will contribute to the conceptual space of more successful reference 

architectures. The goal is to provide features and deployment information with 

instantiation guidelines to derive the software architecture instances in a given 

IOT application domain. Thus, it promises to become a valuable framework in the 

derivation of the Microservices IOT architectures. 

Keywords: Microservices Architecture (MSA), Internet of Things (IOT), 

Conceptual Model (CM) and Reference Architectures (RA) 
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1 Introduction 
The internet has changed our lives in learning, doing business, and entertaining 

ourselves in revolutionary ways. It provides a standard way for people to connect 

anytime and anywhere. The internet is entering a new generation of seamless 

mobility and increased coverage for wireless connectivity infrastructure. This rate 

of growth promises to remove all barriers in truly seamless interaction and 

knowledge transfer, connecting people with things and even things to things [1]. 

The vision of Internet of Things extends the internet into the real world, 

connecting everyday objects to the virtual world – grounded on steady advances 

in microelectronics, communications, and information technology. Due to the fact 

of their diminishing size, falling price and declining energy consumption in recent 

years, processors and communication modules are being increasingly integrated 

into everyday objects [15]. 

Most enterprise systems are built with a monolithic way of software architecture. 

But unified monolithic architecture framework is not a very suitable and realistic 

solution due to the quantity and diversity of IOT 
[1]

 devices connected to the 

internet [99]. Billions of devices will produce data that need to be analyzed and 

optimized. The continuous development, frequent updates, and changes require 

the whole application to be redeployed, which is a large impact and high risk for 

updates and deployment build up between releases [2, pp. 6].  

The proliferation of mobile, cloud computing and increase in project designs 

enables IOT. The large code bases as a single deployable unit, making it 

cumbersome and difficult to change, test, and deploy, typically in monthly 

deployment cycles. Therefore, MSA 
[6]

 addresses these issues by separating the 

application into multiple deployable units e.g., service components [51]. 

MSA is probably the best and natural fit for M2M 
[13]

 and IOT development 

because of the choice in decisions regarding different technologies and 

programming. Besides this, there is a trend of replacing the linear, three-tier 

monolithic architecture for its limitations of change and updating them require the 

whole application to be deployed. 

The things in IOT are small machines with its own processor, operating system, 

sensors, and contain some logic communicating with lightweight APIs 
[2]

 that are 

in fact Microservices [22]. The microservices architecture suits the design and 

development of the IOT application architecture. The MSA has become dominant 

and focuses on more refined SOA architecture, due to its emphasis on dividing the 

system into small and lightweight services to perform a very cohesive business 

function. It is defined as “the minimal independent process that interacts via 

messaging” and “a distributed application where all its modules are 

microservices” [52]. 

Though there is not enough literature and applied research on how to practice both 

the evolving IOT paradigm and a new architecture pattern of MSA, but 

understanding the key concept of the notion of a service component is that each 

granular component of the microservices architecture is separately deployed unit, 

fully decoupled and distributed, and accessed through some sort of remote 

protocol e.g. JMS, AMQP, REST, SOAP, RMI [51]. 



   
 

Microservices Architecture significantly divides enterprise IOT system into a 

scalable, logical and granular set of functional domains often in a domain-driven 

design context [67]. Moreover, existing components can be extracted to reduce 

the size of monolithic application as microservices are created smaller and easier 

to maintain code [89]. 

1.1 Motivation 

The technology and market require new approaches to build robust architectures 

that are highly available, scaled on demand and evolve over time. The resulting 

practices are Agile development, the DevOps 
[10]

 culture and MSA [8]. 

The quantity and diversity of IOT devices connected to the internet and cloud will 

spit out data, which necessarily have to be analyzed to optimize the business 

processes. So, new architectures will be needed to accommodate all this. Thus, 

MSA is probably the way to go, and fit to stay. Because it is completely 

autonomous in nature, runs its own process and delivers a small service. “A Thing 

is the ultimate incarnation of a Microservice!” [22]. 

The MSA has emerged as a pragmatic implementation of SOA which naturally 

fits for creating IOT cloud applications. These applications are composed of 

clearly separated and independently deployed components with flexible 

provisioning. The deployment topology may change over time due to components 

being offloaded. The authors argue that large-scale IOT systems will use 

microservice architectural style to control the issues of inherent complexities. 

Additionally, it will allow seamless adaptation of any deployment topologies and 

will enable IOT practitioners to purchase and sell domain specific application 

components [16]. 

The MSA is adopted to build large-scale distributed systems in the industry due to 

scalability, evolvability, and maintainability, for instance, Amazon, Netflix and 

PaaS 
[11]

 providers like Pivotal [8]. 

Though there is not a completely developed MSA out there, and exact definition 

of it that what is it and how to do it, but it has become a preferred way of 

developing enterprise applications. The microservice architectural approach is 

considered an ideal especially in enabling support for a range of platforms and 

devices: the spanning web, mobile, and wearable techs in increasingly IOT cloudy 

future [5]. 

1.2 Aim and Objective 

Our aim is to investigate methods, tools and developing processes to fully exploit 

Microservices architecture style for IOT systems and software architecture. The 

research study focuses on the proposed research questions, to closely link and 

correlate the results to provide evidence from the available publications. 

The approach towards developing the reference architecture must be provision of 

sufficient guidance with a methodology that supports system architects during the 

derivation of concrete software architecture instances. Therefore, to identify the 

requirements in terms of Infrastructure and Architecture is the primary goal of the 

study. 



   
 

Our ambition is to provide a reference architecture that allows easy derivation and 

creation of MSA designs adopted to core instances construction and necessary 

instruments of the IOT application development for developers and architects 

based on unified and consistent ontology-based Architectural Reference Model 

approach. Thus, it promises to become a valuable framework for the derivation of 

MS software architecture instances in any kind of IOT system. 

1.3 Problem Statement 

Most service-oriented systems are built as big monolith applications that are 

complex and hard to maintain. The difficulties in continuous development, 

problems with scaling and frequent updates need to redeploy the whole 

application are some issues in monolith. The problem with the monolith should be 

designed and developed in a nicely modular manner so that later on each module 

can be separated. 

In this thesis, we investigate how to exploit Microservices Architecture in context 

of the Internet of Things. Designing software systems with microservice 

architecture and implementation in practice might be challenging. The problem 

domain describes the characteristics of IOT infrastructure and Microservices 

architectural style aims to tackle it.  

The specific objective is to design a generic reference architecture addressing how 

to build, manage, and evolve architectures out of small, self-contained units to 

consider the interoperability problem of heterogeneous IOT systems. Also, the 

research aims at establishing a foundation for important issues and to facilitate the 

design choices for dealing with both functional and non-functional requirements. 

1.4 Research Questions 

The main question of the current and further research is why Microservices 

Architecture is suitable and promising and how to exploit Microservices for IOT 

solutions. 

One of the research areas in IOT is the software architecture. Though, there are 

several proposals of reference architectures in the literature, however, given the 

ambiguity of the term and diversity of evolving IOT paradigm, it seems unlikely 

that a reference architecture as a single type of system can exist. 

We have carried out an explorative literature review using the basic approach to 

examine the MSA and/or IOT from the point of view of following research 

questions. This work provides a detailed analysis of these two architectures and 

their features. Moreover, the last research question expresses the possible quality 

attributes related to IOT microservices, because, the software architectural style 

elicits a set of functionality and quality requirements when reasoning about IOT 

system and software architecture. 

Research Question 1: Why Microservices Architecture is emerging as a 

promising and suitable approach for IOT value-added application architecture? 

The choice of which architectural style should be the first step in designing a 

software architecture for a system? Microservice architecture is suitable for only 

big and very complex software systems. The Microservices Architecture is 



   
 

adopted because of advantages like scalability, reusability, fast agile development, 

and maintainability. But the foundational knowledge of key concepts is necessary 

to understand while deciding that to what extent MSA can be fitting to benefit the 

IOT solutions. 

Research Question 2: How to exploit Microservices Architecture in context of 

the Internet of Things? 

The important research question is to investigate any methods that are used to 

represent microservices architecture constraints and technologies, such as, what 

this pattern is all about and how to practice, with appropriate modeling, the IOT 

solutions. These methods aid the development of applications that exploit the 

microservices architecture features, techniques, and technologies from design to 

implementation. 

Research Question 3: What are the IOT Infrastructure and Architecture 

requirements? 

There are many standardization efforts dealing with the heterogeneity of IOT 

devices and communication protocols. Perhaps, for many modern-use cases, 

HTTP 
[8]

 communication does not fit and scale while JMS messaging standards 

are good for event-enable enterprise. WebSockets and MQTT 
[9]

 are used for 

communication with a large number of devices. 

Research Question 4: What are microservice design principles. What kind of 

practices, processes, tools and technologies are required for microservices? 

There is no consensus on the precise definition of microservices architecture, and 

even the distinction between “service” and “component” in monolith architecture 

is up for debate [73]. This question helps to investigate the current trends in IOT 

microservice oriented architectures to improve understanding of the related tools, 

technology, and methodology. 

Research Question 5: What gaps and challenges are necessary for microservices 

architecture to mitigate the trade-offs related to IOT system/software quality 

attributes? 

The software architectural styles are described as a set of design decisions to elicit 

quality attribute in the right context based on a given set of functionality and 

quality requirements. Therefore, MSA requires to support the IOT services meet 

heterogeneity and interoperability of embedded systems, their hardware devices, 

software, data formats, storage and communication protocols in enterprise 

microservice IOT application architecture. 

1.5 Contributions 

To conclude, this thesis makes the following contributions to the exploitation of 

microservices architectural style into IOT solutions. The main contribution of the 

research is an extended approach and integration of architectural meta-models 

based on a given set of constraints, technologies, and quality requirements of 

software architecture design and development within the field of Computer 

Science. 



   
 

It will also attempt to set the foundation providing a temporal overview of 

methodologies, processes, and tools for integrating meta-models, in order to 

model and represent related ontologies in a well-defined and structured 

methodology. The analysis provides a list of important IOT related ontologies for 

orthogonal architecture approach in holistic conceptualization of the problem 

domain. Conceptualization is the aim to answer specific focus questions through 

vigorous literature to explain a phenomenon and create a conceptual model. 

Furthernore, it will derive a reference architecture, based on concept and concerns 

introduced by the conceptual model. The specific technical contributions are 

relevant in software reference architectural support to exploit microservices to 

IOT solutions. Finally, it will contribute in instantiating and evaluating the 

proposed reference architecture into one or multiple concrete microservice IOT 

applications by specifying these infrastructures, integrated by means of the 

reference decisions of different microservice architecture instances and service 

type implementation. The study systematically summarizes the current 

architecture requirements in various domains to facilitate development. 

1.6 Scope 

The scope of this thesis is to exploit MSA, that how can it be incorporated into 

IOT solutions. This research will take into account the IOT described in the 

literature. Firstly, taking into account the IOT described in the literature and the 

current state by looking at various aspects and present solutions that exist today 

for different and similar aspects. 

Secondly, the study will identify the requirements of deeper infrastructure and 

architectural considerations. Subsequently it will investigate the relevant and 

similar aspects that need to be highlighted while approaching MSA constraints 

and its technologies to be exploited to create IOT solutions in reality. A full 

survey and comparison is beyond our scope. 

1.7 Target Group 

The customers of MSA are the organizations, so the exploitation of MSA for IOT 

targets professional developers and architects. Such professionals working with 

similar software systems can take benefit of investigating IOT domain and 

architectural style, for instance, microservices architecture. 

1.8 Report Structure 

The thesis is structured into seven chapters. After the introduction and problem 

formulation in the first chapter, the remainder of the report is structured as below. 

Chapter 2. The chapter literature review is exploring IOT vision, definition, 

enabling ecosystem, current state of the infrastructure and applied domains of 

IOT. The chapter is structured in the following order. Section 3.1 presents the 

fundamental characteristics of IOT architecture. Furthermore, it illustrates 

microservices architecture, analysis of IOT and software architecture styles, the 

common and relevant aspects, as well as, software quality attributes. Finally it 

presents the analysis and conclusion of the chapter. 

Chapter 3. The chapter presents the methodology of the research design process. 

The data collection process and the consideration of microservices IOT 



   
 

architecture concept towards solution of a particular problem is discussed in this 

chapter as well. 

Chapter 4. This chapter describes IOT architectures ARM. Section 3.3 elaborates 

Device, Resource, and Service Interactions models. Section 3.4 presents MS-IOT 

Conceptual Model and its associations with separation of concerns. The MS-IOT 

reference architecture is for the exploitation of MSA and IOT, and the underlying 

technologies of the smart object, communication protocols, topological patterns, 

storage and hosting considerations. 

Chapter 5. This chapter presents the evaluation and guidelines to transform the 

actual system based on the reference architecture to derive concrete architectural 

solutions. The reference architecture can be prototyped on top of the proposed 

architecture development framework, with relatively cheap hardware and software 

implementation. 

Chapter 6. The findings are briefly discussed in the chapter in light of answers to 

the proposed research questions.  

Chapter 7. This chapter concludes the thesis, and recommends future work.  



   
 

2 Literature Review 
This literature review is presented to identify the existing published research and 

information around the research area. The aim is to investigate MSA, exploited in 

the context of IOT, and where both the paradigms intersect. 

The results of the literature review are important and will be significant in gaining 

background knowledge to approach the chosen research area. The literature 

review explores the IOT definition in order to bring some clarity and understating 

of the domain knowledge, vision and enabling ecosystem (See, Sec. 2.1). 

The review will lead us to IOT application infrastructure and architecture 

requirements to elaborate them explicitly and specifically with regards to things 

and internet perspectives (See, Sec. 2.2) and to identify MSA architectural 

considerations (See, Sec. 2.4). 

The IOT ARM refers to a set of models, guidelines, best practices for building 

fully interoperable concrete IOT architectures and systems. Analyzing the IOT 

and Software architecture styles/patterns briefly highlighting and comparing MSA 

with other styles (See, Sec. 2.3 and Sec. 2.5). Furthermore, it will describe MSA 

in a contextual analysis of the software architecture styles with common and 

relevant aspects of the IOT (See, Sec. 2.6). 

The gaps, challenges, and concerns in both of the fields with respect to software 

trade-offs regarding quality attributes are also important (See, Sec. 2.6.4). In order 

to decide as to what extent MSA is suitable and promising to be incorporated into 

IOT solutions, is discussed in chapter 4. 

2.1 Internet of Things 

In the domain of ICT 
[32]

 where people are equipped with fast-speed internet, it 

allows them to interact with the rich world of internet-enabled applications and 

services of the virtual and physical world to sense and control the environment in 

better ways [27]. 

Therefore, the interface between physical and digital world requires the capacity 

and convergence of at least three domains, that are, technologies (nano-

electronics, sensors, actuators, embedded systems, software, cloud computing), 

communication, and the intelligence to sense and act upon it [7]. 

Referring to the simplistic equation, IOT is basically composed of sensors, 

actuators and embedded controller. The common thread that binds these terms 

together is the use of the internet to send, receive, or communicate information by 

an object or a thing [6]. 

                 Physical Objects 

                             + 

       Controller, Sensors, Actuators 

                             + 

                        Internet 



   
 

                             =  

                  Internet of Things 

Figure 2.1  An equation for the Internet of Things [6]. 

Connecting an object to internet i.e., an Ethernet socket into a chair or a 3G 

modem into a sewing machine does not mean the object got mysterious 

properties. There must be some flow of information, connection to the world of 

data and processing represented by the internet to transform those received inputs 

into data for collection and processing. So the chair might collect information 

about how often you sit and for how long, while the sewing machine reports that 

how much thread has it left and how many stitches has it sewn [6]. 

The author [112] refers the IOT to the web of things, network environment of 

resources and a service connecting them to the web space. The users can easily 

access the embedded devices and services in a heterogeneous network and 

distributed terminal-based application environment. 

2.1.1 IOT Definitions 

In the views of O. Vermesan and P. Fries, IOT is a global concept and considering 

the wide background and required technologies i.e., sensing device, 

communication subsystem, data aggregation and pre-processing to the object 

instantiation, and finally, service provision requires a common definition [9, P. 

15-16]. 

The IOT definition is overlapping with other visions such as pervasive or 

ubiquitous computing. The IOT is uniquely identifiable things to their virtual 

representations on the internet. Therefore, the need for sound software 

engineering approaches to adequately manage the development of complex 

applications arises [58]. Referring to functionality may be seen as a user-centric 

web infrastructure, Internet Protocol (IP), communication technology, embedded 

devices and their applications. Yet IOT combines aspects, technologies and all of 

the above mentioned approaches [66]. 

The IERC 
[16]

 Study Group on standards for next generation networks (NGN 
[17]

) 

defines IOT as “A dynamic global network infrastructure with self-configuring 

capabilities based on standard and interoperable communication protocols where 

physical and virtual “things” have identities, physical attributes, and virtual 

personalities and use intelligent interfaces, and are seamlessly integrated into the 

information network”. 

Another definition of IOT is “A global infrastructure for the information society, 

enabling advanced services by interconnecting (physical and virtual) things based 

on existing and evolving interoperable information and communication 

technologies” [9, pp. 273]. 

2.1.2 IOT Visions 

The approach to IOT vision is either an “internet oriented” or a “things oriented” 

perspective. The “Internet of Things” semantically means “a world-wide network 



   
 

of interconnected objects uniquely addressable based on standard communication 

protocols” [92]. 

Over the last decade the IOT is projecting the vision of a global infrastructure of 

networked physical objects [21]. Data could be sent through a wire using the same 

Internet-0 encoding. The principles of the internet are now leading to a new kind 

of network of everyday devices, an “internet-0” [95]. 

The vision of IOT is a global infrastructure which connects both virtual and 

physical objects on existing and evolving internet and network developments by a 

high degree of autonomous data capture, event transfer, network connectivity and 

interoperability [27]. 

IOT is also derivative from the vision of “Internet”. Smart Objects are 

interconnected using the Internet Protocol (IP) and run on tiny and battery 

operated embedded devices [18]. 

The things oriented vision focuses on identity and functionality of the thing by 

using RFID and NFC tags, a short-range communication standard. The tag 

contains a Unique Identification (UID) to identify device tied to RFID, Electronic 

Product Code (EPC) and virtual entities. From this perspective, IOT is defined as, 

“Things having identities and virtual personalities operating in smart spaces 

using intelligent interfaces to connect and communicate within social, 

environmental, and user contexts” [27]. 

The concept of the IOT real world actualization is possible through the integration 

of several enabling technologies [92]. When this vision is fully actualized, 

“things” will also contain more sophisticated processing and networking 

capabilities that will enable these smart objects to understand their environments 

and interact with people [31]. 

2.1.3 IOT Enabling Ecosystem 

The IOT is not a single technology but the combination of several complementary 

technologies. A wide variety of software, middleware and billions of hardware 

devices contain heterogeneous things, distributed databases, and repositories are 

taken together to bridge the gap between the virtual and physical worlds [15]. 

Like any information system, the internet of things also relies on combination of 

hardware, software and architectural elements of identification, sensing and 

communication technologies. The IOT adoption depends on interconnection of 

physical things with the virtual world of the internet, software and hardware 

platforms, as well as, architectures and standards commonly used for such 

interconnections may serve as the core of an IOT ecosystem [27]. Thus, it is of 

utmost importance to understand the essence and constituents of the IOT 

ecosystem. 

Initially, IOT was inspired by RFID 
[23]

 community and tagging technologies like 

NFC 
[24]

 and 2D 
[25]

 barcode, which identify objects and the information can be 

referred for discovery over the internet. The IOT includes many new supporting 

technologies such as collecting information, remote communication and network 

technologies, remote information transmission, storage and comprehensive set of 

computing and development tools. Three components are required for seamless 

IOT computing [21]. 



   
 

 Hardware composed of sensors, actuators, IP cameras, CCTV and 

embedded communication hardware 

 Middleware is on demand storage and computing tools for data analytics 

with cloud and Big Data Analytics 
 Presentation is visualization to easily understand with interpretation tools 

that can be designed for the different applications. 

Moreover, the IERC [9], [19] covers and addresses important technological 

issues, challenges, vision and roadmap specifications. The paper [49] gives an 

overview of the state-of-the-art and key technological drivers to enable IOT 

ecosystem from a high-level perspective presented in figure 2.2. We have further 

categorized and classified these technologies into hardware and software, as 

architecture builds upon these two. 

2.1.3.1 Hardware 

The hardware infrastructure upon which the IOT is being built includes RFID, 

NFC and Sensor Networks. Hardware is composed of sensors, actuators, IP 

cameras, CCTV 
[22]

 and embedded communication hardware platforms i.e., 

Arduino prototyping platform, T-Mote Sky and Zolertia [27]. 

2.1.3.1.1 Identification Technologies 

There must be some sort of identification and resolution infrastructure. However, 

to be uniquely addressable to discover and lookup the services for accessing 

information about smart objects with electro-magnetic identification and RFID 

technologies [28]. 

Radio Frequency Identification (RFID): The system that transmits the identity of 

an object using radio waves in the form of a serial number that plays an important 

role in IOT to solve identification issues [21]. 

Electronic Product Code (EPC 
[29]

): A 64 bit or 98-bit code electronically 

recorded on an RFID tag and intended to design an improvement in the EPC 

barcode system. EPC code can store information about the type of EPC, the 

unique serial number of the product, its specifications, and manufacturer 

information [21].  

Barcode: Barcode is the different way of encoding numbers and letters by using a 

combination of bars and spaces of varying width. Barcodes are optical machine-

readable labels. Usually they are read by laser scanners or cameras [21]. 

Near Field Communication (NFC): The set of short-range wireless technology 

over a distance of 4 cm to make transactions, exchange digital content, and 

connect electronic devices with a touch [21]. 

2.1.3.1.2 Localization Technologies 

Smart things are aware of their physical location or can be located through 

numerous technologies [15]. 

Global Positioning System (GPS 
[30]

): Mobile phone networks are suitable 

technologies to locate things – anything, anywhere, anytime.  

Ultra-Wide Band (UWB [31]): The ultrasound time measurements of sensor data 

collection, precise locating and tracking applications. 

Radio Beacons: The radio beacon is a transmitter at a known location that 

transmits identification or location. 



   
 

2.1.3.1.3 Wireless Sensor and Actuator Networks 

The wireless sensor and actuator networks can be used for collection and 

controlling technologies. 

Sensing: Objects collect information about their surroundings with sensors, 

record it, forward it or react directly to it. 

Actuators: In mechanical systems, actuators convert energy into motion by taking 

hydraulic fluid, electric current or some other source of power to create a linear 

motion, rotary motion or oscillatory motion [21]. 

2.1.3.1.4 Power and Energy Storage 

The autonomous things operation for either sensing or monitoring of the events 

and actuators, that convert energy into motion that would need power and energy 

to perform the required jobs. Power and energy storage technologies are the 

enablers of IOT applications. There are numerous power generation and collection 

methods like harvesting e.g., RF, solar, sound, vibration, heat, etc. [49]. 

2.1.3.1.5 Network Technologies 

The IOT deployment and development require a suitable network technology. 

Network topology can be a single hop, star or multi-hop and mesh or multi-tier 

with continuous connectivity, occasional or sporadic objects can network to 

update their state on internet resources or each other to use data and services. In 

network technology domain further research is needed on network on chip 

technology [49]. 

IEEE 802.15.4: It is a low-cost, low-power consumption, low medium and 

complexity range communication standard at the link and physical layers. 

Wireless Fidelity (Wi-Fi): Networking technology that allows computers and 

other devices to communicate over a wireless signal that delivers the high-speed 

WLAN 
[26]

 connectivity to millions of offices, homes, and public locations such as 

hotels, cafes, and airports. 

Bluetooth: A short-range radio technology that eliminates the need for proprietary 

cabling between devices like notebook PCs 
[27]

, handheld PCs, PDAs 
[28]

 and 

printers in a range of 10 - 100 meters. 

ZigBee: ZigBee is one of the protocols developed for enhancing the features of 

wireless sensor networks created by the ZigBee Alliance, and are low cost, have 

low data rate, and have relatively short transmission range; but are scalable, 

reliable, flexible, and low-power wireless network protocols. 

6LoWPAN: 6LoWPAN is in fact the first wireless connectivity standard that was 

created to apply IP to the smallest, lowest-power and most limited processing 

power device. 



   
 

 

Figure 2.2  Internet of Things Enabling Ecosystem [9], [19], [21], [49]. 

2.1.3.2 Software and Algorithms 

The IOT may rely upon existing hardware infrastructure to a large extent. But 

they require significant innovations in software and architecture development that 

must support the interoperability between numerous heterogeneous devices, and 

search the data generated by them [31]. The intelligent algorithms will need to 

trigger activities on the basis of events observation or sensor reading, which may 

possibly require the transformation of raw sensor data. The IOT has challenges 

like how to design and build a coherent application from a diverse collection of 

software modules and algorithms [49]. 

2.1.3.2.1 Middleware 

To satisfy the demand of storage and computing tools for big data analytics, a 

platform independent middleware for developing sensor applications is required. 

Middleware is the mechanism to combine cyber infrastructure with a Service 

Oriented Architecture (SOA) and sensor networks to provide access to 

heterogeneous sensor resources [11]. The Middleware is a software layer that 

stands between the networked operating system and the application to encounter 

the problems like heterogeneity, interoperability, security, and dependability etc. 

[33]. 



   
 

2.1.3.2.2 Network Management 

In IOT a wide variety of software, middleware and hardware devices exists. 

Which contain billions of heterogeneous things, distributed databases, 

repositories, auto polling of network devices. Thus, network's management is 

required for monitoring and maintaining graphical views of changes in network 

topology and traffic. Such management also addresses the issues of security, 

performance, and reliability [49]. 

The IOT networks will dynamically change and continuously evolve. So 

automated discovery mechanisms are essential. Examples of protocols for 

discovery on LAN level are WS-Discovery of WSDD and SSDP as a part of 

UPnP [49]. 

2.1.3.2.3  Internet Technologies 

The Internet layer includes application, transport, and network protocols for 

supporting communication among smart objects. A higher level of abstraction to 

promote an ecosystem of smart objects based on the internet. Internet protocol 

version 6 (IPv6) is the expanded address space, enables addressing, connecting 

and tracking things [49]. 

Internet Protocol (IP): It is the communication protocol in the Internet protocol 

suite for relaying datagrams across network boundaries with two versions: IPv4 

and IPv6. IPv6 over Low-Power Wireless Personal Area Networks, Transmission 

of IPv6 Packets over IEEE 802.15.4 Networks, IETF routing over low-power 

networks or the ZigBee adoption of Internet Protocol Version 6 (IPv6). 

2.1.3.2.4 Discovery and Search Engine 

In IOT information and services about things are fragmented across many class-

levels i.e., common information having the same class or unique to an individual 

things provided authoritatively by the creator of the things at serial level. Both the 

smart thing and other agents that are monitoring the thing will require lookup 

mechanisms capabilities, such as, availability of sensors and actuators, network 

communication interfaces, computation and processing of data into information, 

transportation, handling, physical processing or sending alerts about problems 

[49]. 

2.1.3.3 Standardization 

Standards can address common requirements to support a wide range of 

applications for industry, environment, individuals and community needs. 

Through consensus it is possible to develop standardized semantic data models 

and ontologies, common interfaces and protocols at an abstract level, then 

mapping them into specific cross-platform technologies such as CoAP and MQTT 

with HTTP, XML or ASN and web services like SOAP or REST architectures 

[49].  

2.1.3.3.1 Connectivity Standards 

The application services are built on top of this connectivity and data format 

compatibility (EPC, JSON, SOA). The connectivity between devices and the 

internet may be implemented with the help of common governing software 

platforms (e.g., Pachube) and standards in service composition [27]. 

 Standards and protocols 

 Mobile wireless modem 



   
 

 Wi-Fi router,  

 CoAP promoted by IPSO Alliance and WPAN standards by 

ZigBee Alliance. 

 Representational State Transfer (REST) 

 MQTT 

 XMPP 

 Governing the communication 

 IETF 6LoWPAN 

 ROLL 

 Software platforms to support the connectivity, i.e., Californium Java 

CoAP framework and Erbium CoAP framework for Contiki. 

2.1.3.3.2 Security, Trust, and Privacy 

The issues of privacy of the humans and confidentiality of the business processes 

need to be based on trusted relationships. But it is hard to securely access services 

due to the scale of deployment, their mobility and low level complexity. However, 

there are a large number of standards and encryption technologies to ensure 

confidentiality and privacy, which need to be selected, based on faster algorithms 

and less energy-consumption with an efficient key distribution for an encryption 

scheme [49]. 

2.1.3.3.3 Data Processing 

The utility of XML is realized as the underlying language for standardization of 

business artifacts. This is the standardized way to express the contract, trust, 

process, workflow, message, data semantics, and attributes to achieve 

interoperability, but also to simplify the processing and exchange of the data 

captured. 

Metadata Registries and its implementation, e.g., the Universal Data Element 

Framework (UDEF) aims to support semantic interoperability between structured 

and unique cross-reference identifiers for data elements. The semantic web 

languages like DAML (Darpa Agent Markup Language), RDF (Resource 

Description Framework) and OWL (Ontology Working Language) provide a 

semantic foundation for dynamic discovery of businesses and services [49]. 

2.1.3.3.4 Presentation and Interface Technologies 

Visualization is critical for an IOT application. The visualization and 

interpretation tools are designed for the different applications [11]. IOT can 

communicate with people and objects either directly or indirectly. Innovative 

interaction paradigms are relevant here [15]. 

This encompasses both event detection and visualization of the associated raw and 

modeled data, with information represented according to the needs of the end-

user. As we move from 2D to 3D screens, more information can be provided in 

meaningful ways for consumers. With recent advances in touch screen 

technologies, use of smart tablets and phones has become very intuitive. 

Tangible User Interfaces (TUI): In TUI a person interacts with digital 

information through the physical environment. Moreover, flexible polymer-based 

displays and voice, image or gesture recognition methods can also be considered 

interface technologies [15]. 



   
 

2.1.3.4 Architectures 

There is no agreement on a single architecture that best fits the IOT. In particular, 

the distributed and heterogeneous nature of the IOT requires classifying the 

architecture into hardware/network, software, and process architectures capable of 

supporting these devices and their services [31]. 

 Hardware/network architecture: A number of hardware/network 

architectures are required to support the distributed computing 

environment. Some proposed architectures also highlight the importance 

of the issue of standardization because of varying IOT architectures: peer-

to-peer, EPCglobal, and autonomic [31]. 

 IOT Gateway Architecture: The paper [30] proposes CTP 

(Communication Things Protocol) as a protocol specification using 

gateway architecture to allow interoperability among things with 

different communication standards of the Internet as well as 

simplicity and functionality to build IOT systems. Nowadays, this “IP 

wall” is usually jumped through an IOT gateway, thanks to the 

connectivity provided to access the internet services and information. 

 Software architecture: Software architectures are necessary to provide 

access to and enable the sharing of services offered by IOT devices. 

Currently, SOA and REST models are proposed for the IOT. 

 Process architecture: The IOT will certainly affect business processes. 

Process architectures are necessary to effectively structure the business 

processes that will incorporate the IOT. 

 Layered Architecture: The concept of layers is one of the flexible 

architecture designs. The IETF, ITU, and IOT ARM for the main concept 

of IOT conceptual architecture design consist of layers. 

2.1.4 Application Domains 

As IOT 
[8]

 trend is supported by vendors like Cisco and IBM – offering 

commercial platforms for building large-scale distributed systems on the web. The 

IOT has emerged and got further recognition and high attention in terms of 

application areas like smart cities, smart cars, smart home, smart industries, 

safety, energy, environmental protection, and agriculture [9]. 

The IOT application domains identified by IERC, based on expert opinions, 

surveys and reports that cover “smart” environments/spaces such as 

transportation, buildings, city, lifestyle, retail, agriculture, factory, supply chain, 

emergency, healthcare, culture, and tourism. Clearly, IOT application space is 

very diverse and serves different user categories with different needs, i.e., the 

individual citizens, the community of citizens and enterprises [9], [19]. 

The IOT is referred to a set of devices and systems that interconnect real-world 

sensors and actuators to the internet systems, such as, connected cars, home 

automation, wearable techs, wireless sensor networks and smart meters to 

measure weather, flood defenses, and tides [20]. 

The fragmented solutions targeting specific vertical domains and specific types of 

applications can be related to the continuous and long-term monitoring of water 

level for lakes, streams, sewages, gas concentration in air e.g., in laboratories or 

deposits and position changes e.g., landslides [35]. The most important ones are in 

Table 2.1 below. 



   
 

 

Smart Food and Monitoring 

Water Quality 

Water Leakage 

River Floods 

Water Management 

Supply Chain Control  

 
Smart Health 

Fall detection 

Monitoring of Aging People 

Patients Surveillance  

Sleeping Control 

 
Smart Living 

Intelligent Shopping Application 

Energy and Water Usage 

Smart Home Appliance  

Safety Monitoring 

 

Smart Environment Monitoring 

Smart Fire Detection  

Air Pollution  

Earth Quick Early Detection 

Marine and Coastal Surveillance  

 
Smart City 

Smart Parking 

Traffic Congestion 

Smart Lightening 

Waste Management 

Table 2.1 Internet of Things Applied Domains 

IOT research represents a convergence of multiple domains addressing different 

aspects and challenges. These research domains include, the radio-frequency 

identification (RFID), machine-to-machine (M2M) communication and machine-

type communication (MTC), wireless sensor and actuator networks (WSAN), 

ubiquitous computing, and web-of-things (WoT). The current solutions are also 

characterized by a variety of proprietary platforms, protocols, and interfaces. 

Standard protocols and interfaces are either available or being developed by 

ZigBee Alliance and IPSO Alliance. But no single dominant set of standard 

protocols, interfaces or platforms has emerged yet [27]. 

2.1.4.1 Domain-Specific Applications and the Related Requirements 

The IOT technologies can be applied in a variety of domains. In the extreme case, 

all application domains have “incompatible” requirements. Their emergence, in 

turn, depends on whether the standards and platforms being developed match the 

requirements of the specific IOT domains, thereby hindering the IOT 

development [27]. 

 Automotive/Transportation applications, e.g., in-vehicle infotainment, 

eCall, parking meters, information sharing about road conditions and 



   
 

traffic density, road pricing, toll collection, taxation, and pay as you drive 

(PAYD) car insurance. 

 Digital/Connected home including (home) consumer electronics, home 

automation, utilities/automated meter reading (AMR), and residential 

security. 

 Healthcare solutions including the monitoring solutions to support 

wellness, prevention, diagnostics, or treatment services. 

2.2 The IOT Infrastructure 

The IOT demands significant amount of infrastructure to make its vision a reality 

[33]. Different entities or “things” discover and explore to take advantage of each 

other’s data for delivering services in such infrastructure [7]. This section gives an 

overview to elaborate IOT infrastructure explicitly and specifically from things 

and internet oriented vision and the underlying technologies. 

The domain of IOT is based on standard and interoperable communication 

protocols where things have identities, physical attributes and virtual 

personalities, using intelligent interfaces and seamlessly integrated information 

system [28]. The term IOT is a global infrastructure of networked physical objects 

as well as virtual data and environments enabling all to interact with each other 

anytime and anyplace [29]. 

The IOT infrastructure is the combination of hardware, connected devices e.g., 

simple sensors, smartphones, wearable techs and the networks that link them. 

Such networks are 3G/4G, Wi-Fi, and Bluetooth with software components, data 

storage platforms, and analytics programs to provide services that are real value 

for businesses, consumers, and governments [54]. 

The IOT concept talks about ubiquitous, invisible, and context-aware things as 

well as hurdles such as energy supply, price, size of devices, seamless 

connectivity and interoperability. Moreover, the internet has a wired backbone 

forcing all the things to be IP compatible and use access-points or gateways to 

bridge the global fiber optic or cabled infrastructure [30]. 

2.2.1 The “Things” in IOT 

A thing can be any object or even abstract data-context represented as logical 

devices having a unique ID, name, type, attributes and a list of logical nodes. A 

logical device contains one or more logical nodes representing various 

components of the physical device [48]. 

The initial idea of the “things” started by Auto-ID Labs is an academic research 

laboratory in the field of networked RFID and emerging sensing technologies. 

The “things” refers to heterogeneous “objects”. The other concept of “things” 

emerged from NFC tags, Wireless Sensor and Actuator Networks (WSANs) and 

Smart Items [18]. 

Things must be considered in the broadest sense and must have univocal 

identifiers. The things are for physical elements, sensor networks, user interfaces 

and semantics that consider ontology of things on the internet. The paper [30] has 

proposed CTP (Communication Things Protocol) as ontology based solution to 

enable understanding among things and the use of an IOT gateway to take things 

to the internet world. 



   
 

IOT devices/things are nonstandard computing devices that connect wirelessly to 

transmit data. A “thing” in the IOT can be defined as a physical or virtual entity 

that is capable of being identified in space and time. Practically any smart 

thing/object, either physical or virtual, could become a connected thing in IOT 

[27]. 

Therefore, either physical or virtual thing connected in IOT are expected to sense 

their environment, react to the sensed information by triggering certain actions 

and exchange information with each other as well as with external computing 

entities and humans. Both processing and communication capabilities, either 

embedded or offered by an attached component are required to become a part of 

IOT to generate, relay and/or absorb data [27]. 

Things with inter-connectivity and computation resources, using current web 

paradigms are referred to smart objects. However, smart objects in nature and 

relationship with IOT have different perspectives such as things have awareness, 

representation and interaction capabilities [30]. 

2.2.2 The Classification of Smart Object 

The classification of things, the physical part of IOT with constraints and 

implementation, based on capacity of interact with the context. The smartness can 

be done by different embedded IOT like RFID, EPC, barcode, IPv4 / IPv6, 

sensors, actuators, GIS, GPS, Wi-Fi, Bluetooth, ZigBee, NFC, ambient 

intelligence, and Web 3.0 technologies [111]. 

The smart object can have different key functionalities. Smart things are aware of 

their physical location, or can be located. GPS or the mobile phone networks are 

suitable technologies, and also, optical technologies like ultrasound time 

measurements, UWB (Ultra-Wide Band), radio beacons, WLAN based stations or 

RFID readers [15].  

The internet and equaling communication technologies such as WiFi, Bluetooth, 

ZigBee, 6LoWPAN, WirelessHart, and LTE will certainly be part of IOT. Smart 

Things are a group of devices controlled via a hub device (central processors) and 

web services. Further, the detailed composition of things into a smart object is 

provided in the following section and described in figure 2.3 below. 

  

  

Figure 2.3 The Block Diagram of Smart Object 

 



   
 

I. Sensor 

The sensing things measure and detect changes in the physical status of 

environment, transduce the physical state into the (digital or analog) signal for 

storage and further processing [27]. Sensors are the ways of getting information 

into your device, finding out things about your surroundings. An analogue-to-

digital converter (ADC) lets you measure varying voltages. So sensors or things 

such as Ethernet modules or SD cards can interface to the microcontroller [6]. 

Sensors gather and process information from environmental and person-centric 

contexts. Environmental context is useful in terms of what is happening in every 

moment. While the person-centric information extracts conclusions, define 

guidelines or identifies patterns adapted to each user [30]. 

II. Actuator 

Actuators act over environment when the user is not able to control or is not 

aware of specific situations that require actuation [30]. Actuators are the outputs 

for the device – the motors, lights, and so on, which let your device do something 

to the outside world [6]. 

III. Identifier 

The identifier represents an ID of the smart object. Based on the functionality, the 

thing/object can be divided by assigning a unique identity to an object for tagging 

and allowing things to be connected with their records in databases. 

● Radio-Frequency Identification (RFID): The RFID tag communicates 

with RFID reader through radio-frequency electromagnetic fields in short 

range. Tags may contain different forms of data but most commonly used 

is the Electronic Product Code (EPC) which is a unique identifier for an 

object [31]. RFID enables the design of microchips for wireless data 

communication. The passive RFID is not battery powered and uses the 

power of the reader’s while active RFID have battery supply and can 

instantiate the communication [11]. RFID can be extended by making their 

data remotely accessible through the internet. 

● Near Field Communication (NFC): NFC is a newer technology that builds 

on the RFID standard. NFC is a short-range communication standard where 

tag contains a Unique Identification (UID). They can communicate with 

passive, unpowered NFC tags that are attached to objects [31]. 

IV. Embedded Processing 

The immediate access to data sensed and processed by the system yields 

information about the internal status of the embedding object [27]. Local 

embedded processing is provided by hybrid microcontrollers/microprocessors 

(MCUs/MPUs) or an integrated MCU device to achieve “real-time” processing, 

which is the key requirement of most IOT applications [34]. 

V. Network Communication Unit 

Most of the sensor networks are wireless for example wireless personal area 

network (WPAN 
[34]

 via Bluetooth), wireless local area network (WLAN 
[35]

 via 

Wi-Fi), wireless metropolitan area network (WMAN via WiMAX 
[36]

), wireless 

wide area network (WWAN 
[37]

 via 2G and 3G networks), and satellite network 

(e.g. GPS). Sensor networks also use two types of protocols for communication, 

i.e., non-IP based (e.g Zigbee and Sensor Net) and IP-based protocols 



   
 

(NanoStack, PhyNet, and IPv6) [33]. The role of the communication unit is to 

transfer information to destination which is gathered by the sensing nodes and 

processed by local embedded processing nodes [34]. 

One thing about the connectivity needs of the future IOT market is clear – it is so 

diverse. IOT market will not likely be same for the coming 10 years. The 

communication technologies may be completely different from those being 

considered today. New revisions of existing standards that may emerge are 

presented in Table 2.2. 

Technology Network Range 

NFC PAN < 10cm 

RFID PAN < 3m 

Bluetooth PAN < 30m 

Bluetooth LE PAN 5-10 m 

Wi-Fi LAN 4-20m 

ZigBee LAN 10-300m 

Z-wave LAN 30m 

6LoWPAN LAN 800m 

WiMAX MAN 50km 

2.5-3.5G WAN Cellular 

network 

Table 2.2  The Network Technologies [34]. 

2.2.3 The “Internet” in IOT 

The internet oriented vision of the IOT emphasizes on the role of the network and 

internet infrastructure, including IP protocol stack and Web standards for the 

purpose of interconnecting smart objects. The research community suggests that 

IOT shall be built upon the internet architecture with existing protocols and 

standards. From this perspective, IOT can be defined as [27]: 

“A global network infrastructure, linking physical and virtual objects through the 

exploitation of data capture and communication capabilities. This infrastructure 

includes existing and evolving Internet and network developments. It will offer 

specific object-identification, sensor and connection capability as the basis for the 

development of independent cooperative services and applications. These will be 

characterized by a high degree of autonomous data capture, event transfer, 

network connectivity and interoperability.” 

The ’internet’ in IOT is dealing several communication mechanisms between 

objects, interoperability between different layers and services which is assured by 

the use of the Internet Protocol (IP). IP is referred to ’the narrow waist’ and ’thin 

layer’ – just below the service and application layers and above all the different 

technologies used to transfer information [28]. 

 

 



   
 

I. Addressing Schemes 

In IOT objects can be located and addressed via discovery, look-up or name 

services, and hence remotely interrogated or configured. The Internet Protocol is 

an addressing scheme for any data transfer and requirement for any internet 

connectivity on the web [101]. 

To identify ‘Things’ uniquely is critical for the success of IOT. Because, every 

element that is connected or going to be connected must be identified by their 

unique identification, location, and functionalities. It is not only uniquely 

identifying billions of devices but also to control remote devices through the 

internet. IPv4 is successfully deployed on hundreds of millions of hosts and 

routers. The current addressing scheme IPv4 may support devices only to an 

extent but not every object individually [11]. 

Since many of the existing internet technologies and protocols were not designed 

for such remarkable class of network devices, the constrained networks have 

different traffic patterns, high packet loss, low throughput, frequent topology 

changes and small useful payload sizes [80]. 

The most critical features of creating a unique address are uniqueness, reliability, 

persistence, and scalability. The Internet Protocols (IP) has all the qualities of 

lightweight, stable, highly scalable communication technology to connect billions 

of devices. This is why Internet Engineering Task Force (IETF) has designed a 

new version of IP specification called IPv6. The IPv6 has not changed the TCP/IP 

architecture of IPv4 but a revision of IP for new features and significant 

enhancements to a larger address space [32]. 

II. Standards and Protocols 

IP connectivity is not necessarily required in inter-thing communication but can 

be a part of the specification in connecting things to the internet, which are 

resource-challenged communication nodes and require efficient data transmission 

mechanisms at IP levels such as CoAP, XMPP and MQTT are the relevant 

specifications. Table 2.3 presents the comparison of different protocols based on 

Transport, Architecture and Security [42]. 

Protocols Transport Architecture Security 

CoAP UDP Request/Response DTLS 

MQTT TCP Publish/Subscribe TLS/SSL 

XMPP TCP Request/Response 

Publish/Subscribe 

TLS/SSL 

Web socket TCP Client/Server 

Publish/Subscribe 

TLS/SSL 

    Table 2.3  The Application Layer Protocols [42]. 

III. Middleware 

The traditional approach of connecting sensors to applications individually and 

manually becomes infeasible when large a number of sensors are deployed, and 

start generating data. Therefore, significant amount of middleware solutions are 

being proposed that focus on different aspects [33]. The realization of an 



   
 

integrated architecture can become feasible by the implementation of a 

lightweight and open middleware solution that lies between the heterogeneous 

objects (RFIDs, smart objects, sensors, actuators) participating in the IOT 

applications using object capabilities and potentialities [29]. 

The IOT will include vast number of heterogeneous devices generating enormous 

quantities of variable data. The middleware sits between the hardware, data and 

the applications. It enables developers to create and exploit the IOT without 

having to write different codes for each kind of device or data format [31]. A 

platform-independent middleware for developing sensor applications is required, 

such as an Open Sensor Web Architecture (OSWA), Sensor Web Enablement 

Method (SWE) by the Open Geospatial Consortium (OGC). 

IV. Data Storage and Analytics 

The amount of data storage, ownership and expiry become critical issues which 

have to be stored and used intelligently for smart monitoring and actuation. The 

artificial intelligence algorithms either centralized or distributed need to be 

developed to make sense of the collected data. A centralized cloud based 

infrastructure storage and analytics is becoming an important requirement to 

achieve automated decision making in interoperability, integration and adaptive 

communications [11]. 

2.2.4 IOT Architecture Characteristics 

Architectures are needed to represent and organize structures of the IOT in a way 

that enables it to function effectively [31]. Nevertheless, the requirements are easy 

to grasp. However, IOT requires a holistic architecture [66]. Connectivity and 

communications are important. This might involve one-to-one connectivity in 

unicast or multicast data collection [82]. 

In general IOT architecture integrate heterogeneous wireless sensor and actuator 

networks (WS&AN) into a common framework of global scale and make them 

available to services and applications via universal service interfaces [28]. 

The authors in the book [19] argue that the use of IP 
[18]

 in order to communicate 

and control small devices and sensors open the way for the IT-oriented and real-

time specialized networked applications. Further, elaborating the fundamental 

characteristics [20] for IOT architecture are articulated and presented as below: 

● Interconnectivity and Communications: IOT is a new category of 

internet-connected devices through wireless network protocols, i.e., WiFi 
[14]

, ZigBee, Z-Wave, and 6LoWPAN 
[15]

 [114]. In IOT anything that can 

be interconnected with global information and communication 

infrastructure [19]. HTTP provides an important unified connectivity 

where devices can create simple GET and POST requests. However, the 

memory size of the program on small devices and the other power 

requirements can be an issue at some points. 

● Device Management: IOT devices are not actively managed and need 

the importance of active management of PCs, mobile phones, and other 

devices [20]. Device management must provide solutions once a device is 

added or a device configuration changes and must be propagated to other 

devices [82]. 



   
 

o The ability to disconnect a rogue or wiping secure data from a 

stolen device. 

o The ability to update the software and security credentials on a 

device. 

o Remotely enabling, disabling or reconfiguring Wi-Fi 
[19]

, GPRS 
[20]

 or network parameters. 

● Things-Related Services: The capability of providing things-related 

services i.e., privacy and consistency between physical things and 

association with virtual things [19]. IOT devices often collect highly 

personal data onto the real world that bring risks inherent in internet 

system. The designers may not be aware of it or harm may be caused by 

misusing actuators, as well as, specific risks may arise that are unique to 

IOT devices. Therefore security is the most important aspect of IOT 

devices [20]. 

● Heterogeneity: The devices using different platforms and the network 

can interact with other devices having different platforms and networks 

[19].  

● Dynamic Changes: The state and context of devices change dynamically 

i.e., sleeping, wake up, location and speed [19]. 

● Enormous Scalability: The number of devices that communicate with 

each other need to manage [19]. Ideally, IOT architecture needs to be 

scalable for millions of devices which all might constantly be sending, 

receiving, and acting on data but high-scalability architectures come up 

with a high price both in hardware, software and in complexity [20]. 

● Data Collection, Analysis, and Actuation: Some of the IOT devices 

offer UI 
[21]

, but most offer one or more sensors and actuators, or a 

combination of both to collect data from very large numbers of devices; 

and store it, analyze it, and then act upon it [20]. 

2.2.5 IOT Challenges 

IOT has many possibilities and challenges in its software architecture due to its 

ambiguity and diversity of the applications. There are several proposals of 

reference architectures. Though, no single architecture will fit all [20]. 

One of the challenges to IOT applications is how to design and build a coherent 

application for common underlying software fabric form a diverse collection of 

software modules [49]. The IOT development poses some challenges including 

the lack of fundamental supporting theory, unclear architecture, and immature 

standards [94]. 

The IOT-related research challenge is the connectivity to connect them all in 

telemetry. Telemetry represents one of the crucial functionalities of each 

connected device. However, other communication patterns, such as, commands, 

queries and notifications, and accompanying asynchronous and synchronous data 

processing that are often completely excluded considerations [48]. The lack of a 

generally accepted dominant design of reference architectures and vendor-

independent guidelines on how to choose among the solutions or components are 

currently inhibiting the wider adoption of the IOT technologies [27]. 

The typical features of smart things/objects will be the heterogeneity concerns of 

different devices, execution (timed and real-timed) and communication 



   
 

(synchronous or asynchronous) models scheduling of real time processes and 

cognitive capabilities [7]. Another one of the biggest challenges is the 

implementation towards all the distributed components communicate through a 

single interoperable interface. A general challenge, which is hard to assess is 

related to the operation of service ecosystem at massive scale [93]. 

● Architecture Challenge: The IOT encompasses an extremely wide range 

of technologies from a number of smart interconnected devices and 

sensors. The communications among these devices are expected in a 

wireless, autonomic, and ad hoc manner. As, the services become much 

more mobile, decentralized, and complex, single reference architecture 

thus cannot be a blueprint for all applications [94]. 

● Technical Challenge: IOT technology can be complex for a variety of 

reasons. First, there are legacy heterogeneous architectures. The 

complexity and alternative technologies may introduce problems; 

unnecessary competition and deployment barriers [94]. Technical research 

challenges need to be addressed in technological framework and 

infrastructure to turn the IOT vision into reality. Then, these converged 

visions can be used as a common scenario to design the architecture [93]. 

● Hardware Challenge: Smart devices with enhanced inter-device 

communication will lead to smart systems with high degrees of 

intelligence. Its autonomy enables rapid deployment of IOT applications 

and creation of new services [94]. 

The IOT application development is also complex because of lack of separation of 

concerns and high-level abstractions to address both scalability and heterogeneity 

[58]. However, the concept of diversity in applications and continuous evolution 

can be achieved by using software architectural style [4]. 

2.3 Software Architecture Styles/Patterns 

Software architecture is a set of selected elements organized according to the 

particular constraints and rationale [46]. Simon Brown in his book [56] argues 

that “software architecture” seems like an easy thing to define as a piece of 

software but it is about more than just software. Actually, the software 

architecture is the combination of system and application architecture. 

The Open Group [87] defines architecture as “the structure of components, their 

inter-relationships, and the principles and guidelines governing their design and 

evolution over time.” The software architecture is about the high-level structure of 

a software system. Probably, UML models of “boxes and lines” capture every last 

drop of detail in order to understand and communicate software architecture [56]. 

Software architectural style tries to categorize common aspects or similar patterns 

of software architectures in structural organization. Due to fine-granular service 

decomposition for example granularity of components and connectors or similar 

constraints on how these work together as one system [74]. 

The software architectural style is labeled as a set of components, connectors, and 

constraints which can be topological. Such as how can they interact or can be 

executed semantically between two components i.e., procedure call and a 

notification. The choice of architectural style is based on a given set of 



   
 

functionality and quality requirements in designing software architecture for a 

system [4]. 

2.3.1 Monolithic Application Architecture 

The monolithic architecture is a way of development that combines all logic into a 

single process divided and organized into classes, methods and packages [48]. A 

monolithic application is built as a single unit in three main parts, such as, a 

client-side user interface, a database, and a server-side application. The server-

side application will handle HTTP requests, execute domain logic, retrieve or 

update data from the database. Moreover, select and populate HTML 
[7]

 views 

need to be sent to the browser [3]. 

In this context, monolithic mean an application with a single large 

codebase/repository that offers tens or hundreds of services using different 

interfaces. The many technological stacks and application server-approach face 

different challenges in design to add/remove servers on demand. The typical 

approach is to deploy web applications developed in three tiers (presentation, 

business and persistence) with different technological stacks like JEE, .NET or 

PHP to implement HTML pages, Web services over REST services [88]. 

2.3.2 Service-Oriented Architecture 

Service-oriented architecture is a way of developing distributed system 

components in stand-alone service approach with XML-based protocols such as 

SOAP 
[3]

 and WSDL
[4]

 for communication and information exchange, where 

multiple services collaborate to provide some end set of capabilities. A service 

means a completely separate operating system process [2]. SOA 
[5]

 and MSA bear 

a number of similarities. However, SOA is a broader framework and can be used 

for a wide variety of means [5]. 

SOA is described by Krafzig in [55] and is standardized by OASIS in [57]. But 

SOA model is not a fitting description for the microservices architecture style 

[74]. Services play a key role to encapsulate functionality. Which is deployed and 

executed in the remote locations e.g., embedded device with distributed 

intelligence. The IOT middleware architecture often follows the SOA approach. 

SOA is an architectural style of building software applications to overcome many 

distributed enterprise computing challenges and promote loose coupling between 

components, which decompose a complex system into the ecosystem of simpler 

and well-defined components [7]. 

The web-based infrastructure and SOA have been extensively used in 

information-intensive intra and inter-organizational environments to support 

multi-agent interactions. The Organization for Advancement of Structured 

Information Standards (OASIS) attempts to clarify SOA design and development 

principles and basic notions of the service paradigm. By developing a reference 

model for service oriented architecture, (SOA-RM) has been developed [57]. 

Services are out-of-process components and communicate in the form of remote 

procedure calls that are suitable for M2M and IOT applications. For this reason, 

services are components, rather than libraries. Libraries are components that are 

linked with a program via in-memory function calls. Traditionally, a component is 

a unit of software that is independently replaceable and upgradeable [99]. 



   
 

The SOA could be a well-fitting and natural choice for IOT applications due to 

distributed and heterogeneity in the enterprise domain. But SOA leaves many 

things open on how the service should look like when originating from a diverse 

ecosystem of technologies and frameworks. Despite this, web services or RESTful 

HTTP solutions are often heavyweight for constrained devices and networks [50]. 

Therefore, SOA model is not a fitting architectural style and fails to provide the 

loose coupling and proper separation between types and instances that are needed 

in domains that involve ‘things’ [7]. The IOT architecture research lacks an 

integral understanding of Enterprise Architecture Management and Service-

oriented systems still has a gap in delivering appropriate business functionality 

efficiently and integrate new service types [71]. 

In order to overcome this restriction, some researchers are working towards an 

alternative architectural model of physical/digital objects augmented with sensing, 

processing, and network capabilities for the IOT as a loosely coupled, 

decentralized system of smart objects [29]. 

2.3.3 Alternative Architectural Approach 

There could be many approaches addressing the challenges of the distributed and 

heterogeneous infrastructures. Many design decisions have to be made. Thus, the 

approach is needed to handle system complexity, independently evolve and 

loosely couple if there is a necessity to communicate with other things and service 

[50]. The microservices architecture is a viable alternative to monolithic 

applications and service-oriented architectures [51]. 

The SeCSE [43] reference model introduces a comprehensive ontology for 

characterizing the SOA style achieving a common understanding. The model 

describes actors, entities, and activities relevant to the service domain and the 

relationships existing between them. The work [71] extends service-oriented 

ontology as fundamental solution element and metamodel-based approach to 

integrate enterprise architecture reference model in context of the Internet of 

Things. 

The state of the art concerning thing-centric communication and internet 

technologies was considered and a list of requirements was inferred. A minimalist 

architectural approach towards IOT definition may include nothing more than 

things, the internet and a connection in between to a storage and communication 

infrastructure linking relevant information with the object based on successful 

standards. Things are any identifiable physical object and internet in this case 

refers to everything that goes beyond an extranet [66].  

A more generic approach is to address these challenges at the architectural level in 

order to full fill those functional and non-functional requirements. The non-

functional requirements are often more difficult to be addressed than the 

functional requirements. The non-functional properties are influenced by specific 

infrastructure, language or framework used to program for scalability is often 

specific to a certain context. On the contrary, an architectural approach can benefit 

many systems no matter what infrastructures or languages/frameworks they are 

based on [46]. 



   
 

Microservices is the resurgence of SOA principles and an alternative to the 

monolith [17]. Therefore, MSA utilizes the SOA together with best practices and 

recent developments in software virtualization, to overcome those issues by 

splitting up the application with top-down manner into a set of distributed 

services, strongly decoupled to enable high maintainability and scalability [50].  

There are many recent success stories on using microservices. Microservices 

architecture addresses the problem of complex monolithic application architecture 

by decomposing into a set of small and autonomous services that work together 

allowing independence of development, deployment, updating, and scaling of 

components [59]. Microservices architecture emerged as an alternative approach 

to incrementally evolve enterprise distributed monolithic applications as a suite of 

independent services [89]. 

The SOA is seen as a dirty term due to over-complex, bloated and bodged 

implementations. So software systems are being made up of tiny microservices 

which are less than one hundred lines of code that does one thing very well [56]. 

2.3.4 Microservices Architecture 

Finding better ways to build system, adopting new technologies and observing 

how the new wave of technology will create IT 
[33]

 systems that make both 

customers and developers happy. The customers of Microservices Architecture 

are the organizations, developers, and architects. Sam Newman defines 

Microservices as ’small, autonomous services that work together’. Moreover, 

domain-driven design, on-demand virtualization, continuous delivery, 

infrastructure automation, systems at scale and Microservices Architecture have 

emerged in recent years from real-world use in the industry as a trend or pattern. 

Many organizations have embraced and found that fine-grained microservices 

architecture can deliver software faster, give more freedom to react in making 

decisions and allows us to respond faster to changes that impact all of us [2]. 

The key principle of divide and conquer the system by decomposition into 

discrete and isolated subsystems, communicating over protocols that are 

provisioned from a collection of small, isolated services. Each of which owns 

their data are scalable and resilient to failure. Now a single machine running 

single core processor, slow networks, expensive disks, expensive RAM are 

organized and structured as a monolith. The idea of organizing systems into well-

defined components with a single responsibility is not new. Fast forward to 2016, 

the networks are fast, disks, RAM and multi-core processors are cheap, cloud 

architecture designs and deploy system with customer in mind [47]. 

According to [17] authors describe that “MSA is most appropriate for applications 

whose functions may need to change frequently; that may need to run on multiple, 

changing platforms whose local services and capabilities differ; or whose life 

spans are not long enough to warrant a heavily architected framework. MSA is 

great for disposable services''. Enterprises serving via the web, mobile or any 

other fast evolving venues should explore MSA to achieve the goals of fast 

development and easy integration of discrete services limited in scope. 

2.3.4.1 Monolithic vs. MSA 

Monolithic architecture puts all of its functionality into a single process, while 

MSA puts its functionality into different processes. A one-line change to a 



   
 

million-line-long monolithic application requires the whole application to be 

rebuilt and redeployed that could be a large impact, high-risk for deployment 

build up between releases. The microservice is a single service that can be 

changed and deployed faster, independently, and in isolation [2, pp. 6]. 

The issue of tightly coupled components of a single deployable monolithic unit 

are addressed by MSA, via separating the application into multiple deployable 

units e.g., service components [51]. 

Category Monolithic architecture Microservices architecture 

Code A single code base for the entire 

application. 

Each microservice has its own 

code base. 

Understanda

bility 

Often confusing and hard to 

maintain. 

Much better readability and 

much easier to maintain. 

Deployment Complex deployments with 

maintenance windows and 

scheduled downtimes. 

Each microservice can be 

deployed individually, with 

minimal if not zero downtime. 

Language Typically entirely developed in one 

programming language. 

Each microservice can be 

developed in a different 

programming language. 

Scaling Requires you to scale the entire 

application even though 

bottlenecks are localized. 

Enables you to scale bottle-

necked services without scaling 

the entire application. 

Table 2.4  MSA and Monolithic Architectures [25, pp. 6]. 

2.3.4.2 SOA vs. MSA 

The comparison of SOA and MSA is complex and unfair because both deal with 

distributed systems of services communicating over the network. The SOA is seen 

as over-complex and web services or RESTful HTTP solutions are often 

heavyweight for constrained devices and networks [50]. Some microservices 

advocates reject the SOA tag while some think MSA is an ideal and more refined 

form of SOA [5]. 

MSA is a new approach to build distributed systems. SOA forward the built 

services to anybody who wants to use them. Alternatively, MSA is created with a 

much more focused and limited goal in mind [25, p. 12]. 

The MSA is found from issues and complexity applications implementing with 

SOA. The SOA is very powerful and offers high abstraction, heterogeneous 

connectivity, service orchestration, and the promise of achieving business goals 

with IT capabilities. But nevertheless, it is complex, expensive, ubiquitous, 

difficult to understand and implement. While the MSA simplify the notion of a 

service and connectivity, eliminates orchestration needs, and accesses service 

components to address issues and complexity inherent in SOA [51]. 

Unlike SOA, MSA often exists implicitly, does not need discovery, mediation and 

is well known to the consumers, therefore, it does not require service description. 

The authors conclude that we could say that the key differences are those of 

ambition and focus. SOA focuses on reusability and discovery, where MSA 

focuses on replacing a single monolithic application that is easier to manage and 

can incrementally be evolved [25, pp. 13]. 



   
 

SOA does not help in splitting something big into something small nor 

determining that how big is too big. Also, it does not talk enough about real-

world, practical ways in which services do not become overly coupled with the 

pitfalls originate associated with SOA. MSA has emerged from real-world use, 

taking our better understanding of systems and architecture to do SOA well. So a 

microservice is a specific approach for SOA as XP or Scrum is specific approach 

for Agile software development [2, pp. 9]. 

Category Traditional SOA Microservices 

Messaging type Smart, but dependency-laden 

ESB 

Dumb, fast messaging (as with 

Apache Kafka) 

Programming style Imperative model Reactive actor programming 

model that echoes agent-based 

systems 

Lines of code per 

service 

Hundreds or thousands of 

lines of code 

100 or fewer lines of code 

State Stateful Stateless 

Messaging type Synchronous: wait to connect Asynchronous: publish and 

subscribe 

Databases Large relational databases NoSQL or micro-SQL databases 

blended with conventional 

databases 

Code type Procedural Functional 

Means of evolution Each big service evolves Each small service is immutable 

and can be abandoned or 

ignored 

Means of systemic 

change 

Modify the monolith Create a new service 

Means of scaling Optimize the monolith Add more powerful services and 

cluster by activity 

System-level 

awareness 

Less aware and event driven More aware and event driven 

Table 2.5  Compares MSA and Traditional SOA [17]. 

The fundamental difference between MSA and SOA – especially given that so 

many underlying principles seem similar – is that both the architectural styles 

have more skilled and significantly effective ways of automating infrastructure 

operations [69]. 

2.4 Microservices Architecture Reference Model (RM) 

The systematic literature review [67], introduced a reference model characterizing 

based on an architecture-centric classification of microservices. It helps to 

demonstrate current research at a conceptual level to identify trends and research 

directions. However, there is currently no secondary study to consolidate the 

research based on the characterization of a framework. Though, the use of 

frameworks can ease the development of individual services [50]. 

The book [69] describes microservices landscape, including the principles, 

technologies, and methodologies of a modular style of system building. 

Microservices impacts on enterprise and the need to approach them in the right 

way. The design-based approach is used in microservice architecture with 

guidance for implementing various elements. 

❖ Examine the principles, practices, and culture that define microservice 

architectures. 



   
 

❖ Explore a model for creating complex systems and a design process for 

building a microservice architecture. 

❖ Learn the fundamental design concepts for individual microservices. 

❖ Delve into the operational elements of microservices architecture, 

including containers and service discovery. 

The MSA brings a crossing-boundary workflows into the application 

architectures, i.e., in service-oriented Architecture and Programming from the 

large to the small size comparatively is the distinctive characteristic of the 

architectural design from SOA [85]. 

I. MSA Characteristics 

The IBM Redbook describes some principles and characteristics of microservices 

architecture i.e., business-oriented, design for failure, decentralized data 

management, evolutionary design, dealing with complexity and inter-service 

communication design etc. [25, pp. 20]. 

Successful microservices architecture designs and deployments are made possible 

by modern and recent advances in Web Application. Web technologies facilitate 

most interactions between people and content, where large complex software 

application is composed of one or more microservices that are independently 

deployable in any programming language, and loosely coupled. The agile 

practices, user storytelling and test automation integrate technology and 

application hosting e.g., RESTful HTTP, cloud computing, DevOps [68]. 

The exciting thing about MSA is that it naturally evolved from issues in two main 

sources rather than as a solution to the occurred problem i.e., monolithic 

applications as a layered and distributed through the service-oriented architecture 

pattern [51]. The common characteristics of the microservices architectures are 

presented in the Table 2.6 below. 

Componentization via services Components in MSA expose their functionality through 

services. Which react to one or more actions as defined 

by its service contract. 

Organize teams around 

business capabilities 
 

A service is developed and maintained by one team and 

handles an isolated and well-defined part of the system 

Decentralized Data 

Management 

Each microservice has its own data store, all data 

access is achieved through functionality exposed by the 

owning microservice. 

Multi-Language Capability A microservice may be implemented in any 

programming language and use any storage technology 

so it’s not confined to the same technology choices as 

the rest of the system. 

Continues deployments Can be build, deployed and tested independently from 

each other. 

Self-contained A service is self-contained which does not share 

resources or have any direct dependency to other parts 

of the system. 

Out of service communication The service runs in its own process and only 

communicates through messaging systems like 

RabbitMQ, typically using request/reply 

protocols. 

Single Responsibility Principle A microservice should perform a single business 

function, which implies that all of its components are 

highly cohesive and a service should have one 



   
 

responsibility and only one. 

 

Table 2.6  The Characteristics of MSA [23]. 

II. Design Principles 

The objective of this section is to understand microservice design principles and 

constraints to be considered while developing microservices in [2], [25], and [47]. 

Isolation: It is the prerequisite for resilience and elasticity that also requires 

asynchronous communication boundaries of Time concurrency and Space 

allowing distribution and mobility of the services around. Isolation of services can 

be achieved using virtualization, Linux Containers (LXC), Docker, and 

Unikernels technologies. 

Share-Nothing Architecture: It is also essential to eliminate shared mutable state 

that leads to minimized coordination, contention and coherency cost. 

Microservices take sole responsibility for their own state and the persistence in a 

Bounded Context gives freedom to store it in the format and medium that is most 

suitable database such as RDMBS (Oracle, MySQL and Postgres), 

NoSQL(Cassandra and RaiK), Time-Series (for InfluxDD and OpenTSDB ) and 

Event Log ( Kafka, Amazon, Kinesis and Cassandra) through techniques such as 

Event Sourcing and Command Query Responsibility Segregation (CQRS) [47]. 

Small and Focused: A microservice also needs to be treated like an application or 

a product with its own source code delivery pipeline for builds and deployment. 

The focus is on small size Idiomatic use, such that, if a service is too large, it 

should be refined into two or more services. Thus, preserving granularity and 

maintaining focus on providing a single business capability per microservice 

makes it maintainable, extensible, and modifiable. Sometimes, if needed, could be 

rebuilt from scratch with limited resources and time. 

Loose Coupling: A single microservice with zero coordination necessary for the 

deployment with another microservice that also promotes frequent and rapid 

deployments. 

Language-Neutral: Microservices need to be built using the correct tool, 

technology and programming language most suitable for the task at hand. For 

instance, Java might be the correct language, but in other cases, Python or Scala 

can also be the right choices. Microservices communicate through language-

neutral such as REST Hypertext Transfer Protocol (HTTP)-based resource APIs. 

Bounded Context: It means that related functionalities are combined into a single 

microservice implemented in one such business capability. One microservice does 

not necessarily know anything about underlying implementation of other 

microservices surrounding it. 

The Need for an API Gateway: It is common to have hundreds of microservices 

deployed, when there are many moving parts. A common pattern in microservice 

implementations is teams securing API endpoints. These API endpoints are 

provided by various microservices using a capable API gateway [69]. 

 



   
 

III. Microservice Architecture Technologies 

Some of the basic technologies that lead to the microservices architecture are 

listed below [50]. 

● Domain driven design – where business domain knowledge is at the core 

of the software development process. 

● Continuous delivery – is treating every code repository commit including 

the automatic build, unit, integration and performance testing, continuous 

integration, continuous delivery, and also covers the automated 

deployment of applications. 

● Ports and adapters pattern – In the work the hexagonal architecture is 

applied to separate business logic from external technological 

considerations to break up the traditional layers of presentation, business 

logic and data/integration. But applications have several ports e.g., for 

cloud connection, databases, front-end, integration in which mediation 

layer handles crosscutting concerns like monitoring and a specific MySQL 

database at the database connection port. 

● Machine to machine communication - data exchange without human 

intervention. 

● Virtualization platforms - The advances in virtualization especially 

application containers is way more lightweight compared to hypervisor 

virtualization. Thus, it allows better performance, lower start-up times and 

less storage requirements. 

● Choreography over orchestration – Orchestration means one instance, 

the conductor control the services in a centralized way. In contrast each 

participant does its part on its own and the resulting application is created 

by the sum of the individuals in choreography. The choreography is 

favored due to the degree of freedom in the way things can be handled as 

Microservices. While in orchestration to add an additional service, the 

conductor needs to be changed. 

● Container - The microservice can be hosted as a single container 

enclosing its business logic including all required libraries and data, to 

support the requirement of self-containment with several advantages such 

as ease of service deployment and better scalability as well as testability. 

● Docker - docker is one of several solutions for containers that also operate 

system-level-virtualization based on the concept of namespaces. Which 

wrap system resources to appear to processes as they would have their 

own instance like routing tables, process ids and network interfaces. 

However, running on the host system results in the limitation that all 

containers use the same kernel. 

IV. Pattern Topologies 

There are many ways but three main pattern topologies are the most common and 

popular to implement microservices architecture, such as, API REST-based 

topology, application REST-based topology, and centralized messaging topology 

[51]. 



   
 

API REST-based topology: The API REST-based topology exposes small, self-

contained microservice that contain one or two modules that perform specific 

business functions, through some sort of API (application programming 

interface), typically accessed using the REST-based interface implemented on 

web-based API layer. 

Application REST-based topology: The application REST-based topology, where 

the client requests are received through traditional web-based or fat-client, rather 

than API layer unlike in API REST-based approach. The application is deployed 

as a separate web application that remotely accesses other business functionality 

through simple REST-based interfaces. 

 
Figure 2.4 Application REST-based topology [51] 

Centralized messaging topology: The centralized messaging topology is similar 

to application REST-based topology, but instead, uses a lightweight centralized 

message broker e.g., ActiveMQ, HornetQ, which does not perform any 

orchestration, transformation, and routing but is rather a lightweight transport to 

access remote service components. The topology is typically found in larger 

business applications for more sophisticated control over the transport layer 

benefiting advanced queuing mechanisms, asynchronous messaging, monitoring, 

error handling, and better load balancing and scalability e.g., clustering, multiple 

broker instances and divide the message throughput load based on functional 

areas of the system. 

V. Cross Cutting Concerns 

It is to embrace an approach to microservices adoption that cuts across the 

architecture, organization, culture, processes, and tools; which enables to improve 

their delivery speed, flexibility, autonomy, and developer morale. Hootsuite has 

created a goal-oriented tool set for microservices development and has 

empowered the iterative style which is a match for the microservices way [69]. 

Decomposition Techniques: There are different ways of decomposing the 

application into services. One approach is to decompose services by verb that 

implements a single use case. Each microservice is responsible for one or more 

closely related functions. Another way is to decompose the system by nouns or 



   
 

resources responsible for all operations related to a particular entity. An 

application might be a combination of verb and noun-based decomposition [48]. 

Deployment of Microservices: The cloud infrastructure environment facilitates 

rapid provisioning and automated deployment for microservices features. The 

containers versus VM images, Linux containers use layered filesystem 

architecture to allow a great extensibility and reusability not found in 

conventional VM architectures. Such a layered, inheritable build process 

promotes a collaborative development and multiplies the efforts in many teams 

[69]. 

Containers and Docker is an excellent match to empower the usage of 

Microservices architecture because of being lightweight, it provides fast start-up 

times, and low overhead. Containers provide operating system level virtualization, 

which can isolate and control resources for a set of processes [12]. 

Docker: Docker container solutions wrap dependencies and implementation 

inside themselves for building microservices. The DockerHub provides container 

images to download with pre-configured middleware, databases, and applications. 

Docker usage can be categorized into two classes [12]. 

● Docker container as a lightweight server. 

● One process or few related processes per Docker container is sensible and 

useful building block in microservices deployment. 

Service Discovery and Registry: The various services to discover each other in a 

standard and consistent process for register and announce themselves. For 

example, API gateways are configured to report service availability and discovery 

of the end points and locations of other services [52]. 

Distribution of services depends on business and technical needs. The approach is 

commonly used in quick prototyping in local development as a single host 

(server) configuration that will allow multiple microservices to “discover” and 

communicate with each other. 

Allocating an IP per microservice, for example, the IP address allocation + 

assignment would become too complicated, in case of too many microservices. 

Instead, when allocated an IP per host (server), the microservice is fully addressed 

with a combination of IP address (host) and Port number(s) the service is 

available at the host. 

The service discovery keeps track of the service deployed on particular IP/port 

combination at any given time. So the clients of microservices can be seamlessly 

routed accordingly. The open source solutions for service discovery are Etcd from 

CoreOs and Consul by HashiCorp, Kubernetes and Docker Swarm [69]. 

To invoke a service having REST API, the network location IP address and port 

of a service instance must be known. However, there are two main service 

discovery patterns: client-side discovery and server-side discovery. The Service 

Registry is a database containing the network locations of service instances. For 

example, Netflix Eureka is a service registry. It provides a REST API for 

registering and querying service instances using a HTTP POST, PUT and 

DELETE request or by the instance registration timing out [10]. 



   
 

The gateway does not store any information so it does not need a persistence 

layer. At the presentation layer, the gateway exposes services to end-users. The 

gateway receives requests from end-users (browsers), gets the result consuming 

one or more micro services, and returns the results as REST services over the 

internet that can be consumed by front-end MVC application executed in the 

browser [88]. 

Messaging in Microservices: In monolith different components are invoked using 

function calls or language-level method calls. SOA uses more loosely coupled 

web service level messaging. Messaging integration patterns and approaches in 

Microservices are presented as below [13]. 

Messsage-Oriented: The component code can safely be refactored if they share 

interfaces between them and adopt a message-oriented approach for 

implementation of microservice APIs and web services as tools to transmit 

serialized “objects” over the wire. The notion of messaging to share information 

between components is referred to how object-oriented programming works [69]. 

For example, Avro, Protobuf, and Thrift over TCP/IP for communicating 

internally and JSON over HTTP for communicating to external consumers, like, 

mobile phones, browsers, etc., which can expose general entry points into a 

component (e.g., an IP address and port number) and receive task-specific 

messages at the same time. 

Synchronous Messaging – REST: The synchronous messaging in MSA, REST 

provides a simple messaging style implemented with HTTP request-

response, based on resources. 

Asynchronous Messaging: Sometimes it is required to use asynchronous 

messaging techniques and protocols, such as AMQP, STOMP or MQTT. 

Message Formats: The suited message format for microservices is a key factor. 

However, most microservices-based applications use simple text-based 

message formats, such as JSON and XML on top of HTTP REST API and 

binary message formats, such as binary Thrift, ProtoBuf or Avro. 

Service Contracts: Business capabilities are implemented as a service and 

publish the service contract using REST API definition techniques and 

languages, such as Swagger and RAML to define the service contracts. 

Hypermedia-Driven: The message-oriented and hypermedia-driven 

implementation instances contain more than just data or actions e.g., links and 

forms. Both Amazon’s API Gateway and AppStream APIs support responses in 

the Hypertext Application Language (HAL) format. Hypermedia style is how 

HTML works for the browser. HTTP messages are sent to an IP address (your 

server or client location on the Internet) and a port number (usually “80” or 

“443”) [69]. 

2.5 IOT and Software Architecture Styles/Patterns 

The thesis paper [4] looks at software architectural styles and shows how different 

areas in the IOT will need varying styles. The choice of style is considered to be 

at a higher level in the first step, then a reference architecture is a collection of 

steps which can be instantiation of one or multiple styles. The authors argue and 

hypothesize that “one size fits all" cannot exist due to ambiguity and diverse 

domain of IOT. 



   
 

Many research and standardization efforts have been done in terms of 

heterogeneity of the IOT devices and communication protocols in service 

interoperability layers and frameworks i.e., CoAP and MQTT with HTTP is the 

protocol stack. There are a number of architectural approaches to enable 

communication between heterogeneous devices to support interoperability and 

scalability requirements. 

OneM2M is focused on interoperability of M2M, IOT devices, and applications. 

FI-WARE aims to build a platform for the future internet with novel service 

infrastructure from reusable components. Efforts like IOT-A 
[12]

 Architectural 

Reference Model is guidance for IOT solutions [8]. 

2.5.1 IOT-ARM 

The Reference Models and Reference Architectures provide a description of 

greater abstraction than what is inherent to actual systems and applications. They 

are more abstract than system architectures that have been designed for a 

particular application with particular constraints and choices. IOT-A promotes a 

high level of interoperability needs at communication and service level across 

different platforms. 

The European Lighthouse Integrated Project has addressed and proposed an IOT 

architectural reference model, which give a glimpse of best practices and 

guidelines with a set of models for building fully interoperable concrete IOT 

architectures and systems [38]. 

“The ARM is the combination of the Reference Model and Reference Architecture, 

the set of models, guidelines, best practices, views and perspectives that can be 

used for building fully interoperable concrete IOT architectures and systems”. 

The model called Reference Model provides IOT system developers/designer a 

common understanding and foundation to build IOT architectures called 

Reference Architecture. The relationship between reference architecture and the 

actual system architecture opts from functional components in building IOT 

system. 

The Domain Model is the primary and key model which introduces the main 

concepts of the IOT like Devices, Resources, Services, Virtual Entities (VE) and 

human user. The interaction takes place between resources hosted on devices that 

are software artifacts to provide services. 

2.5.1.1 Usage of Architecture Reference Model 

The purpose of the IOT-A project was to propose an IOT Architecture Reference 

Model and the usage of the ARM. 

● Cognitive aid – ARM provides a common language to everyone involved 

and guides discussion to help in identifying independent building blocks of 

an IOT system. 

● Common grounding – ARM provides the definition of IOT entities and 

describes their basic interactions and relationships with each other. 



   
 

● Generation of architecture – IOT ARM is used to generate concrete 

architectures for specific systems using provided best practices, and 

facilitates the creation of interoperable IOT systems. 

● Benchmarking – standardized description, ordering, and delineation of 

components provide a high level of transparency and inherent 

comparability to the benchmarking process. 

2.5.2 IOT-A Reference Model 

The IOT Reference Model in figure 2.5 provides the abstraction level for the 

definition of the IOT Reference Architecture by understanding the IOT domain. 

The IOT Reference Model provides a common language for architectures and IOT 

systems. The IOT Reference Model is conforming to the OASIS reference model 

definition [37]. 

The Reference Model includes several sub-models that set the IOT design space, 

yellow arrows show how concepts and aspects of one model are used as the basis 

for another. The domain model is the base model for all other models (Information 

Model, Functional Model, Communication Model and Finally, Trust, Security, and 

Privacy). The Reference Architecture is also based on the concepts introduced in 

the IOT Domain Model [38]. 

● Information Model: Information Model explains how IOT information is 

going to be modeled by defining the structure e.g., relations and attributes, 

related information in an IOT system about Devices, IOT Services and 

Virtual Entities. 

● Functional Model: The Model identifies Functionality Groups (FG) build 

on each other, based on the concepts and relations identified in IOT 

Domain Model. The functionalities for interacting with the instances e.g., 

information about Virtual Entities or descriptions of IOT Services. 

● Communication Model: In IOT systems key characteristic is the 

heterogeneity of communication technologies employed and 

communicated between the different components. The Communication 

Model understands specifics about communication between many 

heterogeneous IOT devices and the internet as a whole. 

● Finally, Trust, Security, and Privacy (TSP): are important therefore the 

relevant functionalities and their interdependencies and interactions are 

introduced in the IOT TSP Model. 



   
 

 

Figure 2.5 Interaction of all Sub-Models in IOT Reference Model  

2.5.2.1 IOT-A Domain Model 

The IOT-A proposes a generic domain model in figure 2.6 containing abstract 

concepts involved in IOT systems. The model contains the interaction between 

resources, as a digital representation of physical entities, including devices, 

software artifacts, services, and resources or human users [38]. 



   
 

 
Figure 2.6  UML Representation of the IoT Domain Model  

The User interacts with a Physical Entity (PE) in the physical world that can be a 

human or may be a Digital Artifact such as Service, application, or software 

agent. Such interactions can happen directly in the physical environment, while in 

IOT domain, the interaction would be indirect or mediated, for instance, calling a 

service to access the information about the Physical Entity or acting over it. 

The Physical Entity can be an object or environment e.g., humans, animals, cars, 

computers and electronic appliances that are represented by a Virtual Entity in the 

digital world such as 3D models, avatars, database entries, objects etc. Augmented 

Entity is the composition of Virtual Entity and Physical Entity to highlight the 

association of both and enable objects to become part of digital processes. 

Resources are software components associated with Virtual Entity that is, 

representing the Physical Entities, either to provide some information or interact 

with the digital or physical world. Resources can be either On-Device Resources 

or Network Resources running somewhere in the network. 

IOT Service provides standardized and well-defined interfaces to expose all the 

necessary functionalities of a Device through its hosted Resources for interacting 

with Physical Entities and related processes. Services hide the complexity of 

accessing a variety of heterogeneous Resources associated with the corresponding 

Virtual Entity and Physical Entity that are important for lookup and discovery 

process. 



   
 

2.5.2.2 Simple Domain Model 

The vision of IOT is the extension of the internet into the physical world by 

connecting it to the virtual world for tracking, monitoring, and interaction with 

physical objects (like cars, machines, fridges, rivers as well as animate objects 

like animals and humans). The clearer term to use for these physical objects is the 

entities of interest. The interaction over the internet is done via hardware 

component, a ‘device’ that allows the entity of interest to be part of the digital 

world by mediating the interactions shown in figure 2.7. 

The device may be static in a case attached or embedded to an entity of interest, or 

can be dynamic if installed in the environment of the things for the purpose to be 

monitored. The device model includes typical RFID readers, sensors, and 

actuators, and embedded computers like mobile phones. The resource (software 

component) hosted on devices provides information on the entity or enables the 

controlling of a device. The service exposes the functionality for interacting with 

entities and related processes by accessing the hosted resources on device [113]. 

 

Figure 2.7  Relationship between Things, Devices, Resources and Service 

2.5.2.3 Resource Model 

A resource is the software component that represents and provides information on 

the entity or enables controlling of the device. The Device allows the entity of 

interest to be part of the digital world by mediating the interactions. The resource 

has data type properties i.e., hasName (name), hasResourceID (ID), hasTimeZone 

(timezone) and hasResourceLocation, which is the location of the device where 

the resource runs. Resources can be instances of sensor, actuator, RFID tag, 

storage or a processing resource. The resource is accessed via exposed IOT 

Service denoted by the ‘isExposedThroughService’, which links it to Service 

instance of the service model that is hosting the resource. With property 

’isHostedOn’ is to bind, as in figure 2.8, the Resource Model [39], [41]. 



   
 

 

Figure 2.8 Resource Model [39] 

2.5.2.4 Service Model 

The Service Model in figure 2.9 contains information for discovering, looking up, 

invoking and the information about technology type to invoke the service through 

‘hasServiceType’ parameter taking the value such as ‘REST’ for a RESTful Web 

Service. The Service Model exposes resource’s functionalities either as output 

data type ‘hasOutput’ or as an input ‘hasInput’ parameter e.g., measuring 

temperature specified as the ‘hasOutput’ parameter. For actuating the state of the 

entity, thus, the post-condition state is modeled through the ‘hasEffect’ parameter. 

While any pre-conditions that need to be met before the service execution is 

specified through the ‘hasPrecondition’ parameter. The area of service is specified 

through the ‘hasServiceArea’ property for example sensing services may observe 

some specific area and actuating services would specify the area of operation. The 

service area could be mapped to a location defined in the Location Model. The 

time constraints on service availability are captured through the 

‘hasServiceSchedule’ property. The Service Model reflects the service related 

aspects of IOT-A’s domain model that provides access through exposing a 

property that links back to an instance of the Resource Model [39], [41]. 



   
 

 

Figure 2.9 The Service Model [39] 

2.5.2.5 Service 

There is no common terminology and understanding on the basic concepts of the 

service domain. In some cases services are assimilated to components. But they 

appear to be a distinct even if related concept [43]. 

The term is being used in quite different ways in various domains. The concept of 

IT service artifacts that serve a certain purpose providing the data and 

functionality in the agreed format and quality context. These artifacts include 

files, executables and libraries. Services capture define pieces of functionality and 

are associated with elements of the software architecture components and their 

patterns [65]. 

This introduces the need for a rationalization of meaning to provide a clear 

definition of the concept of service and related concepts. For instance, in the 

technical domain it is usually considered as a particular software system that can 

be published, located, and invoked across the internet and relevant aspects 

concerning service discovery, composition, publication, execution, and 

monitoring, as a common reference [43]. 

The service is "a mechanism to enable access to one or more capabilities where 

the access is provided using prescribed interface and is exercised consistent with 

constraints and policies as specified by the service description" [61]. The 

requirements to ensure deploy services such as Discoverable, communicable, 

conversational, secure and manageable etc. [57]. 

2.6 IOT and Microservices Architectural Style 

The Microservices Architectural Style has got hype in cloud and enterprise 

business applications due to limits of maintainability and scalability in monolithic 

software architecture. It should be noted that scalability of applications makes 

prerequisite for the efficient use of IOT resources [48]. The SOA is already a 

solution in the IOT but still not sufficient to achieve interoperability between 

multiple solution providers [50]. 



   
 

The feature based framework approach reuses components leading towards a 

highly scalable service-oriented ecosystem [48]. This paper [84] looks into the 

reasons for using microservices in IOT that could make design of applications 

easier, as well as, of existing frameworks which help developers use the approach 

in dealing with large number of connected devices. 

The IOT devices evolve with different communication protocols, making it 

difficult to achieve connectivity, scalability and integration in monolith fabricated 

framework. Adopting microservice architecture to remodel the integration 

framework will enhance the reliability of IOT system [45]. 

MSA is leveraging the most advanced achievements in DevOps and continuous 

delivery. Centralized registries, discovery services platforms such as Docker Hub 

and GitHub further facilitate quick adoption. It will increase scalability and 

deployment easier through an effective and streamlined delivery pipeline, 

prompting continuous delivery from development to production. Middleware for 

data storage, integration, security, and operations should be web API-friendly in 

order to facilitate automation and discovery, and should also be amenable to 

dynamic, decentralized distribution [69]. 

Each microservice may vary in granularity from a single module (e.g. Java 

classes.), to a large portion of the application or either represent a single-purpose 

function decoupling component of the application, for example, the weather report 

microservice for a specific city/country [51]. 

2.6.1 Aspects and Context of MSA and IOT 

Martin Fowler and James Lewis have defined MSA characteristics [3]. Some 

common design features of microservices make them highly suited even in the 

context as a design choice for developing IOT applications [84]. The key aspects 

of microservice architecture and IOT are conceptually quite relevant [26]. The 

MSA and IOT are sharing similar attributes such as distributed oriented nature, 

the requirement of loosely-coupled services and components, decentralized 

governance, data management and design for failure, as described below. 

● Componentization via Services: Components in MSA expose their 

functionality through services which react to one or more actions as defined by its 

service contract [25]. Componentization is achieved by breaking systems into 

services that are replaceable, upgradeable, and deployable in isolation. The 

services interacting via service interfaces to avoid tight coupling of components 

and exposing of functionality from one component into another [8]. IOT systems 

are components, networks, related devices, and services on the infrastructure of 

WAN, LAN, WSN, and Cloud, while the physical layer (devices) are based on a 

diverse set of components. Software must deploy loosely-coupled services for 

independent deployment, evolution, and aggregation [26]. 

● Organize teams around business capabilities: A service is developed and 

maintained by one team which handles an isolated and well-defined part of the 

system [25]. MSA to be practiced on the basis of business capabilities instead of 

building teams based on the technology layers where each team has the full range 

of skills required for a specific business area [8]. 



   
 

● Smart endpoints and Dumb Pipes: Microservices communicates over 

protocols while services keep their domain logic internal. Unlike Enterprise 

Service Bus (ESB) message transformation and choreography, microservice 

barely exchanges messages either in HTTP request/response or a lightweight 

message bus for asynchronous communication with routing. But business logic 

always remains in the endpoints – the services [8]. In IOT system, devices of the 

network support cloud services. The smart endpoints are critical in terms of 

decision-making, processing and behavior need to be architected well to reduce 

dependency on the network [26]. 

● Decentralized Governance and Data Management: The scaling of IOT 

systems in diverse and heterogeneous nature of networks, components, and 

services. Where millions of billions of devices are interlinked in IOT systems, 

centralized governance becomes a significant bottleneck in terms of performance, 

resiliency, and integrity. Therefore a decentralized management of IOT services 

and data management becomes important [26]. 

The centralized architecture can be relaxed when a microservice relies on 

independently deployable components. Each service can be built with MSA 

choosing the best tools, platforms, and technology suitable for the job. Service 

also manages its own database, either different instances of the same database 

technology, or entirely different database systems [8]. 

● Design for Failure: Component/service fails because of latency and 

bandwidth etc. So the network design must be resilient to many failure conditions. 

For example, poorly written service might not gracefully fail, and affect only a 

subset of a system rather than bring the entire network to its knees [26]. The 

aspect of microservices isolated and self-containment, i.e., when some 

microservices might fail, the other microservices and their environments are not 

affected. Thus, resiliency and robustness are at high degree [53]. 

● Evolutionary Design: The Microservise IOT system needs to be architected 

to meet the evolving changes and technical problems at hand, especially at the 

atomic level – leveraging modularity and functional decomposition at an 

appropriate level. Which implies, independent deployment, replacement, and 

enhancement without requiring a more global effort across development and 

operations [26]. In microservice architecture the services contain business logic, 

the required libraries, front and backend come in self-containment. Thus, the 

services can evolve independently and are scaled individually by starting multiple 

instances [50]. 

2.6.2 Gapes 

Hence, partial solutions exist in industry and academia. The existing published 

architectural knowledge is still rather vague on a number of design concerns a.k.a. 

architectural decisions are required. It is evident that design and development 

challenge is the sustainable adoption of microservices to distributed 

application/infrastructure architecture retains due to the novel aspects/facets of 

microservices [68]. 

Essentially, such gap is caused by the technology-driven research. So the 

technology developers just need to focus on the technology aspects of particular 

functionalities or performances. But, if technology and application are both 



   
 

immature then there are too many possibilities and one solution can never fit all 

these possibilities. For the research on a mature application, business model and 

application scenario are clear and already been mapped into technical 

requirements [91]. 

The paper [92] has surveyed the most important issues in IOT that require further 

research. Indeed, current technologies make the IOT concept feasible but do not 

fit well with the scalability and efficiency requirements. Addressing these issues 

will be a significant driving factor for networking and communication research in 

both industrial and academic laboratories.  

Even though microservices have emerged from the software industry but 

academic researchers have not kept the pace of investigating this approach. It has 

been noted that there are wide gaps between the current industry level and 

academia. The available studies regarding the research were limited in providing a 

temporal overview. Thus, there is a need to provide original research to support 

these new methodologies, processes, and tools [52].  

2.6.3 Challenges 

IOT has many challenges in its software architecture. The integration of 

embedded devices into the internet introduces several new challenges in order to 

satisfy the connectivity requirements [80]. 

The wide spectrum of services, applications and IOT ecosystem poses a number 

of questions. Thus, lack of standardization still requires proper addressing of a 

large number of users and significant data processing and throughput might have 

impact on the paradigm evolution [48]. 

Despite the described benefits, decomposing distributed systems into independent 

granular components bring the complexity of distributed systems and a great deal 

of operational overhead. The designing software system with microservices 

architecture and implementation in practice might be challenging. Therefore, 

deployment and operational aspects of the resulting systems need to be considered 

carefully [8]. 

One of the most crucial problems is the interoperable data exchange in large-scale 

heterogeneous IOT network elements. Especially, interoperability directly ties in 

with Security and Privacy [4]. The security issues and network complexity of the 

large number of microservices greatly increases the difficulty in monitoring the 

security of the entire application. Monitoring, which is currently a key aspect of 

microservice architectures, can be enhanced through the autonomous control loop 

and provide self-healing and self-optimizing capabilities. The paper [59] proposed 

a design for security-as-a service for microservices-based cloud applications. 

2.6.4 Trade-Offs and Software Quality Attributes 

E. Croes in research work [4] discusses the software architectural styles in the 

Internet of Things for a variety of solutions with relevance to quality attribute 

requirements. Although Microservices is not taken into account because of being 

relatively new and not yet well documented. The software architectural style is 

described as a set of proven design decisions to elicit quality attribute in the right 

context based on a given set of functionality and quality requirements. Which are 



   
 

taken into consideration in the first step when reasoning about software 

architecture that can be important in achieving quality IOT system. However, 

every style comes with trade-offs of which software quality attributes are gained 

and which are given away depending on the system to be built. Despite 

Microservices architectural style must exhibit different levels of quality attributes 

for the same system. 

However, using microservices simplifies the design and implementation of 

individual services, but increase complexity of distributed systems. The 

consistency and other compromises made due to the fine-granular service 

decomposition are to be reasonable trade-offs for the gained benefits [8]. 

Microservices architecture has started a new trend for application development for 

a number of reasons [12]. 

● To reduce complexity by using tiny services. 

● To scale, remove and deploy parts of the system easily. 

● To improve flexibility to use different frameworks and tools.  

● To increase the overall scalability.  

● To improve the resilience of the system. 

M. Richards in research work [51] on pattern analysis describes microservices 

architecture pattern, based on the natural tendency as a capability based on the 

characteristic of implementation. Moreover, how this pattern is related to other 

patterns such Layered Architecture, Event-Driven Architecture, Microkernel 

Architecture and Space-Based Architecture. Exemplifying, if the primary 

architectural concern is scalability, then, the event-driven pattern, microservices 

pattern, and space-based pattern can probably be good choices. Similarly, if the 

preferred is the layered architecture pattern, then, deployment, performance, and 

scalability might be risk areas in your architecture according to the analysis chart 

in Table 2.10. 

 
Figure 2.10  The Pattern Analysis Summary [51]. 



   
 

The IOT has many problems and challenges regarding data exchange in large-

scale heterogeneous network elements to achieve more efficient data exchange in 

interoperable elements. Especially, devices that are close to communicating 

directly without internet network such as device-to-device interoperability. The 

other interoperability ties in directly with security and privacy such an attacker to 

pretend to be a trusted device when more data is in exchange [4]. 

 

Interoperability: The IOT paradigm is built around service sharing and achieving 

interoperability. As the fact that it will be different heterogeneous objects, 

networks and systems; they need to work together to create IOT by 

communicating in the same format or building a bridge mediator to use the key 

functionalities of each other. These are four levels of interoperability defined in 

[4]. 

● Technical: Interoperability is associated with hardware software 

component on communication protocols, but ever since TCP/IP became 

available, interoperability is not an issue at this layer.  

● Syntactic: Interoperability is associated with transfer data formats with a 

well-defined syntax and encoding that include HTML, XML or ASN. 

● Semantic: Interoperability concerns the understanding of the meaning of 

the exchanged information combined with other information resources in 

IOT, for example despite the heterogeneity, providers and requesters can 

communicate information in a meaningfully way. 

● Organizational: Interoperability is concerned with automatic linkage of 

processes among different systems. 

The MSA is suitable and aims at connecting heterogeneous IOT devices to 

overcome the inherited complexity in integrating infinite number of technologies 

and multi-purpose communication protocols e.g., lightweight TCP/UDP-based 

and Patterns like API Gateways and Event Bus/Hubs [48]. These are useful in 

investigating the problem of interoperability of autonomous heterogeneous IOT 

systems. 

Evolvability: The designs can adapt to new requirements and changes to become 

evolvable by having component-exchangeability. Despite architecture design it 

should allow changes without damaging the integrity of systems in a controllable 

way. The IOT evolvability is directly tied to interoperability. If a system is easily 

changed and extended then it can easily be adapted to communicate with new 

emerging technologies and IOT applications. This is important because the ever 

changing requirements of the IOT system and technology that supports progress 

must be able to evolve with it [4]. 

In microservice architecture the services should contain everything they need to 

fulfill their task on their own, like business logic, the required libraries, front and 

backend come in self-containment. So, the services can evolve independently and 

scaled individually by starting multiple instances. The back-end is only accessible 

through the service API. Thus, it neglects dependencies for data storage and 

decouples external data consumers from the internal data. 

Microservices use the API Layer approach that allows the level of granularity of 

services to be changed without affecting the consumers [45]. Therefore, service 

can be freely changed and evolved, while maintaining interoperability [50]. 



   
 

Scalability: The IOT has to be able to perform at an acceptable level with this 

scale of devices. However, it is hard to say that the entire system is scalable but 

usually, some parts of the system have to be more scalable than others. There are 

some terms related to it as presented below [4]. 

● Scaling up: means increasing the resources of a particular node. 

● Scaling out: means getting more nodes to share the workload.  

● Load balancer: has the task of balancing the workload between these 

nodes.  

● Caching: can help with scalability by reducing the number of actual 

requests to the system. 

One key feature microservices can contribute to system is scalability. The 

research is giving an overview of how microservices characteristics naturally 

contribute to system scalability for performance reasons in case of high load. The 

specific microservices actually experiencing the growing load can then be scaled, 

e.g., by relocating more hosts or by replicating them across a cluster or on the 

cloud. Further, the author argues that scalability can also be used to ensure 

availability and fault tolerance with the aspect of microservices isolation and self-

containment, i.e., they run within independent processes, so can be monitored and 

scaled independently. The distributed nature can also utilize locality and locate 

services, resulting in better geographical scalability [53]. 

Availability: The IOT system needs to be fully or partly operational as and when 

required by the user, other device or system. If it can be maintained or updated, 

while the core is still running, then a system has high availability to reduce 

downtime. IOT systems must depend on data gathered from many different 

solutions. That can be the case that those solutions are unable to provide their 

services at some time [4]. 

High availability can be achieved by replication and data-centers across 

geographical distances to spread the load, cope with failure and congested 

hardware. Microservices take the characteristic of distributed nature to an 

extreme. For example, each business function capability is realized by an 

independent service including their related data deployed on a different host. 

Perhaps, the distribution also makes microservices highly available. Since one 

microservice failure does not necessarily result in the failure of other 

microservices or the whole system [53]. 

Resiliency: The system should avoid single points and individual component 

failures. A system is resilient and ensures high availability to effectively handle 

failures. If a device in the IOT fails, the system should find other components that 

offer similar services to recover in a graceful manner. IOT may contain sensors 

that are vulnerable and physically can be damaged, which can cause a denial of 

service. Resiliency is also the ability to recover quickly from an attack [4]. 

Resiliency and Robustness may be improved and benefited by the usage of 

containerized independent processes, and replicate microservice to ensure fault 

tolerance. While another aspect of microservices isolation and self-containment 

means that even though some microservices might fail, the other microservices 

and their environments are not affected to prevent cascading failures [53]. 



   
 

Security: There are new security concerns arising specific to the IOT: sensitive 

information might be easier to extract, and thus, compromise security and 

confidentiality, integrity, authenticity, availability, non-repudiation, and 

accountability [4]. 

Microservices provide access to use the data i.e., authentication by OAuth 2.0 and 

authorization with OpenID Connect server. API Gateway is single entry point for 

all client requests to the authorization server and obtains the access token. Then it 

sends the access token to the API-gateway along with the requests. The API-

gateway extracts the access token and sends it to the authorization server to 

retrieve the JWT (JSON web token) that contains the necessary information to 

help in storing user sessions [13]. 

2.7 Related Work 

Now we discuss IOT and how does it relate to the earlier buzzword ubiquitous 

computing. Ubiquitous computing is an emerging trend of invisible use, creation, 

processing, transmission, and storage of information by linked smart objects in a 

network, reaction to their environment, and interaction with their users [6]. 

The research presents an overview of scalability and interoperability problems. 

The study is about defining and implementing a microservices-based middleware 

IOT platform aimed at connecting heterogeneous devices with the orchestration of 

different system components [48]. 

The main outcomes of the IoT6 project are some recommendations on IP features 

that can be exploited for the IOT Service-Oriented Architecture Specifications 

[101]. The work is exploiting interoperable microservices architecture in cross 

domain IOT applications and presents a reference use case for the implementation 

[115]. 

The research gives a brief overview of patterns and best practices emerging from 

the microservice approach for IOT – how can they be adopted in number of IOT 

devices to create applications. Further, the research investigates self-containment, 

dealing with service versions, monitoring and fault handling as well as if 

orchestration or choreography with container should be used to put services 

together [50]. 

The researchers have described benefits of applying MSA to build a Smart City 

IOT platform for a variety of relevant applications. The key characteristics of 

MSA are componentization via services, organization around business 

capabilities, smart endpoints and dump pipes, decentralized governance, 

decentralized data management, and evolutionary design [8]. 

The SensorHUB framework is a collection of different technologies to collect the 

sensor data, transmit, process, analyze and support the IOT related development. 

SensorHUB is a novel approach that provides both a method and an environment 

to support IOT application and effective service development. It organizes 

different functionalities into microservices accessible through a Service Bus with 

a cohesive interface to hide all the service instantiation details from the 

applications [24]. 



   
 

The research [65] investigates design and development contexts of the IT service 

systems and applications. Further, it claims that the systematic relationships 

among the contexts can be exploited as design parameters or patterns. The 

abstract specification language on IT service systems design could turn different 

design contexts into building blocks that enable the incremental design of service 

systems. 

The work [114] introduced SCXMLD, an open source implementation of SMaaS, 

an SCXML microservices platform built on Linux containers to control the IOT 

with novel features including snapshots, logging, and automated visualization; 

where the REST API was used to control an IOT light switch and monitor the 

device's state. 

The work [118] has presented three cloud microservices alongside mobile and 

IOT usage examples. This can substantially accelerate the development and 

evolvement of location and context-based applications. These include a contextual 

triggering microservice used to derive the user’s context in the moment of 

interaction, visualization and analytics microservices to distill business and 

operational insights from application data. 

2.8 Analysis 

SOA and microservices have similar objectives of constructing multiple IOT 

services and applications from a bundle of small services. The goals of MSA and 

IOT are similar in lightweight communication, deployment with a minimum of 

centralized management in independent techniques and technologies. The 

Microservices is the division of an enterprise IOT system into a set of granular 

functional domains. 

Purpose 

The purpose of this review is summarizing and analyzing the concepts, trends, and 

patterns that are exploiting MSA in any context of the IOT domain. 

Method 

To access relevant sources, information and data related to the research area, 

traditional and narrative methods have been used for mapping the results and 

provide evidence from the available publications. 

Classification of Microservice Methods and Techniques 

The focus of the study is on the existing methods, techniques and tools of support 

that enable microservice architecture development and operation. 

The available studies regarding the research area was limited. Thus, the need for 

an SLR or SMS entails to identify, classify and compare existing evidence and 

provide original research to support new methodologies, processes, and tools [67]. 

The web based application architecture paradigm is shifting from large-scale 

monolithic architecture to MSA approaches. There are some fundamental 

characteristics and technological requirements to design and develop the 

enterprise IOT microservices applications systems. More importantly how and to 

what extent the MSA can benefit and contribute to standardization of the different 

IOT system components of devices, sources, processors, storage, etc. 



   
 

The microservices contributions can be employed based on technical perspectives 

of the core classification categories into generic contribution types. i.e., Solution, 

Experience Report, Review, Evaluation and Validation Research. Where the 

evaluation methods are Case Study, Mathematical Proof, Experience Report, 

Example Application, and Controlled Experiment are distinguished. This is noted 

for microservice architecture development such as proven technologies to realize 

a microservice architecture, for example using architecture evaluation methods 

like ATAM [67]. The Architecture Tradeoff Analysis Method can be used in the 

context to evaluate the Reference Architecture [121]. 

● Architecture: architecture implementation and validation, but also 

architecture design methods. 

● Methods: a more process-centric view with method definitions and 

validations. 

A Classification of Software Reference Architectures 

The thesis work will contribute to the design and structuring of the conceptual 

space of more successful reference architectures. One of the reasons for this is the 

level of congruence between their goals, context, and design/specification of a 

reference architecture. 

As discussed above, the IOT ecosystem emerges around a core. In IOT 

infrastructure different entities or “things” discover and explore each other and 

learn to take advantage of each other’s data by pooling of resources enhancing 

scope and reliability via services [7]. 

In this context, the key components of the IOT will be RFID systems. At the core 

of the IOT is the notion of “Things” which will be equipped with tracking, 

sensing and more sophisticated processing and networking capabilities on a 

combination of classified hardware, software and architectures [31]. 

The design and built of microservice approach around core lays the possibility to 

independently deploy and scale. A service is deployed as several instances and 

different services may be hosted on the same server that can be built using any 

programming language or development framework [48]. 

The paper [97] is deeply analyzing the core characteristics, microservice and self-

adaptive architectures. Perhaps, developing approaches for architectures 

combining them to build more reliable and flexible systems. Components are 

organized around business capabilities by clearly defining the context in which 

they operate. A thorough evaluation needs to be carried to draw more objective 

conclusions [8]. 

2.9 Conclusion 

To conclude the literature review, we started the discussion with motivational 

background for the specific aim of this thesis. From the review, we can draw 

conclusions already mentioned in research that IOT paradigm is a diverse domain 

and needs standards capturing the requirements of an individual application at 

different layers.  

The monolithic builds the enterprise system architectures. The SOA already is a 

solution in the IOT but is still not sufficient to achieve interoperability between 



   
 

multiple solution providers. Efforts need to aim at developing the standards and 

best practices for designing IOT platform. However, given the ambiguity of the 

term and diverse IOT paradigm, it seems unlikely that reference architecture as a 

single type of system can exist. 

Microservices are deployed around business capabilities independently in 

different programming languages and data storage technologies, unlike monolith. 

MSA puts its functionality into different processes and is an ideal and more 

refined form of the SOA. A Monolithic architecture puts all of its functionality 

into a single process. Besides, the main difference between SOA and MSA is the 

ambition and focus. The ambition of MSA is to replace monolithic application 

architecture. 

The wide spectrum of services, applications and IOT ecosystem pose a number of 

questions such as lack of standardization to enable the global interoperability. 

Microservices are small, autonomous services that work together. Moreover, we 

have noticed that MSA is adopted by large-scale distributed systems in 

developing Platform-as-a-Service (PaaS), middleware and framework for sensor 

networks to overcome problems like scalability and interoperability. The 

microservices and gateways can be developed to increase the number of 

developers in a more scalable way. The microservices based on middleware 

architecture can ensure cohesion between different types of devices, services and 

communication protocols, while maintaining the system scalability. 

In this respect, the MSA is significant and contributes to standardizing the 

fragmentation and constructing interconnected core with topological constraints 

from different stakes of IOT system components. The Things with its own 

processor, operating system, sensors, and containing some logic while 

communicating on cloud-hosted microservices to publish their service 

capabilities. 

Indeed, loose coupling and high cohesion can be achieved via REST interfaces, 

where multiple services can be composed to fully develop in a continuous and 

autonomous stack. Communication takes place by well-defined and explicitly 

published interfaces to achieve interoperability trough cloud gateway APIs 

components with other Microservices and end user application. 



   
 

3 Methodology 
The methodology implies the methods to collect data, consideration of the 

concepts and theories which underlie the methods. The methods describe the 

specific procedures or techniques used to identify, select, and analyze information 

applied to a research problem [60]. Understanding the background to solve a 

particular problem, a process called domain analysis for gathering information to 

describe the problem and its proposed solution [14]. 

The scientific research activities are presented in the literature review, which are 

exploration of existing theories, the review of theoretical background and the 

definition of the used terminology. Typically the research process includes phases 

like collecting data, analyzing the domain, and constructing the solutions [61]. 

The research design is a research plan that will guide the research process. The 

research design of the thesis aims to provide final and conclusive answers to the 

research questions with secondary data collection method [62]. 

It is also necessary to state how the research questions are addressed, and justify 

with clear reasons for the choice of particular methods and materials. The 

methods must be described and explained enough for the study to be replicated in 

a similar way in another situation [60]. The methods must support the justification 

of particular research approach, methodology and modeling for the practical 

research [61]. 

Software architecture is the fundamental organization of a system. Software 

systems are becoming complex due to the increasing number of functions. 

Complex systems also show a high level of concurrency, i.e., multiple intertwined 

threads of executions often run on different hardware, which need to be 

synchronized and coordinated to share information often through different 

paradigms of communication [85]. The complexity in development and reuse of 

technologies may lead to concentration on high level design descriptions for 

managing and understanding of the existing software system [86].  

The increasing complexity of modern software requires new architectural 

approaches to design and model concurrent microservices applications. Therefore, 

for future IOT applications development and the effective exploitation of the 

microservice-oriented architectures, it is crucial to define rigorous methodologies. 

An overview of the vision from things as well as internet oriented aspects with the 

underlying technologies. Features and main characteristics of these environments 

are the large number of heterogeneous devices, the diversity of communication 

technologies and the variety of software and application requirements [72]. 

Therefore, it may be desirable to exploit the characteristics of complex and 

heterogeneous communication systems, such as single-hop or multi-hop are the 

natural requirements [49]. The IOT application infrastructure, architecture and 

operational requirements and microservices architectural considerations are 

Isolation, Self-containment, Small, Focused, Loose-coupling and Bounded 

Context. 

The IOT microservice application development is a multi-disciplined process 

where knowledge from multiple concerns intersects. It is advantageous here to 

make an effort to identify the main perspectives and establish these key-

dimensions (contexts) and analyze issues of concerns in cross-disciplinary 

research work for the target domains. The design and development of large-scale 



   
 

microservice IOT systems are challenging because of the large number of 

heterogeneous components and complex distributed approaches. Thus, it required 

to identify the concepts and associations among different concerns into a well-

defined and structured methodology [58]. Therefore, innovative models and 

design frameworks need to be devised based on co-simulation methods for large 

systems of systems and hardware-in-the-loop approaches [7]. 

The choice of architectural style is based on a given set of functionality and 

quality requirements in designing architecture for a software system. A modular 

scalable architecture that supports adding or subtracting capabilities supports 

many requirements that can be achieved by using software architectural styles. 

The software architectural style is to be considered at the higher and conceptual 

level which is the first step and then a Reference Architecture is the collection 

step [4], which is then instantiated into concrete system and software architecture. 

The key aspects of microservice architecture highly suite the design context, to set 

the foundation for integrating meta-models and related ontologies represented in a 

Conceptual Model establishing a common understanding for design and 

describing the Reference Architecture. With suitable pattern topologies, container 

technologies, discovery, registry, inter-process communication and messaging to 

exploit microservices to IOT in reference architecture is a reasonable and viable 

solution. Guidance can be associated to reference architecture in order to derive 

use-case-specific architectures. 

The Over All Research Design 

We planned to carry out a detailed study of the available literature and current 

research by studying the things and the internet to identify the distinguishing 

features of IOT design and a set of MSA principles that will aid in fulfilling these 

design requirements. 

The overall methodological development process presented in figure 3.1 is used to 

derive MS-IOT Reference Architecture and MS-IOT System/Software 

Architecture starting from conceptualization firmly grounded on contextual 

analysis. 

1. An iterative process begins by identifying a problem that is considered 

significant with initial vision, motivation and goals of the thesis. 

a. The theory-oriented tasks are contextualized by the research scope 

(e.g. the research problem and question). 

b. The subsequent step is to identify the relevant information and theories 

from existing sources that need to be examined. Literature is often so 

vast but a subset needs to be selected with a critical approach, means 

asking questions in relation to the problem area. 

2. A literature survey [Appendix A], is conducted as a part of the thesis work 

to identify the existing published research and information on the chosen 

problem to produce a literature review. 

3. The literature review [Appendix B], covers a broad range of technologies, 

extracted numerous definitions of IOT and MSA have been analyzed, 

summarized and extrapolated. 



   
 

The literature review is focused on working within a paradigm. The 

survey literature within a paradigm; theory, method and standard results 

aiming to adapt them on the basis of literature, experience and 

observation with an issue that has some novelty. 

i. Identifies relevant literature 

ii. Summarizes the main ideas and approaches 

iii. Clarifies 

iv. Synthesis evaluates them to contextualize. 

The review has several objectives, but one is to provide evidence and support to 

synthesize different approaches and evaluate them to clarify the conflicting 

evidence. The literature review provides evidence and support for the 

contextualized background of the study. 

The contextual analysis provides a list of important IOT related factors and MSA 

design constraints, patterns, technologies and crosscutting concerns in 

microservice provision on the internet from things. Thereby, it makes it easier to 

see the systematic relationships among the contexts for the design and 

presentation of a preliminary conceptual model. 

Literature Review and Conceptual Models Methodology 

The conceptual model emerges from a combination from current and past 

observation and experience together with a study of the relevant literature – like 

requirements engineering to gather, organize, and classify relevant information for 

describing the nature of a problem as accurately as possible [62]. 

The conceptual model is an attempt to answer the questions to a problem or a 

significant issue based on adapting existing theory and knowledge, finding new 

evidence and explanation. The explanation is tested against further observations 

that usually result in modification (or rejection) of the conceptual model and 

refinement of the problem as it was initially stated [62]. 

Conceptual models, also known as conceptual schema, are easier to understand 

than real software due to their higher level of abstraction [63]. Further, if they are 

to be used in a Model-Driven Development (MDD) framework to generate code 

automatically [44]. Thus, conceptual schemas are created during the requirements 

engineering stage and form the basis for the design of reference architecture. 

4. Architecture Development Framework 

In order to exploit microservices architecture for Internet of Things, there is need 

for a development framework, offering modeling languages for a vocabulary, an 

architecture language for describing application functionality, and a deployment 

language for deployment features and implementation technologies. Appropriate 

toolkits and frameworks play a useful and important role for complex event 

processing e.g., formulating machine-readable rules for determining the triggered 

sequences of events activity or process [49]. The automation and orchestration can 

support fast and easy development and deployment of IOT architecture. 

IOT frameworks might help support the interaction between "things". The 

framework provides support for server-side development via Platform as a Service 

(PaaS) i.e., data management and processing, reporting, push notification, data 



   
 

monetization available via a web browser. Microservice can be developed in play 

framework using Java or Scala. The Play framework is lightweight, stateless 

asynchronous; supporting the execution on the embedded servers i.e., Netty and 

jetty. This framework organizes different core functionalities into microservices 

accessible through a cohesive interface and hides all the service instantiation 

details. Microservices architecture can be implemented by using container 

technologies and is orchestrated by using tools such as Kubernetes [102]. 

The proposed framework is yet to be fully implemented and tested for the 

problem of scalability, ease of deployment, inter-domain communication, ease of 

development and lightweight implementation. Currently, IOT frameworks seem to 

focus on real time data logging solutions like Pachube allow for more complex 

structures of the development of distributed computing and applications. The 

process to automate the deployment of microservices and gateways using different 

strategies, tools and/or managed cloud services such as Docker, Amazon EC2 

Container Service, and AWS Lambda [88]. 

a. Theoretical Contextual Analysis of the Target Domains 

A theoretical contextual analysis of the target domains is essential to identify the 

main concerns of structural elements and interaction characteristics of the IOT 

infrastructure and microservices architecture constraints. However, there are still 

different choices where more context information is needed. To address the 

description of contextual information we refer to aspects that are used for the 

design dimension. 

The consistency and other compromises are important for the ever-changing 

requirements of the IOT systems and technology. Therefore, we investigate the 

design and development contexts of the microservices IOT system and 

applications architecture. There is relatively little work that analyses design 

concerns and methods which span multiple concerns and contexts. The important 

issues of concerns of the cross disciplinarily IOT and MSA are identified and 

outlined. The analysis was followed to design and present a preliminary 

conceptual model. 

The conceptual model aims at establishing a common understanding pertaining to 

the content to provide a common foundation for Microservices IOT architectural 

design and description. It is possible to develop standardized semantic data 

models. The reference architecture is used to align research information and 

knowledge of the design for the specifications of concrete architecture. 

The reference architecture is selected because of the possibility to evaluate their 

contribution to design concrete architectures [76]. The reference architecture is 

used as a standardization tool that guarantees the interoperability between systems 

and their components specifications of concrete Microservices IOT architecture 

design down to its implementation. 

b. Conceptualization 

Therefore, we present separation of concerns and concepts to design the 

Conceptual Model resulted from a comprehensive contextual analysis. The 

potential usage of IOT-A guidelines, SOA models and MSA principles helped to 

conceptualize the isolated, individual microservice design. The conceptual model 



   
 

identifies the concepts associated with numerous concerns facilitating the design 

choices and architectural options. 

 

Figure 3.1 The overall Research Design 

c. MS-IOT ARM 

The MS-IOT ARM defines the overall process that should be used when deriving 

concrete microservices IOT architecture (MS-IOT-A). The reference architecture 

constitutes a richer and more concrete model from things and internet oriented 

perspectives, which eventually gives birth to concrete architectures based on the 

State of the Art, super-set of all functionalities, messaging mechanisms and 

protocol; considering structures of heterogeneous IOT system and software 

architecture composed of multiple loosely-coupled microservices.  

The reference architecture is a generic architecture complimentary in guiding 

architectures and solutions not necessary to completely specify all the 

technologies, components and their relationships. In turns, it is based on 

deployment and development concepts introduced in a high-level conceptual 



   
 

model. The reference architecture can be instantiated into concrete system and 

software architecture. 

5. Description, Instantiating and Evaluating a Reference Architecture 

According to architecture description standards a viewpoint frame refers to any 

topic of interest pertaining to one or more concerns. It is resolving a set of specific 

idea concerns in each of the viewpoint expressed as the architecture view for each 

viewpoint [110]. 

In particular, the description of reference architecture and its instances is based on 

the combination of the IEEE 1471-2000 recommended practice for Architectural 

Description and the widely-adopted Rational Unified Process [78]. 

The reference architecture is then instantiated to create and extend new software 

architectures for classes of systems. The concept of a reference architecture is 

very similar to that of a product line architecture are often used interchangeably 

[121]. 

The paper [66] aims to provide a concept for the future IOT architecture, 

including a definition, a review of developments, a list of key requirements and 

technical design for possible implementation. The evaluation of usability in user-

centric as well as business-centric scenarios and guidelines to derive concrete 

architectural solutions are open issues. 

The software quality and deploying reliable services is the consequence of an 

accurate use of optimal service-based architectural style and well-established 

software engineering techniques for requirements elicitation, design, testing and 

verification [85]. The paper [77] presents an approach of describing a reference 

architecture and instantiating it into software architecture by making 

implementation decisions and evaluating it with respect to quality attributes.  

The requirement process consists of many intermediate steps. It is well known to 

IOT system designers that requirements engineering is a crucial activity in system 

and software engineering. Requirements engineering is concerned with functional 

and non-functional agreed properties of systems – the classical way of capturing 

and conducting requirements via elicitation structured natural language using text-

based tools [65]. 

The requirement-engineering action generates a list of references that belong to 

either one of three types. One can distinguish requirements elicitation, deriving 

the system‘s specification from these requirements, and validating the 

implemented architecture [63]. 

● View requirements (i.e. requirements that directly inform one of the 

architectural views) 

● Qualitative requirements  

● Design constraints along different dimensions (functional and 

nonfunctional requirements etc.). 

The domain analysis and software engineering practices of requirement elicitation 

process [14] and RUP 4+1 [79] is a well-established software engineering process 

on a simple scenario of IOT real-time flood domain. To construct specific set of 

views shall use the Unified Modeling Language, which is a de facto standard to 



   
 

design the diagrams of the architectural views. So, these UML diagrams are useful 

for validating requirements and are also understandable to non-technical 

stakeholders [120]. 

Approaches Aspect adopted in our work 

Aspect- Oriented 

Programming 

 

Delineation of functionalities by aspects. 

This is embodied in the concept of 

Functionality Groups 

Model-Driven 

Engineering 

 

General concept of transformation from a 

generic to a more specific model. We use 

this concept for describing and developing 

our Best Practice. 

Pattern-Based Design 

 

We will test the efficacy of this method 

upon deriving a concrete architecture as a 

best practice test case. 

Views and Perspectives 

 

We adopt and arrange all aspects of our 

reference architecture according to views 

and perspectives for the derivation of the 

MS-IOT architecture. 

Table 3.1: The Standardized IOT ARM Architecture Approach 

The reference architecture can be prototyped with relatively cheap hardware and 

software to enable prototypical implementation of the system and software 

architecture [72]. The instantiations that are needed to transform the actual system 

based on the Reference Architecture by means of a prototype for a specific use-

case [116]. This prototype is a showcase on how added-value microservices can 

be seamlessly created on top of the proposed architecture framework. 

  



   
 

4 Exploiting MSA in Context of the IOT 
This section describes the development methodological process adopted to derive 

MS-IOT Architecture shows how the architectural descriptions and design 

specification of the MS-IOT Reference Architecture are guided by its MS-IOT 

conceptual model firmly grounded on contextual analysis. Indeed it helps in the 

identification of the common denominators that facilitate cross-disciplinary 

research work continuation of the target domains. 

Both reference and concrete architectures are designed by accounting for specific 

requirements, motivation and goals of MSA, as well as, by considering standards, 

protocols, and specifications of the IOT domain. The distributed IOT system 

functionality and software architecture is composed of multiple loosely-coupled 

independent cooperative microservices constrained by all the artifacts, from the 

conceptual model down to the concrete architecture development, based on MS-

IOT Architecture Reference Model methodology. The concrete system/software 

architecture specifications are derived from MS-IOT Reference Architecture for 

the actual implementation. 

Therefore, towards a higher level of abstraction to model certain aspects of the 

IOT system and software architecture is required. The development and 

description of architectures in turn is a modeling exercise that does not happen in 

a vacuum, but it is a thorough understanding of the domain to be modeled [37]. 

MDE refers to the systematic use of models as primary artifacts for the 

engineering of systems. MDE is based on a software development philosophy 

which focuses on creating models, or abstractions, closer to some particular 

domain concepts rather than computing (or algorithmic) concepts [64]. 

So, the model-driven engineering [64] approach is central for the MS-IOT 

conceptual model, MS-IOT reference and concrete MS-IOT architecture 

development process. Thus, the concepts introduced in a high-level MS-IOT 

conceptual model are the basis to propose solution of microservices architecture 

exploitation to IOT in their software reference architecture core view is 

capitalized at component, deployment, and development level concerns and 

concepts. 

However, conceptualizing IOT and microservice architecture design process is to 

serialize some of the abstract concepts into a tangible form that can be evaluated 

[69]. The thesis aims at a general notion for a conceptual model and their context 

to discover underlying principles that can guide the design and development 

aspects of the IOT system and microservices application from the notion of 

service components. 

The reference architecture is a high level abstraction without much 

implementation details. The proposed MS-IOT reference architecture inherently 

comprises a vendor neutral and is highly influenced by some best-of-breed of 

open-source technologies. The perspective of IOT system and software 

architecture is the federation of heterogeneous sensors devices, connectivity and 

transportation protocols for IP enabled IOT smart objects deployment via the 

cloud infrastructure. Finally, the proposed MS-IOT reference architecture can be 

used for future IOT projects instantiation into one or multiple concrete 

microservices IOT application development and its implementation. 



   
 

MS-IOT Architecture Development Framework 

In this section we discuss a framework for understanding software architecture via 

architectural styles, revealing how styles can be used to guide the architectural 

design of IOT system and software application development. The microservice-

oriented development is a complicated process. The methodology can be 

implemented as a concrete architecture development framework characterized 

from the concept of the notion of a service component. 

The framework is constructed with the aim to support analysis of reference 

architectures in terms of relationships between their context, goals, and 

architecture design/specification. It provides a set of modeling languages and 

techniques at different phases of microservices IOT applications. 



   
 

  

Figure 4.1  MS-IOT Architecture Development Framework 



   
 

4.1 Contextual Analysis 

Some common design features of microservices suit in the context as a choice for 

developing IOT applications. Furthermore, we describe MSA in the context of 

software architectural style with common and relevant aspects of the IOT – 

analyzing the IOT and Software architectural styles/patterns. The contextual 

information refers to aspects that are used for the design and development 

contexts of the microservices IOT system and applications architecture. The 

consistency and other compromises are important to identify the distinguishing 

features of IOT design and a set of MSA principles that will aid in fulfilling these 

design requirements. 

4.1.1 IOT Requirements 

The IOT requires integration and collaboration in wireless and wired networks, 

heterogeneous device platforms and application-specific software architectures. 

The IOT paradigm is based on substantial requirement of underlying technologies 

(see Chapter 2, Sec. 2.2). 

The immediate access to sensed data is processed. Local embedded processing is 

the key requirement of most IOT applications. There is a need to identify large-

scale, platform independent, standards and best practices of the IOT infrastructure 

in order to take full advantage of the available wireless sensor network and 

internet considering the IOT infrastructure, architectures and operational 

requirements. The operation represents the collection of functions responsible for 

the provisioning, management, monitoring and optimization of the IOT systems 

[110]. 

An operation is equipped with a set of parameters necessary for its invocation. 

IOT devices have to operate in diverse environment so that they may be invoked 

on a service. IOT requires supporting the distribution of effort among small and 

specialized services [48]. The first and foremost requirement is the addressability 

of every microservice to resource, regardless of the device hosting it. 

4.1.1.1 IOT Architecture 

The IOT architecture needs to be scalable for millions of devices, all constantly 

sending, receiving and acting on data in diverse and heterogeneous nature of 

networks, components, and services. The IOT architecture abstracts the 

heterogeneity of embedded systems, their hardware devices, software, data 

formats and communication protocols which require different architectures 

environment on the cloud-based server architecture. The typical configuration 

includes many communicating devices, such as simple sensors, smartphones and 

wearables, linking them via 4G, Wi-Fi and Bluetooth with software components, 

storage platforms and analytic programs that lead to internet-oriented vision of the 

IOT. 

The IOT architecture has to support a set of generic and specific requirements 

inherent from a magnitude of devices via the internet. The IOT architecture’s 

generic requirements are the internet, cross firewalls, scalability, high-availability, 

deployment, automatic updates and managing devices. The specific requirements 

are connectivity and communications, data collection and analysis using binary 

protocol. 



   
 

4.1.1.2 IOT Infrastructure 

The IOT infrastructure is a network of connected devices. The IOT systems’ 

physical layer (devices) will base on a diverse set of component networks related 

devices, and services on the infrastructure of WAN, LAN, WSN and Cloud. It 

occurs when linking physical and virtual objects e.g., object-identification, sensor 

and end-to-end network connection, configuration, discovery, communication, 

transportation of the IOT data on the internet to cloud storages and hosting 

infrastructure. 

The things may interconnect and communicate both between themselves and with 

the environment, by performing exchanges of data and information obtained from 

the sensing. The internet has emerged as a novel and dynamic global network 

infrastructure with self-configuring capabilities to meet the changing global needs 

of business and society [72]. 

4.1.1.3 IOT-A Reference Model 

The IOT architecture reference model as enabler to provide such a common 

ontology, innovative and practical system engineering techniques, and software 

development guidance ground for the IOT field [38]. The most important model is 

IOT –A Domain Model that encompasses all the essential elements and entities 

which constitute IOT (see Chapter 2, Sec. 2.5.2.1). 

4.1.1.3.1 SOA Style 

The SOA and MSA have the same goal of building one or multiple applications 

from a set of different embedded devices and services, though the microservice-

oriented development approach that can be characterized as a seamless extension 

of component-based development. The research work on service is considered as 

software components. 

However, in order to take benefits from previous researchers with applied SOA 

supporting the integration of information flow; we account a set of models to 

define taxonomy of IOT concepts in order to precisely design a conceptual model 

for a common language from the early stages. From the information perspective to 

model the networked structures, service based technological orientation applicable 

in these contexts was introduced (see Chapter 2, Sec. 2.5.2.4). 

4.1.2 MSA Reference Model 

The MSA reference model (see Chapter 2, Sec. 2.5) defines the individual 

features, aspects and crosscutting characteristics and considerations explicitly in-

terms of Isolation, self-containment, Small, Focused and Loose coupling. Share-

Nothing Architecture is essential to eliminate shared mutable state that leads to 

minimized coordination, contention in a Bounded Context with freedom to store it 

in RDMBS, NoSQL, Time-Series and Event Log. 

The key principle of MSA is Divide and Conquer the system by decomposition 

into discrete and isolated subsystems, communicating over protocols. Isolation is 

the prerequisite for resilience and elasticity that also requires asynchronous 

communication boundaries of Time and Space. Isolation of services can be 

achieved using virtualization, Linux Containers (LXC), Docker, and Unikernels 

based applications. 

https://github.com/mfornos/awesome-microservices#configuration-and-discovery
https://github.com/mfornos/awesome-microservices#configuration-and-discovery
https://github.com/mfornos/awesome-microservices#configuration-and-discovery


   
 

4.1.3 MS-IOT Architecture 

The microservices architecture approach is organizing distributed applications as 

a suite of independent services. The MS-IOT architecture takes into account 

specific design constraints and choices on the conceptual levels. The consciences 

on platform, protocol, language or runtime while architecting microservices to 

design the IOT core instances construction and necessary instruments for the 

application development. 

4.1.3.1 Context View 

In order to examine the microservices architectural style, it is the most suitable 

and appropriate approach especially in the design and development contexts of 

IOT application architectures. The context view describes the relationships, 

dependencies and interactions to model the IOT system and software architecture 

composed of multiple loosely-coupled Microservices. 

The different contexts span over internet-technologies and microservice systems 

design, modeling and development process. Thus, the efforts are to identify the 

key-dimensions and provide a unifying view of the software design and operation 

development contexts of microservices IOT architecture. 

The perspective of the heterogeneous IOT architecture and infrastructure is the 

structure of the common components within IOT domain. Internet-based 

information infrastructure is needed to leverage the capabilities of smart objects 

and provision of Microservices Architecture to the end-user applications via 

Cloud APIs Gateway infrastructure. 

The IP-enabled IOT smart objects communicate through dedicated hardware in 

providing web-service interaction capabilities to every resource. In particular, the 

communication protocol is suitable to achieve the interoperability among different 

technologies like IP with HTTP as the common denominator. IOT interoperability 

implies capacity to both exchange data and understand information embedded in 

data crossing the IP wall [30]. 

Another issue about IPv4 is the dominant IP protocol in the internet. But for the 

unquietly addressable requirement, the IPv6 enables end-to-end communication, 

in which any IPv6 ‘smart things’ can connect to any other IPv6 device or system 

from any place and at any time. 

Cloud offers an effective and cheap solution to connect, track, manage, monitor 

and control remote things using customized portals and built-in apps by the use of 

the lightweight APIs to interact and glue all the independent cooperative 

microservices applications. 

4.1.3.1.1 Design Context 

The IOT is rich in approaches, concepts, and structures about the key IOT 

enablers. The IOT must rely on the integration of a large number of technologies 

with new architectures and design patterns. 

However, the convergence of approaches and industrial standards require 

simplification to design and implement the device hardware and communication 

stack [72]. No single hardware and software platform will be sufficient to support 

the whole design space [49]. IOT system architecture should facilitate general and 



   
 

non-specific design solutions for applications with internal, external services, and 

object management capabilities [70]. 

For designing and building the complex areas, microservice-oriented approach 

can be used to guide the concurrent architectural design organizing IOT 

distributed system and software applications. From a high level perspective, the 

microservice component model can be interpreted as a black box decomposed into 

logical groupings - layers. Layers help to differentiate between different kinds of 

tasks performed by components, making it easier to create a design that supports 

reusability of components [48]. 

Microservices emerge as a ’design-stage architecture’ linked to cloud-based 

containers for deployment and dynamic management [67]. Using microservices 

simplifies the design and implementation of individual services. But to facilitating 

communication between the services is still required. Where each of the service is 

running in its own independent process-context is designed to segregate one 

service from another [48]. 

4.1.3.1.2 Deployment Context 

The deployment-specific context of the MSA concepts and IOT applications are 

quite relevant. Due to similar attributes such as distributed oriented nature, 

loosely-coupled services and components are required. Therefore, a Cloud based 

infrastructure storage, analytics and the adoption of containers deployment. 

When taking benefit of decomposing distributed system into independent granular 

components. The microservice architecture implementation in practice might need 

to consider deployment and operational aspects based on the functionality of a 

specific microservice. The process of IOT deployment is influenced by 

infrastructure constraints, hardware and networking layout, reliability, and 

performance considerations. The deployment of lightweight and loosely-coupled 

MSA and IOT system converges on cloud infrastructure. 

4.1.3.1.3 Development Context 

The development framework can help to standardize IOT infrastructures in 

collaboration of these heterogeneous devices and protocols, due to complexity in 

distributed software system. Currently there is no secondary study to consolidate 

the research, based on the characterization of a framework. Microservices 

architecture addresses the problem of complex monolithic application architecture 

by allowing independence of development as a suite of building one or multiple 

services from a set of different embedded devices. 

4.1.3.2 Aspects 

The relevant and fitting aspects of interoperable network of devices infrastructure 

and MSA architectural constraints. Data collection, analysis, and actuation are 

relevant for extracting information and knowledge for offering services. Precisely, 

the IOT system and software architecture is based on object-identification, sensor, 

and connection through exploitation of data captured and communication 

capabilities for interconnecting smart objects in interacting microservices. These 

modular boundaries then become excellent candidates and microservices should 

cleanly align to bounded contexts. Especially, when originating from a set of 

embedded devices for one or multiple independent microservice applications. 



   
 

In IOT systems, devices of the network support smart endpoints. Where the 

centralized architecture can be relaxed due to a microservice, it relies on 

independently deployable components. Microservices communicate over internet 

infrastructure and transportation protocols while services keep their domain logic 

internal. But business logic always remains at the endpoints. 

Components in microservices expose their functionality interacting via interfaces 

that avoid tight coupling of components. They each have an interface or API. 

Microservice components only become valuable when they can communicate 

with other components in the system. So, the functionality of distributed IOT 

system resources provided over the internet infrastructures using Microservices 

HTTP APIs from software components. 

Componentization is achieved by breaking systems into services that are 

replaceable, upgradeable, and deployable in isolation. The Isolation can be 

achieved using virtualization, Linux Containers (LXC) and Docker based 

application in a lightweight and loosely-coupled Microservice via API Gateway 

over REST for invocation, transferring resources back and forth. It is 

decentralized management of IOT services and data management. 

4.1.3.3 Challenges 

Though, the microservices simplify the design and implementation of individual 

services, but increase complexity of distributed systems. Moreover, the authors 

have mentioned challenges MSA poses to complexity as compared to SOA 

approaches for building a service platform for cross-domain IOT applications [8]. 

Other challenges include deciding what the boundaries of different services are, 

and determining when a service is too big [12]. The challenge of sustainable 

adoption of microservices is to design distributed IOT infrastructure and 

application development [68]. 

However, the challenge is to design and build in the diverse and complex domain 

of IOT that is somewhat bottom up, and microservices approach which breaks up 

one application in top down manner, taking benefit of vendor natural 

heterogeneity for the creation of interoperable IOT value added applications [50]. 

The author argues that microservice systems are complex and challenging to 

conceptualize all of the moving parts of the microservice system in your head. But 

the model-based approach can help all of us to conceptualize the isolated, 

individual service designs and will make it easier for us to talk about the parts of 

our system [69]. 

4.1.3.4 QA Concerns 

One of the most crucial problems is the data exchange in large-scale 

heterogeneous IOT network elements for the creation of interoperable IOT value 

added applications [50]. To achieve global connectivity, standardized protocols 

and interfaces are necessary to address device heterogeneity and interoperability 

concerns that enable universal resource access – the requirements to enable the 

system-wide universal interoperability. The heterogeneous resource-constrained 

access is for smart object platforms, protocols, data formats, resource types, 

hardware, software components and human operators [70]. The interoperability 

concerns of technological solutions are in terms of different levels of integration 

i.e., network-wide interactions, semantics and knowledge exchanges management 



   
 

and control, business operations services, applications, messaging, and 

information and data [61]. 

This heterogeneous shared environment is not only a technical system, but IOT 

devices and smart objects also interact with human users. Therefore, 

heterogeneous solutions emerge from the different IOT infrastructures and 

architectures, including hardware, operating systems, database engines, 

information models and representations that integrate the virtual world and the 

real physical world in a unified framework. Thus, characterized by heterogeneous 

device platforms and connectivity infrastructure, it includes existing and evolving 

internet and network developments. The clouds ideally support microservices for 

software architecture through services at different layers and formats in dealing 

with inherent challenges of heterogeneity and multi-tenancy [67]. 

The use of Microservices Architecture as an approach to design cloud-based IOT 

enterprise solutions has advantages in addressing the challenges of heterogeneous 

architectural integration and problems of interoperability. For example the 

interoperability can be evaluated by creating scenarios of exchanging data 

between the system under development with other systems, and evaluating the 

level of success in these interoperations [77].  

4.2 Conceptualization 

The domain consists of objects, relationships, and concepts. The set of concepts 

used in a particular domain constitutes a conceptualization to capture people’s 

understanding of what is being modeled. The specification of this 

conceptualization is sometimes called ontology of the domain. Ontology defines a 

set of constructs used to represent real-world phenomena [63]. 

The research [40] focuses on domain ontologies that specify conceptualization 

specific to a domain. Several research projects have attempted to use some form 

of ontologies for conceptual design. In the field of information systems viewing 

domains in a particular way is called the conceptual model [63]. 

Conceptualization is aim to answer specific focus questions through vigorous 

literature. Thus, the relevance of the concepts and suitability from things as well 

as internet oriented aspects of the IOT infrastructure, software architecture and 

microservice architectural style constraints are formulated in focused research 

question. Although, other conceptualization attempts have been proposed in the 

literature, they focus on aspects that are different and complementary to our goals 

as service-oriented IOT solutions. 

4.2.1 Conceptual Architecture Design Approach 

The conceptual analysis [61] discusses a unified treatment of concept acquisition, 

categorization and reference determination with general steps of scientific 

research work of data collection, analysis and model evaluation. A number of 

articles have proposed various conceptual architecture designs, while others have 

proposed criteria for the assessment of proposed architectures, as well as, a 

conceptual architecture to meet the requirements of smart objects [31]. 

In the field of information systems a conceptual model assumes that a domain 

includes “things” and that objects, relationships, and concepts have several 



   
 

properties that must be distinguished, which are classified into concepts and 

ontology as a concrete view of a particular domain [63]. 

The work [64] describes the development process adopted to derive the ubiSOAP 

architecture and implementation, starting from its conceptualization that aids the 

development of the applications exploiting the ubiSOAP features for SOM in 

ubiquitous networking domain.  

Another research work is on conceptual models of IT service systems [65]. The 

work [58] conceptualizes the IOT domain. The domain of IOT is based on 

physical entity, device, resources, and services relationship. 

4.2.1.1 Conceptual Modeling 

Conceptual modeling deals with understanding the real world and represents it in 

such a way that it can be translated into a design that captures the main aspects of 

an application [40]. 

Conceptual modeling is an early activity of the software development process to 

gather, organize, and classify the relevant and general information of a domain 

closely related to requirements engineering. So ultimately it can maintain concrete 

information that can be discussed and shared with stakeholders and developers 

[44]. 

4.2.1.2 Concept of Layers 

The IOT architecture consists of three layers: application, network and perception 

layers. The concept of layers is one of the core design which leads to an extremely 

flexible architecture. The IETF has introduced the notion of layers in TCP/IP 

protocol architecture, based on a four-layer model [32]. ITU recommendations of 

Things Conceptual Model consists of five layers such as perception, access, 

internet, application and service management layers [100]. 

● Perception layer: The main function of this layer is to obtain various types 

of static/dynamic information of the real world through various types of 

sensors to capture and share with internet access. 

● Access layer: The main function of this layer is to send the perception 

layer information to the internet through the various communication 

networks (such as mobile communication networks, wireless local area 

network (WiFi) and satellite network etc. 

● Internet layer: The main function of this layer is to establish an efficient 

and reliable infrastructure platform for upper management and large-scale 

industrial applications with global internet platform. 

● Service management layer: The main function of this layer is to get real-

time management and control of vast amounts of information within the 

cluster server network with supercomputing power and to provide a good 

user interface for the upper layer application.  

● Application layer: The main function of this layer is to integrate underlay 

system function and build up a practical application for all types of 

industries, such as the ecological environment and natural disaster 

monitoring, intelligent transportation, heritage conservation and cultural 

dissemination, fortune medical and health monitoring etc. 



   
 

4.2.2 IOT Conceptual Model 

The effort [58] presents a conceptual model based on identified concepts and 

associations among different concerns into a well-defined and structured 

methodology i.e., domain, functionality, deployment, and platform-specific 

concepts. However, they are not considering the connectivity and internet 

infrastructure while conceptualizing the IOT domain, due to the consequence of 

late advancements in the internet technologies. Though, they have discussed the 

heterogeneous devices e.g., sensing, actuating, storage, devices and resources and 

end-user interface modes perspectives, such as, publish/subscribe, 

request/response, command in network that consist of heterogeneous devices like 

sensor, actuator on different platforms e.g., Android mobile OS, Java SE on 

laptops. 

4.2.2.1 SOA Conceptualization 

Another research work is on services conceptual models. Service is considered 

throughout the requirements engineering, modeling and architectural design, 

implementation and integration, deployment and runtime development process as 

software components [65]. 

● Fundamental elements for developing applications. 

● Organizing the discrete functions contained in (business) applications 

comprised of underlying business process or workflows into inter 

operable, (standards-based) services. 

● Services abstracted from implementations, representing natural 

fundamental building blocks that can synchronize the functional 

requirements and IT implementation perspective. 

● Services to be combined, evolved and/or reused quickly to meet business 

needs. 

● Represent an abstraction level independent of underlying technology. 

4.2.3 Conceptualizing MSA and IOT 

The architectural style is to be considered at the higher level. Thus, microservice 

architectural style constraints, techniques, and technologies should be considered 

conceptually, to integrate all aspects of the IOT technologies and specific 

application elements. 

Therefore, we propose our own approach by first conceptualizing MSA and IOT 

with a set of SOA e.g., Simple Domain, Resources and Services models. The 

conceptual model describes the proposed requirements and designs that are 

complementary to the ones already presented in the literature. This can then be 

represented at an abstract and simplified view of the problem to exploit 

microservice architectural style for designing the structures of IOT systems, 

essential building blocks and software application development. Microservices are 

the primary architectural building blocks of an MSA. 

4.2.3.1 Goals 

The goal of the conceptual model is building one or multiple applications from a 

set of different embedded devices. The specific objective of this work, thus, is to 

address these challenges by developing a conceptual model to represent and align 

research information about IOT and MSA in classical theory of concepts. 



   
 

4.2.3.2 Specific Requirements for MS-IOT Conceptual Model 

We represent an abstract level of the fundamental elements to model, not 

dependent on any technological choice or standard requirements of compactness, 

inconsistencies and avoid redundancies. 

● What are the enterprise IOT architecture considerations and IOT 

Infrastructure e.g., things and internet requirements? 

In IOT enterprise paradigm, where things are composed into smart objects and 

remotely identified on internet, actually communicate with users and other 

services, based on substantial requirements of underlying technology and 

infrastructure. The microservices fit in cloud-based enterprise IOT applications 

environment. 

● To clarify the meaning and concept of microservices. 

There is no consensus on the precise definition of microservices architecture, but 

we structure an application as a collection of loosely coupled “service” and 

“component”. An important rule for microservices architecture is that each 

microservice must own its domain data and logic under an autonomous lifecycle, 

with independent deployment per microservice. It replaces the monolith with a 

distributed system of lightweight, narrowly focused, independent services.  

Abstracted microservices represent a natural fundamental building block that can 

synchronize the functional requirements and IOT implementation perspective. In 

our conceptual model we will capture the relevant aspects concerning IOT 

microservices, discovery, composition, publication, and execution of each 

microservice will be differently deployed beyond internet in the IOT applications. 

4.2.3.3 Separation of Concerns 

The existing methods, techniques and tools support and enable microservice 

architecture for IOT operation development. The key issue is the separation of 

concerns while fully exploiting microservices architecture in specific context of 

design, and developing the IOT system and software application architecture with 

respect to quality attributes.  

The uniquely identifiable thing to their virtual representations on the internet is 

complex because of lack of separation of concerns and high-level abstraction. The 

IOT microservice application development is a multi-disciplined process where 

knowledge from multiple concerns intersects. The concerns cover the aspects of 

the complex multidimensional nature and wide range of theories to address issues 

and identify the main perspectives. 

We take inspiration from IOT ARM [38] for the main concept of IOT, together 

with IOT domain, deployment, platform and functional specific concepts of 

software design principles with separation of concerns in this work [58].  

However, conceptually separating these concepts in MS-IOT Conceptual Model 

illustrates the concepts and their associations along with separate concern 

techniques at different phases in figure 4.2. The domain, deployment, 

development and functional concerns are the implementation of multiple loosely-

coupled independent cooperative microservices applications. By separating the 

engineering process into well-defined concerns, we can assign specific functions 



   
 

to the individual parts of the IOT system. Successful microservices architecture 

designs and deployments are made possible by modern and recent advances in 

web application development. 

The microservices are merely implementation approach to SOA as a development 

and deployment level variants, employing modern software engineering 

paradigms and web technologies, such as, domain-driven design, RESTful HTTP, 

IDEAL cloud application architectures, polyglot persistence, lightweight 

containers, a continuous DevOps approach to service delivery, and a 

comprehensive but lean fault management [68]. 

4.2.3.3.1 Domain Concerns 

The MSA fits as a design choice for strongly decoupled and distributed IOT 

services and applications. Business-driven development practices and pattern 

languages such as Domain Driven Design (DDD) need to be employed to identify 

and conceptualize services. Microservices have emerged out of SOA, 

emphasizing self-management and light weightiness. 

The domain concerns are related to domain-specific concepts of an IOT 

application. It consists of specifying domain and compiling vocabulary. The 

domain expert specifies a domain vocabulary of resources, which are responsible 

for interacting with physical entity. The IOT core infrastructure, platform and 

software application can be seen as a distributed and tiered architecture across 

multi-cloud environments. The domain of IOT is based on physical entity, device, 

resources, and services relationship [38]. 

4.2.3.3.2 Deployment Concerns 

The deployment concerns are related to deployment-specific concepts by 

specifying target deployment, that contain various attributes of devices such as 

location, type, and attached resources in computational services. 

Choosing the capabilities of the technologies, options for application deployment, 

appropriate application type is a key part of the designing process of application 

requirements and architectural styles mostly governed by infrastructure 

limitations. Microservice Architecture is automating the important elements of the 

deployment cycle increasing speed of the whole microservice implementation 

process. 

The IOT is network of connected devices with software components that lead to 

lightweight virtualization on smaller devices/sensors. The things are composed 

into smart objects, remotely identified on internet across multi-cloud 

environments. In particular, docker and container technologies in the Hybrid on-

premise/private Cloud, as well as, the network and internet transport infrastructure 

for configuration, discovery, hosting and storage via gateway application 

components. 

4.2.3.3.3 Development Concerns 

Development concerns are based on super-set of all functionalities, messaging 

mechanisms, and protocols interconnections of the IOT systems and 

microservices applications. Each can be developed with their own internal 

architecture across a number of different tiers and technology stacks, where 

https://github.com/mfornos/awesome-microservices#configuration-and-discovery


   
 

service is fully developed in continuous and autonomous stack and 

communication takes place by well-defined and explicitly published interfaces 

only. 

The microservices architecture development concerns programming and DevOps 

for clusters. The architecture proposes to develop a system as a set of cohesive 

services. This process may contribute to reduce the size of monolithic application. 

Moreover, existing components can be extracted from the monolith. New business 

functions can be developed as microservices instead of creating new modules on 

the monolithic codebase. Each service can be developed in the programming 

language that better suits the service characteristics on an appropriate hardware 

and software environment.  

4.2.3.3.4 Functional Concerns 

This concern is related to functionality-specific concepts of computational 

services and how they interact with each other to describe functionality. The 

design model is realized by actual hardware and program code is based on 

specification of application architecture, compiling architecture and application 

logic in the implementation phase. 

A software entity runs on a device. For example, instance of the Jetty tiny web 

server running on a home desktop might contain functionality-specific software 

component instances such as message passing, publish-subscribe and fine-grained 

interfaces to single-responsibility units that encapsulate data and processing logic. 

The microservices coordinate to distributed applications as a collective 

implementation of services running in autonomous process context. 

4.2.3.4 Associations 

The metamodel defines elements of the IOT resource instances of type, sensor, 

actuator, storage, their associated physical devices, embedded systems and user 

interface. The IOT hardware ‘device’ hosting the resource links it to deployment 

concerns. 

In our conceptual model the functionality-specific software component resources 

can be accessed via the internet and exposed by microservices. The associations 

between IOT and microservices are as follows, in a preliminary MS-IOT 

Conceptual Model. 

● A sensor observes a phenomenon i.e., Physical Entity and produces data 

about it. 

● An actuator performs an action that affects a phenomenon. 

● A storage service provides access to a store. 

● A device hosts zero or more resources. For instance, a smart phone might 

host resources such as an accelerometer sensor, a light sensor, etc. 

● The IOT end-to-end connected devices. The raw data e.g., the temperature 

sensor is accessed via the internet and expose their function as a 

microservice. 

● Where software components communicate with each other to exchange 

data and controls. 



   
 

4.2.3.5 MS-IOT Conceptual Model 

The MS-IOT conceptual model encompasses all the essential elements and 

entities of the IOT infrastructure; based on physical entity, device, resources, 

internet, considering the constraint of the notion of microservices components 

integrated by means of different service types and architecture capabilities. 

Indeed, the MS-IOT conceptual model has been derived by considering both 

enabling technologies of the IOT infrastructure and key differences between these 

two approaches and their features. We can design a more effective microservices 

architecture by avoiding SOA pitfalls. Thus, the SOA-specific models must be 

considered as the cornerstone of our model. 

4.2.3.5.1 Domain Concepts 

The IOT concerns domain concepts, including the data types produced by the 

sensors and consumed by actuators, specific target to an application domain. For 

example, rooms and doors of building automation domain. Each domain has a set 

of physical entities of interest e.g., average temperature of a building or smoke in 

a room or receiving notification in case of fire. 

The key advantage of this customization is that the domain specific concepts 

defined in the vocabulary are made available to other stakeholders and can be 

reused across applications of the same application domain e.g., building 

automation, transport, etc. 



   
 

 

  Figure 4.2 High Level MSA and IOT Conceptual Model 

● Physical Entity: The physical entity resides in the environment for 

observation. The virtual entities are associated to represent the physical 

entity e.g., temperature of a specific area by the sensor with a tag ID. 

⮚ A sensor has the ability to observe and detect changes on the 

physical entity. For example, a temperature sensor observes a room 

temperature that may be the base for heating microservice in 

functional concerns. 

⮚ The actuators act and make changes in the environment when the 

user is not able to control or not aware of specific situations that 

require actuation. For example controlling heating or cooling of the 

area, generating sound or alarm, turning lights OFF/ON. 



   
 

⮚ A storage instance is a type of software component used to read 

and write access to storage. Other software components access data 

for computation from the storage by requesting the storage service 

e.g., MySQL or Hbase. 

⮚ The Tags identify the thing by using RFID and NFC tags – a short-

range communication standard. Where tag contains a Unique 

Identification (UID) to uniquely identify device tied to RFID, 

virtual entities and connects it with their records in databases. 

4.2.3.5.2 Deployment Concepts 

The deployment concept of the IOT describes information about devices, the 

hardware component and its hosted resources. The software component running 

on a device provides information on the entity or the specific resource of the 

device to enable controlling of the device attached to the environment. Such 

deployment is needed to be based on the functionality of a specific microservice. 

Thus, to identify each granular component of the microservices architecture as 

separately deployed units, fully decoupled and distributed, accessed through some 

sort of remote protocol. 

Software Components: A software component communicates with other 

softwares by various interaction modes and data transmission mechanisms i.e., 

invoking service, transferring resources back and forth or interacting with the 

resource on a device to update and create resources. 

Resource: A resource is a computational element providing access to particular 

instances of the mentioned sensor, actuator, RFID tag, storage or processing 

resource. Moreover, resources can be logical device elements of two types: On 

Device Resource e.g., TinyOS or Network Resource e.g., Hbase. 

Device: A device is an entity that provides resources the ability of interacting with 

other devices. Mobile phones, and personal computers are examples of devices. 

The example of resource hosted on a device can be temperature sensor in smart 

house application or patient heartbeats and body temperature in health monitoring 

system. 

Network Capabilities: The bottom layer of the IOT architecture consists of 

various types of connectivity and communication devices either indirectly or 

directly attached to the internet that involve one-to-one connectivity in unicast or 

multicast data collection. 

The IOT device connects directly to the internet to exchange data and control 

message traffic like traditional wired Ethernet or Wi-Fi connections to establish a 

connection between the device and the IP network, which ultimately connects to 

the cloud application services [117]. 

Internet Infrastructure: Device can communicate end-to-end via Wi-Fi, cellular 

network 2G, 3G and Bluetooth, with other devices to exchange information and 

trigger local area network for connectivity and interoperability. The identification 

of objects over the internet can be achieved by Internet Protocol (IP) for 

configuration, discovery, communication and transportation of data to storage and 

hosting services on cloud infrastructure. 

https://github.com/mfornos/awesome-microservices#configuration-and-discovery


   
 

The device-to-cloud communication is widely deployed via radio technology, 

such as Wi-Fi based on IEEE 802.11 for smart home. The pattern allows using IP-

based end-to-end communication with protocol interface used to communicate 

with the server infrastructure that needs to be made available, such as CoAP, 

Datagram Transport Layer Security (DTLS), UDP, IP, etc. The LWM2M standard 

is focused on the device-to-cloud (back-end server) communication pattern. 

4.2.3.5.3 Development Concepts 

The MSA utilizes recent advances in software virtualization and web application 

development. Its applications are developed as a suite of small services, each 

running in its own process and communicate with lightweight mechanisms, often 

HTTP resource APIs from software components. Furthermore, cloud and 

container technology provide a lightweight virtualization mechanism to deploy 

microservices in continuous development DevOps context. A microservice can be 

packaged, provisioned and orchestrated, based on PaaS [67]. 

Each microservice implementation has its own data store i.e., SQL and NoSQL in 

a polyglot persistence strategy. Decentralized continuous delivery is practiced 

during service development [68]. While for achieving interoperable distributed 

IOT system resources are provided by developing a user-centric web 

infrastructure over the Internet Protocol (IP), communication technology and 

embedded devices. Microservices create smaller and organized suites of small 

services. Particularly, the development and operations of containers are largely 

adopted for cloud PaaS by adopting de facto standards like Docker or Kubernetes. 

Each one runs in its own process and communicates through lightweight 

mechanism developed by different teams in any programming language while 

communicating with mechanisms such as HTTP REST APIs [89]. 

4.2.3.5.4 Functional Concepts 

The functionality-specific concepts contain computational specific software. The 

functional and design concept of MSA may vary from service to service. Which 

needs to be made based on the functionality the service has to offer and how they 

interact with each other to describe functionality. The computational specific 

software consumes one or more units of information as inputs, processes it, and 

generates an output as a data message for the actuator microservices. 

Functional decomposition of an application is the key and enables for instance 

agility, flexibility, and scalability. The IOT distributed functionality might use a 

combination of verb and noun-based or use cases based decomposition 

techniques. Microservices Architecture significantly divides enterprise IOT 

system into a set of functional domains. 

Microservices Components Concept 

When considering microservice component boundaries, the source code is the 

only part of the concern. The main concept of Microservice is a small unit of the 

application running in its own process code, runtime environment, host operating 

system, system libraries, and database. Each microservice be developed to provide 

their services based on the requirement via implementing different web service 

API endpoint (Type API) e.g., SOAP or REST. These API endpoints authenticate 

and communicate data across via gateway application components. 



   
 

A component is independently replaceable and invoked via in-memory function. 

A microservice is a separate process that uses messages to communicate – 

typically, RPC or web based protocols like TCP or HTTP [73]. 

The conceptual model encompasses all the essential elements and entities that 

constitute IOT and describe various characteristics and consideration of 

microservices that could be interpreted as a basis of developing a MS-IOT 

Reference Architecture model (RA). The model provides several different views 

focusing on different aspects. These views follow the well-known approach of 

separating structure, behavior and functionality.  

To create solutions as well as to provide strong basis for further IOT based on 

networking model to communicate with devices and cloud or server-side 

architecture. The proposition of the reference architecture is facilitating and 

systematizing the development which will aid in fulfilling these requirements and 

specifications, describing high level building blocks could be used as a template 

for developing concrete architectures. The architecture should describe the IOT 

system, the major components involved, the relationships between them, and their 

externally visible properties. 

4.3 MS-IOT ARM 

This is an approach towards developing the reference architecture. In previous 

research [37, 38], the IOT-A reference models could be interpreted as the basis for 

describing reference architecture. As an alternative, we used conceptual model 

instead to establish terms and concepts pertaining to the content and concerns of 

architectural descriptions and design of the reference architecture. 

The ARM is a well-established and standardized methodological developing 

approach for the reference architecture. Thus, the definition of instantiation 

guidelines to derive concrete structures of systems, essential building blocks for 

the specifications of concrete MS-IOT architecture is provided in the MS-IOT 

architecture reference model. 

The MS-IOT ARM consists of interconnected parts i.e., the MS-IOT Conceptual 

Model (CM), MS-IOT Reference Architecture and Guidance to define the overall 

process that should be used when deriving a concrete MS-IOT System/Software 

architecture. In particular, the guidance part proposes a large set of tactics and 

design choices that can be associated to the perspectives, i.e., qualities of the 

system the designer wants to meet. These mentioned aspects influence design of 

the reference architecture and specifications of MS-IOT architectures. 

4.3.1 Reference Architecture 

The reference architecture is a high level abstraction without much 

implementation details at software architecture level. The reference architecture 

combines general architectural knowledge and experiences with specific 

requirements to derive an architectural solution in a certain context. The reference 

architecture must be providing sufficient guidance to support system architects to 

derive the concrete software architecture instances [75]. 

The paper [76] has used the term “reference architecture” to refer to the 

documented description of the reference architecture. It defines reference 



   
 

architecture as “a division of functionality together with data flow between the 

pieces”, and “a reference model mapped onto software elements (that 

cooperatively implement the functionality defined in the reference model) and the 

data flows between them”. 

4.3.1.1 Follow Reference Architectures (Development and Specification of a 

Reference Architecture) 

Reference architectures act as an architectural foundation, describing high level 

building blocks that can be used as a template for developing IOT concrete 

solutions by mapping abstract requirements into specific technology stacks. High-

level generalized architectures can be used as templates to create more concrete 

domain-specific or platform-specific architectures [102].  

Two major architectures are IOT-A and IIRA based on architectural layers and 

protocols structured in three perspectives i.e., Semantic, Internet and Things 

oriented [82]. Most IOT reference architectures describe at least these capabilities 

of managing devices, connectivity, communication, analytics and applications. 

1.1.1.1.1 Software Reference Architecture 

Software reference architecture is the abstractions to design concrete architectures 

on the basis of functionalities and architecture qualities for a certain domain as a 

standardization tool that guarantees the interoperability between systems and 

components of systems [76]. 

“A software reference architecture is a generic architecture for a class of 

information systems that is used as a foundation for the design of concrete 

architectures from this class”. 

1.1.1.1.2 System Reference Architecture 

The system reference architecture is generally based on the framework described 

by IETF CoRE allows embedded web services, i.e., internet connectivity for the 

most resource constrained embedded networked devices [70]. 

The work [20] proposes vendor neutral reference architecture that covers multiple 

aspects including the cloud or server-side architecture to monitor, manage, 

interact and process the data from the IOT devices. It decomposes the distribution 

of functionality and specifies the interaction between them. 

4.3.2 Guidelines 

The reference architecture is even more useful if there is a real instantiation to 

show how the reference architecture can be implemented [20]. Reference 

architectures and guidelines can be used to instantiate system architecture 

according to its requirements to derive a specific architecture specification [75]. 

The description of the reference architecture and its derived instances is based on 

three facets [77]. 

4.3.2.1 Reference Architecture Description 

There is no straightforward way to describe a reference architecture and 

instantiating it into software architecture. There is no ‘silver bullet’ for 



   
 

accomplishing it. However the benefits gained from establishing the reference 

architecture for a domain are highly rewarding [77]. 

The technique to describe with IEEE 1471-2000 Recommended Practice [78] is 

standard for architectural description on well-established software engineering 

practices. It explicitly define the stakeholders of a system under development and 

any concerns into different views. Each view conforms to the reference 

architecture and also increments it by adding details that are particular to the 

specific implementation. 

4.3.2.2 Reference Architecture Instantiation 

The proposed reference architecture can be instantiated by refining and extending 

one for the construction and derivation of concrete software architecture instances 

to deploy and develop, with respect to quality attributes, and specify 

implementation decisions. 

The Rational Unified Process (RUP ‘4 + 1’ View Model) is a well-established 

software engineering process [77]. The RUP proposes certain elements in an 

architectural description, such as a specific set of views, architectural patterns, 

desirable quality attributes, implementation constraints (e.g., development and 

run-time platform, legacy code, third-party software). We adopt and arrange all 

aspects of our MS-IOT reference architecture according to these views and 

perspectives. 

To construct views shall use the Unified Modeling Language, which is a de facto 

standard to design the diagrams of the architectural views. It is also noted that 

Rational Unified Process considers only the use case view and the logical view as 

mandatory in the architectural design while all the rest are optional. Modeling 

microservices with UML standard needs to create another comprehensive 

modeling notation with informal drawings with free boxes and lines accompanied 

by a narrative. Context, container, component diagrams with UML notations are 

used to describe the high-level static view of microservices architecture [52]. 

4.3.2.3 Reference Architecture Evaluation 

Finally the evaluation framework for the assessment of the reference architecture 

with respect to quality attributes is comprised of a combination of two techniques 

[77]. 

● Scenario-based evaluation, which is based on creating a set of scenarios, 

in order to evaluate a specific quality attribute. 

● Architectural prototype evaluation, which is based on implementing 

only some of the parts of the architecture while the rest are ignored. 

Microservice based system consists of a number of containers containing 

components implementing microservices by one or more classes. However, the 

low-level design details, UML class diagrams accompanied with ERD data 

models, pseudocode for algorithms and additional textual description [52]. 

The class, use case, sequence, each shows a different part of the entire architecture 

to communicate software designs in an effective and efficient way. UML class 

diagrams can provide a common set of abstractions and notations to describe 



   
 

microservices architecture. UML use cases were used mainly to model validation 

and testing of microservices and UML sequence diagrams were used to show the 

communication between microservices [52]. 

4.4 MS-IOT Reference Architecture 

We propose a MS-IOT reference architecture (RA) shown in figure 4.3, which in 

turn is based on deployment and development concerns and concepts introduced 

in a high-level conceptual model (Sec. 4.2.5.5). The reference architecture is a 

richer and more concrete model considering the integration of heterogeneous 

network-agnostic connectivity like WAN, LAN communication models for 

constrained and unconstrained device architectures. 

Such reference architecture can be the reference for building compliant views and 

perspectives on different architectural aspects, which provide a common 

foundation on specific requirements of the concrete microservice IOT 

infrastructure and architecture via the cloud on IP enabled smart object solutions. 

Concrete software architectures are designed on the basis of required 

functionalities and architecture qualities reflected in a specific context and 

business goals of the system. 

The reference architecture serves the exploitation considering the diverse nature 

of IOT computation, inter-connectivity on Ipv4/ IPv6 with data transmission and 

messaging mechanisms defined around all these goals of Microservices 

Architectural style. The microservices applications API Gateway in web services 

HTTP SOAP or REST is to initiate and serve the request from the end user/client. 

The Cloud Docker Containers Microservices architectural pattern can be applied 

to IOT decomposing the system functionality.  

The end-to-end connectivity via Wi-Fi, cellular network 2G, 3G and Bluetooth 

exchanges information with another device and triggers local area network and 

transportation protocols over the internet. The combination of TCP, IP and HTTP 

is the most ubiquitous for communication between IOT devices that transmit 

information across the web. The server-side architecture needs to support 

microservice API gateway pattern that might sit between the device and the wider 

internet for configuration, discovery, communication, and transportation. While 

addressing the federation of heterogeneous sensors devices, connectivity and 

transportation protocols for IP enabled IOT smart object deployment. The 

deployment and development of system functionality and specify the interaction 

among them. 

Due to the most desired feature of isolation for every microservice. So the 

reference architecture must be addressing the federation of structures of IOT 

system resources. The functionality of IOT resources is provided by software 

components. The idea of isolating resources can be used based on several 

applications, which are handled by microservices way of computational services 

in Cloud-based server infrastructure and interoperable HTTP API from software 

components. These are exposed by Cloud-based Microservice HTTP API within 

the environment and with other systems to achieve interoperability and 

integration. 

https://github.com/mfornos/awesome-microservices#configuration-and-discovery


   
 

MS-IOT Building Blocks 

In simplified IOT model, building blocks of communication, computation, and 

interaction (sensors, actuators, and HMI) are distinguished. The IOT hardware 

infrastructure includes RFID, NFC, as well as, Sensor and Actuator Networks.  

The sensor or actuator gives the ability to interact with the physical world. The 

sensor to sense and actuator to react to their environment based on processing and 

communication capabilities depending on their design.  

These new standards enable the realization of IOT, where end-to-end IP-based 

network connectivity with tiny objects, such as, sensors and actuators becomes 

possible [101]. Considering Wireless sensor networks as a building blocks most of 

these efforts focus on the networking layer. The CoAP or MQTT protocols 

together with HTTP finalize the protocol stack by building an application layer. 

Although, TCP/IP is more reliable and efficient way of routing mechanism but the 

IOT faces a bottleneck at the interface between the gateway and wireless sensor 

devices. Furthermore, the scalability of the device address of the existing network 

must be sustainable [11]. 

The physical object (i.e., thing) hosts multiple resources. Every resource is 

accessible via a unique uniform resource identifier (URI) and can be interacted 

with via the HTTP GET, PUT, POST, and DELETE REST methods in client-

server architecture to provide resource oriented interactions. 



   
 

 

 

Figure 4.3   The MS-IOT Reference Architecture. 

4.4.1 Physical Layer 

The physical layer of the IOT architecture consists of various types of devices and 

communications that either indirectly or directly attached to the internet. The 

things to be IP compatible and use access points or gateways bridge global fiber 

optic or cabled infrastructure. 

The object shall have processing, communication and embedded capabilities to 

become part of the IOT depending on their primary functionality. Various IOT 

technologies can be conventionally divided into three categories of tagging, 

sensing and embedded things [27]. 



   
 

The RFID and EPC tags uniquely identify things. The things using current web 

paradigms for interconnectivity with computation are referred to as Smart Object. 

The tagging things provide seamless and cost-efficient item identification. The 

sensing things enable us to measure and detect changes in the physical status of 

our environment. Finally, the embedded things yield information about the 

internal status of the embedding object. 

4.4.1.1 Tagging Identification 

Identification enables objects to be linked associated to information that can be 

retrieved from a server, provided the mediator is connected to the network. The 

RFID, NFC and optically readable bar codes are examples of technologies with 

which even passive objects i.e., RFID reader or mobile phone. The RFID and EPC 

tags assign a (unique) identity to an object to allow the things to be connected 

with their records in databases [27]. 

4.4.1.2 Wireless Sensor Networks (WSN) 

Sensor networks will also play a crucial role in the IOT. The sensing nodes 

transduce the physical state of the object and/or its environment into the (digital or 

analog) signal for storage and further processing i.e., water or gas flow meters for 

smart energy. RFID readers sense the presence of an object or person; doors and 

locks with open/close circuits that indicate a building intrusion [34]. 

A wireless sensor network includes one or more sensors/actuators, a power 

source, and a communication device and microprocessor/microcontroller that 

elaborates data detected from sensors for storing or sending them [108]. 

Sensor networks are devices to monitor environment or other objects such as 

temperature, humidity, movement, and quantity. Multiple sensors are referred to 

as a wireless sensor network (WSN) and may also contain gateways that collect 

data from the sensors and pass it on to a server [31]. 

The sensor networks can exist without IOT. But IOT cannot exist without SN, 

because sensor network provides the hardware (e.g., sensing and communicating) 

infrastructure [33]. The Ethernet cable, WiFi, or even by short-range radio 

standards, such as, IEEE 802.15.4 designed to carry data over the Personal Area 

Network (PAN). 

Accelerometer is dynamic sensor that measures acceleration in one, two, or three 

orthogonal axes. They measure velocity position, acceleration of gravity and 

vibration or impact sensor. 

4.4.1.3 Wireless Actuator Networks (WAN) 

Actuators act over environment when the user is not able to control or not aware 

of specific situations that require actuation for example when user forgets about 

heating system when going to sleep or is not present in the environment [30]. 

Actuators perform actions to affect the environment by emitting sound, light, 

radio waves or even smells. Actuators are combined with sensors to produce 

sensor-actuator networks [31]. 



   
 

Objects contain actuators to manipulate their environment (for example by 

converting electrical signals into mechanical movement). Such actuators can be 

used to remotely control real-world processes via the internet. 

4.4.1.4 Heterogeneous Smart Object 

The smart objects are augmented with sensing, processing, and network 

capabilities. A Smart Object is equipped with a sensor or actuator, a tiny 

microprocessor, a communication device and a power source [18]. Heterogeneous 

data from platforms and Wireless Network Agnostic interconnect into 

interoperable IP based Smart Objects [108].  

The unique identification of Smart Objects is important for internet connectivity 

and interoperability. Smart Objects use data transmission mechanisms and 

protocols such as CoAP, XMPP, MQTT and WebSockets through API gateways 

to invoke microservice running in its process with independent data model, 

transferring resources back and forth over REST/ SOAP web service with HTTP 

commands GET, POST, PUT, and DELETE to provide resource oriented 

interactions/operations. Furthermore, smart objects system is implemented with 

web services with light architecture model, as REST (Representational State 

Transfer). 

4.4.1.4.1 Hardware Platforms 

Embedded-system things have immediate access to the data sensed and processed 

by the systems. The combination of network code, HTTP and WebSockets would 

utilize most of the available space on a typical Arduino 8-bit device. Even an 8-bit 

controller can create simple GET and POST requests, and HTTP provides a 

unified and uniform connectivity [20]. Raspberry Pi, Arduino board, or any of the 

other microcontrollers are the hardware platforms. 

● Arduino with Ethernet connection: it is an open-source with embedded 

hardware and software prototyping computing platform for artists, 

designers, hobbyists and anyone interested in creating interactive objects 

or environments. For example a node app which gets sensor outputs from 

Arduino and streams them to express web server using socket.io. 

● Intel Galileo connected via Ethernet or Wi-Fi: it is designed to be 

hardware and software pin-compatible with shields designed for the 

Arduino Uno on the Intel® Quark SoC X1000 application processor, a 32-

bit Intel® Pentium brand system on a chip. 

● Raspberry Pi connected via Ethernet or Wi-Fi: Raspberry Pi is a little 

PC which can be used for many of the things that your desktop PC does, 

like spreadsheets, word-processing and games. It also plays high-definition 

video. 

● Intel Edison via Ethernet or Wi-Fi: it is a tiny development 

platform featuring an Intel Atom CPU and 32 bit Intel Quark 

microcontroller. This tiny board carries all Wi-Fi and Bluetooth modules 

for connectivity. 

4.4.1.4.2 Operating Systems 

Open source operating systems for smart objects are Contiki, TinyOS, FreeRTOS. 

Contiki on both IPv4 and IPv6 is highly portable, multi-tasking, memory-efficient 

networked embedded systems and wireless sensor networks. 



   
 

● Tiny OS: TinyOS is an open source operating system designed for low-

power wireless devices of sensor networks, ubiquitous computing, 

personal area networks, smart buildings, and smart meters. 

● Contiki: Contiki is an open source, highly portable, multi-tasking 

operating system designed for microcontrollers with small amounts of 2 

kilobytes of RAM and 40 kilobytes of ROM memory. It supports a local 

flash file system and a comprehensive set of development 

platforms/frameworks for the provisioning of IOT services such as single-

hop reliable bulk data transfer mechanism. 

● Mantis: The MANTIS is an open source, multi-threaded operating system 

written in C for wireless sensor networking platforms. It is developer 

friendly C API with Linux and Windows development environments, 

Automatic preemptive time slicing for fast prototyping diverse platform 

support. 

● Nano-RK: Nano-RK is a fully preemptive reservation-based real-time 

operating system (RTOS) with rich functionality and timing support using 

less than 2KB of RAM and 18KB of ROM. 

Embedded Operating 

Systems 

Programming 

Model 

Language 

Tiny OS Event driven, support 

for TOS threads 

NesC 

 

Contiki Proto threads and events C 

Mantis Threads  C 

Nano-RK Threads  
 

C 

 

Table 4.1 The Open Source Operating Systems 

4.4.1.5 Internet Layer 

Every IOT device has to get its own IP address. However, the Internet Mobility 

attributes in the IPV6 may alleviate some of the device identification problem 

[11]. IPv6 offers a highly scalable address scheme. Because of the limited address 

capacity IPv4 has made the transition to IPv6 [101]. The IPSO (IP for Smart 

Object) alliance, guarantees that IP stack is a light protocol to make IOT a reality 

that already connects a huge amount of communicating devices [18]. 

4.4.1.5.1 IP for Smart Object 

Things can easily be designed to communicate with each other in spite of the 

different physical media they are operating on as long as they understand the IP 

protocol. The common aspects of the IPSO and Internet-0 approaches use a 

simplified IP stack for deployment of the IOT. Things are uniquely identified by 

an IPv6 address, and thus are reachable from anywhere in end-to-end fashion [92]. 

4.4.1.5.2 Transport Protocol 

Interoperable smart objects can use internet based on IP (Internet Protocol) and it 

uses UDP or TCP as transport Protocol. UDP is simple and where the transmitter 

http://www.tinyos.net/


   
 

does not have to wait for a response from the receipt, where TCP is more reliable. 

UDP is the transport for some very important protocols which provide common, 

low-level functionality, such as DNS and DHCP (Dynamic Host Configuration 

Protocol). 

4.4.1.5.3 Non-IP Smart Objects 

The web service and IP architecture is heavyweight. Therefore, Non-IP smart 

object technologies are frequently used in the monitoring activities, specifically in 

the case of low-power, low-data-rate applications – wireless proprietary protocol 

specifications, such as ZigBee and Z-Wave. 

4.4.1.6 The Application Layer Protocols 

The application layer protocols are needed to handle communication between 

Smart Objects as well as end-user applications on the internet. An efficient data 

transmission mechanism is needed at IP levels such as CoAP, XMPP, HTTP, 

MQTT and HTML 5s WebSocket as relevant specification at this level. 

The protocol options and suitability depends on the IOT application requirements. 

The CoAP is most lightweight due to run over UDP followed by HTML 5s 

WebSocket that has significantly reduced the communications overhead. The 

choice of appropriate protocols depends on the ability of computation, 

communication and battery power consumption of the devices. If these mentioned 

constraints are not the issues then RESTful services over HTTP can be easy and 

useful to implement. 

4.4.1.6.1 Constrained Application Protocol (CoAP) 

CoAP is an asynchronous request/response application layer protocol that runs 

over UDP to keep the overall implementation lightweight. CoAP is a web transfer 

protocol which is a highly optimized version of HTTP/1.1 used in constrained 

devices and networks that represent data gathered from sensors or actions 

available to actuators. 

CoAP is a lighter version of HTTP to be used in sensor networks similarly as 

HTTP is used for web services. CoAP is an application layer protocol, but it also 

implements some network layer functionalities which can be translated into HTTP 

by the use of a gateway. CoAP does not include any built-in security features. The 

protocol that is proposed to secure CoAP transactions is the Datagram Transport 

Layer Security (DTLS) which runs on top of UDP and is analogous of TLS for the 

TCP [42]. The main differences with HTTP include the use of connectionless 

UDP, support for multicast-based group communication, built-in discovery 

support, simplified header parsing, and a publish/subscribe extension. 

4.4.1.6.2 Message Queue Telemetry Transport (MQTT) 

MQTT is M2M/IOT connectivity protocol designed as an extremely lightweight 

publish/subscribe messaging transport. MQTT was released by IBM and runs on 

top of the TCP stack. Publish/subscribe protocols meet the IOT requirements 

better than request/response, since the clients do not have to request updates. 

Additionally, MQTT has low overhead as compared to other TCP-based 

application layer protocols. For security, MQTT broker may require 

username/password authentication which is handled by TLS/SSL [42]. 



   
 

4.4.1.6.3 Extensible Messaging and Presence Protocol (XMPP) 

XMPP has expanded into signaling for VoIP, collaboration, lightweight 

middleware, content syndication and generalized routing of XML data. It is a 

contender for mass scale management of consumers such as washers, dryers, 

refrigerators, and so on. XMPP was designed for chatting and message exchange. 

The wide all over the internet XMPP runs over TCP and provides both 

asynchronous (publish/subscribe) and synchronous (publish/subscribe) messaging 

systems in real-time communications. Additionally, it supports small message 

footprint and low latency message exchange. XMPP has TLS/SSL security, 

inherited mechanisms of TCP ensure reliability [42]. 

4.4.1.6.4 WebSocket 

The WebSocket protocol was to facilitate communication channels over TCP 

developed as part of the HTML 5. WebSocket is neither a request/response nor a 

publish/subscribe protocol. The client initializes a handshake with a server to 

establish a WebSocket session. It is similar to HTTP so that web servers can 

handle WebSocket sessions and HTTP connections through the same port. 

WebSocket implements no reliability mechanisms by its own. If needed, the 

sessions can be secured using the WebSocket over TLS/SSL [42]. 

4.4.1.7 Deployment Infrastructure 

The Cloud and IOT can contribute to the deployment of a high speed information 

system. The IOT devices have limited processing resources but usually, data is 

transmitted to more powerful nodes and unlimited processing capabilities of 

Cloud. On-demand model satisfies IOT needs of aggregation and processing [35]. 

The integration of heterogeneous devices and communication models via Cloud 

constrained IOT devices across a range of application domains [36]. 

IOT can benefit from the virtual capabilities and resources of Cloud which 

integrates monitoring devices, storage devices, analytics tools, visualization 

processing platforms and client delivery, as well as, applications that exploit the 

things or the data produced by them. 

The Cloud computing supports models i.e., Infrastructure as a Service (IaaS) or 

Platform as a Service (PaaS) or Software as a Services (SaaS) model. The Cloud 

is the most convenient and cost effective storage resource for the things, which 

produce a huge amount of non-structured or semi-structured data in terms of Big 

Data, volume, variety, and velocity. 

4.4.1.7.1 Cloud Containers 

The adoption of containers deployment for MSA and IOT lightweight and 

loosely-coupled services, both of these have a high degree of relevance as it 

applies to future IOT systems design converging on cloud infrastructure [26]. 

The container does not emulate the physical hardware like a virtual machine. 

Therefore it is more lightweight with less overhead. The container supports two 

models to be used implementing a microservice architecture, using master-slave 

or nested container. A specific implementation of containers - Docker has 

successfully created an attractive packaging format, useful tools and diverse 

ecosystem [12]. 



   
 

● Containers: Containers provide operating system level virtualization. The 

virtual capabilities and resources of Cloud based Docker and Containers 

naturally support microservices architectural pattern for achieving loosely-

coupled, independently evolving and incrementally deployable 

components and services with technologies and programming idioms; to 

isolate and control resources for a set of processes in a lightweight, fast 

start-up times. 

● Docker: A specific implementation of a software container, one of the 

tools commonly used to help isolate services in microservice architecture. 

Docker container is a lightweight and stand-alone package for building 

microservices. Docker wraps up a completely autonomous service in files 

system that provides everything it requires to run microservice – the 

images of containers with pre-configured middleware, databases, and 

applications for implementation. 

4.4.1.7.2 Traditional Virtualization 

“Virtualization allows us to slice up a physical server into separate hosts, each of 

which can run different things”. It can provide physical server per host and 

multiple services-per-host models [2]. 

Virtual Machines: are widely used building blocks of workload management and 

deployment in both traditional data center environments and clouds (private, 

public and hybrid clouds). The commonly used term Virtual Machine (VM) refers 

to server virtualization, which can be accomplished via full virtualization or para-

virtualization [12]. 

4.4.1.8 Inter-Service/Process Communication 

The interactions among microservices occur only via exposed interfaces to 

exchange distributed data. Microservices can make use of computing resources 

across the network. The internal service communication is implemented through 

proprietary interfaces. Thus, a robust data flow exchange and management is 

necessary to handle the velocity, variety, and volume of data. 

Some primitives of the microservices architecture to facilitate communication 

between the microservices are still required. 

• Asynchronous Messaging - AMQP, STOMP, and MQTT: 

Request/Response calls with arbitrary structured data. Asynchronous 

events should be flowing in real-time in both directions. 

• Synchronous Messaging – REST: The synchronous messaging in MSA, 

REST provides a simple messaging style implemented with HTTP 

request-response, based on resources. 

• Message Formats - JSON, XML: A message serialization format should 

be pluggable. The microservices based applications use simple text-based 

message formats, such as JSON and XML on top of HTTP REST API or 

binary message formats like Thrift, ProtoBuf or Avro. 

• The Service Interfaces: The end user or client for specific microservice 

to initiate the request and response from web services i.e., SOAP/HTTP or 

REST/HTTP APIs. 



   
 

4.4.1.8.1 The API Gateways 

The microservices and gateways can be developed to increase the number of 

developers in a more scalable way. At the presentation layer, the gateway exposes 

microservices to end-users. The gateway receives requests from end-users 

(browsers), gets the result consuming one or more microservices, and returns the 

results as REST services over the internet that can be consumed by front-end 

MVC application executed in the browser [88]. 

API Gateway provides authentication and authorization, logging and reporting 

and microservice invocation, transferring resources back and forth over REST 

web services. Furthermore, the API gateway also initiates and serves the request 

from consumers via a web browser, mobile device or semantic web client for a 

specific microservice. The microservice architecture is often described as the 

organization components or structure of systems that accomplish a specific 

function or set of functions into grouped by different areas of concern. The API 

gateways offer these services to specific types of end users such as web, iOS, 

android users using different interfaces and protocols. 

API gateways turn the migration to microservices with intermediate layer between 

client side and server side application to handle requests from client side [89]. The 

Smart Object communicates through API gateways to share the resource and 

update their status. The cloud infrastructure facilitates the connection between 

API gateway and microservice over REST. The gateway does not store any 

information so it does not need a persistence layer. 

4.4.1.8.2 Single Sign-On Gateway 

Within a microservice setup, each service can handle the redirection and 

handshaking with the identity provider. Especially in case of multiple different 

technologies stacks. Rather each service manages handshaking with the identity 

provider, a gateway to act as a proxy, sitting between services and external access 

by making the behavior of redirecting the user and performing the handshake in 

only a centralized place [2]. 

4.4.1.9 Web Services 

Web services are very useful technology today. The results compare CPU Usage 

for SOAP and REST based Web Services. REST based web service shows 

significant reduction in CPU usage. REST based web service can handle more 

number of requests than SOAP. SOAP is usually a better fit in security concern 

within the enterprise. Because of simplicity, interface flexibility; the REST 

provides scalability and interoperability in multiple applications. 

4.4.1.9.1 Representational State Transfer (REST) 

The representational state transfer (REST) model is frequently proposed for IOT 

use, due to their focus on services and flexibility. The verbs, invoked on the same 

URL, provide different functionality to access a set of web URLs like using HTTP 

methods to provide a resource-oriented messaging system using the synchronous 

request/response commands. The result is often XML or JSON but it depends on 

the HTTP content-type. 

 



   
 

Method  Resource  Parameter 

POST /value Message Array 
 

   Table 4.2 The REST POST request 

 

Method  Resource  Return 

GET /sensor Properties of all 

sensors 

GET /sensor/{id} Properties of a given 

sensor 

GET /sensors/{id}/data Measurement for a 

given sensor 

Table 4.3 The REST GET request 

4.4.1.9.2 SOAP 

SOAP is an XML in web service environment used for messaging like XML-RPC 

but provides additional layers of functionality, which may be useful for very 

complicated systems. SOAP is the information exchange protocol used for 

messaging in distributed environment.  

SOAP-based web services are suited to connect service providers and requesters 

through APIs defined in WSDL for communication and interaction. A consumer 

IOT device Belkin WeMo light switch is controlled via a UPnP and SOAP 

application protocol on a user's WiFi network [114]. 

4.4.1.9.3 RPC 

Event-driven applications either publish or subscribe messaging or HTTP and 

resource representation allows us to decouple as compared to using point-to-point 

RPC the whole time [98]. Typically, microservices use RPC (Re-mote Procedure 

Call), which offers lightweight, secure, and platform independent communication 

mechanism with transport protocols like HTTP, SMTP and MQSeries. An RPC 

endpoint for working with data reduces the bandwidth and simple standard calls a 

different URL each time like JSON-RPC but uses XML instead of JSON. 

Early microservices implementations leveraged REST architecture is often useful 

for external-facing services, which are directly exposed to consumers. The need is 

to leverage building scalable microservices architecture with gRPC. For internal 

communication text based messaging JSON, XML, and CVS using JSON-RPC 

API from the Command Line. 

4.4.1.10 Microservices 

The MS-IOT system architecture is composed of a simple hierarchy of multiple 

logical microservices that can exploit to model most of the IOT software system 

for achieving specific goals. The software system is being made up of tiny 

microservices which is less than one hundred lines of code. Potentially where 

small, loosely-coupled components/services can be built in a different 

programming language, modified and tested in isolation. In microservice 

architecture the services contain business logic, the required libraries, front and 

backend come in self-containment. New microservices from components can be 



   
 

added and scaled if needed. Thus, it provides agility with a very flexible and 

deployment model. 

The isolation of microservices can be achieved by using virtualization, Linux 

Containers (LXC), Docker, and Unikernels based applications to slice up the 

monolith to deploy, run, and scale independently. Microservices take sole 

responsibility for their own state and the persistence to store it in the format and 

medium that is the most suitable database in a bounded context with its own 

Ubiquitous Language techniques and is influenced by Domain-Driven-Design 

(DDD). 

The choice of technology can depend on and vary from service to service, which 

needs to be made based on the functionality a service has to offer. Each of these 

has their own internal architecture. Based on lower-level aspects of software 

design, constructs, libraries, frameworks and APIs can be developed with their 

own internal architecture across a number of different tiers and technology stacks 

e.g., Java, python, Microsoft .NET etc. 

The microservices architecture decomposes the distributed IOT application into 

its constituent classes and components and containers implementing a mobile app 

communicating via JSON/HTTPS to a Java web application consuming data from 

a MySQL. For example, choosing between a Relational or NoSQL database 

depends on what the service interacts with and makes it suitable for it. Docker 

wraps up a completely autonomous service in files system that provide everything 

it requires to run microservice code, runtime, system tools, system libraries etc. 

The components implemented using one or more collaborating good classes 

(assuming an OO language), good microservices: high cohesion, low coupling, a 

well-defined public interface, good encapsulation of related behaviors behind an 

interface [56]. The highest level of abstraction is used to model microservices 

from a number of containers that execute a number of components, which in turn 

is implemented by one or more classes. 

● Classes are the smallest building blocks of software systems. 

● Component can be a logical grouping of one or more classes e.g., an audit 

component or an authentication service used by other components to 

which access is permitted to a specific resource. 

● In Container the components are executed or where data resides e.g., Java 

EE web application or .NET server through to a rich client application or 

database are require a remote interface such as a SOAP web service, 

RESTful interface, Java RMI, messaging, etc. 

 

  



   
 

5 Evaluation 
In this thesis we demonstrate how all the aspects of the MS-IOT reference 

architecture can be instantiated for the derivation of software architecture 

reference implementation, according to software enterprise engineering 

frameworks. The MS-IOT reference architecture will be validated through 

instantiation for the MS-IOT architecture. Software architectures can be designed 

and evaluated to fulfill specific criteria and quality attributes [77]. Further, Rapid 

Application Development (RAD) and Agile development could be useful to be 

utilized for implementation. 

We will be justifying and underpinning the model according to design 

characteristics of the proposed MS-IOT reference architecture. The future 

microservices IOT architecture, developments requirements and technical design 

of reference architecture and its instances is based on the combination of the IEEE 

1471-2000 and recommended the Rational Unified Process. The MS-IOT 

architecture shall be implemented and validated by developing a prototype to be 

used in a Proof-of-Concept use-case to demonstrate the applicability of our design 

in practice.  

A case study approach could be used to highlight the core and auxiliary principles 

of MSA applied to IOT for a set of real projects. A case study of Learning 

Management Systems is drawn for the approach which would greatly benefit from 

the reference architecture, based on the empirical results of designing, developing 

and evaluating [77]. The research work is applying microservice architecture to 

develop the evolvable system. Which can be beneficial form small to medium 

software projects [96]. 

The evaluation of usability and guidelines to derive concrete architectural 

solutions are open issues. The evaluation gives assurance of fulfilling quality 

requirements. Evaluation criteria help to select optimal architecture evaluation 

method. The evaluation methods can be classified as software metrics-based, 

scenario-based, and attribute-based approaches. The evaluation techniques 

can be narratives, checklists, formal methods, simulation, or prototyping. 

The evaluation methods are based on several parameters such as method’s goal, 

evaluation approach, quality attributes and stakeholder’s involvement, method’s 

application, and tool support for the software development [86]. The different 

proposed approaches are: experience-based, scenario-based, mathematical 

modeling, and simulation-based. Among these scenario-based approaches are 

quite mature to evaluate software architectures [86]. The scenario-based software 

architecture design and assessment method has its major strengths in the way 

evaluations are addressed [81]. 

IOT offers ecological systems using environmental parameters collected by large 

number of sensors and automatic alarms for forests, glaciers, volcanoes, seismic 

and factory monitoring [94]. Global warming raises the average temperature 

causing a number of significant problems on Earth. Water flooding is the most 

considerable problem of climate change. However, monitoring rivers via WSNs 

needs an event-driven flood monitoring system [103]. 



   
 

The Microservice-Based Architecture is promising for implementing a 

Distributed, Flexible, Robust Warning Systems and Managing Disruption in flood 

emergency management systems. Which may be distributed across the network 

with diverse platforms and programming languages, database, and operating 

system by serving HTTP APIs in service interaction, invocation; integrated into 

large scale distributed flood microservices disaster and emergency management 

system. 

This research focuses on developing devices and tools to manage, display and 

alert the weather/disaster warnings. There are advantages of using arduino 

microcontroller board and Xbee module in mesh topology [104]. The work is 

adopting the internet of things technologies in environmental management. A 

Chilean earthquake early warning system detector is based on an Arduino board. 

It has been connected to a computer to send out a tweet. The detector sends SMS 

through internet-to-text service providers [119]. 

Although, the WSN and smart objects are able to forecast rainfall and track storm 

and can be characterized as sustainable technology for monitoring disaster. The 

IPSO spreads general characteristics of low-power technologies, embedded web 

services using internet for environmental quantities detection [108]. 

5.1 Illustrating the Case Study 

Flood has become one of the major problems in most of the countries around the 

world [109]. Every year, it causes lives and damages to infrastructure, agricultural 

production and severely affects local economic development [105]. 

There must be applications that offer a lot of services. The case study presented in 

paper [109] uses remote sensing data in operative process of early warning, 

mitigation of flood disasters and receiving notification in case of floods in the 

area. 

The IOT infrastructure allows combinations of smart objects i.e., wireless sensors 

and heterogeneous network technologies with interoperable communication 

protocols that can be deployed on remote spaces like oil platforms, mines, forests, 

tunnels, and pipes in cases of emergencies or hazardous situations in earthquakes, 

fire, floods, and radiation areas [7]. Microservice granularity can also be 

determined based on business needs. Package tracking, car insurance quote 

service, and weather forecasting are all examples of services delivered by other 

third-party service providers, or delivered as a core competency chargeable 

service [25]. 

However, we illustrate a simple case study application. The scenarios were 

designed to develop the most popular services and employ microservices 

architecture. The problem of taking the alarming decision based on flood 

forecasting and weather prediction methods in IOT domain creates real-time 

Flood Microservices Management System. 

5.1.1 Microservices Flood Forecasting System (MFFS) 

From Himalayas of Tibet, the River Indus flows crossing India through Pakistan 

before falling into the Arabian Sea covering 3,200km. The annual flooding caused 

by unusual heavy monsoon rainfalls due to movement of warm moisture toward 



   
 

areas of low pressure in Inter-Tropical Convergent Zone (ITCZ) over the 

subcontinent, getting it super-heated. In July 2010 rainfall of 200mm fell in 4-

days was the highest in a 50-year period [105].  

Another important aspect is the possibility of extending the set of available 

services with new components that could exploit the data collected by the system 

taking the decision based on flood forecasting and weather prediction methods 

and alarms [106]. 

Flood emergency management may offer many services in a complex scenario 

and large system that may rely on weather, hydrology, remote sensing, surveying 

and mapping to work and bind into effective flood forecasting system. In previous 

research, the traditional SOA has been exploited and implemented to the flood 

disaster management system to manage the complex systems that are distributed 

across the network [107]. 

5.1.2 Requirement Elicitation 

There are a lot of requirements, but its key requirements are organized by 

practicing the requirement elicitation process with different phases to identify the 

right requirements from the flood forecasting and anticipation of early alarms.  

The requirement specification includes sector specific, use-case scenarios and end 

user perspective to be implemented in the validation phase to develop use cases 

and process flows, data inputs and outputs. The functional requirements, scenario 

definition, identifying actors and use cases, identify initial object model and the 

relationship of use case and actors. Requirements common to all of the use cases 

include: 

● Sensing and data collection capability (sensing nodes) 

● Layers of locally embedded processing capability (local embedded 

processing nodes) 

● Wired and/or wireless communication capability (connectivity nodes) 

● Software to automate tasks and enable new classes of services 

● Remote network/cloud-based embedded processing capability (remote 

embedded processing nodes).  

● Full security across the signal path. 

5.1.2.1 Functional Requirements 

Functional requirements often get the most focus in a development project. The 

flood monitoring system needs to support the real-time and reliable data 

acquisitions for the operative process of early warning in case of flood disasters. 

• Sensing real-time hydrological and meteorological stream flows and 

levels. 

• Covering large geographic region information. 

• Detecting and predicting the river flood. 

• Triggering timely warnings or notification. 

• Configuring remote device management. 



   
 

5.1.2.1.1 Real-time Requirements 

The flood alarming needs a dense network to monitor rain storms in extreme 

weather and accurate collection of real-time river levels and flow intensity for 

flood forecasting and anticipation of early alarms and rapid responses to public 

organizations [106]. The need to have real-time monitored data is essential in 

order to make a reasonable decision on the actions necessary to be performed to 

prevent flooding [109]. 

5.1.2.2 Stakeholders and Concerns 

Users of the climate forecast include federal, state, and local agencies, as well as, 

public communities. The real time information will be available to users via 

multiple wireless communication systems without geographical and weather 

constraints on the web. 

● The system stakeholders, and the concerns that they may have regarding 

any possible aspect of the IOT system. 

● The definition of the viewpoints that will address the stakeholders’ 

concerns, and prescribe the methodology used and the contents of 

corresponding views. 

● The views are the most important or architecturally significant modeling 

elements. 

5.1.2.2.1 End-users and their Roles 

A user interacts with an end-user application e.g., visuals of sensed information, 

hearing an alert message, etc. Users access the flood data and events of stream 

flow and level estimates to make timely alerts and notifications via internet 

application. 

 

● Meteorologist: Generate flood forecast information and also capture real-

time stream gage data for deciding emergency situations. Hazard analysts 

use the output of the model to determine the extent and severity of 

flooding. 

● Government Agency: Must have access to the flood condition, 

notifications and geographic location information. 

● National Agency: Authorities receive timely warnings from the system of 

flood conditions and decide to notify public regarding flood intensity with 

geographic location information. 

● The Network Operators: The device management capabilities for 

registering and configuring devices services over a network. 

5.2 The RUP ‘4 + 1’ View Model 

This model is to demonstrate its effectiveness how the reference architecture can 

be instantiated. The RUP ‘4 + 1’ View Model [79] is a well-established software 

engineering process of a specific set of views. First we describe a scenario which 

can be a set of a use cases. 



   
 

 

   Figure 5.1 The RUP ‘4 + 1’ View Model 

5.2.1 Scenarios View 

Scenarios view focuses on illustrating and validating the designed architecture for 

very concrete use-cases and application scenarios. Scenarios are a list of events 

which are helpful in eliciting, validating, and documenting requirements. 

A scenario is a sequence of actions that illustrates behavior, an interaction or the 

execution of a use-case instance. Scenario-based approach is a technique of asking 

questions related to a descriptive story, which help to bridge the gap between the 

user/stakeholder view and the functional view to ascertain the future system that 

will meet the design requirements of its users [120]. 

5.2.1.1 Scenario Definition 

It evaluates a simple illustrative scenario for flood-related information, such as 

water level, water flow using Microservices architecture. The flood information 

system supports the real-time and reliable data acquisitions for the operative 

process of early warning in mitigating the flood disasters. 

The scenario includes a number of smart flood meters installed on a chosen 

location. With large amounts of spatial data being gathered and transferring the 

metadata for information to the user via the internet. The timely trigger warnings 

serve as an information channel between the authorities (stakeholders) and the 

public via different consumer applications of web-based portals, mobile devices 

or semantic information on water level condition and flooding. 

5.2.1.1.1 Scenario 1 

The sky has blackened, high thunderstorm and heavy rainfall starts in the 

mountains. The remote wireless monitoring system detects flood situation based 

on flow and level of water flowing in streams. 



   
 

The real-time data is provided by sensor networks. The cloud server visualizes the 

received data and calculates threshold on the basis of heavy intensified rainfall 

reported about flood conditions and situations, for instance, three inches of rain in 

last half-hours. The web-based FloodWatch application reports about flood 

conditions and situation. 

5.2.1.1.2 Scenario 2 

The rainfall intensifies for many hours and calculation gives a certain prediction 

of flooding. Whenever flood level, flow and location observation in a spatial area 

of monitoring reaches a significant threshold, a periodical warning is sent to the 

authorities with stream and rain gauges of the intensity and frequency of flood. 

The authorities send a notification to the general public (users) about flood intense 

with actual information of flood flow path with an appropriate strategy. The 

authorities activate the actuate service by generating a siren in every village in the 

surrounding areas and instruct rescue operators to start to evacuate people in 

critical geographical areas in the flood flow. 

5.2.1.2 Use-Cases 

Use-cases exist today in which a smartphone with RFID and/or NFC and GPS 

functionality can approach individual RFID/NFC-enabled “things” in a building 

and register their physical locations on the network to communicate with them 

[34]. 

Use-cases should not be confused with the functionalities and features 

requirements. A use-case may be related to one or more functionality or 

requirement of the system under consideration. The identified main use-cases are 

flood Flow and Level for FloodWatch, Warning and Notifications (FWWN) as 

illustrated below, respectively. 

Use case: Flow and Level 

● Participating Actors: None 

● Pre-Condition 
o Heavy rainfall started in the mountains 

o Water is starting to rise in rivers 

o Sensors are installed in the critical area. 

● Post-Condition 

o Flow and level sensors monitor the river level and flow and 

transmit the data to IOT device (Smart Flood Meters). 

● Flow of Events 

o The level and flow sensors start monitoring the river flow and level 

situation. 

o The data is sent to smart flood meters (District). 

o The smart flood meters send data to the remote server through API 

Gateway. 

Use case: Flood Watch 

● Participating Actors: public, authorities 

● Pre-Condition 



   
 

o Flow and level sensors installed in the critical area have detected 

flood situation. 

o The application server has received sensor data from Smart Flood 

Meters through API Gateway. 

● Post-Condition 

o The flood data is received from API gateway for visualization and 

threshold calculation. 

● Flow of Events 

o The flood data is received from API gateway. 

o The server Flood Watch application visualizes the flood data.  

o The threshold is calculated about flood intensity and frequency. 

o If the values are above the threshold periodical warnings, they are 

sent until the concerned authority’s response to the system. 

Use case: Warning 

● Participating Actors: authorities. 

● Pre-Condition 

o The sensors data is available about river flow and level conditions. 

o The flood conditions are above the given threshold. 

o The flood area geographical location is available.  

● Post Condition 
o Based on flood intensity and frequency, warning is sent to 

authorities. 

● Flow of Events 

o Flood data is visualized with respect to geographical location. 

o The calculation for given threshold is done. 

o If the threshold is higher than a given value. 

o The warnings are sent to national authorities for further 

assessment. 

Use case: Notification 

● Participating Actors: public, authorities, operator  

● Pre-Condition 

o The concerned authorities have received warning with confirm 

flood intensity and frequency. 

● Post Condition 
o Public users and concerned operators are notified of flood status. 

● Flow of Events 

o If the intensity and frequency of floods are higher than the 

threshold. 

o The national authorities send a notification to public users and 

rescue operators with appropriate strategy and instructions 

respectively. 

Use case: Actuate 

● Participating Actors: authorities, operator 

● Pre-Condition 

o Public and rescue operators are notified. 

● Post Condition 
o The national authorities generate the alarms on local devices. 



   
 

o The rescue operators are instructed to evacuate people in a certain 

area. 

● Flow of Events 
o Alarm is generated in the area 

o The rescue operator receives instructions to start evacuating 

people. 

Use case: Device Management 

● Participating Actors: network operator 

● Pre-Condition 

o Flood WSNs are installed. 

o IP based smart devices are accessible 

● Post Condition 
o Device configuration is managed. 

o Triggering remote operations like disabling, enabling, or 

decommissioning devices  

● Flow of Events 
o Devices onboarding and sensors are configured. 

o Identify the faults and energy conditions  

o Updating device firmware 

o Applying new configurations and sensors are reconfigured. 

5.2.1.3 Relation between Actors and Use-Cases 

Use-case description is based on the user interaction role. Such that system user 

(public) will access the river flow and level critical data on FloodWatch and 

notification of use-cases on geographical information services application 

processes, shown in figure 5.2. Authorities may generate flood forecast 

information and also capture real-time stream gauge data for deciding emergency 

situations. The Authorities receive warning based on the flood intensity and 

frequency; to notify users, instruct rescue operator and generate the alarm in the 

flood area. The network operators mitigate the device management services of 

configuring and resetting the devices and networks. 

 



   
 

 

Figure 5.2  Use Case diagram Flood System 

5.2.2 Physical View 

Looking at the system architecture deployment, topology, and communication 

form system engineer’s perspective we use a plethora of sensors and actuators in 

interacting with the environment. 

5.2.2.1 System Architecture 

In this section, we underpin the proposed reference architecture for IOT and MSA 

in a high level system architecture as in figure 5.3. The system is designed to 

monitor crucial flood-related information (water level, flow, and precipitation) 

and then triggers timely warnings (Short Message Service (SMS), FAX, and 

Email), in case of flood to be distributed to local stakeholders. 

We first describe the system architecture that consists of three major elements: 

monitoring sensors measuring water level, flow in a specific location. It is 

followed by IP based Smart Flood Meter with deployed processing module 

(MCUs) and data transmission (TCP/UDP) on CoAP application protocols from 

the remote sites connected with cellular networks that can communicate to the 

API Gateway in the cloud.  



   
 

The third is the cloud based application server and database layer to process 

information in real-time on application transfer protocol (CoAP or WebSockets). 

The IETF protocol stack for constrained devices e.g., Constrained Application 

Protocol (CoAP) and embedded RESTful approach is lightweight for integrating 

constrained devices into the cloud through API Gateway and different kinds of 

consumers via web browser or mobile devices to end user. 

In the model, we denote a single functional business process/use-case as MS for 

Microservice. All interaction, invocation and integrated occurs via lightweight 

weight RESTful or SOAP or RPC based APIs in large scale distributed flood 

forecasting and disaster management. 

5.2.2.1.1 Sensors 

Sensor networks are the major enablers attached ubiquitously to measure, infer, 

and understand environmental indicators from delicate ecologies and natural 

resources to urban environments. There can be various rainfall sensors to track 

rainfall gauges, flow, and levels. Liquid level sensors are used to detect the levels 

of water in rivers and streams such as ultrasonic, submersible, and bubbler. This 

sensor is attached with tides to gauge their speed and velocity. Comparing 

between them, submersible sensor seems to be the most suitable. 

5.2.2.1.2 Smart Flood Meter 

The Flood Meter reads data from sensors, adds relevant information of each 

sensor-value, combined with a time-stamp Log files, with device location, flow, 

level and sensor data. It is forwarded to remote server using cloud API gateway 

like writing data to CSV logs – Comma Separated Values, a common data 

exchange format via CoAP/ WebSocket synchronous communication to cloud 

storage applications on the internet. It can be achieved by supporting IP 

addressing and its compressed version, defined by 6LoWPAN which is currently 

the most feasible way to implement on constrained devices. The reference device 

platforms with MQTT client code are used for management capability on any 

Linux based or Android-based device. The device registration, managing with 

state transfers, control and configure the devices and networks from internet 

applications. The software platforms are for performing analytics and storing data 

examples, such as Hadoop, Storm, and Couchbase. 

 
 Figure 5.3 Microservices Flood Forecasting System Architecture 



   
 

5.2.2.1.3 Cloud Infrastructure 

Cloud is important for high speed information flow between physical entity for 

long term monitoring (sensors/actuators) deployed at wide-area environments. 

They include continuous and long-term monitoring of water level, flow and depth 

for lakes, streams, and sewage – for fast access of data to end users. 

The communication between network and application takes place via API 

Gateway routing pattern. Therefore, the connectivity between the devices and the 

internet may be implemented through Wi-Fi router, IEEE 802.11 (100 m) or 

mobile wireless modem. Wi-Fi can be integrated with the TCP/IP for internet 

connectivity. The embedded RESTful approach and CoAP endpoints interact via a 

request/response model. 

In CoAP, every physical object (i.e., thing) hosts multiple resources that represent 

data gathered from sensors or actions available to actuators. CoAP is a lightweight 

but powerful protocol for integrating constrained devices into networks and cloud. 

With Lambda Layers feature we can create a simple Microservice using Lambda 

and API Gateway. The Lambda itself is a microservices and CloudWatch is the 

definitive for Lambda. 

Constraint RESTful – Rpresentational State Transfer Environment framework for 

resource-oriented applications runs on constrained IP-based devices, and is an 

enabler for all kinds of sensor networks. They include Low PANs, IOT and M2M, 

implemented through a dedicated protocol called Constrained Application 

Protocol (CoAP). CoAP runs in special environments and has strict constraints in 

terms of limited energy resources, high packet loss rates, and limited hardware 

capabilities and so on. The main features of CoAP are reported below. 

• Low-overhead; 

• Able to run in devices with highly constrained hardware;  

• UDP-based for resource-constrained IP networks and nodes;  

• Ability to deal with sleeping nodes. 

5.2.2.1.4 API gateways 

The service discovery patterns are: client-side discovery and server-side 

discovery. The Service Registry is a database containing the network locations of 

service instances, for example, Netflix Eureka is a service registry. 

API gateways are to turn the migration to microservices with an intermediate 

layer between client side and server side application to handle requests from the 

client side. The gateway is to act as a proxy, sitting between services and external 

access that makes the behavior receiving request from the client and routing it to 

the right set of services, protocol translations and returning it to the client with a 

handshake only in a centralized place. 

5.2.2.1.5 Microservices 

Microservice Architecture – an architectural style to provide guidance on how to 

design microservices application that work together as a single business 

functionality or capability with the emphasis on the scope of an individual service. 

These may be written in different programming languages and use different data 

storage technologies. 

https://dashbird.io/blog/using-lambda-layers-for-better-serverless-architecture/


   
 

Device registration, managing those devices by state transfer for control, receiving 

and producing timely notifications and alerts are the processes that each have to 

be functionally decomposed into separate microservices. They depend on the 

domain such as smart homes, smart city, smart health and environment via 

applications on a smartphone, tablet or wearable. 

There is a bare minimum of centralized management of these applications. MSA 

as an approach of developing IOT applications is built around business 

capabilities and is independently deployable by fully automated deployment 

machinery. The key thing is to make the stack lightweight such as embedded 

Jetty, embedded Tomcat, SimpleWeb, or WebIt instead of deploying them into 

big application containers (like JBoss and Tomcat) [98]. 

The functions are exposed in a SOAP endpoint that corresponds to CRUD 

operations on a single business object type which can be mapped easily to a REST 

interface. The network forms a web of connectivity from users (high-level) and to 

sensors (low-level) that is addressable via Uniform Resource Name (URN), 

accessible through Universal Resource Locator (URL). URNs create replicas of 

the resources that can be accessed through the URL, representing the type of 

object. The GET, POST, PUT and DELETE methods correspond to read, create, 

update and delete for that type respectively [83]. 

HTTP Methods CRUD Action 

POST Create 

GET Read 

PUT Update 

Delete  Delete 

Table 5.1  CRUD Actions and its Corresponding HTTP Methods 

The implementation is Java-based resource-constrained device platform for smart 

objects becoming an integral part of the web, while communicating through API 

gateways to share the resource of sensor data and update/configure their statuses 

like reset and register. In communication, XML documents are disseminated over 

SOAP and HTTP through a web service in a gateway node. 

5.2.3 Logical View 

The logical view is mandatory in the architectural context that describes objects 

and their interactions through remote wireless sensors in application solution 

specified. 

5.2.3.1 Identifying Initial Object Model 

The initial object model in figure 5.4 shows a domain model for flood monitoring 

system. Device may have been attached with many WSNs, observing river gauge 

in the certain location. The device also hosts many resources (software 

components) that provide information on the entity or enables controlling and 

configuration of the device i.e., battery level, power level, storage visual statuses. 



   
 

The FloodWatch web service can have one-to-many association visuals of flow 

and level of flood forecasting datasets and may also have one-to-many threshold 

calculations. Based on initialized value parameters of threshold, timely warnings 

are sent to authorities that are inherited from users object. The authorities are 

responsible for many notifications depending on scenarios to public (users) and 

instantiating actuate service by instructing rescue. Operator (users) interns 

evacuate and generate an alarm on the device in the specific geographical area. 

 
 

Figure 5.4  Initial Object Model of Flood Forecasting System 

5.2.4 Process View 

The process view focuses on runtime behavior of the system that the system 

processes and communicates. The process view deals with the dynamic aspects of 

the system. It illustrates the process decomposition and communication of the 

system in activity diagram. 

5.2.4.1 Activity Diagram 

The activity diagram shows the main flow of the system. The sensor starts 

monitoring the river flow and level as in figure 5.5. The data is transmitted to IOT 

device Flood Smart Meter which gets (GET) and posts (POST) the data to remote 

server application through API Gateway. 

The server application visualizes the flood data in FloodWatch server application 

for threshold of flood intensity and frequency. If the values are above the value 

periodical warnings, they are sent to the concerned authorities. The authorities 

check the flood status continuously. When its chances are high and the flood is 

certain, a notification is sent to public users. On the other hand, rescue operators 

are instructed for evacuating and the alarm is generated in the area of the device. 



   
 

 

 Figure 5.5  Activity Flow Diagram of Flood Forecasting System 

5.2.4.2 Sequence Interaction View 

In this section, we define operating procedure and use case scenario for flood 

monitoring, warning and notification services in figure 5.6 below, demonstrating 

sequences interaction among different elements in the system.  

The WSN observes the river level and flow intensity in certain flood prone 

location. The data is transmitted via (Bluetooth/IEEE 802.11) to an IP-based 

Smart Flood Meter connected via cellular (WiFi) through API Gateway to the 

server application.  

The server application visualizes the received data of river flow and level in 

FloodWatch Microservice – the thresholds of flood intensity and frequency for 

warnings. So the national authorities send a notification to public users and rescue 

operators with appropriate strategy and instruction respectively, when intensity 

and frequency of floods are higher than given threshold. Further, the alarm is 

generated on the device in the area and rescue operators receive instruction to start 

evacuating people. 



   
 

    

Figure 5.6  Sequence Interactions in Flood Forecasting System 

5.2.5 Development View 

The Development View focuses on static organization of the software in its 

development environment, e.g., component diagram, package diagrams. The flood 

management system is decomposed and developed into independently deployable 

applications exposed via restful HTTP APIs for device registration and 

configuration.  

The actual water level in FloodWatch microservce is a RESTful of visuals 

accessible to any client for flash flood forecasting events in alarms and alerts. The 

threshold analytics provide decision makers with insight in such use-cases 

Warning, Notification, and Actuation. 

5.2.5.1 FloodWatch, Warning and Notification Microservices 

This section describes building the IOT flood monitoring with MSA for a network 

of devices, in order to provide the implementation of the key elements i.e., IP 

based device Flood Smart Meter. The actual water levels raw data is accessed and 

visualized via horizontal FloodWatch indicator as a HTTP RESTful microservce 

with the GIS to locate the appropriate location of flood situation. It could be the 

base for receiving timely Warnings, Notifications and Actuation (Alert/Alarm), 

and are the use-cases/processes that each can be functionally decomposed into 

separate microservices. 

Managing connectivity and bidirectional communication occurs between devices 

and cloud using publish/subscribe protocols to provide resource oriented 

interactions exposing the services via implementing different web services e.g., 

SOAP, REST or RPC for interaction and integration into application or other 

Microservice (MS). 



   
 

Internal cross-service communication can be implemented through proprietary 

interfaces. Smart Object uses embedded RESTful approach and CoAP endpoints 

that interact via a request/response model through cloud API gateways. For 

internal communication text based messaging JSON, XML, and ONAP API 

Common Versioning Strategy (CVS) Guidelines. 

Integrated flood watch forecasting can represent a data management or simply a 

permanent storage data historian. The content type can be XML or JSON for 

interactive visualization. To receive timely warning alerts, based on threshold 

parameters, and event trigger to generate notification and sound actuate alarms are 

the decomposed microservices in large scale distributed flood disaster and 

emergency management system. 

To derive value to data that comes from IOT devices visualization and analytics, 

tools operate over streams, or a batch of raw data is accessed to identify 

actionable insights via FloodWatch. Thus, it triggers alerts or carry out actions in 

response. These endpoints can be implemented to provide insight and threshold 

analytics. Authorities can see the actual river level and flow data in FloodWatch 

visual condition through web application server. 

5.2.5.1.1 FloodWatch Microservice 

The FloodWatch microservice can be implemented to provide businesses as in 

figure 5.7. Flood Smart Meter is an internet-connected device that broadcasts real-

time flood-level data. Much of this information contains device location, flood 

flow, depth, and rainfall measured values representation for visuals and threshold 

endpoints. 

CloudWatch – Amazon Web Services (AWS) service is specifically designed to 

store, search and visualize events occurring in a software system. The event-based 

communication with requested resource representations and client-server and 

publish-subscribe paradigm can be achieved through mobile agents as events. To 

provide insight in flood situation, use-cases analytics service is made accessible 

by the client or mobile device. Every resource is accessible via a unique uniform 

resource identifier (URI) and can be interacted with via the REST with GET, 

PUT, POST, and DELETE methods. Token based end user authentication can be 

implemented to provide credentials for fetching a specific resource. 

The cloud-based FloodWatch exploits CoAP request/response model to expose a 

set of RESTful APIs for visualizing structured location data and images such as 

icons, thumbnails, and indoor base maps. These APIs can be easily integrated into 

a mobile application. The application may send static such as HTML, CSS and 

JavaScript, or dynamic data request to the browsers directly from the web servers 

from Angular.js or Backbone.js. Publishing a dataset consists of sending an HTTP 

POST request using the lightweight data-interchange format GeoJSON document 

in the body. Data can then be added using PUT and retrieved with GET requests. 



   
 

 

Figure 5.7  FloodWatch, Warning, Notification MS Implementation 

Whenever the level, flow of river and rainfall observations reaches the significant 

threshold, a periodical Warning/Alert is sent to the authority via Email, App Push 

Notifications, and SMS for these events. Where SMS alerts are the most reliable 

as they do not require an internet connection. 

Due to most of sensors, data reading requests are of asynchronous nature. So, 

service message bus lets application post requests and read responses. Actually, 

Publish/Subscribe model is widely used in IOT applications because it is easy 

with this model to add new components without any changes to the existing 

components. 

5.2.5.1.2 Warning Microservice 

A wireless sensor network sends weather information analyzed with decision tree 

techniques to detect flood. Warnings are generated when FloodWatch application 

detects flood data, available on Web layer using REST APIs in (NodeJS, 

AngularJS). 

When it receives timely warning based on threshold parameters and event, it 

triggers to generate Notification and sound Actuate alarms. Emergency responder 

and authorities initiate warning process with the intent to take appropriate action 

to reduce casualties and losses. 

Table 5.2  Flood Areas Warnings and Alerts 

Flood warnings API Parameters 

All flood warnings and alerts {root}/id/floods county, lat=y &long=x 

All flood areas to which 

warnings and alerts 

{root}/id/floodAreas search=x (text 

inlabel), lat=y&long=x&dist=r 

https://environment.data.gov.uk/flood-monitoring/id/floods
https://environment.data.gov.uk/flood-monitoring/id/floodAreas?_limit=100


   
 

5.2.5.1.3 Notification Microservice 

The Notification microservice can be instantiated on the internet via GSM, 

Andriod/IOS apps, Radio network, TV network etc. The suggested system has 

email notification (using SMTP protocol), Push notification (web/mobile apps) 

and SMS alerts using GSM service or external app integration (Social media 

notifications). The Apache Thrift pushes notification to the client. Live 

Notifications (Keep everyone, and everything, real-time with live notifications 

across HTTP, SMS, FCM, and APNS2). 

A microservice exposes REST (HTTP) APIs that can be consumed by mobile 

application developers. The microservice mobile client-side SDKs expose APIs 

written in the native operating system language. The native APIs typically include 

auxiliary functionalities, which are easier to consume as compared to the REST 

APIs. 

 



   
 

6 Discussion and Findings 
The thesis report covers descriptive and explanatory theories and opportunities. 

Hence, understanding the purpose of communication between things and apps will 

be needed more and is critical as the number of things grow while the significance 

of MSA is the division of functional actions into scalable domains. IOT and MSA 

are each, on their own, going to force changes and adaptations in emerging 

network architectural principles to meet the unique conditions. The scalable 

power-aware network communication infrastructures design on chip based on 

varying workload is some of the important research issues [49]. 

Referring to literature, the IOT covers a broad range of technologies like sensing, 

communication subsystem, data aggregation, pre-processing and service 

provision. The internet of things partially overlaps with Internet of People and 

Intranet or Extranet of Things. Consequently, publications claiming to address the 

issue are covering the real essence of the IOT, but also ubiquitous/pervasive 

computing, internet, communication and embedded device technology and 

application [7]. IOT aims at becoming reality in its vision from different point of 

aspects i.e., Sensor Network, Ubiquitous Connectivity, Widespread Adoption of 

IP-based Networking, Computing Economics, Miniaturization, Advances in Data 

Analytics, and the Rise of Cloud Computing [117]. 

One can infer that not enough literature and applied research is available on how 

to practice new architecture patterns of MSA to develop IOT applications. In fact, 

to exploit MSA in appropriate modeling and design solutions for things 

description, semantic execution, data aggregation, communication on the internet 

is still not considered in the available literature so far. The two main problems 

discussed in relation to these approaches focus only on single IOT domain 

applications and use monolithic approach. The approach used in those studies is 

not suitable for cross-domain future IOT applications [115]. The problem with 

most approaches is that they try to achieve a single reference architecture for the 

entire IOT as a single domain which may not exist. There are different scenarios 

in the IOT that require various types of architectures and thus styles [4]. 

In this thesis, we have investigated the existing published research on 

microservices architectural considerations, best practices, patterns, and similar 

requirements in various IOT domains to facilitate development. Their suitability 

for each other, requirements in terms of Infrastructure and Architecture probably 

fit. Connecting heterogeneous IOT devices aims to overcome those issues of 

inherited complexity in integrating infinite number of technologies and multi-

purpose communication protocols by splitting up the IOT application in top-down 

manner. The thesis contributes to the architecture research area by illustrating the 

compatibility of microservices architectural style for the IOT and what the factors 

are for this verdict. 

Microservices is the coming together of a bunch of better practices of the domain-

driven-design, bounded context, subdomains, operational automation and 

programmable infrastructure with development operations, cloud, and integration 

tools. In case of model-based development with comprehensive and precise 

design models, code generation can be performed semi-automatically. Model-

Base Development is used to provide multiple consistent views on the system and 

its architecture on different levels of abstraction, tailored for specific intents [65]. 



   
 

One of the most important outcomes of this emerging field is the creation of an 

unprecedented amount of data. To address these issues of persistent network 

functioning is to channel the data traffic ubiquitously. The Uniform Resource 

Name (URN) system is considered fundamental for the development of IOT. At 

the subnet level, the URN for the sensor devices could be the unique IDs rather 

than human-friendly names [11]. 

The advancements and convergence of the ubicomp micro-electro-mechanical 

systems (MEMS) technology, wireless communications in short distances and 

Cloud Computing infrastructure apply to wide applications in environmental 

monitoring, infrastructure monitoring, traffic monitoring, retail [11]. System 

architects, who can apply knowledge of advanced digital technology to classical 

engineering challenges will be essential [54]. 

The paper [68] has discussed Practitioner Questions and research 

Topics/Problems and presents these positions to identify trend topics from the 

literature that are collected and distilled into seven microservices tenets. The 

concept and significance of microservices has been explored little. Only a few 

studies [8, 24, 48, 50, and 84] have discussed the advantages of microservices for 

the IOT environment. The microservices emerge as an architectural style extended 

from the ’design-stage architecture’ into deployment and operations as a 

continuous development style – the method dimension [67]. The specific IOT 

related problems and introduced the proposal of a microservice-based 

middleware. Whose aim is to ensure cohesion between different types of devices, 

services and communication protocols while maintaining the system scalability 

[48]. 

The standardization efforts are dealing with main problems and challenges of 

distributed systems. The IoT-A is developing an Architectural Reference Model 

that promotes common understanding of the problem space, describes essential 

building blocks by defining a Reference Architecture, and Guidelines. However, it 

does not cover implementation aspects instead provides a conceptual framework 

and best practices for designing IOT solutions supporting interoperability [8].  

The microservices architecture patterns could fill the gap of automation and 

problems of interoperability by organizing distributed applications as a suite of 

small services and independent process to segregate other services. The proposed 

microservices IOT architecture development framework involves standardized 

protocol for communication among various devices in IOT infrastructure 

involving RFID, NFC, sensors, actuators, and Wi-Fi based devices on client-

server architecture. 

The framework can lead to implement multiple Business Microservices. The 

Backend for Frontends pattern in connecting different client types is a key for 

implementing a Microservices Architecture in the context of Web Architecture. 

The combination of TCP and IP is much useful and HTTP is the most ubiquitous 

for communication between IOT devices. To this extent the preferable way is the 

HTTP providing web-service like interaction capabilities to every resource and 

functionality to achieve widest interoperability. The reference architecture handles 

those requirements and forms a superset of functionalities, information structures, 

and mechanisms. 



   
 

It is common to have hundreds of microservices deployed. A common pattern in 

microservice implementation is teams securing API endpoints. These API 

endpoints are provided by various microservices using a capable API gateway. 

API gateways cooperate with service discovery tools to route requests from the 

clients to microservices [69]. The client is android based smart phone device [90]. 

Hootsuite has created a goal-oriented tool set for microservices evolvable, 

message-oriented APIs and how they can reduce inter-component coupling. The 

two practices in crafting APIs for microservices worth mentioning are Message-

oriented and Hypermedia-driven [69]. 

How “micro” a service should be? There is no “one-size-fits-all” but 

“Microservices is one way of doing SOA right” [68]. The typically small size is 

very useful deployment unit into specialized microservices, and makes complete 

sense from the perspective of the API publisher [69]. 

The White Paper [87] examines and defines MSA in terms of problem space, 

combination of distinctive features, components, their interaction, and 

governance. Microservice is a service that is implemented with a single purpose, 

is self-contained and independent of other instances and services. An effective 

data storage approach for microservices is exploring the power of shifting from 

data-centric and state-capturing models toward capability-driven and event-

sourcing-oriented ones [69]. 

WSNs run on a different stack and cannot possess IPv6 stack to address 

individually and hence a subnet with a gateway having a URN will be required. 

They tend to have a limited IP-capable connectivity. Even though this problem 

has been partially minimized with the advancement of technology through 

GPRS/3G, LTE-M/NB-IOT and Wireless M-Bus based solutions, it is still having 

primary role in non IP capable devices. Sometime it requires additional IP-

capability integration into existing network [48]. As such, Modbus TCP uses the 

client/server architectural style. 

Moreover, existing solutions based on HTTP and Simple Object Access Protocol 

(SOAP) may be too heavy. The information infrastructure is realized with the 

IETF CoRE framework. The IETF Constrained RESTful Environment has 

published internet drafts to enable embedded web services in the low-power 

resource-constrained embedded networked devices. The CoRE framework enables 

direct access to the resources in embedded networked devices from the web and 

facilitates limited human-machine interactions [70].  

Furthermore, cloud technology and container technology in this context provide a 

mechanism to deploy microservices [67]. The operating system-level-

virtualization is not yet adopted for the deployment of IOT services and 

applications might lead to microservices architecture [50]. However, it is 

questionable whether device-oriented, real-time networked operating system will 

ever exist or whether the diversity of the different real-time application domains 

will continue [72]. This also brings discussion into the context of continuous 

development approaches. Microservices need to be seen in a wider continuous 

development to enable performance-driven DevOps for microservice architecture 

development [67]. 



   
 

The RFID, NFC, and 2D identify the objects. In distributed systems and remote 

calls in microservices architecture the network part of the system becomes crucial. 

The IPv4/ IPv6 are used over internet to communicate with microservices and 

end-user applications. Thus, networks of devices interacting with each other and 

end-user application over the internet with lightweight Gateway APIs glue all the 

services together. The shared and decentralized governance attribute of MSA 

makes it more special in context of the diverse IOT devices. Probably, they are 

becoming highly suited as a design choice for the distributed services, are strongly 

decoupled and highly manageable to enable resilience, maintainability, scalability 

and continue delivery in IOT applications. 

6.1 Findings 

The general findings and revisiting the research objectives are briefly reported to 

answer the research questions. The enterprises serving via the web, mobile or any 

other fast evolving venues should explore MSA. 

By referring to research work done in chosen area, we can say that MSA is 

suitable and appropriate especially for the design and development of the IOT 

applications. But IOT paradigm is so diverse and needs standards capturing the 

requirements of individual applications. 

RQ1 Why Microservices Architecture is emerging as a promising 

and suitable approach for IOT value-added application 

architecture? 

RQ2 How to exploit Microservices Architecture in context of the 

Internet of Things? 

RQ3 What are the IOT Infrastructure and Architecture requirements? 

RQ4 What are microservice design principles. What kind of 

practices, processes, tools and technologies are required for 

microservices? 

RQ5 

 

What gaps and challenges are necessary for microservices 

architecture to mitigate the trade-offs related to IOT 

system/software quality attributes? 

6.1.1 Answer RQ1 

We address the main question why Microservices Architecture is fitting and 

promising, and which software architectural styles best fit each of the IOT classes 

and why? 

The monolithic application may have many components and services deployed in 

the unified solution. No doubt, easier to deploy the architecture but difficult to 

understand and modify because large code bases slow down the productivity. A 

component in a monolith communicates through shared memory. 

The difficulty in continuous development and problems with scaling and frequent 

updates needs to redeploy the whole application. The monolith should be 

developed in a nicely modular manner so that later on each module can be 

separated. 



   
 

The unified monolithic framework is not a realistic solution. MSA probably suits, 

and is natural fit for M2M and IOT developments due to the choice in decisions 

regarding different technologies and programming that may be used, organizing 

teams, and split or merge a service with the faster pace of change. 

Microservices architecture is suitable for only big and very complex software 

systems. Microservices is service oriented computing that is rapid and focused on 

release in small, cross functional, product oriented DevOps, based on Cloud 

container and continuous deployment technologies. 

6.1.2 Answer RQ2 

To answer the key question, how to exploit microservices, there is no agreement 

on a single architecture that best fits the IOT. The design concerns and method is 

one context. The microservices architectural style fits to integrate all aspects of 

the IOT technologies and specific application elements in high level conceptual 

architecture designs. The systematic relationships among the contexts can be 

exploited as design parameters or patterns could turn different design contexts 

into building blocks to enable the incremental design of IOT systems. 

There is a wealth of modeling and communication tools available. The model-

based approach can help to conceptualize the isolated, individual service designs 

and exploit microservices architectural considerations with suitable pattern 

topologies while benefiting from the diversity and richness of the Internet of 

Things. 

Therefore, we propose an approach to design a preliminary conceptual model 

firmly grounded in contextual analysis. We have analyzed requirements and are 

working towards a conceptual model taking into account specific design 

constraints and choices. Using this knowledge, appropriate architectural solutions 

can be provided by the reference architecture. The proposition of the reference 

architecture is facilitating and systematizing the development of software 

architecture. 

The thesis work will contribute to the conceptual space of more successful 

reference architectures. Indeed, the reference architecture is effectively exploiting 

Microservices Architectural Style for diverse set of things composition like sensor 

devices, connectivity and transportation protocols for IP enabled IOT smart 

objects. The goal is to provide features and deployment information with 

instantiation guidelines to actually derive the software architecture instances. In 

particular, reference architectures refer to an architecture that encompasses the 

knowledge about how to design concrete microservices IOT architectures in a 

given application domain. 

6.1.3 Answer RQ3 

The IOT infrastructure and architecture based on different architectural aspects 

and specific requirements. 

IOT Infrastructure 

The IOT demands significant infrastructure and interoperability. The cloud 

infrastructure for microservices features facilitates rapid provisioning and 



   
 

automated deployment of networked physical objects on existing and evolving 

internet and network developments. A minimalist architectural approach towards 

IOT communication infrastructure links relevant information with the object 

based on successful standards. Millions of cooperating devices can be flexibly 

connected to form useful advanced collaborations within the business processes of 

an enterprise. 

Hosting and Storages: Centralized cloud based storage infrastructure and 

analytics are becoming important requirement and adoption of containers 

deployment for MSA.  

Communication and Transportation: The IOT is a network of 

connected devices that focus on the role of the network and internet 

infrastructure, including IP protocol stacks and web standards for the 

purpose of interconnecting smart objects in microservices. 

IOT Architecture 

The IOT architecture generic requirements are the internet, cross firewalls, 

scalability, high-availability, deployment and automatic updates and managing 

devices. It systematically summarizes the current architecture requirements in 

various domains to facilitate development. The specific requirements are 

connectivity and communications, device management, data collection and 

analysis using binary protocol with lightweight RESTful HTTP-APIs. The typical 

configuration includes many communicating devices, which require performing 

remote data management and calculations on cloud-based server architecture. 

6.1.4 Answer RQ4 

Microservices should be understood and approached from the concept of the 

notion of a service component that each granular component of the microservices 

architecture is fully decoupled, deployed unit, and distributed accessed through 

remote protocols. 

The ideal programming languages for microservices are API friendly and should 

be functional. The ideal technological environment for microservices features 

cloud infrastructure which facilitates rapid provisioning and automated 

deployment. The ideal software development lifecycle for microservices is based 

on a product mentality using Agile principles, which includes continuous 

integration and continuous delivery.  

The use of containers is particularly useful to enable portability and heterogeneity 

for high degree automation in testing, deployment and operations. The 

microservices automation tools for establishing the service provisioning and 

management chain in any programming environment e.g., Python, Java and Scala 

on cloud infrastructure for storages and analytics (Apache Kafka) or to make the 

application resilient (Apache Spark) are the current platform specifications for 

autonomous development. 

Middleware for data storage, integration, security, and operations needs to be web 

API-friendly, in order to facilitate decentralized distribution automation and 

discovery. The Scala, Akka, and Play framework are useful in building individual 

services, and leveraging both HTTP and Kafka for inter-service communication. 



   
 

The two worth mentioning practices are Message-oriented and Hypermedia-

driven in crafting APIs for microservices. 

6.1.5 Answer RQ5 

Challenges 

Further, research challenges have been investigated to incorporate the current 

trends of architectures. 

● The advantages of microservices architecture are apparent but the 

approach poses a number of significant challenges. This indicates that the 

disadvantages of such microservices based architecture is still something 

that remains to be fully studied in the field of IOT [84]. 

● The IOT has many problems and challenges regarding data exchange in 

large-scale heterogeneous networks and interoperable elements [4]. 

Nevertheless, achieving high-availability in such distributed system is not 

without challenges [73]. When addressed appropriately, however, those 

benefits come with challenges, such as discovering services over the 

network, security management, communication optimization, data sharing 

and performance [52]. Furthermore, existing solutions provide 

inappropriate models of governance and fundamentally neglect privacy 

and security for the future IOT in their design. However, these efforts will 

lead to a predictable and a viable global solution. 

● The IOT ecosystems pose a number of questions such as lack of 

standardization, which have a significant impact on the paradigm 

evolution because of a large number of users and significant data 

processing and throughput [48]. 

● The more challenging question is that how to properly size microservices 

(“how micro is micro?”) and how to properly deal with data persistence in 

order to avoid sharing of data across services. These two concerns are 

actually closely related [69]. But designing the right level of service 

component granularity is one of the biggest challenges [51]. 

The following IOT challenges need to be addressed [90]. 

● The hundreds of billions of devices will interact on a Machine-to-Machine 

(M2M) basis of Zero-Entropy systems. The amount of data at an 

unprecedented scalability and resolution involves security and privacy 

with intercommunication and autonomous data transfer giving humans 

control of events and objects even in remote physical environment. 

● Interoperability among devices and services in IOT infrastructure is 

needed to be considered as an important aspect. 

● The standardization of the multitude of heterogeneous devices 

communicates and integrates their network configuration in an 

autonomous way. 

Problems 

Yet, despite all to solve, microservices introduce some particularly challenging 

new problems. 



   
 

● The paper [48] presents an overview of specific IOT related problems. 

There is no universal answer to standardization problem. Some problems 

originate due to the lack of chosen development framework knowledge 

and communication protocol limitations. 

● The heterogeneous nature of wireless nodes, variable data types, 

concurrent operations and confluence of data exacerbates some problems. 

However, the Internet Mobility attributes in the IPV6 may alleviate some 

of the device identification problems [11]. IPv6 internet connection on the 

Wi-Fi Routers. 

● The problems of scalability and interoperability, defining and 

implementing a microservices-based middleware platform with the 

orchestration of different IOT system components such as devices, data 

sources, data processors, storage etc. The problem is the data exchange in 

large-scale heterogeneous network elements to achieve interoperability. 

● Containers and microservices are a natural pair to realize greater 

modularity, code reuse, reproducibility and fine-grained application 

scaling problem of a distributed system. Service Discovery is a difficult 

problem that is ubiquitous in the field of distributed systems to implement 

the inter-service communication mechanism. 

● Some of the larger projects like Kubernetes and Mesosphere include some 

service discovery features. The paper [73] has introduced Serfnode, a fully 

decentralized open source solution to the service discovery problem. It is 

important to distinguish the service discovery problem from 

“orchestration” — the process of deploying containers on a cluster of 

machines approach to managing systems built with Docker. 

Recommendations 

The recommended approach to building the web front (portals) using MQTT as a 

protocol with WebSockets on small controllers, such as Arduino for the reference 

architecture. 

Contiki 2.6 is an open source micro operating system for constrained devices with 

full IP stack communication both via IPv4 and IPv6. The Jolie programming 

language has emerged as a paradigmatic microservices solution [85]. Apache Jena 

is a great choice for microservices implementation [115]. 

A microservice exposes REST (HTTP) APIs that can be consumed by mobile 

application. The microservice mobile client-side SDKs are written in the native 

operating system language that are translated to reduction in application 

development and maintenance time [118]. 

Microservices Architecture Can Contribute 

Microservice architectures are often preferred because they tend to solve many of 

the problems that big monolith SOA applications have introduced [97]. The 

microservices architecture overcomes many of the shortcomings and replaces the 

monolith with a distributed system of lightweight, narrowly focused, independent 

services, leading to greater code reuse. The microservices architecture can 

contribute to reduce the size of IOT monolithic architecture. 



   
 

Microservices Architecture is a product of its time automating the important 

elements of the deployment cycle, increasing speed of the whole process, its 

implementation is into release towards production [69].  

The benefits accrued include simpler codebases for individual services, ability to 

update and scale the services in isolation, to enable services to be written in 

different languages if desired, and utilize varying middleware stacks and even 

data tiers for different services [8]. Microservices characteristics naturally 

contribute to system scalability for performance reasons in case of high load.  

Quality Attributes 

The commonly agreed benefits of the microservices architectural style include: 

increase in agility, developer productivity, resilience, scalability, reliability, 

maintainability, separation of concerns, and ease of deployment.  

Moreover, it is observed that fewer occurrences were related to security, load 

distribution, continuous integration, organizational management and DevOps, as 

well as, the automation of container management and deployment [52]. 

Results have shown higher occurrences focus on scalability, reusability, 

performance, fast agile development and maintainability [52]. Finally, Page 

Caches and Results Caches are commonly used approaches to improve 

Microservices performance [83]. Microservices architectures directly address 

quality attributes like scalability, reliability, availability, modifiability, evolvable 

and maintainability for large-scale distributed systems. 

Research Trends 

Further trends in microservices are migration, autonomous healing, runtime 

architecture change, architectural patterns, monitoring, auto-scaling of 

microservices, configuration optimization and architectural refactoring [67]. 

Based on these principles, patterns emerge on how to compose microservices 

together. 

● Aggregator Microservice Design Pattern – e.g., a service invoking others 

to retrieve / process data. 

● Proxy Microservice Design Pattern – a variation of the Aggregator with no 

aggregation. 

● Chained Microservice Design Pattern – produces a single consolidated 

response to a request. 

● Branch Microservice Design Pattern – extends the Aggregator and allows 

simultaneous response processing from possibly mutually exclusive chains 

of microservices. 

● Shared Data Microservice Design Pattern – towards autonomy through 

full-stack services with control of all components. 

● Asynchronous Messaging Microservice Design Pattern – use message 

queues instead of REST request/response pattern. 

 

 

 

 



   
 

7 Conclusion and Future Work 
To present the conclusion of the thesis we have given the motivational 

background and aim of the thesis to exploit microservices for internet of things. 

The objective of our study is to explore how previous research has supported IOT 

and microservices through architectural approaches. The microservices 

architectural approach is organizing distributed applications as a suite of 

independent services. System architects need be highly educated and qualified 

researchers and developers across multiple disciplines of advanced digital 

technology and classical engineering to create the applications. The discipline is 

required for the developing service contract which is yet another strength of this 

approach. Microservice architectures enable independent evolution by versioning 

the service APIs on incompatible API changes. We can keep old versions of the 

interface operational while delivering new versions. 

The thesis research aims to provide final and conclusive answers. The key aspects 

of microservice architecture are highly suited in the design context. Using 

microservices simplifies the design and implementation but increases operational 

overhead and complexity of distributed systems. The designing and 

implementation of microservices have support for asynchronous messaging, 

transaction modeling, and dealing with dependencies in a microservice 

environment. Any development without the proper boarding between components 

sooner or later leads to the un-maintainable code. 

We have done a literature review that covers a broad range of technologies, 

extract numerous IOT and MSA concepts. The current state of the concept, trends, 

and patterns to present the best solution in exploiting Microservices Architecture 

to internet of things have been analyzed. Secondly, our study will follow a 

characterization framework that is based on microservices architectural 

challenges. The research work attempts to uncover any specific areas of the 

internet of things and microservices-style architecture that has not been explored 

yet and where there is a lack of published research. How to build the enterprise 

part of MS-IOT solutions is fairly well understood with maturing set of 

components, such as, messaging protocols implemented by software systems. The 

adopting of the new evolving standards and applications over time remains still 

challenging. 

The key IOT issues are examined to explore some of the most pressing challenges 

and questions related to the technology. A broad range of skills will be the key to 

design, development, installation and maintenance of the IOT. These include 

security, privacy, interoperability, standards and development. Perhaps, MSA 

would be the best choice to achieve efficient interaction and make the IOT 

applications scalable, manageable, maintainable and continuing delivery.  

The development of a lightweight IPv6 also gives a very good option to access the 

resources uniquely and remotely. The Uniform Resource Name (URN) system is 

considered fundamental for the development of IOT. URN creates replicas of the 

resources that can be accessed through the URL transferring the information from 

a database to the user via the internet. Telco will be a key component providing 

the core network connectivity of IOT. Microservices set a great way to approach 

telco Software Defined Networking (SDN) projects. 



   
 

Through comparative analysis, we have discussed various open problems of 

exploiting microservices architectural style in context for the IOT. Even the field 

needs to get on broad research and predefined functional requirements. The 

microservice pattern divides an application into small services offering a sub set 

of services. The API gateways offer these services to specific types of end-users 

such as web, iOS, Android, and public API users using different interfaces and 

protocols like software architectural style REST, SOAP, and webpages over 

HTTP on a cloud computing IaaS/PaaS solution. The microservices architecture 

development concerns are central PaaS concerns. Each microservice/gateway may 

be developed using different technological stacks as three tiers applications in any 

programing language and expose their resources based on the requirement via 

implementing different web services. With the HTTP we can assume the 

composition, for example, as HTML or XML document, EXI XML representation 

or as a JSON object. 

Altogether, the microservice approach comes from another direction than the IOT. 

But the architectural goals of both are quite similar. IOT is the big driver for 

Microservices and integration to apply the right combination of patterns using the 

right (hybrid) technologies. The microservices software architecture pattern could 

be the solutions to the scalability problem in the IOT domain. From an 

architectural perspective microservice enables a DevOps culture and Continuous 

Delivery approaches with necessary flexibility to develop and scale IOT 

applications. 

In many ways, the two are an obvious fit for one another. The microservices will 

be an enabler for many IOT applications. Independently deployable microservices 

are ideal candidates to be implemented in this type of flexible architecture whose 

instantiation will change as a function of time and network/system performance. 

MSA and IOT can be combined to produce a modern, digital enterprise solution 

that is flexible, scalable, highly resilient, and able to meet constantly evolving 

needs of single-function devices or sensors. 

By taking such an approach, a concrete microservice instance can represent a data 

management REST interface and CoAP endpoint. The implementation of process 

logic is facilitated by inheriting core functionalities from pre-existing 

microservice components and communication mechanism implementations by 

using framework-provided APIs. Microservices architecture as the building block 

for the IOT systems, which emphasis on dividing the system into small and 

lightweight services to perform a very cohesive business function of distributed 

applications and its modules are microservices. 

7.1 Future Research 

The Master’s thesis represents a synthesis of comprehensible understanding about 

the exploitation of MSA in the IOT diverse applications. Future work would be 

justified by implementing the suitability and appropriateness of our proposed 

reference architecture for IOT application architecture. Though cognitive and 

interactive design, scenario, prototyping, evaluation are areas in which more 

systematic research would certainly have a great impact on MSA architecture. 

The future work is to propose a novel taxonomy of MS-IOT Architectures to 

exhaustively cover most major recommendations of technologies for a framework 



   
 

spanning from sensors to applications. Selecting and applying the algorithm 

predictive analytics is the process of building models from historical or current 

data in order to forecast future behavior. 

Our future research will focus on the design of an effective use-case and 

architecture evaluation method using prototyping approach to developing IOT 

application in the context of anything that design system either hardware or 

software. Hardware implementation is going to be the future work in developing 

and performing field tests to observe the communication process between the 

nodes and the real-time implementation of the prediction of distributed algorithm.  
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9 Appendix A: Survey Protocol 
 

The literature survey is conducted as part of the thesis work to identify existing 

published research and information about chosen topic. The materials will lead us 

to produce a literature review for summarizing and analyzing the current concepts, 

trends and patterns. 

1. Background 

Initially, a set of research questions were formulated for investigation during 

the study. Subsequently, Scholarly Survey papers are selected and assessed 

against quality criteria and a classification scheme. In summary, the review 

was established by conducting the following steps consecutively. 

2. Objectives      

The objective of this literature review is to summarize and analyze the existing 

body of research and information in terms of related work, domains laying in 

the area and comparative approaches to construct the foundation for the study. 

While to identify architectural considerations and infrastructural requirements 

are the actual goals and focus of the study. 

Sources of Information 

To find accessible, relevant sources, information, data related to the research area 

within a reasonable timeframe. The important keywords and terms “microservice” 

or “microservice architecture” and “Internet of things” in different combinations 

are executed on traditional sources of information listed below. Relevant literature 

was identified by querying scholarly databases for the terms “Internet of Things” 

and “MSA”. The scholarly databases are queried including IEEExplore, ACM DL 

and Springer.  

 ABI/INFORM Global 

 Scientific Research Publishing (SCIRP) 

 Academic Search Premier 

 ACM Digital Library 

 Applied Science & Technology Full Text (EBSCO) 

 IEEE Xplore 

 ScienceDirect 

 Google Scholar 

Selection Criteria 

To identify relevant and suitable material in the subject area a minimal selection 

criteria need to narrow down the review and achieve the expected outcomes 

within given timeframe. 

1. Within Criteria 

 Publication by Year: Using the publication database limits such as 

publication year, language or type of article. 

 Title and Abstract: The one or more of mentioned keywords exists in 

the title and abstract get certain attention. 

 Open Access: The articles that are openly accessible in publication 

databases, journals and conferences. 



   
 

 Full Text: The articles available in full text will also be in consideration.  

 Citation Count: The articles with reasonable.  

 

 

2. Out Of Selection 

 Out of Date: Materials outside the certain publication duration will not 

be considered for the study. 

 Restricted Access: Publication that needs authentication or may be used 

for commercial purpose will also not be taken into account for the study. 

Analysis and Synthesize 

All the collected publication to be used in literature review after researching, 

passing through selection criteria will be analyzed to identify the important 

information in it and synthesize to draw the conclusions from existing body of 

knowledge to construct foundation for the study covering critical areas. 

Classification Approach 

The literature was classified according to its content into the following major 

categories: technology, applications, challenges, business models, future 

directions and overview/ survey. 

1. Related Work 



   
 

2. Domains 

3. Comparative Approaches 

While the actual goal and objective of this study is to explore and identify the 

state of art for practices in context of MSA and IOT. 

4. IOT Infrastructural Requirements 

5. MSA Architectural Considerations 

 

 

  



   
 

10 Appendix B: Literature Review 

Overview of the Primary Studies 

Thus, the need to identify, classify and compare existing evidence and provide 

original research to support. To set the foundation providing a temporal overview 

of methodologies, processes, and tools for integrating meta-models. 

 

Threats to Validity 

Threats to identify relevant studies and ensure an unbiased selection, a review 

protocol was developed for the identification of Primary Studies on microservices 

terminologies and concepts in different contexts of design, deployment and 

development of IOT systems and cloud computing including software 

engineering. 

Maturity 
The actual scientific contributions are a mix of technology reviews, test 

environments and use case architectures is still conceptual, it can be seen as a sign 

of immaturity no larger scale empirical evaluations exist. The categorizing and 

validity concerns of the results such as publication format, forum and technical 

contribution on microservices, research reported and level of maturity of the field? 

Publication fora and formats 
The software engineering, service engineering, cloud computing, networks, 

operating systems and distributed systems. Regarding the sources, we recognize 

and distinguish the following publication formats: journal magazines, 

conferences, white papers, workshops and thesis and books. 

 software engineering  

 service engineering  

 cloud computing  

 networks, telecoms and distributed systems 

 wider computing/IT/science context. 

 

  



   
 

11 Appendix C: Use Case: Water Level 
Appendix C.1 Arduino Uno water level diagram 

 

 

Appendix C.2: Arduino Uno water level algorithm  

 

byte sensorPin[] = {46,48,50,52}; 

byte ledPin[] = {21,26,24,22}; // number of leds = numbers of sensors 

const byte sensors = 4; 

int level = 0; 

void setup() 

{ 

Serial.begin(9600); 

for(int i = 0; i < sensors; i++) 

{ 

pinMode(sensorPin[i], INPUT); 

pinMode(ledPin[i], OUTPUT); 

} 

} 

void loop() 

{ 

level = 0; 

for(int i = 0; i < sensors; i++) 

{ 

if(digitalRead(sensorPin[i]) == LOW) 

{ 

digitalWrite(ledPin[i], HIGH); 

level = sensors - i; 

} 

else 

{ 

digitalWrite(ledPin[i], LOW); 

} 

} 

Serial.println("Water level"); 

switch(level) 



   
 

{ 

case 1: 

Serial.println(" 90% : Water is high"); 

break; 

case 2: 

Serial.println("55% : Water is average"); 

break; 

case 3: 

Serial.println("25% : Water is Low "); 

break; 

default: 

Serial.println("NO WATER"); 

break; 

} 

delay(50); 

} 
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