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Abstract 
Cloud Security and Privacy is the most concerned area in the 

development of newly advance technological domains like cloud computing, 
the cloud of things, the Internet of Things. However, with the growing 
popularity and diverse nature of these technologies, security and privacy are 
becoming intricate matters and affect the adoption of cloud computing. Many 
small and large enterprises are in conflict while migrating towards cloud 
technology and this is because of no proper cloud adoption policy guideline, 
generic solutions for system migration issues, systematic models to analyze 
security and privacy performance provided by different cloud models. Our 
proposed literature review focuses on the problems and identifies solutions in 
the category of security and privacy. A comprehensive analysis of various 
identified techniques published during 2010 – 2018 has been presented. We 
have reviewed 51 studies including research papers and systematic literature 
reviews on the factors of security and privacy. After analyzing, the papers 
have been classified into 5 major categories to get an appropriate solution for 
our required objectives of this study. This work will facilitate the researchers 
and as well the companies to select appropriate guideline while adopting 
cloud services. 

 
Keywords include: Cloud Computing, Cloud Security, Literature review, 

Security Solutions, Intrusion-Detection System. 
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1 Introduction 
The versatility empowers of cloud computing has a profound impact on 

the corporate setting and personal computing. The term ‘cloud' is used 
because data and applications are stored on a collection of web-servers or 
computers (cloud) own by a third party somewhere else. Users of cloud 
computing save data, applications and also use resources online via the 
internet, available by cloud service providers in order to stream on business, 
drive sales to the roof etc. so, behind the wall of complexity cloud service 
users need data centres with office space, power, cooling, network, servers, a 
complicated software stack, and a team of experts that install, configure out 
and run these services for development, staging, production, testing, 
implementation for all upcoming changed versions of services. In that way, 
cloud computing is a better way to run business, instead of running apps 
yourself, cloud service providers help to run these on their shared data centers 
so it is fast to get started and costs less [1]. 

It is like a Gmail and Microsoft Exchange where we do not need to install 
extra servers and storage to keep our data and emails safe, no technical team 
to keep our account running and no upgrades. That is the power of cloud 
computing services. These services cost less because there is no need to pay 
for people, products, facilities to run backend complexities of apps and it 
turns out to be more scalable, secure, and reliable. It is for both consumers 
and business apps called Enterprise cloud computing where businesses can 
run all kinds of apps like CRM, HR, Accounting including custom-built apps. 
CSPs (Cloud Service Providers) provide so many apps to many clients 
because of multi-tenant architecture with multi-tenant apps. Basically, there 
is a copy of the app for each business user and actually, it is one app that 
everyone shares but it is flexible enough for everyone to customize their 
specific needs. It is like a giant office where everyone shares infrastructure 
and services like security where each business can customize their own 
office, meaning that the apps are so elastic that they can scale up to thousands 
of users where apps get new features, performance enhancements, and 
security automatically (by CSPs). 

Different levels of services are provided like SaaS (Software as a 
Service), PaaS (Platform as a Service), IaaS (Infrastructure as a Service). 
SaaS is an on-demand service which is platform independent, runs a single 
instance of software provided by multi-tenant service from CSPs accessible 
via a web browser or lightweight client applications. Among popular SaaS 
products are Google Drive, G-mail, Google Docs, Microsoft Office 365. 
These are universally accessible from any platform, excellent for 
collaborative working and allows for multi-tenancy. PaaS is a development 
environment for developers to build, compile and run programs without 
worrying about the underlying infrastructure. Popular PaaS products are 
Amazon web-services (AWS), Google app engine. AWS offers all three 
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types of cloud services, SaaS, PaaS, and IaaS. IaaS provides all computing 
resources (data storage, virtualization, servers, and networking) in a virtual 
environment, this service is used by system administrators and example 
products are Amazon web-services and IBM cloud. 

There are some different ways to pay for the cloud application. One is a 
monthly subscription which is easier for the users to pay for what they use in 
a month. It all depends on what you need. If you need lots of computation 
time, even cloud services will become very expensive. Finally, the cloud 
cannot eat up your valuable IT resources and provide a better impact on the 
business. There are various factors that determine the use of cloud computing 
services. ‘Perceived security and privacy' (The degree of cloud computing 
services that is deemed secure and private compared to other computing 
paradigms) is one of the frequent factors in adoption of cloud computing by 
various small and large enterprises [2] but security and privacy seems to be 
the basic barrier in the adoption of cloud computing services because 
information systems are used by many people and are targeted to many 
security attacks [3]. 

Data can be securely stored in a way that it does not ensure privacy but it 
cannot maintain privacy if supporting systems are not secure, so it is obvious 
from the previous study of security and privacy that privacy regulations are 
as important to study as security. Business in cloud computing may be 
dealing with conflicting privacy regulations that span multiple locations. This 
research is particularly useful for the organizations that are currently using 
traditional ways to store and process data but want to migrate on cloud 
computing and for the organizations that are already using cloud computing 
services but want to analyze and, if necessary, upgrade the level of security of 
the cloud [4] [5]. 

1.1 Background 
The security of the cloud computing is based on the bundle of under 

control policies and technologies designed to adhere to protection 
information, rules of compliance, infrastructure and data applications 
associated with the use of cloud computing. As the organizations and 
companies are shifting towards the cloud computing, proper security and data 
protection are the main focus points by the service providers to work on and 
the companies consider those cloud computing providers which have more 
layers of security. The clouds security should address the data security of the 
customer, compliance with the necessary regulation, privacy, and other 
security controls. The security breach should not be present in the data 
backup plan of a company by the service provider. All these are the privacy 
concerns and as the technology is increasing over time the security gaps and 
breaches are the main points to focus. 

Privacy and security are interconnected with each other and both are part 
of new technology but are different from each other. As the new devices are 
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coming to the market and new technologies are connecting with the network, 
there is more attention be paid to secure all the devices and networks. 
Security in information technology is an overreaching principle. But talking 
about privacy, it is a different issue because it encircles the individual rights 
which makes the user own the data generated or uploaded by them. 

There must be some common sense rules to follow for ensured privacy in 
a generic term like limit sensitive user data collection which will lead to 
minimum cost and space, limit the use of personally identifiable information, 
tight controls for servers that protect data against unauthorized access, set 
policies for retention and destruction (replace locations of data, rewrite 
deleted data blocks, use encryption keys to destroy data) etc. [6] [7]. Some 
evaluation requirements like Data confidentiality, Fine-grained access 
control, Scalability, User Accountability, User revocation, User rejoin, 
Collusion resistant, Ciphertext size is considered to be specific criteria in 
order to assess encryption key schemes [8]. Cloud services are evaluated 
against multiple criteria, which leads to Multi-Criteria Decision Making 
problem and there are some reviewed principles to further measure the 
trustworthy of evaluation results obtained by MCDM (Multiple Criteria 
Decision Making) techniques [9]. Even in IoT (Internet of Things), there are 
reviewed privacy models that are implemented to protect smart-grid 
applications using evaluation requirements discussed above [10]. The 
researcher can study different techniques for data protection and use 
encryption strategy to secure the data in a better way [11].  

Lot of work has already been done in the field of cloud computing 
security. According to researcher [12], appropriate layers (policy, process, 
legal and technological) should be followed to ensure privacy and 
accountability mechanisms. Privacy detection, data isolation, and 
identification should be considered during the design phase of cloud systems 
[13]. Some models for security risk assessment have also been reviewed with 
a new perspective to measure and assess the security levels and after studying 
risk assessment techniques for different levels it is suggested to use 
encryption key strategies according to different confidentiality levels based 
on data classification [14]. These models should be tested for trustworthiness 
so that there can be satisfying reliability. In order to evaluate trust, there are 
some trust-models for the assessment of cloud-security and privacy provider 
models [15]. The beneficial outcome of this research is that complete 
isolation of sensitive data from the access controls related to users should be 
adopted. There are some methods designed to solve the security issues of 
generalized cloud computing. Access Control Method (ACM) has been 
designed to grant specific access of data to the user by the authorized user of 
that data in cloud networks [16]. To dynamically choose the suitable policy 
according to data, a method was developed that is the Cooperative Policy 
Evaluation (CPE) method was proposed to judge optimize policy for specific 
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data procession [17]. Although the literature review of cloud-data transfer 
between some states has been studied there is future research needed for 
international legislature issues to be solved at a global level [18]. 

1.2 Objectives 
• The focus of this research is to analyze the critical security issues 

related to the use of cloud computing, this also covers the issues 
related to migration from traditional computing to cloud computing. 
After summarizing the critical issues, next step is to present possible 
solutions of those issues and the feasibility and effectiveness of the 
possible solutions will be discussed and in the end, we will choose 
most effective solutions in terms of the feasibility, effectiveness, and 
cost of implementing these solutions.  

• This research is strictly limited to finding and fixing security related 
issues in cloud computing with the help of previous research work. 
The focus of this research is to find the problems and solutions using 
already available knowledge in form of a literature review or other 
authentic sources present on the internet. In this research, our work is 
to analyze the previous research work and to present the most 
efficient and effective solutions from the reviewed research articles.   

• No new model or security solution will be presented but a solution 
may be designed depending upon the availability of time, based on 
previous research 

1.3 Outline 
This thesis is consists of a systematic literature review to analyze the 

critical security issues related to the use of cloud computing. This also covers 
the issues related to migration from traditional computing to cloud 
computing. After summarizing the critical issues, next step is to present 
possible solutions of those issues and the feasibility and effectiveness of the 
possible solutions will be discussed and in the end, we will choose most 
effective solutions in terms of the feasibility, effectiveness, and cost of 
implementing these solutions. To maintain the quality of this research work, 
no research article published before the year 2010 will be added to this 
research. In this research, our work is to analyze the previous research work, 
present the most efficient and effective solutions from the reviewed research 
articles and also the solution models are compared. Section 1 of this research 
is based on the methodology adopted for the systematic literature search 
process, also includes the answer to key questions of our research, Section 2 
represents findings from the reviewed papers and discussion on future 
implications and conclusion. 



8 
 

1.4     Related work 
Cloud computing is not that much new technology, we all have used it 

somehow by even storing single amount of data into the systems of service 
providers and now it is development is reaching new horizons by exploring 
and sharing resources but due to intruders’ attack it is Security and Privacy 
are two major concerns for customers’ adoption. Some published methods 
were gathered in the literature regarding security and privacy of cloud and 
have found some sound informative conclusions by studying and comparing. 
Security and privacy are two inter-related terms, seems the same but have a 
difference from functionality point-of-view. Here is the discussion of; 
Privacy responsibility of CSP, some Encryption algorithms with integrated 
techniques which provide both security and privacy. Cloud development 
models and migration guidelines for existing problems. 

1.4.1 SVM with Hybrid Encryption To Detect Intruder’s Activity 
Data is vulnerable in the storage medium as well as while transfer over a 

transmission medium. Sengupta used the machine learning algorithm Support 
Vector Machine (SVM) with hybrid encryption to detect intruder’s activity 
[19] which provides Cloud security based on the two-tier architecture in order 
to resist risk of data insecurity. In the first tier of the architecture, security is 
provided to data before residing in cloud servers. Data is encrypted in 
transmission media by using Hybrid encryption (Playfair vigenere cipher). 
This encryption contains multi-level steps to encode data into secret keys. 
The second tier protects the data within the cloud servers, it uses SVM design 
which implements monitoring, analysis of cloud traffic for that particular 
client and if any abnormal behavior found then it classifies that behavior as 
an anomaly and alerts the security providers. The mechanism through which 
a malicious behavior of traffic is detected does base on rule-learning models. 
But for the efficient SVM, it is necessary to use reduced dimensions of the 
dataset so that results can be calculated in a well-mannered approach [20]. 
This work does not include the performance of SVM after data attributes 
reduction. 

1.4.2 Improved BlowFish Algorithm to Enhance Security 
Wang et. al. Introduced different interventions in the BlowFish algorithm 

to enhance the level of security. There are total 18 rounds in Blowfish which 
process on selected key and the data input, the data gets encrypted by 
dividing into half bits and then the Blowfish processes are applied on XORs 
of data. The key generation is also a complicated task which involves many 
partitions and the operations applied to these partitions to generate a solid 
key. This process is used to encrypt the user's data at the local client before 
sending to cloud computers and the most important part is to encrypt the key 
itself by using BlowFish algorithm. At the very first stage, only 2 bits of key 
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were encrypted and then the 4 to 8 bits encryption is introduced to enhance 
the security level [21]. 

1.4.3 Genetic Algorithm Technique to tackle Dynamic Technological 
Threats 

Cloud security still leaves many unsolvable security issues behind, due to 
which companies have fear in the adoption of this technology. The previously 
discussed techniques give strong results for specified problems but ever-
changing technological threats demand dynamic problem solver. Here comes 
a Soft Computing technique like fuzzy logic. Singh et al gathered and 
discussed [22] the concept of genetic algorithm in order to prevent cloud 
intruders. The researcher also included that in the cloud computing 
environment, the optimized path selection for the transmission of data is a 
very effective way. Optimization of network path resulted in the increase in 
the speed of transmission of data and it is difficult to make intrusion in the 
network. Any kind of interruption and intrusion will be very difficult because 
it needs very quick actions which make it unbreachable data transmission 
network. The four basic stages (Selection, Crossover, Mutation, and Fitness 
function) of genetic algorithm find a good path to transfer data from source to 
destination having shortest distance, minimum transmission time, maximum 
speed and minimum nodes to traverse. 

1.4.4 Multi-layered security framework through OpenStack 
There are always home for intruders to break into security system from 

one to other way but more keys for protection make security breaches more 
difficult and then we can challenge them more time and effort to break 
security so, during that it would become easy to detect such activities. By 
following the same concept, there is introduced a Multi-layered security 
framework by deploying OpenStack cloud that controls large storage, 
computation and networking resources. There are multiple points or "nodes" 
(network, storage, computing resources) through which intruders can get 
access to private data of someone else so, multiple protection keys at multiple 
levels will ease CSPs to detect harmful activities. Various threats like DoS 
(Denial of Service) attacks, Access control, malicious insiders etc. have been 
studied but still room for incompleteness and non-trustworthiness. Some 
issues from the literature review have been reviewed regarding the solutions 
of these threats also, encryption techniques may reveal partial information 
and XML encryption needs manual input to identify sensitive data sections, 
Performance issues in control of multiple IDS/IPS (Intrusion Detection 
System / Intrusion Prevention system), improvements of false positives are 
still in research phase, malicious insiders are well known of the systems' 
internal working. By deploying OpenStack using RESTFul API, several 
components (Cloud infrastructure,  Proxy Server, Stateless attribute-based 
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authentication, Encrypted communication and storage, Memory privacy 
protection scheme, Strong logical isolation of multi-tenant, Distributed 
intrusion detection/prevention (IDS/IPS)) are integrated together in order to 
protect user’s sensitive data by using minimum resources [23]. End-to-End 
security supports isolation of data from other layers through a concept of 
application-level virtualization. Large-scale distributed cloud systems can get 
the benefit of this feasible approach. However, a standard model is needed to 
be developed for developers' usability [24]. 

Also, the security responsibility is shared by both CSP and Cloud Service 
Consumer (CSC) called Security Responsible Model by Amazon Web 
Services. There are various such actors (Figure1-Cloud Computing Actors) of 
cloud that are responsible for cloud infrastructure (CSPs) and data storage 
(CSCs). Cloud computing involves five actors: carrier, broker, auditor, 
provider, and consumer. The figure below shows the possible communication 
paths between them. 

 
Figure 1.1: Cloud Computing Actors [2] 

 
To follow a proper Confidentiality, Integrity, and Availability based 

cloud computing, Data creation, storage, and destruction should be carefully 
performed, like policies should be adapted to exchange data between sources, 
to perform manipulations over data and removal of data by complete 
cleanliness of disk [25]. 

1.4.5 Intrusion Detection System as a Service 
A more powerful security system comes into existence when we apply 

security system as a service to cloud clients. By [26], a cloud service 
‘Software as a Service' combined with a privacy technique ‘Intrusion 
Detection System' was introduced as an IDSaaS (Intrusion Detection System 
as a Service) in order to provide a more scalable, satisfying, and fully 
controlled service to cloud consumer. So, it targets the security of IaaS 
(Infrastructure as a service). The experiment was performed on a public cloud 
of Amazon web services using the EC2 cloud. The double security-check 
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mechanism was applied by creating private and public subnets in VPC 
(Virtual Private Cloud) space service from Amazon. The attacker would have 
to pass through two TCP protocols to attack the VM (Virtual Machine), first, 
the HTTP request is monitored by business application administrator in order 
to restrict unauthorized access and second, the FTP protocol detects the 
suspicious log file activity. This multi-level check by IDSaaS ensures 
intrusion detection avoidance and alerts the administrators for accurate 
reaction for these attackers. Currently, the focus was on a single public cloud 
but the future work requires implementing IDSaaS on a distributed 
environment. 

1.4.6 Intrusion Detection System Cloud as a service 
Another experimental evaluation of IDSaaS has been done by providing 

IDSCloud as a service to the user in which no additional hardware, 
maintenance is required, and user pays as required for use of this service. 
IDSCloud monitors the captured behaviors and alerts the user if any 
suspicious activity detects. Also, the user can get rented as many Detection 
units as required [27]. [28] introduced another distributed IDS system which 
is based on machine learning techniques. Network traffic behavior is detected 
on each cloud network router with time-based sliding window algorithm and 
then after classifying the anomaly by using Naïve Bayes classifier, further 
passes it to anomaly detection modules to identify the increase in network 
congestion. The central server uses Random Forest to detect the type of each 
attack.  

1.4.7 Network-Based Intrusion Detection technique  
The concept of virtualizations which is discussed earlier is the main 

concept through which cloud servers provide services to clients having 
different platforms. Virtualization is provided by Hypervisors and virtual 
machines in order to analyze and monitor the service resources but intruder's 
activities can be harmful to this technique and thus ultimately affect the 
existing cloud servers by breaking security. In a research experiment by 
Hifaa Bait and Huaglory, Network-Based Intrusion Detection (NIDS) 
technique is used to detect abnormal behavior in network traffic, a separate 
tool ‘Snort' is used to analyze inbound/outbound traffic events. Snort tool is 
based on learning architecture, it checks network packet rule and matches it 
with Snort configuration file and if any unknown pattern is detected, an alert 
is sent to the system administrator. But the major disadvantage of this method 
is that the tool depends on it is learned behavior so new simulations cannot be 
resolved [29].  

Another approach “Cooperative and Hybrid NID based on Optimized and 
Back Propagation Neural Network” is used that is highly accurate and have 
less computational cost with a less false positive rate. The detection system is 
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divided into two types of techniques, Snort- to detect known attacks 
(signature-based detection) and another one is BPN (Back Propagation 
Neural Network)- to detect unknown attacks but the main advantage of this 
approach is that it keeps the central log to store of any detected attack by each 
NID. In that way, overall performance gets improved. So, whenever an attack 
comes, first the Snort runs and checks for log entries and if its' not present 
then the optimization module of BPN runs to detect the anomaly and finally 
stores that behavior in the central log for future use [30].  

1.4.8 Fuzzy Logic based SNORT IDS 
An improved version of SNORT is proposed along with Fuzzy-logic 

which enhances performance and accuracy by classifying alerts and reducing 
false alarms. Fuzzy Logic based SNORT IDS then detects the threat and 
severity of threats on the basis of real-time classification. In this way, 
unwanted false alert attacks have been mitigated by programmed 
categorization [31]. 

Rule-based systems like SNORT need constant maintenance for rules and 
need more effort in terms of time and resources, also the pure labeled data is 
difficult to find. Therefore, unsupervised machine learning algorithms 
working on unlabeled data, give better efficiency to be adaptive with 
changing network environment. Spectral clustering, a tree-based detection 
model is used which applies data mining and machine learning techniques on 
labeled data to train model with the help of generated patterns from data. The 
proposed Adaptive network-based IDS has three main components: the pre-
processor sends the analyzed data to connection records that are Analyzer and 
Detector, the Analyzer detects and label the data as normal or anomaly. After 
saving the labeled data into the database, a prediction model is prepared and 
Detector detects the records transformed by Pre-processor. The presented 
system may not appear more precise than supervised learning because of 
difficulty in all activities detection from a large amount of data and consume 
space and time as the data increases [32]. 

1.4.9 Honeypot Approach 
A new innovative Honeypot approach (it is the mechanism of the security 

which used for Counter attempt, deflect, and detect the unauthorized use of 
the data) is a trap for intruders to get caught by IDS. It contains unauthorized 
access to analyze known and unknown attacks and any access to the 
honeypot is considered to be an attack thus create warnings for the system 
and prevent these activities by storing in system record as malicious. A 
honeypot manager controls each machine instance and also manages the 
vulnerable port services. Network packets caught by honeypot are sent to 
NIDS hence the compromised honeypot helps to find intruding attacks, also 
their source and destination information [33]. 
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1.4.10 Layered Intrusion Detection Framework 
Real applications demand greater throughput along with targeted goal so, 

a Layered Intrusion Detection Framework (LIDF) consists of Traffic 
Capturing, Identifier, Analyzer, and Malicious Activity detector to provide a 
controlled IDS. There are commonly three service layers provided by CSPs 
that are IaaS, PaaS and SaaS and LIDF provides controlled systems such as 
System Layer Detection at IaaS, Platform Layer Detection Methods at PaaS 
and Multi-layer Dynamic Detection methods at SaaS at each level. A feed-
forward ANN intelligently validates the network behaviors with 80 to 100 
percent accuracy in sensitive measures but without specifying the type of 
intrusion in case of abnormal traffic so, future work is to identify that 
malicious activity type [34]. 

1.4.11 Hybrid-based Intrusion Detection System 
Theoretical research, that is similar to Hybrid-based model with some 

additional techniques to detect security breaches in the cloud environment. It 
suggests that instead of deploying a single IDS, separate IDS should be 
deployed for each user instance and then these instances may control by an 
IDS controller to manage activities. Also there should be multiple rules to 
detect intrusion like, signature-based database which recognizes new 
behaviour by comparing with existing patterns of that client, detection of 
abnormal behaviour against user-defined access rights, change in the system 
level parameters (deviation in file management, process management…), 
random unknown traffic requests from the same client, multiple instances 
access from different geographical locations for the same client request. All 
these rules are to be applied according to the domain of different activities by 
cloud-clients. The proposed architecture of this study presented a design in 
which each client activity will be recorded by Mini IDS instances and these 
instances report to the IDS Node Controller, further these controllers are 
divided into Director manager and a Notifier. Both the director and notifier 
keep interaction with Knowledge Base database, Director detects if an attack 
is possible through activities (log files, process, network etc.) provided by 
IDS Agents and then the Notifier takes action on it. In this way, subjects 
(Cloud-client, attacker, controller, processes, node controllers) in cloud 
architecture provide better control and understanding of changing behaviors 
in cloud objects (Files, programs, cloud machines, database, knowledge base 
systems) [35]. 

A study presented a more improved way to learn intruders' behavior, as 
we have seen that false positive anomaly detection leads to produce negative 
results and wastage of time so, the conventional hybrid approach is converted 
into machine learning based security detection approach for a cloud 
environment. There are different levels for which the security has to be 
provided and for each level, there are different suitable rules for that specific 
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scenario. The basic structure is to collect Event Data on the basis of which 
Machine Learning System produces positive anomalies and then the 
Rules/Business Heuristics generate security alerts. Also, they found the 
features of interesting security alerts, means the actual factors that should be 
involved in the generation of alerts. They evaluated models along with geo-
distribution, localization and siloed data issues that create a huge impact on 
the performance of the cloud security model. Although the task is complex, it 
can generate huge positive results if the machine is trained enough to respond 
[36]. 

1.4.12 Software-defined security 
A software framework "Software-defined security" is developed for a 

distributed cloud system. The system is maintained by two layers, named 
control plane and data plane. A Global Security Policy (GSP) in Security 
Orchestrator provides security objectives at business levels and then the 
Tenant-level Security Policies (TLSP) provides security at each tenant level 
of the distributed cloud. A Policy Decision Point (PDP) acts as an 
intermediate b/w Security Orchestrator and Policy Enforcement Point (PEP is 
further in charge of implementing TLSPs for specified cloud resource.) [37]. 

1.4.13 Kerberos 
Kerberos is a network authentication protocol developed by MIT. It is 

implemented by the use of shared secret keys in order to authenticate a user 
securely in an unsecured network. Instead of exchanging simple user ID and 
password pair, the client and the application server uses encrypted keys in 
order to establish the connection of the network. A special server which is 
known as Key Distribution Center (KDC) is used to issue a ticket only after 
the credentials of a user is verified [38]. 

1.4.14 Novel Method based on Non-Bilinear Group Signature 
Cloud Computing has the intrinsic nature and provides a new dimension 

to various online infrastructure. The security of cloud computing is a 
challenge because of its nature. The researchers elaborated the framework for 
software-defined security with respect to protection services for the cloud. 
Multi-cloud and multi-tenancy properties require a security mechanism [39]. 
A Revocation manager takes care of authenticates user rights and in case of 
violation, it exposes the intruder. Symmetric cipher is used for secret key 
encryption and after CSP gets the value to decrypt, a success response is 
generated to anonymous user and access is marked as authenticate. 

1.4.15 Network of Secure Elements 
A distributed network deployment by [40], of Secure Elements at each 

level of cloud provides a Network of Secure Elements (NoSE) to protect the 
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privacy of sensitive data. These elements are also called Seeds to ensure CIA 
of the cloud. Seeds are controlled elements of NoSE which do not 
communicate through some managing channel. They create virtual security 
from end-user to server. Security policies are transferred through NoSE and 
then implemented at each local enforcement point. Secure elements at each 
level of the system (Application, infrastructure, and User level) evaluate 
specified policies and create secure data protection. Hence the 
communication of these seeds is under research.  

1.4.16 Privacy-Aware Security Scheme 
Privacy-Aware Security Scheme (PASA) is an algorithm that allows 

owner-centric access and control over computing data. Data gets categorized 
into three groups, No Privacy category consist of data that does not need 
privacy and any encryption, Privacy with a trusted provider sends data to 
trusted CSP by encryption, Privacy with non-trusted Provider contains highly 
sensitive data that gets encrypted first at data-owners side and then sends data 
to trusted CSP by using XOR operation to generate key [41] [42]. 

1.4.17 Integrated Component for Securing Cloud Services 
Data Privacy is an umbrella whereas data security is a little bit part of it 

that how you protect data from unauthorized access so, it could be 
encryption, the tokenization, firewalls, passwords to keep the data safe. Data 
privacy is a legislation, it is a protection of data from various levels like what 
kind of data of a person is being collected, what is being done with that data, 
what is the data being using for, whom is the data being sharing with, where 
it has been stored, how long that data will be kept on, what is the record 
retention program. So, data privacy not only incorporates the security aspect 
but it is also the data that is being collected.  

A special technique ISCS (Integrated Component for Securing Cloud 
Services) is presented which aims to focus on secure and trusted access to 
data and other cloud services so, there are two main dimensions, 
Authentication, and Authorization in order to deal with security and privacy. 
Two protocols are used, OAuth for Authorization protocols that restrict not to 
store login credentials locally, another protocol system is OpenID for 
Authentication which provides a decentralized environment in which user 
authenticate himself by once registering his records to OpenID. This 
mechanism is actually proposed for Smart-City related systems where there 
are millions of people need their data to be secure and kept private. Certain 
requirements are to be defined like registration, storage of information within 
the ISCS component only, for users to access emerged component. Future 
work is to set up an ISCS component in daily billing, accounting applications 
at smart cities.  
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A study on data confidentiality, integrity, availability, and privacy 
compares various techniques to deal with all these security factors. In order to 
protect data from unintended users, homomorphic encryption techniques 
(DES - data encryption standard, RSA – Rivest Shamir Adleman) are 
compared to provide less computational complexity and cost over 
confidential data. Data integrity ensures the unity in the cases of updation and 
deletion, techniques like PDP (Provable data possession) that supports public 
and private key encryption, POR (Proof of Retrievability) provides auditing 
for data integrity to retain security against reset attacks, TPA (Third Party 
Auditing) ensures integrity through public auditing. Data availability is the 
responsibility of data owner as the companies cannot always ensure the 
availability of cloud data so, it is not sure in case of any natural calamity [43].  

Philipp et al., [44] suggest's client-side homomorphic encryption, the non-
interactive capability of homomorphic cryptography leads to efficient results. 
However, the quality can be improved by using open source libraries because 
the developers can improve the quality of software by contributing to 
improving the libraries. Furthermore, new API’s and frameworks are being 
developed for programmers to utilize the available security services more 
efficiently. 

1.4.18 Introduction of Layer between Cloud Client and Services 
A technique is used to introduce a new layer between cloud client and 

cloud services that first authenticates the client and then provides the security 
mechanism for confidential data. In this layer, the data is partitioned and 
precede parallel for encryption. The symmetric public key encryption, 
cryptographic algorithm AES (Advanced Encryption Standard) is used which 
encrypts the partitioned data by using a private key provided by the service 
provider through which a client sends a request to service provider and after 
receiving that request, the service provider decrypts the message by private 
and then the public key. In this way, that one key issue that is being used by 
Symmetric cryptography is resolved. The major advantage is that partitioning 
and then a parallel process of encryption enhanced the computing power but 
the drawback is that partition and encryption are being done on the user side 
[44]. 

1.4.19 Information security, privacy, and compliance readiness 
A comprehensive model provides a more concise way to develop any 

system so, in order to develop a model for cloud security system, there must 
be a development methodology to inquire about right requirements and 
controls of system levels. Conceptual Categorization defines the security 
requirements and then is further mathematically verified by categorizing each 
requirement into security properties by using the model checking technique. 
The method is applicable to any developing system [45]. 
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Lots of cloud adoption aspirants hesitate to shift on cloud due to the 
criticality of selecting the most appropriate cloud vendor and deployment 
model. In order to overcome this problem, a proper migration model and the 
vendor would be analyzed with the help of an introduced model ‘Information 
security, privacy and compliance readiness (ISPC)' as a case study of Saudi 
organization. There are many cloud services such as storage as a service, 
security, and protection as a service, security operations center as a service 
being developing but the most critical task is to keep company's requirements 
focused (most importantly security and privacy). Instead of focusing on the 
security of the application layer, this model approaches a complete 
assessment to secure all n-tiers of a development life cycle. The model itself 
let the organization to explore the risks either technical or non-technical 
affecting before and after migration so that it may help in data-analysis and 
decision-making [46]. 

Cloud ecosystem explains all of the tiny communication details among 
inside to outside components of the cloud architecture and if we want to 
provide security and privacy to this whole gigantic model then we have to 
describe each and every detail of that model first and then define the required 
security aspects to this open-ended model (changes along with user 
requirements). Network architecture introduces a Network Functions 
Virtualization that provides a Virtualized Network Function to service IDS, 
security walls etc. and then the next level is to identify access rights through a 
diagram of Cloud Access Security Brokers. It monitors the reference 
architecture as well. The future work in this domain is to provide pattern-
based solutions for security and privacy [47]. 

A generalized survey of IDS techniques by [48] has been analyzed in 
which emphasis is given to each aspect of various IDS systems corresponding 
to their type, time and source attacks. Severity of Intruders' activity like 
Hypervisor/Virtual Machine attack, User to Root attack, Port Scanning, 
Denial of Service, Remote to Local, Probe attack become powerful as with 
the development of security level so, it has become a challenging task to first 
cope with the security challenges before the adoption of cloud framework. 
An effective security model checks the type of detection method, the location 
of IDS models in the network, and the way it configures according to the 
dynamic real-world environment by adopting logics of autonomic computing, 
fuzzy logic, and risk management. All of the mentioned criteria should be 
assured to secure the CIA (Confidentiality, Integrity, and Availability) of the 
cloud. The table provides a comparison of each IDS technique with respect to 
the type and other specified aspects. 
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Features IDS Positi
oning 

Data 
Source 

Attacks 
covered 

Limitations / 
Challenges 

CIDS for 
Cloud 

Computing 
Networks, 

2010 

Distributed Each 
Cloud 
Regio

n 

Network 
traffic, 

the 
signature 
of known 

attacks 

Protects 
the system 

from a 
single 

point of 
failure, 

DoS and 
DDoS 

Cannot detect 
unknown 

attacks, High 
computational 

overhead 

Securing 
closed from 

DDoS 
Attacks 

using IDS 
in VMs, 

2010 

Network-
based 

Virtual 
Switch 

Network 
packets, 
signature

s of 
known 

intrusions 

Secures 
VMs from 

DDoS 
attacks 

Detects only 
known attacks 

Integrating 
a NIDS 
into an 
Open 

Source 
Cloud 

Computing 
Environme

nt, 2010 

Network-
based 

At 
each 
node 

Network 
traffic, 
normal 

usage of 
resources 
like CPU 

Only 
Known 
attacks 

particularl
y SIP 

flooding 

Cannot detect 
unknown 
attacks 

Autonomic 
Agent-

Based Self-
Managed 

IDPS, 2010 

Host-based N/A Network 
traffic, 
System 

activities 
(system 

cells etc.) 

Can detect 
all types 
of attacks 
in real-

time 

Implementatio
n details are 

not given 

Multi-level 
IDS and 

Log 
Manageme
nt in CC, 

2011 

Host-based At 
each 
guest 
OS 

User 
behavior, 

known 
attack 

patterns 

Can detect 
both 

known 
and 

unknown 
attacks at 
a fast rate 

Consumes 
more 

resources for 
high-level 

users 
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Features IDS Positio
ning 

Data 
Source 

Attacks 
covered 

Limitations / 
Challenges 

IDS for 
Cloud 

Computing, 
2012 

Distrib
uted 

At the 
process

ing 
server 

Audit data, 
user 

profiles, 
signatures 
of known 
intrusion 

Can help 
CSP to 

improve 
its quality 
of service, 

detects 
unknown 
attacks 

The proposed 
idea is 

theoretical, 
No 

implementati
on provided 

Bayesian 
Classifier and 
Snort based 

NIDS in 
Cloud 

Computing, 
2012 

Networ
k-based 

At the 
process

ing 
server 

Network 
packets, 
known 
attack 

signatures, 
prior 

events 

Detects all 
types of 
attacks 

Complexity 
increased due 

to the 
integration of 

both, 
signatures 

and 
anomalies 

IDS in Cloud 
Computing 

Environment, 
2011 

Host-
based 
and 

Networ
k-based 

At each 
node 

Logs of 
user 

activities, 
signatures 
of known 

attacks 

Can detect 
all known 
attacks, 

may 
detect 

unknown 
attacks 
using 
ANN 

Experimental 
results are not 

given 

GCCIDS, 
2010 

Host-
based 

At each 
node 

Audit data, 
user 

profiles 

Known 
attacks, 

Unknown 
attacks 
using 
ANN 

Accurate 
detection 

requires more 
training time, 

there is a 
limit on the 
number of 

rules 
Table 1.1: Analysis of cloud-based IDS  
 

Clients hesitate in the adoption of cloud environment even after the 
implementation of various cloud security strategies by CSPs, this is because 
CSPs do not provide trust-gain information about cloud security policies and 
platform control structures. A descriptive analysis was performed on Cloud 
Security Alliance's Security, Trust, and Assurance Registry (STAR) and an 
evaluation criterion for security framework ‘Consensus Assessments 
Initiative Questionnaire (CAIQ)’ on the basis of CSA’s (Cloud Security 
Alliance) Cloud Controls Matrix (CCM). Some Cloud Service Providers do 
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not make their strategies publically available due to some security threats and 
also to gain a competitive advantage over other Cloud providers. However, 
it's not a trivial task to evaluate the whole service under a single strategy; 
there are various dimensions like physical infrastructure, storage, networking, 
communication media, applications, virtualization of services that are 
working under cloud and also various kinds of platforms like IaaS, PaaS and 
SaaS so, different control groups have been evaluated based on their specific 
domain cloud service. Control groups question the CSPs about security 
details of some specific domain, and then the quantitative analysis is created 
to provide ratings for cloud services. Further, an offline risk assessment 
framework has been designed to assess risk during the design phase and 
integrate multiple cloud application metrics. The main purpose of risk 
assessment is to provide a descriptive analysis of CSA's STAR registry to 
understand patterns in CAIQ prepared by different CSPs and then improve 
the structure of CCM [49].  

Another extension of cloud computing IoT, CoT is changing the world 
around us like the way we drive, how we make purchases, and even how do 
we get energy for our homes etc. Sophisticated chips are embedded in the 
things we use, each transmitting a valuable to servers. This collected data 
helps to know how things work and how they work together. The IoT 
platform integrates the data from many devices, perform analytics on data 
and share the most valuable information to the applications that address 
industry-specific needs but the same issue arises here also that is ‘privacy and 
security breaches'. So, the same parameters like encryption, obfuscation, 
anonymization, key and security management, standard sticky policy etc. are 
to be applied here to resolve confidentiality issues [50]. 
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2 Research Methodology 
Our study is based on previous research done on the issues of cloud 

security and privacy concerns. We adopted the technique of in-depth 
literature review to find suitable solutions to our concerns of privacy and 
security. To achieve our goal, we will analyze the needs of different types of 
cloud computing users and compare their needs with the presently available 
solutions. Thus, we will be able to address the issues related to the security of 
data, access controls and privacy concerns of a cloud computing user. 

We followed some specific keywords to be focused on relevant papers. 
Keywords include: Cloud Computing, Cloud Security, Literature review, 
Security Solutions, Intrusion-Detection System. An up-to-date systematic 
review of Intrusion detection is analyzed according to the characteristics of 
cloud computing and related requirements. Papers from 2010 to 2018 are 
reviewed to explore the latest developments and comparison among the 
performance of each methodology adopted according to the system's demand. 
The most authentic research databases have been used such as IEEE, 
SPRINGER, ACM, and ELSEVIER along with various search options 
available by these online databases to get more precise research papers. The 
research questions to be addressed in our study are: 

Research Question 1: What are security issues of transferring traditional 
computing to Cloud computing and what are solutions for it. 

Research Question 2: What are the most effective and efficient integrated 
methods for cloud security and privacy according to previous literature 
reviews and comparison among the latest suitable techniques? 

2.1 Search Queries 
Research papers were extracted on the basis of the research questions 

mentioned above by using the following keywords and operations. 
“Cloud Intrusion Detection” 
“Cloud Security and Privacy” 
“Cloud Security and Privacy AND Literature Review” 
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Figure 2.1: Search process [2] 

2.2 Selection Criteria 
In order to select or reject research papers, we followed strict 

Inclusion/Exclusion criteria as an elementary part of this review. 
 
 
Criteria 1 All the papers, methods, models are 

selected according to the need of the 
requirements of this research 

Criteria 2 All the publications written in the 
English language were selected in the 
range of 2010 to 2018 (up to April 
2018) 

Criteria 3 In the case of repetition of context, 
only those papers were selected that 
are up-to-date 
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Criteria 4 Excluded all the studies that do not 
focus on our relevant topic 

Criteria 5 Included only those papers which are 
result-oriented 

Table 2.1: Selection Criteria 
 

 
Figure 2.2: Publication Chart From 2010 to 2018 

Following tables present detailed quantitative selection criteria 
Sr 
# 

Search 
Term 

Operators Number 
of 
searches 
in IEEE 

Searches 
rejected on the 
basis of Title,  
abstract and 
general study 

Selected 

1 Cloud 
Intrusion 
Detection 

N-A 458 452 6 

2 Cloud 
Security and 

privacy 

N-A 3212 3208 4 

3 Cloud 
Security 
Privacy 

Literature 
review 

AND 23 18 5 

IEEE Search process: 



24 
 

Total searches 3693 
Selected searches 15 

Table 2.2: Process for IEEE searches 
 

 
Sr 
# 

Search 
Term 

Operators Number 
of 
searches 
in 
Elsevier 

Searches 
rejected on the 
basis of Title,  
abstract and 
general study 

Selected 

1 Cloud 
Intrusion 
Detection 

N-A 1509 1505 4 

2 Cloud 
Security and 

privacy 

N-A 3555 3551 4 

3 Cloud 
Security 
Privacy 

Literature 
review 

AND 1332 1326 6 

Elsevier Search process: 
Total searches 6396 
Selected searches 14 

Table 2.3: Process for Elsevier searches 
 
Sr# Search 

Term 
Operators Number 

of 
searches 
in ACM 

Searches 
rejected on the 
basis of Title,  
abstract and 
general study 

Selected 

1 Cloud 
Intrusion 
Detection 

N-A 64 56 8 

2 Cloud 
Security and 

privacy 

N-A 1129 1124 5 

3 Cloud 
Security 
Privacy 

Literature 
review 

AND 2 1 1 

ACM Search process: 
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Total searches 1195 
Selected searches 14 

Table 2.4: Process for ACM searches 
 
Sr 
# 

Search 
Term 

Operators Number 
of 
searches 
in 
Springer 

Searches 
rejected on the 
basis of Title,  
abstract and 
general study 

Selected 

1 Cloud 
Intrusion 
Detection 

N-A 56 54 2 

2 Cloud 
Security and 

privacy 

N-A 329 320 9 

3 Cloud 
Security 
Privacy 

Literature 
review 

AND 48 44 4 

Springer Search process: 
Total searches 433 
Selected searches 15 

Table 2.5: Process for Springer searches 

2.3 Selected Search Categories 
We have arranged our 51 searched papers into categories so that accurate 

answers can be derived for required search queries. there are three main 
categories for this research paper, “Literature review for Cloud Security and 
Privacy”, “Intrusion Detection techniques”, and “Cloud Security and Privacy 
Techniques”. 

The first category - literature review is further sub-categorized into 5 
sections, Factors affecting Cloud Security and Privacy, Cloud Migration 
Factors, Analysis Models, Schemes for Cloud Security and Privacy, and 
Comparison of Cloud Solutions with other relative domain. 

i. Factors affecting Cloud Security and Privacy: This category includes 
literature reviews that discuss various factors influencing the adoption 
and development of cloud systems as well as hindrances for security 
and privacy mechanisms. 

ii. Cloud Migration Factors: The factors considered by enterprises 
adopting advance cloud systems or migrating from their traditional 
environments towards the cloud. This category has been discussed 
under literature reviews 
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iii. Analysis Models: This category contains literature reviews based on 
the analysis (in terms of risk, trust and service evaluation according to 
specific targeted cloud service) of suggested models 

iv. Schemes for Cloud Security and Privacy: Literature review of 
encryption techniques in comparison for data security, Code 
Obfuscation and Interface Diversification Techniques for cloud 
security and privacy, Classification based Cloud Computing model 
for data confidentiality 

v. Comparison with other relative domain: Internet of Things is 
somehow closely related to Cloud Computing so; we have also 
studied data security and privacy schemes discussed in one of the 
smart grid applications 

The table shows the classified number of selected researched literature 
reviews. 
Category# Category Name Researches Identification 

1 Factors affecting Cloud 

Security and Privacy 

[3] , [7] , [51] Error! Reference s

ource not found., [12] , [13] , [15] 

,  [17] , [18] 

2 Cloud Migration Factors [5], [6] 

3 Analysis Models [4] , [9] , [17] 

4 Schemes for Cloud 

Security and Privacy 

[8] , [11] , [14] 

5 Comparison with other 

relative domain 

[10] 

Table 2.6: Selected Literature Review 
 

The second and third category is further classified into 5 groups, Data 
Security Techniques, Data Privacy Techniques, Intrusion detection system 
for Security and Privacy, Models to develop and migration of trusted cloud 
systems, Relativity with other domains. 
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i. Data Security Techniques: Although the security and privacy inter-
related concepts but totally differ at the time of implementation as 
discussed in previous sections. Various techniques for security have 
been discussed in this paper. 

ii. Data Privacy Techniques: Privacy is the core of user sensitive data. 
Security does not have any use if privacy is compromised. Many 
techniques have been studied to protect the data. There are some 
researches (Borisaniya, 2012), (U, 2016), (Souza, 2016), (Patel K. S., 
2014) which deal with both security and privacy techniques. 

iii. Intrusion Detection Systems for Security and Privacy. 
iv. Development Models to provide Trust/Risk/Migration techniques. 
v. Other Domains: Cloud computing is an emerging technology in 

various fields as well as in computing; today's smart applications also 
use the same security and privacy parameters for user's efficiency and 
trust. 

Category# Category Name Researches Identification 

1 Data Security Techniques [19] , [20] , [33] , [35] , [36] , 

[42] , [47] , [52] , [44] , [48] 

2 Data Privacy Techniques [29] , [37] , [50] , [33] , [52] , 

[44] , [48] 

3 Intrusion Detection Systems 

for Security and Privacy 

[21] , [22] , [23] , [24] 

4 Development Models to 

provide Trust/ 

Risk/Migration techniques 

[39] , [41] ,  [46] , [53] , [49] 

5 Other Domains [45] 

Table 2.7: Classified number of selected researches. 
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3 Discussion 
In this section, we have explained the answers to our objectives. The 

results and comparison of our selected potential researches have been 
discussed here. Our first objective is  

What are security issues of transferring traditional computing to 
Cloud computing and what are solutions for it? 

We have studied various researched papers and reviews to find a generic 
solution for this problem statement and extracted the most relevant ways so 
that researchers can get benefit in findings of solutions or concerns for rising 
problems in the way of traditional computing to cloud computing transitions. 
Many migration issues have to be considered before and even after 
transferring to cloud systems. Some appropriate model with analyzed and 
systemized steps should be followed so that all the requirements and risks can 
be encountered. In the study of [41], an ISPC model is represented with some 
revised version. Although there are many cloud service models (private, 
public and hybrid), an efficient deployment model leads to suit the most 
dedicated requirements of the stakeholders and making decisions according 
to the client company's policy. 

During the experimental results in a Saudi bank, it is observed that all 
these points are of great attention for Department of payment systems. The 
department analyzes each and every aspect of data, from classification to 
report generation. So, all the evaluations of data risks should be followed by a 
systematic manner. After evaluating the requirements and feasibility analysis, 
the most suitable model got selected to increase productivity and mitigate the 
severity of risk-enriched factors like data loss, data confidentiality, hackers' 
attack, the integrity of data and the most important is the authentication of 
authorized users of data. Migration readiness is deeply analyzed and then the 
organization gets allowed to migrate according to the domain of the most 
suitable model. A model building should be based on past system analysis as 
well as current system requirements so that all the features get identified. 

Another model discusses the security patterns that concerns cloud system. 
The architecture is expanded to the whole cloud-ecosystems, means that each 
and every use-case involved in the system gets analyzed and follow a proper 
pattern to generate Cloud Security Reference Architecture. An architecture 
which provides a heterogeneous control to all security threats of 
authentication, authorization etc… and working components of this model 
has been discussed in the review section. The most important feature to be 
taken care of the cloud model's analysis is the Access Control mechanism 
which is responsible for granting and denying the user rights access 
according to the cloud system policies. 

The second question provides the discussion of appropriate and advanced 
methods for security and privacy purposes, what are the most effective and 
efficient integrated methods for cloud security and privacy? 
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We have discussed in previous sections that Security and Privacy are two 
inter-related but semantically different aspects of safety mechanisms. 
According to our best study to date, various methods have been reviewed in 
order to extract the most effective and efficient methods for cloud security. 
For the purpose of finding a solution for the research objective, the above-
mentioned research articles were studied. Cloud Computing is not a small 
domain to discuss because it has numerous services. It is necessary to review 
some policies to increase privacy and security by using different 
interventions. Each and every factor of the most common term CIA should be 
identified according to the systems’ requirements. A Service Level 
Agreement plays a role in structuring and creating an action plan. One of the 
most popular mechanisms is Intrusion Detection System; it provides strict 
encryption techniques for data security in cloud systems. A proper technique 
to monitor clients from multiple geo-locations, their access rights, regular 
event records should be maintained and the corresponding methods to be 
adopted. These interventions can be used as a solution to secure private data. 
SLA and the IDS both play an important role in addressing the objective of 
the article so it is necessary to consider both while introducing interventions.  

Intrusion detection systems are essential in Cloud computing and the 
systems that use machine learning algorithm are more effective as they 
evolve with time compared to traditional algorithms. 

In order to follow a general security criterion which covers all affecting 
factors, these multiple security solutions should be integrated as one single 
unit of cloud infrastructure. Different specific mechanisms should be 
followed at each multiple layers of cloud infrastructure. The machine as a 
Service (MaaS) deploys a virtualized environment for an individual user and 
a Proxy server detects insiders' threats. The next level layer provides 
encrypted communication to authorized clients. IFC (Information Flow 
Control) labels the data according to the classifications of each identified 
attributes in data. This level increases confidentiality and integrity measures 
because each process identifies data by data labels. Meanwhile, the DIDS 
(Distributed IDS) provides monitoring and logging of user's activities. 

Privacy demands more safety for user’s confidential data, how and where 
data is being used, who is accessing data, what are regular patterns vs 
deviations in data etc. A non-bilinear method allows a procedure to 
authenticate authorize user anonymously. Users' information is exposed only 
when the system finds an unusual user's behavior. There are multiple phases 
to generate a group signature key, and then the revocation manager monitors 
the user's identities. After that in the next phase, authentication of the user is 
required by Auth_proof_sign algorithm and a secret key gets encrypted for 
anonymous access. The Auth_proof_sign algorithm makes sure that the user 
is authenticated anonymously. Which means that the information of the user 
must be secure and is not visible to unauthorized users in the system [54]. 
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The total time measured for authentication and verification is efficient. This 
scheme suits well if applicable with Secure Elements at distributed locations. 
A Network of Security element controls the Policy Enforcements at both 
Application and Infrastructure level that is identified by Cloud Users. NoSE 
help to evaluate data policies; control the exchange of information by 
applying multi-level policy enforcement. To the best of our knowledge, it is 
identified that privacy is something to grant full rights protection and control 
of belonged data to that authorized user. A user should be well aware of the 
policies being applied to his/her data and also the access levels as well. So, an 
algorithm named PASA provides this leverage. The main computation 
strategy of this algorithm has been discussed in the section of the literature 
review. Here the computational measures of PASA seem to increase when a 
longer key length is required for PTP but it also makes the brute force attack 
more difficult to get intrude into data. 

Another technique ‘Data Partition and Centric key management in the 
cloud' by Patel et.al., this method handles both security and privacy through 
‘asymmetric public key cryptography'. While this technique provides fast 
encryption over partitioned data and a private key to get access the 
confidential material, the computation is being done at the user's side and this 
creates local computational overhead. 

All of the aforementioned factors of data security and privacy have been 
validated from [52] although a combined general solution of those factors is 
proposed by reading various methods and this will boost up upcoming 
researchers to have a look at various potentially available techniques. 
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4 Conclusion 
Security and privacy are widely problematic aspects of newly adopting 

technologies and especially in those domains where client's delicate 
information is the responsibility of service provider. Due to the widespread 
nature of Cloud computing services, particularly in under-developed 
countries, a proper guideline according to the client's requirements and risk 
assessments are missing in the service policies. Intruders activities, poor 
model evaluations, unclear requirements, trust, and risk assessment factors 
are all compounding factors which prevent systems to cloud migration. Many 
hybrids, multi-level, heterogeneous approaches have been discussed in a 
systematic literature review manner to resist solution to just one specific 
problem, it provides a generic solution for any type of security and privacy 
requirements. Multiple approaches and their analysis have been discussed in 
this research work to facilitate researchers and enterprises to select efficient 
guideline according to their requirements. It has been identified that a 
properly analyzed model leads to the development of any new and existing 
model very efficiently where all the requirements meet the user's criteria and 
then multiple security and privacy methods should be implemented at each 
different cloud layer to handle the specific type of matters at the specific 
level. There remains room for future research in order to develop and 
improve more integrated models and mechanisms to mitigate security and 
privacy attacks. 
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