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Abstract 

 

Human seeks the maximum profits with least efforts in each and every single life aspect. 

The development of technology starting with the machine-to-machine concept to reduce 

human interface with manufacturing processes, hence reducing errors, cost and time. The 

development enters a new era of connecting those machines and devices to internet, and 

furthermore make part of data processing and analysis at those machine or devices parts. 

This concept is what is known nowadays as the Internet of Things (IoT).  

In this thesis, design for a proposed system is introduced. MQTT messaging 

protocol used as the data exchange protocol to aggregate the data from WSN that 

incorporated local and remote sensor. ATmega 328 microcontroller unit, NodeMCU 

development board, SIM800L GSM module and DHT11 sensor modules where used to 

implement the nodes while Raspberry Pi 3B was used to implement a gateway that acts 

as the MQTT broker in order to aggregate the data. 

The proposed system has been implemented and tested successfully. The power 

consumption for the remote sensor nodes consumed only 20 mWh and the response time 

for the data transferred within the system’s network from the remote sensor node to the 

server is about 7 milliseconds with a total error of 0.11%. The system shows an excellent 

performance and provide a simple solution to link remote sensors which are out of the 

gateway’s local network coverage. 
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Chapter One – Introduction and Literature Review 

 
1.1 Introduction 

The world is witnessing the era of the internet of things namely IoT. The basic concept 

of IoT is bringing different type of computing devices connected to the internet in order 

to be monitored and controlled according to special processing procedures and with the 

minimum human intervention required. Starting with machine to machine technology that 

have been used to share information among different machines to a more complicated 

scheme of running, monitoring and controlling those machine automatically. The human 

reduces faults, enhanced productivity and improves both quality and expenditure of those 

system by the application of such systems. IoT is the developed concept of machine-to-

machine technology, but with all smart object that are able and have an access to a 

network or to the internet.  

Networked devices whether machines or other smart objects where part of data 

analysis and processing occurs within it requires special types of protocols that govern 

sharing information amongst connected devices along with a reliable, secured data 

transportation from a node to the desired destination. The IoT connected devices witness 

a dramatic increase, hence enormous amount of data is travelling across millions of 

networks all over the world. The increasing number of connected devices brings up the 

challenge of choosing the most relevant protocol that guarantee the life of the battery and 

reduces the requirements of computational resources.  

One of the recent challenges in the development of an IoT system comes when 

out of the network coverage objects have to be part of the system. Researchers argument 

many solution approaches to such problem. This research proposes a new system 

architecture where MQTT protocol is used to collect data from both near and far located 

nodes of the network. Two communication networks are proposed to be used Wi-Fi and 

GSM for both locations respectively.  

The dissertation also discusses one of the oldest and most relevant IoT and M2M 

protocols in use, which is the Message Queuing Telemetry Transport (MQTT). a 

comparison among different protocols within the IoT architecture and the utilization 
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methods may be applied to use MQTT in WSN whereas different communication 

techniques are in use to conduct the connectivity of wide spread objects.  

1.2 Motivation 

IoT systems and smart objects within these systems whether it is a sensor, actuator or 

other computation devices most be part of a networked that rely on special type of 

protocols to send data. IoT device may connect to the network via an internal gateway or 

via wireless sensor network with other devices. Protocols such as Wi-Fi, ZigBee, 

LoRaWan, Z-wave and Bluetooth connects devices with the WSN with a coverage of not 

more than 50 meter. Several companies are collecting data from remote located sensors 

and devices such as smart energy meter and weather sensors that are mainly deployed in 

rural areas. A simple, efficient, and cost wise approach is needed to connect these far 

located sensors and including them within an IoT system. The aforementioned problem 

has been the motivation of this project to design and implement a system in which several 

nodes, with various protocols and distances are connected via a single gateway to 

common server.  

 

1.3 Aims and Objectives 

In the scope of approaching to a distinctive solution in connecting nodes of different 

locations and relying on different protocols under one single IoT network, objectives are 

listed as following: 

a) Studying the recent technologies and comparing different data transmitting 

protocols used with IoT systems. 

b) Designing, interfacing and programming a GSM and Wi-Fi modules to send data 

from under and out of coverage devices respectively. 

c) Developing a gateway software that secure the connection of both constructed 

networks using MQTT protocols. 

d) Storing the data to database on cloud for visualization purposes. 
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1.4 Thesis Layout  

The thesis is divided into four chapters. The first chapter brief the concept of IoT systems 

and highlight one of the challenges that falls under this category, it then lists all 

motivation and identifies aims and objectives of the project. Finally, a literature review 

of recent researches and project conducting related challenges are briefed. 

Chapter two discuss the development of IoT term and stages required to develop 

an IoT system. Requirements, challenges and solution are all discussed with the 

explanation of different structure, architectures and protocols. Protocols comparisons, 

features, advantages and disadvantages of the use of each protocol are reviewed. Finally, 

a detailed statement about MQTT protocol is done.  

Third and fourth chapter discuss the methodology used to design, implement and 

program different platforms to obtain a system in which different nodes with different 

architecture and protocols are connected to one gateway. Finally results and conclusion 

are debated.  

 

1.5 Literature Review  

The role of the Internet of Things (IoT) grows rapidly interfering many aspects of 

humans’ daily life. Aiming to connect all smart objects and devices has been the purpose 

of dozens of researches. After 50 years of bringing IoT idea up still no common 

architecture nor protocol standard for IoT based systems. One of the most vital challenges 

and difficulties in designing and implementing an IoT based system is establishing a 

connection with the network.  

Several researchers took responsibilities of studying, identifying and proposing 

solution for easing the work within the IoT. Several protocols such as MQTT, MQTT-

SN, CoAP, SIP, XMPP, REST, HTTP were compared to test the suitability via various 

communication technologies ranging from RF, ZigBee, Bluetooth, 3GPP, LTE, NFC, 

RFID and many else.  

This chapter present a literature review of previous works and research on the 

field of IoT (Internet of Things), Wireless Sensor Networks (WSN), Integrating Cloud 

Computing with IoT, middleware, bridging application, protocols and many other related 

researched have been briefed in a sectional manner within this chapter. Sections titled in 

according to general topics common among researches reviewed in that section. 
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1.5.1 IoT Architecture and Networking 

As proposed by recent researches to use IPv6 and CoAP for RESTful services in WSN, 

N. Correia, D. Sacramento and G. Schutz propose a plan for adequate aggregation and 

scheduling of notification of transmission. The plan yields in a long life network by 

decreasing energy consumption and an efficient use of the bandwidth [8]. 

A survey on IoT technologies, used protocols, applications and systems’ 

development challenges is done by Ala Al-Fuqaha, Mohsen Guizani, Mehdi 

Mohammadi, Mohammed Aledhari and Moussa Ayyash. Survey takes both the growing 

market prospectives and the architectural design of IoT systems. Regarding the 

architectural design of any system the number of layers used, a five-layered model have 

been used. Based on the research, identification and sensing are two major parts of any 

system. Communication mechanisms used and the importance of obtaining a Low 

weighted and efficient link have been considered as a challenge. Besides using ZigBee, 

Bluetooth, LE, LTE, NFC, RFID, and Z-Waze as communication techniques in IoT and 

M2M, protocols used and choosing the most suitable one have been discussed as well. 

After reviewing many recent applications in IoT, Ala and the others apprised security, 

privacy, performance, reliability and management -with respect to the sequence- as the 

most vital challenges. Finally, Big Data was presented as an IoT aftermath. Three 

applications were observed as part of the survey to illustrate what kind of integrations are 

recommended and requested to obtain the desired IoT services [13]. 

In 2015, Kannan Govindan and Amar Azad explores the effects of different 

network parameters on an end to end MQTT-SN system’s service assurance. All content 

delivery delay parameters of an IoT health care system have been studied. Handshake 

messages of a publish-subscribe architecture over both TCP and UDP have been 

considered to model the end to end system. Content-request arrival rates and numbers, 

along with possession times parameters have been functioned. The paper gave strong 

support to design and build an efficient and effective system [9]. 

Pertaining TCP/IP to the IoT networks and the challenges emerge by it were 

argued by Wntao Shang, Yingdi Yu and Ralph Droms. According to Wntao and his 

workmates; IP specification and architecture is not set for the requirement of the IoT 

applications but, with the help of application layer protocols such as CoAP and MQTT 

unsupported functionalities of lower layers are to be supported [4]. 

Employed wireless networks and data transfer protocols used in IoT and due to 

the increased number of smart devices and objects used in IoT systems must be carefully 
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selected. One of the most critical parameters to examine is the power consumption. 

Teemu Savolainen, Nadir Javed and Bilhanan Silverajan measure power consumptions in 

end device used in IoT systems. The paper used resource retrieval using REST, HTTP 

and CoAP. Protocols were used over 3GPP EDGE, HSPA and LTE networks. Small 

packets’ transactions over a live cellular networks concluded that HTTP acts perfectly in 

terms of power consumptions. It has been also concluded that in the handset side, the 

power consumption is at minimum when EDGE is used. In case of large number of 

transactions to take place, CoAP proved to be the best when used over WebSocket 

protocol [14].  

1.5.2 Application Layers Protocols and Middleware 

Mauro A. da Cruz and his colleagues proposed what to be a solution of a middleware that 

does not support some of the application layer’s protocols.  The solution is by using 

MiddleBridge which is an application layer gateway that translates various protocol’s 

messages like CoAP and MQTT into HTTP. The deployed MiddleBrdige comes with a 

user interface helped to control both the size and time of message transmission. Creating 

a 17 times smaller package by the MiddleBridge minimizes the transmission time [1].   

A comparison of most used IoT application’s layer protocols. CoAP, MQTT, and 

HTML 5s Websocket and their suitability for IoT have been discussed and in different 

aspects. Vasileios Karagiannis, Periklis Chatzimisios, Francisco Vasquez-Gallego and 

Jesus Alonso-Zarate made their comparison upon different factors such as the device 

computational and communication ability, battery consumption, Security, Architecture 

and transport layer protocols used [2].  

All application layer protocols that could be needed to assure a reliable bind 

among various smart things and objects were analogized by their architectural 

communication models, security and Quality of Services. Muneer B. Yassein, 

Mohammed Q. Shatnawi and Dua’ Al-Zoubi concluded that each of the recent available 

protocol performs differently and in accordance to the type of the application and the 

environment [3]. 

Nitin Naik reviewed standards and massaging protocols developed upon some 

organization requirements for the last two decades.  MQTT, CoAP, AMQP and HTTP 

were evaluated by their characteristics and then more in-depth analysis to highlight their 

perfections and imperfections [5]. 
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Three of the application layer protocols have been compared by Stefan Mijvoic, 

Erion Shehu and Chiara Buratti. CoAP, Webstock and MQTT protocols were tested under 

the same hardware platform. Both low cost and complexity hardware platform was used 

to evaluate the protocols in terms of efficiency, overhead relation and average Round Trip 

Time (RTT). An IoT end, an access point and an end server were used in the experimental 

environment with two different settings: home router internet connection and cellular 

network connection. Different results were obtained revealing the strength of the CoAP 

protocol regarding the RRT. MQTT protocol proved to be the best when comes to the 

QoS profile [6]. 

 

Large number of connecting devices and the methods and technologies connecting 

them, taking in calculation number of events created by such IoT system is the challenge 

Mohammed Abdur Razzaque, MarijaMilojevic-Jevric, Andrei Palade, and Siobhan 

Clarke researched about. Researchers come to the fact that using middleware shall ease 

the previously mentioned difficulties.  All IoT middleware were surveyed relating to 

different designs. Event-based, service-oriented, agent-based, tuple-space, VM-based, 

database oriented and application specific approaches of the design of middleware were 

obtained. Middleware share the requirement based usage just like protocols. Most of the 

IoT requirements were met by the use of VM-based, agent based and service-oriented 

approaches. Nevertheless, the data redundancy characteristics of the tuple-space approach 

makes it more reliable, yet with security and privacy difficulties. The paper goes on the 

survey listing all cases were different middleware are used depending on the system 

requirements [15].   

Jorge E. Luzuriaga and others presented a study to refashion MQTT protocol to 

diminish information loss in mobile scenarios. The research names MQTT, CoAP and 

LWM2M as the most adopted protocols used in IoT and Machine to Machine. Variation 

in the point of attachment of the system’s mobile devices shall not affect it and without 

the use of any backup of LISP and MobileIP protocols. Despite that the proposed system 

gives tremendous results of showing no loss in case of mobile publisher node, messages 

losses surface up while roaming time approaches infinity where both system buffer and 

memory are effected. SimPy was used to create a more genral scenario where queueing 

networks is used. The final model proved a reduced number of source transmitting 

obtained by the node [10]. 
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The process of selecting the most appropriate protocol in accordance to many 

applications and various properties have been highlighted by both Priyanka Thota and 

Yoohwan Kim. Again the focus in this paper as many other was on MQTT and CoAP 

protocols. Efficiency and applicability of previously mentioned protocols have been 

analyzed using a temperature sensor on a Raspberry-Pi with Raspbian Operating System. 

In an IoT system of a given number of nodes, known communication range and with the 

need to improve reliability and power requirements advanced protocols are to be used. 

The research pinpointed advantages and disadvantages of both protocols. According to 

authors MQTT is more preferable in one client to multiple node with no power constrains 

scenarios, while CoAP is the choice of any other scenario. Despite the high delay, final 

conclusion gives advantage to the CoAP protocols of having less packet loss and being 

more reliable [11]. 

Protocols differentiation goes on by Pavel Masek and his companion. The 

research claims an argument of limited mutual interoperability of the existing IoT 

platforms. Pavel names MQTT and SIP as means to collect data from sensors, CoAP for 

controlling devices and networks, and connecting devices with people by using XMPP 

protocol. After a comprehensive study of the existing protocols, SIP or CoAP were 

nominated as the protocols that gives the optimum service of IoT system. Based on the 

request/reply communication procedures followed by these protocols. SIP protocols was 

used in a pilot project due to the role of this protocol in 4G and further networks. SIP 

proves to extend the IP residential gateways and hence deploying sensors in an intelligent 

entity controlled and observed by any remote user interface. The proposed scheme 

implemented Sip as the container of the data [12].   

Middleware come as a bridging solution that help to have a sort of understanding 

between applications and hardware. Andrea Azzara, Stefano Bocchino, Paolo Pagano and 

Matteo Patracca reviewed different middleware platforms based on both design principles 

and network protocols used. By detailing the architectural of the Intelligent Cooperative 

Sensing for Improved traffic efficiency (ICSI) and the IoT enabling solutions, an ICSI 

WSN middleware enables a better integration of a publish/subscribe model and virtual 

machine design. According to Andrea and his colleagues, the novelty of the architecture 

makes such middleware flexible and usable by tremendous number of applications [16]. 

Open data sharing and the protocols used to share such type of data were the concern of 

Nasi Tantitharanukul, Kitisak Osathanunkul, Kittikorn Hantraukul, Part Pramokchon and 

Paween Khoenkaw. The five researchers classified MQTT as the most popular and hence 
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based their research upon the protocol. Starting from the basic publish-subscribe concept 

of it, MQTT-Topic Management System (MTMS) was proposed. The proposed system 

meant to manage the topics of the messages shared by publishers. The system and based 

on the MTNS – MQTT Topic Naming Criteria – enables publishers to register and share 

their topics and the subscribers to search for them. The system shows high score of 

usability and design [17]. 

Working in the field of medical applications and bringing this field with IoT to 

better usage of it, Yuang Chen and Thomas Kunz Evaluate the performance of MQTT, 

CoAP, and DDS (Data Distribution Service) protocols. An emulator was used and result 

in preferring MQTT protocol in term of lower bandwidth. Although lower bandwidth 

made MQTT protocol the choice, DDS which another protocol based on TCP recorded a 

superior performance in both data latency and reliability in medical applications [18]. 

Bandwidth and energy efficient application protocols are needed for a Wireless Sensor 

Network since it operates on devices with limited resources. Middleware are needed as a 

programming interface for the two recommended protocols MQTT and CoAP. A 

middleware designed and implemented by Dinesh Thangavel, Xiaoping Ma, Alvin 

Valera, Hwee-Xian Tan and Colin Keng-Yan Tan connotes common for not only these 

two protocols but any future protocols. End-to-End delay and bandwidth consumption are 

what experiments were conducted on to test the performance of the middleware. Findings 

showed that MQTT has lower delay at lower packet loss in compare to higher packet loss 

that comes with higher delay. Previously collected findings are in compare to that of 

CoAP. CoAP ensures reliability of messages by creating lower additional traffic than 

MQTT if the message size is small and 25% loss rate [19]. 

A cloud-based publish/subscribe (CUPUS) middleware was designed by 

Aleksander Antonic, Martina Marjanovic, Pavle Skocir and Ivana P. Zarko as part of the 

FP7 framework. The OpenIoT middleware solution enables adaptable integration of 

wearable sensors and mobile devices as the platform’s data sources. A comparison has 

been made between both CUPUS and MQTT in the mentioned scenario. Tests proved 

CUPUS as the one to choose when comes to mobile environments with frequently 

changed context. Furthermore, MQTT is recommended for wireless sensor                

network (WSNs) since it features small code footprint, low bandwidth and standardized 

interface [7].  
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1.5.3 Summary 

In summon of all reviewed papers and several topics researched about, it is obvious that 

and by the recent dates there is no standard or common technologies and protocols to be 

used with an IoT based system. Based on the researches done and as a results obtain in 

many projects and with regards to applications, specification and requirements of the 

system, MQTT protocol nominated as the most appropriate protocol supported by a 

proper middleware.  
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Chapter Two – Theory 

 
2.1 Introduction 

The ease of doing things in the most accurate, lowest cost and shortest time are what 

human beings have been researching since their first day on earth. The process of almost 

everything has been modified in a manner of which every last drop of outcome is achieved 

with the minimum effort possible. The technology revolution led to the information age 

where each activity is based on cluster of information collected via various methods. the 

simplest example of the importance of the role of information is shown by the fuel level 

reader in automobile, where change in fuel levels are sensed constantly so that drivers are 

aware of the fuel level all the time not mentioning the low level notification that flash on 

when the fuel scanted.  

The Information value loop as described by jonathan Holdoesky el al. [20] would 

describe the principle behind the fuel level example. Figure below shows the information 

value steps that starts with a sensor which and in according to IEEE formal definition is 

“a device that convert non-electrical input into electrical signal that can be sent to an 

electronic circuit”. An action triggers the sensor that uses a network to communicate using 

communication standards and protocols to transmit special type of data. The information 

from many different sensors are aggregated by those standards and then analyzed to create 

an intelligent activity required upon the sensors’ aggregated data [20]. Figure (2.1) shows 

the information value loop diagram.  

A 1991 definition of the “ubiquitous computing” by Mark Weiser where sensing, 

communicating, analyzing, and acting would be what objects of all kinds do. The model 

described by Weiser was pure information value loop [20]. It is agreed that the previously 

mention information value loop with all stages outlined gives the earliest identification to 

the Internet of things (IoT), although the term where not used until 1999 [21]. The wide 

spreading of the internet and the ability of connecting objects and devices of various type 

from different location inspired Kevin Ashton to come with an idea of connect RFID tags 

using the internet to decrease the human intervention in corporate supply chains [21].    
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Figure 2. 1: Information Value Loop Diagram [20] 

 

2.2 The Internet of Things 

The history of monitoring systems goes back to 1970 where telephone lines were used 

commercially with in electrical gird meters’ monitoring systems. Equipment and 

operation monitoring and due to the wireless technologies in 1990 permit M2M (Machine 

to Machine) enterprise. The M2M were not IP-based nor internet standard networks, but 

they were closed purpose networks using propriety or industrial standards [21].  

1990 also witnesses the birth of the first internet connected object which was “the internet 

toaster”. The toaster was the first not computer object that is connected to the internet 

using TCP/IP networking. A soda machine and a coffee pot at both Carnegie Mellon 

University and the University of Cambridge were introduced after the toaster and 

remained connected to the internet until 2001 [21].  

The popularity of the Internet of Things comes from the rapid development of 

several technologies operating in harmony with each other [22]. The following listing 

shows trends that participated to broaden the IoT to Universal levels:  
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1. Cutting-edge computing and networking technologies are incorporated with tiny 

object due to the advances in manufacturing techniques that have arisen the 

production of smaller and cheap sensors.   

2. Increased power of computing at a low cost and power consumption due the 

continuation of Moore’s Law.  

3. The connection possibility of nearly everything via a low cost, high speed 

connection especially through wireless services and technology.  

4. The excessive embrace of IP-based networking as a dominant standard due to the 

ease of installation, its prevalent software and tools, and finally the low cost.  

5. Cloud computing added processing, managing, storing of data along with small 

distributed devices that patronize the back-end control capabilities of the cloud.  

6. Vast quantities of data of IoT systems are aggregated, correlated and analyzed by 

new algorithms backed by the increased computing power and data storage.  

 

IoT and according to Vermesan et al. is the interaction between both physical and 

digital worlds using various sensors and actuators [22]. Pena-Lopez described IoT as a 

new world where all devices and appliances are connected to a network with artificial 

intelligence helps to achieve complex tasks [22]. IoT is a new paradigm that rely on the 

concept of connecting any object to the internet [1]. The Internet of Everything or 

Industrial Internet are other names of the Internet of Things according to in Lee and 

Kyoochun Lee, both authors defined the IoT as a technology paradigm in which machines 

and different object are interacting over a global network [23].  In summary, IoT is a 

network of smart objects with computing abilities collecting data that are transferred 

using communication protocols and standards to a more powerful computing back-ends 

where data are aggregated, and analyzed to make an intelligent action with a direct impact 

on the quality of services provided in different applications.  

 

2.3 Application of IoT 

IoT revolutionize the way of life in many different aspects and the technology is spreading 

widely over the entire world occupying almost every single detail around human being. 

Daily life gadgets and appliances, economic, industrial, health care, security and many 

other fields. Numbers of connected devices have been projected in billions within the 

current years. IoT connected objects will rise from 0.9 billion connected devices to nearly 
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26 billion devices by the 2020. Cisco figured 29 billion devices connected to the internet 

by the end of 2019 [21]. Figures are to be growing readily according to Morgan Stanly to 

reach about 75 billion devices by 2020. Yet 25 billion connections foresee by Huawei by 

2025. Surly, leveling up connected devices shall level up the global economy by about 

185% by 2025 as expected numbers shall rise up from $3.9 trillion to $11.1 trillion [21]. 

The numbers will hit $14.4 trillion according to Bradley, Barbier and Handler [23].  

IoT influence the manufacturing and servicing industries via its impact on the 

availability of data related to these fields. Researches yield to a developed IoT technology, 

hence increased numbers of IoT connected devices as mentioned before, and this was a 

main reason behind firms adopting the new technology. IoT application can be classified 

into three main categories [23]:  

1. Monitoring and Control Applications: quite wide range of exist applications fall 

under this category data about equipment’s performance, energy using and 

environmental condition are to be collected and sent to either managers or 

automatic controllers to track the performance of different platform as per request. 

Smart grid is an example of a monitor and control IoT application where the 

collected data are used to highlight operational pattern, discover areas that need 

improvement, yield to the prediction of future outcome and optimize of the 

operation [23].  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. 2: Smart Home Applications 
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Verizon Home Monitoring System and control network prove to deliver 

property protection and energy saving for families using it. The company used 

special designed wireless technology to control and monitor application in home 

automation. Figure (2.2) shows the smart home system applications. Automobile 

IoT systems also classified under the same category where Ford and Intel gives 

the first go when special facial recognition software were used with a mobile 

application to personalized the user experience [23].  

2. Big Data and Business Analytics: as number of connected IoT devices increases 

the amount of data collect shall hit a peak. The enormous amount of data collected 

could be used to find and correct issues in business. The collected data are 

transmitted what is known as business intelligence and analytic tools where 

decision are made by humans. The Big data application proved customer 

satisfaction factors with the valuable services provided such as the health 

monitoring systems [23]. Many health systems have been developed to observe 

aggregate and analyze data related to different health conditions such diabetes and 

blood pressure.  

 

Health monitoring systems using wearable health sensor and back by the 

business analytic gather huge amount of health data of patient. IoT makes it possible 

to observe patient’s everyday habits and health enabling caregivers to influence the 

patients in a better way. Elderly fall detection application is another example of this 

category where data from different types of sensors are collected to obtain the state 

of an elderly by his/her caregiver. The collected data shall give a precise prediction 

of the elderly state and distinguish among different pattern like, sitting, running, 

falling, walking and etc. [22].  

3. Information Sharing and Collaboration: information sharing is one of the most 

valuable application of IoT system. The entire process starts with a predefine 

event sensing, and then sharing information. The sharing of information could 

occur in three scenarios: people sharing information other people, things sharing 

information to people or things sharing information to other things [23].  

 

It comes to mind the example mentioned in the first section of this chapter 

where the fuel tank sensor senses the level of car fuel in the tank. Reading of the level 

sensor are transmitted over a known period of time to a kind of user interface. The 
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data are shared with the main processor of the car to set the low fuel indicator once 

the fuel gets to its minimum accepted levels.  

Another example of the information sharing and collaboration applications of 

IoT is the one used by Macy by deploying shopkick’s Shop-Beacon technology [23].  

A mobile application and BLE were used as location based technology to notify 

customers about available deals, discount and recommendation according to their 

location of the market. The result of engaging such technology was clear by increasing 

customer engagement and promotional yields to increased revenue [23]. 

 

 

2.4 Architecture of IoT 

Billions of objects of millions of different IoT systems participating in many life aspect 

forces the needs to have standardized and flexible architecture that governs all kind of 

IoT Systems, yet no generalized architecture have been consensus on for such systems 

[13] [22].  Several architectures have been proposed such as the three layers’ architecture 

and five layers’ architecture. Figure below the structure of the most popular IoT 

architectures.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. 3: IoT most popular architectures: (a) Three layers’ architecture, (b) 

Middleware architecture, (c) SOA based architecture, (d) Five layers’ architecture. [22] 
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Although the three layers’ architecture does not feature IoT finally, but it is 

considered a basic architecture of all other IoT architectures [22]. Figure 2.3(a) shows the 

structure of this architecture as the name describe the three layers of this architecture are:  

1. Perception Layer: this layer is also called the physical layer where the hardware 

components like sensor are placed to collect the required data.  

2. Network Layer: the connection among smart object and sensors are featured by 

the network layer. This layer is where sensors’ data are processed and transmitted.   

3. Application Layer: this layer introduce the service provided by the system to the 

user.  

 

The five layers’ architecture is considered as a more detailed architecture of IoT 

system [13]. The structure is shown in figure 2.3(d). The layers with in this architecture 

are as follow:  

1. Object Layer: the perception layer, physical layer and object layer are all names 

of this layer. The layer does an exact job done by the perception layer of the three 

layered architecture. In modern IoT systems an early processing of data take place 

in this layer. Digitization of the data also occurred in this layer, where the data are 

then transmitted to the next (second) layer [13].  

2. Object Abstraction Layer: the layer is also called transport layer [22]. It provides 

a service of transporting the data gathered in the object layer to the third layer – 

Service Management Layer- using one of many technologies such as; RFID, BLE, 

Wi-Fi, GSM, 3G, LTE, etc. [13]. The layer is also where data management 

processing and cloud computing take place.  

3. Service Management System: pairing both the services with the requester is 

organized in this layer which is known as the middleware layer [13]. Programmers 

of IoT system use this layer to have access to smart objects regardless of the 

structure of the hardware [13]. Jobs supervised by this layer can be summed up as 

data processing, decision making, service handling.  

4. Application Layer: handling a high quality smart services to customers is the main 

task of the application layer.  

5. Business Layer: the final layer of the five layered architecture which plays an 

important role in the system by building the business model of the system. Big 

data analysis, evaluating and monitoring of the system elements, observing the 

work of underlying layers are all tasks handled by the business layer [13]. 
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2.5 IoT Elements:  

As architecture of the IoT systems have been discussed, this section lists all essential 

elements for delivering functionality of these systems. Identification, Sensing, 

Communication, Computation, Services and Semantic are the main elements of an IoT 

system.  

First element in any IoT system is the Identification. Objects within any system 

should has an identification to make services handy to their requests. Many identification 

methods are available to name an object such as the “Ubiquitous Code” (uCode) or 

“Electronic Product Code” (EPC) [13]. The absent of an internationally unique 

identification method made the usage of addressing essential. Addressing is another 

method used to specify the address of an object over a communication network [13]. 

Many addressing methods are used, for example; IPv4, IPv6 and 6LoWPAN. The later 

method for addressing is a modified version of IPv6 that makes it less power 

consumption, hence fits IoT systems and applications.  

Secondly, Sensing elements where The interaction between the physical and 

digital environments achieved by the use of IoT technology rely on the concept of 

gathering the real world data using sensors. The act of sensing is as simple as collecting 

the required information using sensors, smart objects and others. The aggregated data is 

to be used to identify specific condition upon which action to take place.  

Communication is where linking objects takes place. The identified and addressed 

sensing objects of an IoT system are all linked using different technologies and protocols 

[13] [20] [21] [22]. Despite having various protocols to govern such connection of 

objects, many challenges takes part of creating any communication among IoT Objects. 

Increased number of connected objects raises problems regarding identification and 

addressing, power consumption, routing techniques, memory usage, noisy and lossy 

links, speed of transmission of the data, security of the connection and information 

sharing, finally mobile object handling [22].  NFC, RFID, Bluetooth, BLE, Wi-Fi, LTE-

advanced, UWB and many other protocols and techniques are used to meet the IoT system 

requirements of connecting objects [22].  

Data obtained are to be analyzed, hence computation comes in. Hardware and 

software platforms designed to provide the computation capability to an IoT systems 

using microcontrollers, microprocessors, SOC and FPGA boards for the hardware, and 

software used to program those components after containing them in a complete hardware 

platform. Hardware platform like Arduino, Raspberry Pi, Intel Galileo, and WiSense. 
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Real Time Operating Systems have been developed such as contiki. Other light weight 

Operating systems have been designed especially for IoT system use like TinyOS, 

LiteOS, and Riot OS [21] [22] [13].  

Cloud computing also provide another source of computing big data collected 

from the systems’ sensor. OpenIoT, Google Cloud, Amazon, GENI and other cloud 

platform are used for computation purposes of the IoT [13]. Services or applications of 

the IoT that have been detailed previously, beside semantic which is basically extracting 

valuable knowledge using intelligent methods from connected objects to obtain the best 

services. Service requesting and providing arranged by this element where many semantic 

web technologies exists such as RDF (Resource Description Framework) and OWL (Web 

Ontology Language). For semantic the EXI (efficient XML Interchange) have been 

chosen as the World Wide Web Consortium (W3C) recommended format [13].  

 

2.6 IoT Communication Technologies 

One of the most challenges for IoT developers is the communication and protocol 

selection. Many protocols have been proposed by researchers and researching groups. 

W3C (World Wide Web Consortium), IETF (Internet Engineering Task Force), ETSI 

(European Telecommunication Standards Institute) and IEEE (Institute of Electrical and 

Electronic Engineers) are all role players in this field. Several protocols are used by 

different layers of IoT systems. Protocols can be classified into four different categories 

[13] listed below.  Table below shows most popular and used protocols and standards 

with the same categorization.  

 

2.6.1 Application Protocols 

Several protocols have been developed in accordance to different requirements of IoT 

system. The process of defining the ultimate protocol for an IoT system depends on many 

factors, of which the type of the system to construct, numbers and types of used devices, 

application and resources [5]. CoAP protocol which stands for Constrained Application 

Protocol Created by the Constrained RESTful Environments Group (CoRE) that belong 

to the Internet Engineering Task Force (IETF). CoAP uses REST to exchange data 

between the client and the server using HTTP protocol [13][22][12]. CoAP considered 

suitable for IoT application because of the UDP featuring low power consumption. It is a 



 

19 
 

publish/subscribe mechanism protocol with an easy of employing HTTP protocol using 

REST proxies.  

The Message Queue Telemetry Transport (MQTT) is another protocol that uses 

the publish/subscribe mechanism for low band width links. This protocol uses TCP 

protocol, but MQTT-S (MQTT-SN) used UDP mapping and a broker as will be explained 

later. A popular example for an application of MQTT is the Facebook notification.  

MQTT shows faster delivery than CoAP in case of reduced packet loss rate, while 

it has been proved by [19] that CoAP is a better choice when the rate is high. CoAP also 

outperform HTTP protocol in both power consumption and transmission time [27].   

A developed version of IETF messaging standard XMPP (Extensible Messaging 

and Presence Protocol) provides secure link to exchange messages of different operating 

system [13]. Real-time communication over the web are recommended to be done using 

the XMPP protocol. AMQP protocol is another IoT application Protocol that uses TCP to 

guarantee a reliable transport for its message-oriented environment. AMQP stands for 

Advanced Message Queuing Protocol. The AMQP support both point to point 

communication and publish/subscribe model. Data Distribution Service Protocol (DDS) 

rely on broker less architecture for real time communication, DDS is suitable for M2M 

with high reliability communications [13]. Real-time communication over the web are 

recommended to be done using the XMPP protocol.  

 

2.6.2 Service Discovery Protocols 

The service discovery protocols ensure an efficient network resource recognition and 

management. Multicast DNS (mDNS) and DNS Service Discovery (DNS-SD) protocols 

are used in case of devices with rich resources. Both of the mentioned protocols are 

essential to have a configuration mechanism independent IoT architecture where recently 

joined or left devices shall never affect the system [13].   

 

2.6.3 Infrastructure Protocols 

The protocols responsible in establishing the IoT underlying communication are all 

categorized under this category. The first protocol is Routing Protocol for Low Power 

and Lossy Networks (RPL) based on IPv6 protocol this protocol have been standardized 

by IETF to support both multipoint-to-point, point-to-multipoint and point-to-point 

complex traffic models. The protocol supports the minimum routing required by firm 

topology of lossy links.  
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In order to adapt IPv6 to the IEEE 802.15.4, the IETF introduced the 6LowPAN 

in 2007 [13]. The new protocol uses the Wireless Personal Area Network features to adapt 

IPv6 with less power consumption for IoT networks. IEEE 802.15.4 protocol features low 

data rates, cost and power consumption, along with Supporting a considerable number of 

nodes with robust, reliable and secures connection makes it perfect for IoT, M2M and 

WSN systems.  

BLE or Bluetooth Low Energy Protocol guarantee a long operation period by 

reducing power consumption. Shortest latency and longer range makes this protocol a fit 

for IoT applications. RFID technology which is the first start of IoT idea and concept rely 

on EPCglobal (Electronic Product Code) protocol for unique number identification.  

LTE-A (Long Term Evolution – Advanced)  is a set of cellular communication 

protocols that is recommended as a smart cities Machine-Type Communication (MCT) 

and IoT application due to its long durability infrastructure, scalability and cheap cost 

service [26] [13]. It stands as a promising propitious solution in connecting M2M and IoT 

devices. The M2M and IoT communication uses an architecture of a LTE-A network 

were the both device controlling and IP allocation are a task of the Core Network (CN) 

of the network. The second part of the network namely Radio Access Network (RAN) is 

were communication protocols and radio access are provided to the user.  

IoT and MTC devices are connected the LTE-A’s base stations – known as 

evolved Node-B (eNB) – either by direct connection or by using a gateway. The gateways 

used to connect the devices within the eNBs are referred to as (MTCG). MTCGs controls 

communication methods and used protocols of a MTC locally [26]. MTC and IoT devices 

may be networked based on not only LTE-A specification, but other wireless standards 

such as; Wi-Fi and 3G may be used. Figure (2.4) shows the discussed LTE-A architecture. 

Random Access (RA) during an allocated time slot (AGTI) which is known as 

Access Grant Time Interval is performed once an equipment within the network has a 

packet to be transmitted. The entire random access process is performed over a resource 

block (RB) termed PRACH which stands for Physical Random Access Channel. Each 

resource block has twelve subcarriers, 180KHz in frequency domain and 1ms in time 

domain. The bandwidth of a random access slot counts as per to the 6 RB, hence 1.8MHz 

over the same time period [26].  

The final physical layer protocol to brief is the Z-Wave Protocol that have been 

in used in many home automations applications of the IoT. Developed by ZenSys to cover 
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a point-to-point communication for about 30m with about 200kbps in new enhanced 

versions- transmission rate over the ISM bands [13].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. 4: LTE-A Architecture 

 

2.6.4 Influential Protocols 

The security of any IoT based system is essential along with the interoperability of that 

system to guarantee the maximum performance of such systems. Security protocols used 

over the internet are not fit for IoT systems where security problems arise starting with 

the application layer down to infrastructure layer. Protecting the communication between 

two adjacent nodes in the network are governed by IEEE 802.15.4 Protocol. At the 

network layer and especially for IPv6 protocol based networks, IPSec protocol offers a 

stronger security than IEEE 802.15.4 and serves upper layers [13]. TLS and DTLS are 

the security protocols of the Transport layer for both TCP and UDP respectively. It is the 

security protocols of the transport layer on which most of the application layer protocol 

rely. Yet, some application layer protocols work with special security methods. i.e. 

MQTT uses TLS/SSL protocols. The unsafe attacks of the Internet and the network 

requires the use of IDS (Intrusion Detection System) [13].  
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The assortment of technologies used by various devices of an IoT system made 

the interoperability another consideration when developing an IoT system. IEEE 1905.1 

protocol valued as a preamble solution of the diversity of the technologies of IoT     

systems [13]. Table (2.1) below shows the protocols discussed in this section according 

to the layered taxonomy.  

 

Application Layer DDS CoAP AMQP MQTT MQTT-SN XMPP 
HTTP 

REST 

Service Discovery mDNS DNS-SD 

In
fr

as
tr

u
ct

u
re

 P
ro

to
co

l 

Routing 

Protocol 
RPL 

Network 

Layer 
6LoWPAN IPv4 / IPv6 

Link Layer IEEE 802.15.4 

Physical 

Layer 
LTE-A EPCglobal IEEE 802.15.4 Z-Wave 

Influential Protocols IEEE 1888.3 and IPSec IEEE 1905.1 

 

Table 2. 1: IoT Layers Protocols 

 

2.7 Message Queuing Telemetry Transport Protocol (MQTT) 

The Message Queuing Telemetry Transport Protocol known as MQTT is one of the most 

used application protocols in IoT and M2M due to the simplicity and being open sourced 

[3]. In addition, MQTT protocol is asynchronous, publish/subscribe protocol that runs 

over TCP transport protocols with the usage of both TLS and SSL protocol for security 

purposes which enrich the features of the protocol by both being light weight and easy to 

implement, hence a perfect selection for constrained environments [2][5][31]. Although 

the MQTT protocol was standardized by OASIS in 2014, it is considered as one of the 

oldest Machine to Machine Protocol since it was introduced in 1999 after being developed 

by Andy Stanford-Clark of IBM [5] [29].  

Less bandwidth, decreased battery and memory requirements and the simple 

computation resource required by publish/subscribe protocols which are mainly 

Server/client structured protocols make it more convenient to be used with IoT based 

system than those of request/response protocols [2][3]. MQTT features all the previously 
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mentioned points beside the small transporting overhead and minimized protocol 

exchanges that both reduce the network traffic [11]. Accordingly, the MQTT protocol 

have been the protocol used in Facebook messenger application [2].  

Moreover, MQTT’s distinctive Quality of Service (QoS) and the small size of its 

messages (2byte header) and (4bytes header overhead) brings it to the second position 

among other messaging protocols after HTTP which is yet not as suitable as MQTT for 

resource-constrained devices [29]. In comparing with the CoAP protocol and besides 

using different transport protocols, MQTT surpasses CoAP with its high throughput and 

reduced latency [11].  

Disadvantages of MQTT protocol are summed in two points:  

1. The absent of discovery capability of the nodes, yet not very essential in wireless 

sensors for the reason of predefined nodes properties and relationships.  

2. MQTT protocol is asynchronous protocol, which is significant only in some 

scenarios where real time control of actuators is needed [29].  

 

The publish/subscribe nature of the MQTT protocol which is a schema of the 

client/server structure works as the sensor nodes of a network transfer packets of data to 

a server (broker) via a gateway, the broker publish requested data to those clients 

connected and subscribed to that broker [11]. Figure (2.5) shows the general structure of 

the publish/subscribe protocol.  

 

Figure 2. 5: General structure of publish/subscribe protocols 
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MQTT protocol uses the network connection provided by the underling transport 

protocol to establish a connection between the clients and the server and providing 

mechanisms to bidirectional, ordered and lossless stream of data between the client and 

the server [31] [29] [11]. Since there is no direct connection among connected clients, all 

data are transported via the broker. Data travelling across the network using MQTT is 

called “Application Messages”. Each application message has its own QoS and topic 

name. programs or devices (Clients) that have established a connection to the server 

(Broker) using MQTT protocol are able to publish an application message to other clients 

under certain topics, or subscribe to published topics of interest. MQTT broker are labled 

by as HiveMQ. Unsubscribing a topic and disconnecting from the broker are also 

available for clients.  

Brokers or servers are also programs or devices work as an arbiter between 

publishing and subscribing clients. Roles of a broker is to manage connection, accepting 

application messages of a publishers and forwarding it to a match subscriber, and finally 

control subscribe and unsubscribe requests, where no direct connection available between 

the clients. The interactivity between a client and a broker are called session, session 

varies in durability from a single network connection to several consecutive connections.  

As each published application message hold its own QoS and topic name, it is 

essential to explain what a topic is in MQTT. Once a client publishes a message over the 

protocol to a broker, it shall publish it under a specific address, that address is called topic. 

The broker is responsible of broadcasting the topic to all subscribed clients. MQTT is a 

one-to-many and many-to- many designed protocol, therefore, a client can subscribe to 

several topics, where topics are leveled in a hierarchical fashion. MQTT protocol usage 

in IoT features the following:  

1. Space decoupling: MQTT protocol publish/subscribe structure allow connected 

clients and server (broker) to identify each other IP address. Publishing and 

subscribing process are taken place across the broker which manages the 

connection without the need of clients to send extra identification data, thus, 

reducing data overhead and terminating node dependencies [11].   

2. Time Decoupling: enabling sleep mode of inactive nodes which play a significant 

role in reducing power consumption and stretching their lifespan. This support the 

autonomy of publisher from the status of the subscriber.  

3. Synchronization Decoupling: the sleep mode of some of the client that may be a 

subscriber of a specific topic receives the required updates of that topic once 
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activated, this is due the queue used by the broker to store publishers’ upcoming 

messages until being consumed by subscribers [11]. The queue of the broker is 

used to prevent the interruption of a subscriber receiving data of other topics, the 

broker simply holds the application message in the queue until the client is free. 

The synchronization decoupling property reduces operating power and eliminates 

repeated operations.  

4. Security: many mechanisms are used across different layers of the network 

architecture. Security at the transport layer is governed by TLS and SSL protocols, 

where AES_CBC_MAC and other algorithms are used in link layer. On the other 

hand, authentication, authorization and data confidentiality are extra security 

options provided by the MQTT protocol [29].  

a. Authentication: two authentication schemes are used in MQTT. The first 

scheme as a client requests establishing a connection with the broker user 

name and password both in plain text and some sort of encryption are used. 

Second authentication option is allocating each connected client to an 

identification number of up to 65535 characters (MAC address or serial 

number of the client).  

b. Authorization: access granting for users to access objects and operations 

are managed by the use of ACL. ACL stands for (Access Control List) 

where authentication are and authorization details of a connected client 

including publishing and subscription information are listed in the broker.  

c. Data confidentiality: securing transported messages across a network that 

uses MQTT protocol is achieved by the use of payload encryption. 

Encryption algorithms may be applied as end-to-end where publisher and 

subscriber share a common key. The end-to-end encryption terminate the 

broker intervention in the decryption process and widen the network 

structure to the use of untrusted brokers. There is another encryption 

option where the encryption occurs between the client and the broker, 

which is only required for publishing client connections.  

5. Quality of Service: aforementioned unique feature of the MQTT protocol has 

three levels. Different levels of service quality hence improved message delivery. 

a. At Most Once: this is the first quality of service level, numbered 0 and 

known as “Send and Forget”. The service is achieved by sending a 

message once and never wait for recipient acknowledgment.  
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b. At Least Once: Level 1 QoS asks for an acknowledgment upon the 

receiving of the sent message. The publishing nodes keeps sending the 

message periodically unless a PUBACK is received from the subscriber. 

c. Exactly Once: the last QoS, also numbered Level 2 which is counted as 

the most reliable and secured QoS. Four-way handshaking system is used 

to prevent the message of being transmitted more than one time.           

Figure (2.6) represents the QoS levels of MQTT protocol. 

 

Finally, it is time to discuss some of the limitation to the MQTT protocol such as; 

not having queue scheme within the client itself but instead queuing process are taken 

place in the broker. Another limitation is the use of a centralized broker which bring down 

the entire system once the broker broke.  

 

   

  

 

  

 

 

 

 

 

Figure 2. 6: The QoS Level of the MQTT Protocol 
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Chapter Three – Proposed System Design 

 
3.1 Introduction 

Communication technologies, architecture, structures, protocols and standards that are in 

used nowadays have a significant role in the constructing of all IoT systems. When it 

comes to communication, the roles of the communication network protocols are essential 

for the overall performance of any IoT system, data bandwidth, coverage, and easy of 

communication. Furthermore, data are exchanged using both networking protocols and 

data exchange protocols. 

In this chapter, the problem that have been considered for this research will be 

identified and a proper solution will be illustrated. The practical design, implementation, 

and validation analysis will be explained as well. Where, a wireless sensor network 

(WSN) was taken as a study case for validating the proposed solution. 

 

3.2 Problem Statement 

Usually in the WSN, unique network protocol (i.e. Wi-Fi, ZigBee, LoRaWan, Z-Wave, 

Bluetooth, etc.) is used to connect the sensor nodes. Using specific network protocol in 

WSN leads to limit the coverage according to the protocol specifications. Out of coverage 

areas or remote areas are the most possible issues that could be existing in any WSN 

system. The study case of simple WSN of LAN type connected to the internet, 

implemented based on Wi-Fi network protocol is considered. In which, different sensor 

nodes are connected directly within the local area network LAN as shown in Figure (3.1). 

The sensors nodes are connected together within Wi-Fi LAN in order to send their 

data to the gateway. The edge node or the gateway to the internet collects the data from 

all sensor nodes. The collected data may processed, visualized or redirected to a cloud 

server for further processing and computation. 
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Figure 3. 1: Simple WSN connected to the Internet 

 

WSN nodes must be located within the coverage of the Wi-Fi LAN. In the best 

scenario, the coverage could reach 50 meters. If the coverage intended to be extended, 

Wi-Fi extenders or repeated nodes are the most popular method to overcome the coverage 

issue. Adding more Sensor Nodes to extend the network is also an option but for both 

methods it will cost additional fees, with additional maintenance efforts. 

 Focusing on the WSN, when it occurs, and a new sensors intended to be installed 

in a remote location like rare area as shown in Figure (3.2), it is impossible to extend the 

Wi-Fi LAN toward these locations that are very far, nearly 10 km or more in distance.  

 

 

 

 

 

 

 

Figure 3. 2: New sensor node issue when added to WSN 

 

3.3 Sensor Node 

Generally, Wireless Network is formed by connecting different computer nodes together 

without cables (Wirelessly) [32]. When a number of sensors are connected via 

Microcontroller units (MCUs) to form a network that is what called Wireless Sensors 

Network [33]. The combination of sensors, MCUs, memories, ADCs, power supplies and 

wireless communication transceivers is the common shape of Sensor Node. Figure (3.3) 

represents the block diagram of typical Sensor Node. 
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Figure 3. 3: Block diagram of typical Sensor Node 

 

The connection of Sensor Nodes to the WSN to be established by using different 

topologies and strategies based on the requirements of coverage, performance, data 

processing capabilities, power consumption, reliability, and the balancing between of 

these requirements [34]. 

 

3.4 Proposed System Architecture 

In this research, a proposal of an embedded system based on MQTT data exchange 

protocol was designed and implemented to collect sensors’ data from local and remote 

environments, as shown in Figure (3.4). The proposed system comprises two 

communication network protocols, Wi-Fi for the local sensor nodes, and GSM for the 

remote sensor nodes. Where there no direct connection among the sensors. 

 

 

 

 

 

 

 

 

 

 

Figure 3. 4: Proposed system architecture 

MQTT/Internet over GSM 
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The GSM communication network protocol used to secure the connection of 

remote node sensors in rare areas. In addition, for both network communication protocols, 

the data transferred from the nodes to the gateway are according to the MQTT protocol.  

In figure (3.4), any local or remote sensor node has a connection to a gateway 

either locally over Wi-Fi, or remotely over GSM respectively. The only difference 

between the two connections is involving the internet to pass the data from the remote 

node to the gateway. The proposed system consists of three main block diagrams, 

Gateway, local sensor node, and remote sensor node. Each block diagram and the 

embedded software of each part is described in the following sections. 

 

3.4.1 Gateway 

The gateway represents the edge node of any typical IoT system and act as a sink node 

for all sensing nodes. The gateway was developed using Raspberry Pi 3B shown in Figure 

(3.5), which is a small powerful computer that operated with Linux OS.  Broadcom 

system-on-chip processor is the heart of the Raspberry Pi’s ARM (Advanced RISC 

Machines) processor. This small computer has a built in Bluetooth and Wi-Fi transverses 

[35] [36]. 

The Raspberry Pi was first released in February, 2012 but its origin was found in 

University of Cambridge's Computer Laboratory in 2006, more information about its 

architecture can be found on referred to [37].  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. 5: The Raspberry Pi 3B 
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Eclipse Mosquitto is an open source MQTT broker that has been installed in the 

Raspberry Pi 3B. This open source broker manages the MQTT 1.4.1 messages via the 

port number 1883 [38]. The broker was configured to receive and send messages from/to 

connected nodes. The Broker could be accesses from the remote sensor node by 

establishing the connection to the public IP address of the Raspberry Pi. Furthermore, the 

local sensors nodes may access the broker with the same IP or with the LAN IP addresses. 

A python script was developed to handle the received data from the sensor nodes, 

then storing the data immediately in MySQL database installed in the Raspberry Pi also 

for visualization purposes with the help of simple web page to display the plot of the data 

with time. The webpage developed using PHP, HTML and CSS, to display the data of 

sensor nodes in a form of curves. Standard method for fetching data and generating curves 

based on open source library is used from [39] as shown in the flowchart of Figure (3.6). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. 6: Simple webpage flowchart to generate plots from MySQL Database 

 

The python script was developed to run the Raspberry Pi as a subscriber for the 

broker installed on it. Two subscription topics were used, “remote_node”, and 

“local_node” for publishing data from local and remote sensor nodes respectively. The 

flowchart of the developed python script is show in Figure (3.7).  
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Figure 3. 7: Python program flowchart of the gateway 

 

3.4.2 Remote Sensor Node 

In remote area, ATmega328 from Atmel used as the MCU for the node. The 

microcontroller has 14 digital I/O ports in addition to Serial Communication Port [40]. 

The clock of its processor is 16MHz, which is quite enough for sensing purposes and 

interfacing the MCU to a single Temperature sensor and GSM Transceiver module. 

Figure (3.8) shows the block diagram of the remote sensor node, where DHT11 digital 
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sensor was used to sense the temperature, and SIM800L module was used to secure the 

communication to the GSM network. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. 8: Block diagram of the remote sensor node 

 

DHT11 is inexpensive temperature and humidity sensor, it has an accuracy of 1Co. 

The sensor used for prototyping purposes, and collecting data samples that could be 

visualized at the gateway side. 

On other hand, SIM800L module is a tiny quad band GSM modem, which is 

compatible with all GSM networks internationally developed by SIMCOM [41]. It has an 

embedded TCP/UDP protocol in it, and it is one of the cheapest and simple GSM modules 

that are commercially available for embedded system developers. The module is 

interfaced to the microcontroller via Serial communication and fully controlled by using 

its set of the AT commands. AT commands provide an easy method to communicate with 

the module, control every parameter, receiving messages, making calls, communicate to 

web servers, etc. 

The microcontroller was programmed in C/C++ using the Arduino IDE, and the 

flowchart of the program is explained in Figure (3.9).  
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Figure 3. 9: C/C++ program flowchart of the remote sensor (ATmega 328P) 

 

 

Figure (3.10) illustrates the prototyping of the remote sensor node with a power 

measurement unit for the intent of testing and verification of the system later. 
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Figure 3. 10: Remote node prototyped circuit 

 

3.4.3 Local Sensor Node 

Since the gateway used Wi-Fi as a communication method. The Wi-Fi was chosen to 

create the LAN of the local sensor nodes toward the gateway. NodeMCU shown  in Figure 

(3.11) is a development board based ESP8266 Wi-Fi SoC from Espressif Systems 

company [42] that comprises a built-in Wi-Fi transceiver featuring TCP/UDP protocol. 

 

 

 

 

 

 

 

 

 

 

Figure 3. 11: NodeMCU development platform 

 

The same sensor DHTT11 was used to read the temperature and no need to add 

any transceiver, were the built-in Wi-Fi will be enough to establish the connection to the 

gateway. Figure (3.12) describe the block diagram of the single local sensor node, where 

it is a typical diagram for any local sensor node in the proposed system. 
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Figure 3. 12: Block diagram of the typical local sensor node 

 

 

Figure (3.13) illustrates the prototyping of the typical local sensor node by using 

NodeMCU, DHT11 sensor, and power supply. 

 

 

 

 

 

 

 

 

 

 

Figure 3. 13: Prototyping of typical local node circuit 

 

NodeMCU is programmed using the same IDE of the ATmega328P, where the 

same scenario was taken to communicate to the gateway, but the only difference here is 

the topic for publishing the messages as shown in the flowchart of Figure (3.14). As 

previously cased, there is no need to communicate with an external transceiver, the Wi-

Fi stack is built-in and no need for any additional protocols or AT commands required. 
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Figure 3. 14: C/C++ program flowchart of the typical local sensor (NodeMCU) 

 

 

3.5 System Test & Verification 

When it comes to a complete system, compatibility and reliability are the key factors for 

using any system. The proposed system has been tested to evaluate the energy 

consumption for the remote sensor node, and the performance of the data communication 

with the gateway. Both tests were evaluated practically by using open source software 

applications. 
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3.5.1 Test Conditions and Method 

The system has been tested by sending the readings of the environmental temperature and 

humidity sensor (DHT11), in a packet of 23 bytes. The package includes sensor readings, 

topic, and the header of the MQTT message. The packet has been sent continuously every 

40 milliseconds for a duration of 1 hour from the remote sensor node to the server. In the 

tests, the used MQTT topic is “test_lab” and the QoS is considered zero (Fire and Forget 

mode). 

 

3.5.2 Energy Consumption Test 

The process of transferring data from MQTT client to the broker needs few milliseconds. 

Therefore, the power intended to be measured every 1 millisecond in order to obtain exact 

evaluation for the energy consumption in the node. With the help of energy logger, a full 

test of 1 hour has been applied to the remote sensor node, in a situation where the data 

was sent to the gateway instantaneously (stream of data). The measured energy 

accumulated every 1 minute and recorded according to Eq. (3.1). 

 

𝐸 = ∑
𝑉𝑛 𝐼𝑛

6 × 104

60000

𝑛=1

… … … … … … … … … … … … … . … … … … … … … … … … … … . … … (3.1) 

 

Where; 

E: calculated energy for 1 second 

Vi: the instant voltage measurement for the remote sensor node 

Ii: the instant current measurement for the remote sensor node 

n: time slot of the measurement (1 millisecond) 

 

3.5.2 Network Performance Test 

Wireshark is one of the most popular sniffing tools that used for capturing network and 

analyzing network data packets, determine round trip time and response time, and 

determination of other network parameters [43]. 

The tool has been used to verify the communication over the proposed system by 

capturing the transmitted/ received data from/by the Raspberry Pi 3B server. 
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Wireshark has been installed on a computer operated with Microsoft Windows 10 

operating system. The computer is connected to the internet with a Wi-Fi network and 

the Raspberry Pi 3B server is connected to the internet through this computer to ensure 

the passage of transmitted/received data through the computer, while the Wireshark was 

enabled to capture the data as explained in Figure (3.15). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. 15: Testing Network for capturing data using Wireshark tool. 

 

Determining the round trip time (RTT) for the MQTT messages that were sent 

from the remote sensor node to the server is the main purpose of the network test. The 

total time it takes for the data to be sent plus the time it takes for the acknowledgment of 

that data to be received [44]. 

RTT is an important metric in determining the health of a connection on a local 

network or the larger Internet, and is commonly utilized by network administrators to 

diagnose the speed and reliability of network connections. 

Diagnosing the speed and the reliability of the network connection between the 

remote sensor node and the server is very important to determine the feasibility of the 

proposed system design and the used technique. 
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The data here is the MQTT message that was sent from the remote sensor node. 

Where, the acknowledgment is to be sent from the Raspberry Pi 3B server when the 

MQTT message is received as shown in Figure (3.16). 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. 16: Round trip time (RTT) for the remote sensor node data. 

 

 

Wireshark presents an easy method to measure the RTT for each single package 

captured from the network and features for generating a waveform describing the RTT 

for a given capturing duration. In next chapter, all the obtained results are explained and 

discussed. 
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Chapter Four – Results and Conclusions 

 

4.1 Introduction 

As a result of testing and verifying the proposed system, in the following sections the 

obtained results are illustrated and discussed.  

4.2 Results and Discussions 

This section covers different tests on the proposed system and the validations made over 

the collected results. Results listing were divided into two different categories; energy 

consumption and network performance tests. Both were verified and discussed. 

4.2.1. Energy Consumption Results 

The results obtained from the related tests are showing in Table (5.1). As mentioned in 

the previous chapter, the energy logger logged the readings every 1 minute for 1 hour and 

each energy reading is a typical 60000 cumulative of power consumption measurements 

during 1 second, 1 measurement per 1 millisecond. 

 The results show that the energy consumption for one hour is about 20.1 mWh, 

and the average energy consumption in each minute is approximately 0.33 mWh. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 1: Energy consumption test results for 1 hour 
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Table 4. 1: Practical energy measurement results for the remote sensor node 

Time Slot Measured Power (mW)/ minute Cumulative Energy (mWh) 

2:51:13 PM 0.336273 0.336273 

2:52:13 PM 0.332416 0.668688 

2:53:13 PM 0.333318 1.002007 

2:54:13 PM 0.339393 1.3414 

2:55:13 PM 0.332597 1.673997 

2:56:13 PM 0.331075 2.005071 

2:57:13 PM 0.335477 2.340548 

2:58:13 PM 0.335464 2.676012 

2:59:13 PM 0.329123 3.005135 

3:00:13 PM 0.335784 3.340919 

3:01:13 PM 0.335428 3.676347 

3:02:13 PM 0.332013 4.00836 

3:04:13 PM 0.332011 4.340371 

3:05:13 PM 0.332463 4.672834 

3:06:13 PM 0.333144 5.005978 

3:07:13 PM 0.319777 5.325755 

3:08:13 PM 0.33102 5.656774 

3:09:13 PM 0.332954 5.989729 

3:10:13 PM 0.333294 6.323023 

3:11:13 PM 0.323515 6.646538 

3:12:13 PM 0.331243 6.97778 

3:13:13 PM 0.33052 7.3083 

3:14:13 PM 0.335313 7.643613 

3:15:13 PM 0.330898 7.974512 

3:16:13 PM 0.333077 8.307589 

3:17:13 PM 0.337895 8.645484 

3:18:13 PM 0.333506 8.97899 

3:19:13 PM 0.331712 9.310702 

3:20:13 PM 0.335297 9.645998 

3:21:13 PM 0.337013 9.983012 

3:22:13 PM 0.332097 10.315109 

3:23:13 PM 0.335881 10.65099 

3:24:13 PM 0.336151 10.987141 

3:25:13 PM 0.331482 11.318623 

3:26:13 PM 0.332032 11.650655 

3:27:13 PM 0.336635 11.98729 

3:28:13 PM 0.33426 12.32155 

3:29:13 PM 0.331288 12.652838 

3:30:13 PM 0.338091 12.990929 

3:31:13 PM 0.332492 13.323421 

3:32:13 PM 0.332633 13.656053 

3:33:13 PM 0.334878 13.990931 

3:34:13 PM 0.336493 14.327424 

3:35:13 PM 0.333941 14.661365 

3:36:13 PM 0.334066 14.99543 

3:37:13 PM 0.338227 15.333658 

3:38:13 PM 0.335436 15.669094 

3:39:13 PM 0.330722 15.999815 

3:40:13 PM 0.336103 16.335918 

3:41:13 PM 0.331257 16.667175 

3:42:13 PM 0.329619 16.996793 

3:43:13 PM 0.336884 17.333677 

3:44:13 PM 0.336049 17.669727 

3:45:13 PM 0.332573 18.0023 

3:46:13 PM 0.335134 18.337434 

3:47:13 PM 0.337936 18.675371 

3:48:13 PM 0.333949 19.009321 

3:49:13 PM 0.332883 19.342205 

3:50:13 PM 0.338185 19.680389 

3:51:13 PM 0.337497 20.017887 

Average 0.33363145  
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4.2.2 Network Performance Results 

The data sent from the remote sensor node to the server was successfully captured and 

analyzed using the Wireshark software tool. The remote sensor node is represented by the 

IP address 192.168.137.249 with a port number 63066, while 192.168.1.105 and 1883 are 

represent the IP address of the server (MQTT broker) and its port number respectively. 

Figure (4. 2) shows part of the captured data where a total of 128,848 packets received 

and sent from/to the server. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 2: Part of the captured data by Wireshark 

 

With a close observation at any received packet by the server from the remote 

sensor node, it is appeared that the total packet size is 77 bytes. First received packet 

considered as a case for analyzing the received packet as shown in Figure (4.3). 

It is observed that 616 bits has been received over the Transmission Control 

Protocol (TCP) with a header length of 20 bytes. Thus, total of 54 bytes has been received 

as additional data with the original MQTT message sent by the remote sensor node. 
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Figure 4. 3: Packet details of the first packet receive by the server 
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 On the other hand, the total number of packets sent from remote sensor node is 

64,424 where an error occurred in 3 packets only and 11 times of resetting the TCP 

connection as shown in the information of Figure (4.4). 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 4: Errors, warnings, and notes summery captured by Wireshark for 1 hour 

 

Regarding the speed of the network, the I/O graph of Figure (4.5) shows that a 

detailed waveform of the number of packets per minute verses time in seconds along with 

errors that happen within the test, which are almost negligible. 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 5: I/O graph of the packets captured by Wireshark per minute for 1 hour. 
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Wireshark has a TCP Steam Graph feature that provides a full record for round 

trip time of each packet captured. An observation has been made on the RTT graph shown 

in Figure (4.6), where it can be clearly seen locations of the errors and resetting of 

connections. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 6: Round trip time (RTT) of the packets captured by Wireshark for 1 hour. 

 

Furthermore, a close look at the captured packets during 440-460 seconds of the 

test time duration has been made as shown in Figure (4.7). It has been observed that the 

RTT is ranged from about 2.5 milliseconds to 12 millisecond. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. 7: Round trip time (RTT) of the packets captured during 440-460 seconds. 
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4.3 Conclusions 

In accordance to several reviewed researches, where all types of data transmitting 

protocols were used in various IoT applications. It have been concluded that the MQTT 

protocol comes us the first choice in constructing and developing a cost effective IoT 

systems since that this protocol is strongly supported by wide variety of middleware, 

software, and Cloud servers. 

Since that MQTT is mainly a M2M protocol that is used over exist communication 

infrastructure, and due to the durability and scalability of the GSM/LTE-A 

communication technology infrastructure, and the reduced cost of the usage of the 

provided services, LTE-A was utilized as the communication technology infrastructure 

for connecting nodes at rural areas to the server at the urban sites. 

The proposed system architecture was implemented with three parts. First, a 

Raspberry Pi 3B was used as a server to collect the data transmitted from various network 

sensor nodes. Second part, in the remote sensor node, ATmega 328p microcontroller and 

DHT11 were used to measure the environment temperature and humidity. Connecting the 

previously described system to the internet is achieved by using SIM800L GSM/GPRS 

module. The first two parts of the proposed system represents the network structure of 

remote areas.  

The second network (Local), is constructed with the third part of the proposed 

system which is NodeMCU development board connected to a DHT11 sensor module. 

At the server side of the system, MQTT data exchange protocol was used to aggregate 

data from both networks. 

Test were made under predefined conditions for a 1 hour with a two different tests. 

First test was to calculate the consumed energy by the remote sensor node which result in 

about 20 mWh of energy consumption which is very low energy consumption compared 

to the volume of data stream sent from the node and the operation time. Second test was 

made using Wireshark software tool, where the network data was captured in 1 hour time 

span. The results show the network for the proposed system is reliable and efficient 

solution to the problem, where only 0.11% of errors and resetting of connection have been 

detected within the time span of the test. 

Finally, the average round trip time (RTT) for the packets has been observed to 

be approximately 7.25 milliseconds in general, which could be considered as an excellent 

response time for WSN and IoT applications. 
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4.4 Future Work 

Further analysis could be made on the network performance in different QoS cases, where 

it may has a direct effect on the round trip time (RTT) but provide more reliability to the 

exchanged data. The same study could be applied by using another data exchange 

protocol, such as CoAP and a comparative study may be resultant if compared to this 

results of this thesis. 
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