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Abstract 

Currently, information technology is influencing every walks of life. Our lives 

increasingly depend on the software and its functionality. Therefore, the 

development of high-quality software quality products is indispensable. Also, in 

recent years, there has been an increasing interest in the demand for high-quality 

software products. The delivery of high-quality software products and services is 

not possible at no cost. Furthermore, software systems have become complex and 

challenging to develop, test, and maintain because of scalability. Therefore, with 

increasing complexity in large scale software development, testing has been a 

crucial issue affecting the quality of software products. In this paper, large-scale 

software testing challenges concerning quality and their respective mitigations are 

reviewed using a systematic literature review, and interviews. Existing literature 

regarding large-scale software development deals with issues such as requirement 

and security challenges, so research regarding large-scale software testing and its 

mitigations is not dealt with profoundly.  

In this study, a total of 2710 articles were collected from 1995-2020; 1137(42%) 

IEEE, 733(27%) Scopus, and 840(31%) Web of Science. Sixty-four relevant articles 

were selected using a systematic literature review. Also, to include missed but 

relevant articles, snowballing techniques were applied, and 32 additional articles 

were included.  A total of 81 challenges of large-scale software testing were 

identified from 96 total articles out of which 32(40%) performance, 10(12 %) 

security, 10(12%) maintainability, 7(9 %) reliability, 6(8%) compatibility, 10(12%) 

general, 3(4%) functional suitability, 2(2%) usability, and 1(1%) portability were 

testing challenges were identified. The author identified more challenges mainly 

about performance, security, reliability, maintainability, and compatibility quality 

attributes but few challenges about functional suitability, portability, and usability. 

The result of the study can be used as a guideline in large-scale software testing 

projects to pinpoint potential challenges and act accordingly. 
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1 Introduction 

Tim Berners-Lee forecasted in 1996 that to improve computing infrastructures, 

performance-related issues such as robustness, efficiency, and availability will be 

valuable in the years to come [1]. It has been decades since the world has fallen 

under a dramatic influence of Information Technology. For example, in the past few 

years, an immense, broad, and diverse impact of technology on humans' life both 

negatively and positively were felt by many [2]. Therefore, the growing demand for 

IT systems requires software engineers to be innovative in dealing with scalability 

and complexity issues to deliver high-quality services for a human being.  

 Software systems have become complex and challenging to develop and maintain 

because of scalability.  For example, computer programs designed for small-scale 

do not always work when it scaled up to large-scale [3]. Besides, maintaining 

software products is the most expensive activity in the software development life 

cycle [4]. Additionally, there are challenges related to the scale of software 

development processes. Some of these challenges are security-related [5], and 

technical challenges such as planning, code quality, integration, task prioritization, 

and knowledge related [6]. In this paper, LST challenges from the perspectives of 

software quality attributes are presented.  

Quality is "the extent to which a system or its components should comply with 

customer needs or requirement specifications" (IEEE_Std_610.12-1990).  On the 

other hand, the anticipated principal qualities of large-scale-software systems are 

reliability, security, deployability, and safety [7]. Moreover, large-scale software 

development and testing are associated with many challenges that stem from the 

core attributes that are used to define large-scale software systems and LST [8]. 

1.1 Problem statement 
Challenges affecting small-scale software testing are emerging requirements, 

customer involvement, security-related issues, and level of expertise of developers 

[9].  On the other hand, challenges related to LST activities can be associated with a 

lack of coordination and complexity of testing itself [10]. Furthermore, large-scale 

development and testing are associated with many challenges that stem from the 

core attributes. But LST and challenges the core attributes that define large-scale 

testing is not entirely understood and explored [8].   

Literature regarding LST concerning standard quality characteristics of a large-scale 

system is hardly touched, not completely understood, or limited to few quality 

attributes.  For example, existing research regarding large-scale software 

development deals with requirement challenges [11] and security challenges [5, 6, 

9]. Therefore, an SLR and interviews were used to identify challenges and 

mitigation strategies of LST concerning software quality attributes. Also, research 

regarding LST challenges concerning quality issues needs further investigation and 

research. Therefore, the research questions of this study are:  
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RQ1. What are the key challenges of large-scale software testing hindering 

the development of quality software products? 

RQ2. What are the possible mitigations to large-scale software testing 

challenges concerning quality? 

 

An SLR is conducted to answer these research questions. After identifying 

challenges missing and mitigations, additional challenges were identified, a semi-

structured interview was conducted. Hence, the result of this study is a frame of 

reference for LST challenges and corresponding mitigations concerning software 

quality attributes. Additionally, the result of this study will also show the state-of-

the-art of LST.   

1.2 Objectives of the study 
The main objectives, see below, of this study are elicited from a systematic 

literature review [12].  

O1 Identify the key challenges of LST concerning quality. 

O2 Map the key challenges of LST to software quality attributes. 

O3 Identify the possible mitigation for the key challenges.  

1.3 Motivation 
Testing in the context of large-scale software development with regard to software 

quality is hardly touched the research topic. LST is not entirely understood and 

explored. The analysis of how software testing is conducted in large-scale 

development needs a more in-depth exploration of the subject. For example, 

existing literature deals with security [5].  

Furthermore, software maintenance is expensive, yet fixing defects at its earliest 

stage in the development cycle is indispensable as it lowers the cost of maintenance 

at the later stage of a software development cycle [4]. Identifying large-scale 

software testing challenges and its mitigation is crucial for developing high-quality 

software development. In addition, identification of challenges and corresponding 

mitigations in LST will enable developers and testers to respond to challenges 

proactively. It also servers as a frame of reference.  

In this study, the focus is on identifying LST challenges and mitigations. However, 

both agile and non-agile software developments despite their scale are affected by 

challenges. For example, agile development methods are more suitable for small 

teams located in a given location. In contrast, large-scale agile-based software 

development processes are affected by challenges related to scaling projects [13]. 

Similarly, non-agile large-scale software development processes are also affected by 

challenges such as lack of effective inter-team collaboration [14].     



 

3(81) 

 

1.4 Contributions 
The result of this paper can be used as a guideline in planning large-scale software 

development projects. It could also be used as a guideline for LST. For future 

research, the result of this paper can be used as an inspiration for determining more 

challenges affecting LST in large scale projects. It is also possible to investigate 

whether challenges and corresponding mitigations are valid in large scale agile 

software development or not. 

1.5 Related work 
In this section, related researches are briefly presented. Testing is an essential part 

of the software development process, which enables us to validate and verify 

software quality concerning customer requirements. For example, Shete and Jadhav 

did the empirical study to check the effect of test cases on the quality of software. 

They concluded that "software tested using test cases delivers quality software 

product "[15]. Furthermore, the quality attribute maintainability and issues related to 

evolution are also addressed by [16]. Software running on servers for prolonged 

durations showed an increasing demand for maintainability as software evolves 

[16].   

Test case selection is also a challenging task. Kazmi indicated that regression test 

case selections are affected by attributes such as cost, fault detection capacity, and 

coverage [17]. Also, testing on large-scale is associated with many challenges that 

stem from the metrics used to define large-scale systems [8]. Different large-scale 

challenges are identified during development and testing, for instance, security-

related [5], performance-related [18], safety, compatibility and security-related [19], 

critical system-related [20, 21]. Thus, several techniques have proposed to allocate 

scarce resources such as budget, time, people, and hardware efficiently and 

effectively when dealing with a large-scale system [22, 23].  Felderer and Ramler 

also proposed how to effectively and efficiently manage complexity with risk-based 

testing [24, 25].  There are hardly any research papers that focus on challenges and 

mitigations in the context of software quality attributes of LST. Existing literature 

regarding testing focuses on only a few software quality attributes, for instance, 

security.  

1.6 Report structure 
Chapter 2, Background, contains core concepts covered in this study. 

Chapter 3, Methodology, describes the scientific approach applied to answer the 

research question and solve the research problem. 

Chapter 4, Result, contains a summarization of challenges identified, mitigations, 

and quality attributes.  

Chapter 5, Discussions and Limitations of the study, explains results from the SLR 

and Interview (conducted in the target group). 

Chapter 6, Conclusions and Future directions, covers overall conclusion and 

possible ways for future directions.  
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2 Background 

In this section, key concepts about LST are presented. 

2.1 Software quality 
Several quality models were introduced in software engineering literature, for 

instance, McCall’s Quality Model [26],  Boehm’s Quality Model [27], FURPS 

Quality Model proposed by [28],  and ISO Standard25010(
1
). However, in this 

paper, the ISO Standard25010 product quality model is used to map the identified 

LST challenges to their associated software quality attributes since ISO 

Standard25010 is the official software quality model.  

Definition of quality: 

According to IEEE (IEEE_Std_610.12-1990), software product quality is the degree 

to which a system, component, process meets specified requirements, customer's 

needs, or expectations. In the context of large-scale-software system reliability, 

security, safety, and deployability are the core quality attributes that are worth 

paying attention to [7]. For reference to software product quality, ISO/IEC 250101, 

refer to Table 1 below. 

According to, the cornerstone of a software product quality is the quality model; see 

the table below, which dictates relevant quality characteristics when evaluating 

software product properties. 

Software Product Quality 

Functional 

Suitability 

Performance 

Efficiency 

Compatibility Usability Reliability Security Maintainability Portability 

Functional 

completeness 

Functional 

correctness 

Functional 

Appropriateness 

Time -Behavior 

Resource 

Utilization 

Capacity 

Co-existence 

Interoperability 

Appropriateness 

Recognizability 

Learnability 

Operability 

User Error 

Protection 

User Interface 

Aesthetics 

Accessibility 

Maturity 

Availability 

Fault Tolerance 

Recoverability 

Confidentiality 

Integrity 

Non-repudiation 

Authenticity 

Accountability 

Modularity 

Reusability 

Analysability 

Modifiability 

Testability 

Adaptability 

Installability 

Replaceability 

 

 

Table 1: ISO 25010 software product quality model. 

2.2 Large-scale systems 
All systems are not the same in terms of size or other characteristics, and they differ 

significantly in terms of several important characteristics, such as system 

characteristics, organizational characteristics, etc. In this thesis, the author of this 

thesis utilizes a model, large-scale model, proposed by Firesmith [8] to define large-

scale software development and LST. The model describes core attributes 

associated with the development and testing of a large-scale software system and its 

organization. The core attributes define large-scale systems are organizational 

characteristics (governance, autonomy) and system characteristics (complexity, size, 

evolution, emergence, distribution, reuse, heterogeneity, and variability), as 

                                                      

1
https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&limitstart=0 

https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&limitstart=0
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illustrated in Figure 1[8]. Moreover, the core attributes applied to the system could 

also be applied recursively to components of the system. 

 

Figure 1. Meters measuring the scalability of a software system [8] 

2.3 Large-scale software development and LST 
The spectrum of scalability illustrated in Figure 1 defines large-scale software 

development and LST. The short definitions of core attributes are listed below [8, 

128].  

Autonomy- In a large-scale testing environment, independent testing teams 

require resource allocation and a degree of autonomy to handle their testing task 

effectively.  

Governance- In a large-scale system, testing teams require resources and 

degrees of freedom to handle their testing tasks appropriately and to achieve 

their testing objectives. 

Complexity- refers to the degree to which the system is difficult to understand 

and analyze due to different factors (a large number of components connected by 

different interfaces, etc.). Moreover, maintenance and evolution are directly 

affected by the complexity of a system.  
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Evolution- In terms of rate and impact, it refers to the degree to which 

(requirement, test suits, code, technology, etc.) of system or component changing 

over time. Thus Alignment code to test and a requirement to test, maintain 

outdated tests, and prune dead tests are the issues that need attention. 

Emergence- System shows new emergent behavior due to integration among 

components or different services. Introducing ML and AI can be used to identify 

negative emergent behavior.  

Size- As scale growth, a large set of test cases required to developed, managed, 

and maintained. 

Variability- refers to the degree to which the core commonest or system 

appeared in different versions and variants.  Thus, more attention is needed for 

reusability and backward traceability. 

Heterogeneity- refers to the degree to which (components, test suites) differ from 

each other in terms of (requirement, goal, technology, etc.) so that striving for 

homogeneity (single tool, infrastructure,etc.) is an issue.  

Distribution- refers to the degree to which components are distributed in 

different physical locations and virtual places, which in turn add burden for 

testers. Teams might be located in different geographical areas, and the 

coordination of teams needs to be addressed.  

Reuse- refers to which component or test suits have been reused or/and 

modularized for easy maintenance and reduced maintenance cost. 

2.4 Large-scale vs. Small-scale software challenges 
van der Heijden in his paper “An empirical perspective on security challenges in 

large-scale agile software development.” stated different security challenges, which 

are categorized as presented in [5], see the list below: 

1. General challenge (resource allocation),  

2. Agile (common understanding of security, implementing low-overhead 

security) 

3. Large-scale agile (alignment security objectives in a distributed setting, 

common understanding of security and integration of low-overhead security 

testing tools) 

Some challenges belong to both large-scale and small-scale. However, some 

challenges are scale-dependent; for example, hidden faults for small-scale attributed 

in large-scale [29]. Small-scale software challenges, for instance, customer 

involvement, emerging requirements, implicit security requirements & security 

awareness, and expertise among developers encounter in agile development [9]. 

Also, more emphasis should be given to developer security awareness, expertise, 

and adequate customer involvement, and continuously improving the development 

process for security [9]. 
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2.5 LST and its challenge 
Large-scale software engineering poses many challenges to testing. The main 

challenges of large-scale software engineering associated with testing are the 

coordination of testing activities [10], coping with complexity [10], non-

determinism [30], and flakiness [31]. Nielsen suggested interoperability testing to 

mitigate the coordination challenge, whereas a combination of pair-wise testing and 

orthogonal testing used as mitigation for coping with complexity challenge [10]. 

According to Nielsen, the combinatorial explosion is the identified problem for 

coping with complexity [10].  

Furthermore, in this thesis, challenges related to LST concerning quality, and its 

mitigations are summarized in Chapter 4. 
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3 Methodology 

A systematic literature review and interviews were conducted to answer the research 

questions. This study is organized into two phases; in the first phase, a systematic 

literature review using the snowballing technique was conducted to elicit challenges 

and corresponding mitigations. In the second phase, semi-structured interviews were 

conducted to identify additional challenges and mitigations. The flow of the 

research strategy used in this thesis is illustrated in Figure 2 below. 

 

 

 

   

 

Figure 2. The research process from the identification of challenges and 

corresponding mitigations using SLR, snowballing, and interviews are illustrated.  

3.1 Systematic literature review (SLR)  
A systematic literature review is referred to as a secondary study, meaning no 

firsthand data is collected, but only published articles are used. The systematic 

literature review approach followed in this paper is proposed by [12, 32], which 

consists of three phases, namely planning the review, conducting the review, and 

reporting the review. These three phases are explained below.  

3.1.1 Planning the review  

During planning, the researcher defines a strategy for study selection, which is the 

crucial primary step for any SLR to ensure the completeness of the collection of the 

primary studies. Often the quality of the results is dependent on primary studies for 

the SLR.  In this phase, the researcher selected source of repositories or databases, 

formulate the search queries and defined inclusion and exclusion criteria based on 

the research question(s). Web of Science, Scopus, and IEEE were selected to locate 

and download relevant articles. The reasons for choosing these repositories were 

multidisciplinary and international coverage, a large number of records, and the 

opportunity to elicit the landscape and the state-of-the-art about LST [33, 34]. 

This thesis aims to identify the challenges of large-scale software testing from the 

context of software quality characteristics and their mitigation. Therefore, the 

general research question in this study is: 

What are the challenges of large-scale software testing hindering the development 

of quality software products? What are the possible mitigations?  

In this phase, the process was instantiated by entering search keywords on the 

source repositories mentioned above. The returned set of studies from the source 

SLR  Snowballing 

Identify 

missing 

mitigations 

Conduct semi-

structured 

interview to 

identify missing 

mitigations and 

unforeseen 

challenges 

Analysis of List 

of challenges & 

mitigations 
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repositories are then filtered using inclusion and exclusion criteria so that relevant 

scientific papers remain in the list. Scopus, Web of Sciences, and IEEE were used to 

extract relevant scientific literature.  

Identification and formulation of the search keyword were done systematically. 

First, the primary keywords are identified or derived from the research questions. 

Second, for primary keywords, synonyms or alternative words were identified. 

Finally, the formulation of the search keyword by joining the boolean OR for 

alternative terms and boolean AND for binding terms. Queries used in the 

corresponding repositories are the following: 

 Web of Science 

Query used for Web of Science is illustrated below and returned 840 articles 

TOPIC: (((challenge OR problem) AND (large-scale OR “large scale”) AND (” software testing" OR "testing”) 
AND (software OR application))) 

Refined by: DOCUMENT TYPES: (ARTICLE OR PROCEEDINGS PAPER) 

Timespan: 1995-2020. Indexes: SCI-EXPANDED, SSCI, A&HCI, CPCI-S, CPCI-SSH, ESCI. 

 

 IEEE 

Query used for IEEE is illustrated below and returned 1137 articles 

(Challenge OR problem) AND (large-scale OR 'large scale') AND ('software testing' OR testing) AND (software 

OR application) 

 Scopus 

Query used for Scopus is illustrated below and returned 733 articles 

TITLE-ABS ( ( challenge  OR  problem )  AND  ( large-scale OR 'large scale')  AND  ( "software testing"  OR  

"testing" )  AND  ( software  OR  application ) )  AND  ( LIMIT-TO ( DOCTYPE ,  "cp" )  OR  LIMIT-TO ( 

DOCTYPE ,  "ar" )  OR  LIMIT-TO ( DOCTYPE ,  "ip" ) )  AND  ( LIMIT-TO ( SUBJAREA ,  "ENGI" )  OR  

LIMIT-TO ( SUBJAREA ,  "COMP" ) )  AND  ( LIMIT-TO ( PUBYEAR ,  2020 )  OR  ( LIMIT-TO ( PUBYEAR 

,  2019 )  OR  LIMIT-TO ( PUBYEAR ,  2018 )  OR  LIMIT-TO ( PUBYEAR ,  2017 )  OR  LIMIT-TO ( 

PUBYEAR ,  2016 )  OR  LIMIT-TO ( PUBYEAR ,  2015 )  OR  LIMIT-TO ( PUBYEAR ,  2014 )  OR  LIMIT-

TO ( PUBYEAR ,  2013 )  OR  LIMIT-TO ( PUBYEAR ,  2012 )  OR  LIMIT-TO ( PUBYEAR ,  2011 )  OR  

LIMIT-TO ( PUBYEAR ,  2010 )  OR  LIMIT-TO ( PUBYEAR ,  2009 )  OR  LIMIT-TO ( PUBYEAR ,  2008 )  

OR  LIMIT-TO ( PUBYEAR ,  2007 )  OR  LIMIT-TO ( PUBYEAR ,  2006 )  OR  LIMIT-TO ( PUBYEAR ,  

2005 )  OR  LIMIT-TO ( PUBYEAR ,  2004 )  OR  LIMIT-TO ( PUBYEAR ,  2003 )  OR  LIMIT-TO ( 

PUBYEAR ,  2002 )  OR  LIMIT-TO ( PUBYEAR ,  2001 )  OR  LIMIT-TO ( PUBYEAR ,  2000 )  OR  LIMIT-

TO ( PUBYEAR ,  1999 )  OR  LIMIT-TO ( PUBYEAR ,  1998 )  OR  LIMIT-TO ( PUBYEAR ,  1997 )  OR  

LIMIT-TO ( PUBYEAR ,  1996 )  OR  LIMIT-TO ( PUBYEAR ,  1995 ) )  AND  ( LIMIT-TO ( LANGUAGE ,  

"English" ) )  

The final search keyword is applied to the selected repositories, then a total of 2710 

research papers were retrieved. The title and abstract of an article were carefully 

analyzed manually to filter irrelevant articles. In the first iteration,  500 articles were 

selected out of 2710. In the second iteration, Zotero and Mendeley were used to 

remove duplicates, and a total of 373 remained. In the last iteration, full research 
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papers were carefully analyzed with the aid of Adobe PDF reader by using inclusion 

and exclusion criteria and a detailed review of the research papers. Finally, 64 

research papers were chosen for SLR. 

 Inclusion criteria 

 Year of publication should be between 1995 and 2020 

 Assessment of topic relevance using thematic analysis 

 Peer-reviewed conference and journal papers were included.  

 Articles published in IEEE, Web of Science, and Scopus used. 

Exclusion criteria 

 Articles published outside the specified year range 1995 and 2020 were 

excluded.  

 Irrelevance articles were excluded. 

 Articles published in non-peer reviewed outlets, reports, books, and non-

scientific journals were excluded.  

 Non-English papers were excluded. 

Excluded articles included irrelevant keywords and titles such as Large-Scale 

Gesture Recognition, Integrated Circuits and Systems & Systems on chips, Human 

genome & Technology challenges in screening single-gene disorders, VLSI Circuit, 

Ultra-Large-Scale Software systems, Large-scale Global Optimization based on 

ABC Algorithm with Guest-guided Strategy and Opposite-based Learning 

Technique, etc. Collected research papers are summarized, as shown in Table 2 

below. 

Date Repository Collected Selected Merged data after 

duplicates are removed 

1995–

2020 

IEEE 1137 143  

Scopus 733 220 

Web of Science 840 137 

Total  2710 500 373 (Zotero and 

Mendeley were used to 

remove duplicates) 

Final papers selected after a manual review is 

conducted 

64 

 

Table 2. Collected research papers for SLR from 1995-2020. 

3.2 Snowballing 
After collecting relevant research papers and excluding irrelevant literature, 64 

articles were selected. To include possibility missing but relevant literature, forward 

and backward searching were conducted [35].  Forward searching is checking the 

relevance of papers citing selected papers while backward searching is including 

relevant papers from the reference list of selected articles. The iteration continues 

until no paper is found following the snowballing technique presented in [35].   
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3.3 Text-mining techniques 
The co-occurrence of terms was obtained using text-mining techniques on the final 

selected papers. The number of selected papers and those included after snowballing 

is conducted illustrated in Table 3. 

No Final selected papers for 

Analysis (1995-2020) 

Included papers through 

Snowballing 

Common 

paper 

 64 32 0 

Final papers selected after a manual review is conducted 96 

 

Table 3. The number of selected papers from SLR using Snowballing. 

The total collected articles are shown in Figure 3 below. 

 

Figure 3. Collected articles from the repositories 1995-2020.  

The total selected articles, including snowballing techniques, are shown in 

Figure 4 below. 

 

Figure 4.  Final selected articles from the year 1995-2020.  
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3.3.1 Conducting the review 

Zotero and Mendeley were used to remove possible duplicates before starting the 

review, and data extractions were done. The inclusion of relevant articles was done 

by applying inclusion and exclusion criteria. Collected data were checked against 

RQs, and then all extracted data were reviewed several times to check if incorrect 

data extraction was performed. Furthermore, collected data were carefully checked, 

reviewed several times against RQs, and mapped precisely to zero or many quality 

attributes.   

3.3.2 Reporting the review 

The reporting of the review is summarized in a table, as illustrated in Chapter 4. 

Large-scale software testing challenges and their mitigations are listed along with 

software quality attributes of ISO. 

3.4 Semi-structured interview 
This part is the continuation of the SLR, which was conducted to elicited additional 

challenges, and mitigations to the challenges identified during SLR. The sample 

space includes testers/quality assurance engineers, programmers, test and project 

managers, DevOps engineers, system analysts, and technologies that are currently 

working in the IT Industries, Telecom companies, Finance and Bank, Gaming 

Industry, etc. A total of ten respondents were interviewed (one Analyst, two 

developers, one dev lead system architect, two software quality assurance engineers, 

two testers, one both developer and tester, and one test manager).  

3.5 Threats to validity of SLR and Interview 

Quality assessment is an issue that needs to be addressed to have a valid SLR and 

Interview. The possible potential threats for the validity of SLR includes –Incorrect 

research keyword, incorrect selection of research articles, and incorrect data 

extraction or mapping. Quality assessment concerning SLR believed to adequately 

addressed since the research keyword is re-factor several times before reached to the 

final appropriate research keyword. Research papers were properly managed 

(duplicate, incomplete articles, etc.) using (Zotero, Mendeley). Selected research 

papers have followed the guidelines and the steps proposed by [12, 32].  

The research papers were reviewed journals articles and conference papers that were 

selected from (IEEE, Web of Science, Scopes). Finally, the research papers checked 

against RQs and inclusion and exclusion criteria before articles were selected, 

mapping a challenge to respective product quality attributes were checked several 

times, and many more. Thus, quality assessment was assumed to be addressed, and 

final refined research papers match the RQs, and the selections of publications 

consider being valid.  

One of the potential threats for the validity of this research during the interview is 

the coverage sample space, as it’s mentioned above, the coverage sample space was 

assumed to be valid.  
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3.6 Reliability and validity of research 

The reliability and validity of research are the two most important features to 

evaluate for validity research. The evaluation may refer to a tool, method, etc. 

Reliability refers to the stability of findings, whereas validity has represented the 

truthfulness of outcomes [36]. Validity in the context of qualitative research refers 

to the ‘appropriateness’ of the measured used, the accuracy of the analysis of the 

result, and generalization of findings [37]. 

The author of this thesis used both primary and secondary data sources to identify 

the challenges of large-scale testing concerning software quality attributes. First, a 

researcher used SLR to collect secondary data to answer the research question then 

based on the result, and the researcher used interviews to gather primary source 

data. Therefore, the study yielded a consistent result and can be considered to be 

reliable. 

3.7 The trustworthiness of the result 

In relevance to this thesis, the four aspects of trustworthiness, such as credibility, 

transferability, dependability, and conformability, are discussed as presented in [38]. 

Credibility related to internal validity,  transferability refers to external validity and 

generalizability about applicability, dependability (focus on consistency, reliability, 

and stability of the data), and conformability (is about neutrality, objectivity) [38]. 

Reliability and validity are discussed in section 3.6.  Applicability of the result is 

discussed in section 1.4.  

3.8 Ethical considerations 

Following the privacy and confidentiality issue discussed by [39], the 

confidentiality of respondents’ data is well addressed. Following Creswell, ethical 

issues for qualitative research are addressed in the process of investigation: before 

conducting the study, beginning to do the study, collecting, analyzing, reporting 

data, and publishing the work [40,127]. For example, relevant issues are addressed, 

such as the researcher informed the respondents about the purpose of the research 

and how data is collected on how to keep the privacy of the respondent by aliasing 

their identity in publications.  
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4 Result 

In this section, the result of a systematic literature review,  and interviews are 

presented. 

4.1 Summary of all challenges identified through SLR and Interview. 
 

Respondents of the interviews are shown in Table 4 below. 

No Respondent  Current Position Experience Company 

1 R1 Software Quality 

Assurance Engineer 

4 years  Telecom 

2 R2 System Analyst and 

Team leader 

10 years Telecom 

3 R3 Tester 4 years  Game  

4 R4 Dev lead system 

architect 

10 years Consult 

5 R5 Team leader 6 years Consult 

6 R6 Programmer 6-10 years IT company 

7 R7 Quality Assurance 

Engineer 

6 years  Telecom 

8 R8 Tester 4years Telecom 

9 R9 Developer 10+years Consult 

10 R10 Test Manager 8 years Bank, Finance, 

Telecom 

Table 4. Respondents of the interviews  

Summary of the result of all challenges form SLR and Interview are shown in Table 

5 below. 

No Challenges (in the large-scale system) Quality  

1 
Database access code [41] 

Functional 

Suitability 

2 
Mapping Requirement to Testing [42, R1-R5, R10] 

Functional 

Suitability 

3 Develop a common understanding of (requirement, 

configuration security, performance, risk) [5, R1-R3, 

R5, R6, R8, R10] 

Functional 

Suitability, 

Compatibility 

Performance, 

Security 

4 
Identifying a few performance counters form highly 

redundant data [43] 
Performance 

5 

 

 

Deciding the right time to stop performance testing is a 

challenge especially, Performance 

  a. When performance data generated is repetitive [44] 

b. When it’s is tested with simulated operations data 
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[45] 

6 
Generating test case dataset that mimics the actual data 

[46, R10] 
Performance 

7 

Lack of test equipment or difficult to mimic the real 

scenarios in performance testing (ex- telecom domain) 

[R2, R7, R9, R10, 21] 

Performance 

8 

 

 

 

 

 

 

 

 

 

It is a challenge to effectively identify or detect or 

investigate bugs or faults,  

 Performance 

a. When bugs are scale-dependent  [29] 

b. When large-scale system possesses big data [47] 

c. Challenge to identify bugs and Improve test 

infrastructure [48,49] 

d.  In a highly configurable large-scale system 

[50,51,52, R3] 

e.  Due to large numbers of false positives and false 

negatives (using code-mining) [53] 

f. For a large combination of features  [52] 

g. When performance bugs are workload-dependent [54] 

h. In large-scale data processing (Example- Adobe 

Analytics etc.) [55] 

I. To identify critical bugs (in the component, API, etc.) 

[R7] 

9 

 

 

In large-scale system its challenge to effectively, 

Performance 
a. Predict fault [31, 56, 57] 

 

b. Predict and maintain a flaky test  [31] 

10 

 

 

 

 

 

 

It’s a challenge to perform,   

a. Load testing on web applications while running under 

heavy loads (data tsunami) [58] 

Performance 

b. performance Testing effectively, efficiently and fully 

[R2, R3] 

c. Load testing in the cloud due to challenges 

(configuration, capacity allocation, tuning of multiple 

system resources) [59] 

d. Load testing due to environment-variation  [18] 

e. Testing systems (critical, parallel and disturbed) that 

demands intensive computation, multidimensional 

testing [20, 21] 

  

11 

 

 

 

Challenges on performance testing (example-load 

testing) 
Performance a. Detecting performance deviation on components in 

load tests    [60, 61] 
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b. Obtaining accurate performance testing result (for 

Cloud Applications) due to performance fluctuations 

[62] 

c. To perform load testing in a cost-effective and time-

efficient manner [63] 

d. To evaluate the effectiveness of load testing analysis 

techniques [63] 

e. Identify the appropriate load to stress a system to 

expose performance issues[54] 

12 

Managing duplicate bugs and provide reasonable 

compensation of Crowdsourced Mobile Application 

Testing (CMAT) [64] 

Performance 

13 

Bug debugging and bug report diagnosis is expensive, 

time-consuming and challenging (in large-scale systems 

or system of systems) [65] 

Performance 

14 

Classical approach load testing is challenging and 

harder to be applied in parallel and frequently executed 

delivery pipelines (CI/CD) [66] 

Performance 

15 

Effective fault or bug localization (both single-fault and 

multi-fault) has long turn-around time and 

challenging[67, 68, 69] 

Performance 

16 
Achieving a required system performance and 

maintaining it by reducing cost [70] 
Performance 

17 

 

 

In a large-scale microservices architecture, where 

thousands of coexisting applications to work 

cooperatively, so challenges are,  Performance 

a. Task scheduling[71],  Resource scheduling [72] 

b. Performance modeling[71] 

18 

 

 

 

 

Analytics-driven load testing challenges [73]   

a. During test design: - Ensure performance quality 

when a system is deployed in a production environment 
  

 Performance 

  

  

b. During test execution: -Reduce test execution effort 

c. During test analysis: - Determine whether a test 

passes or fails. 

19 

 

 

 

 

 

Challenges for multi-component, multi-version, 

configurable evolving integrated system are  

  

Compatibility 

 

a. Perform compatibility testing for a large combination 

of features in the multi-component configurable system 

[52, 74, R10] 

b. Perform incremental and prioritized compatibility 

testing [52, 75, 76, 77, R10].  

c. Interoperability and dynamic reconfigurability [19]) 

d.  Test optimization for compatibility testing while 

assuring coverage  [78, 79]  

e.  Selecting environment for compatibility testing (due 
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to limited resources large variants to test) [80] 

20 

Challenge on platform compatibility: -Business without 

a sense of ethics has a great impact on compatibility 

testing. [R7] 

Compatibility 

21 

 

 

 

Challenges for usability or/and accessibility testing are 

  

Usability  

a. Low priority, less acknowledges (Time, resource) 

(ex- in Telecom domain, etc.) [R1-R4] 

b.  Detecting duplicate crowd testing reports effectively 

[81] 

22 

 

 

 

 

 

 

 

Large-scale software testing challenges related to 

reliability are 

Reliability 

a. Service disruption challenge due to the difficulty of 

reproducing bugs [R1, 82] 

b.  Achieving a reliable system to an acceptable level of 

reliability[R2] 

c.  The root cause of failures identification [83, R1] 

d.  Testing for correctness and reliability [84] 

e.   Worst-case test inputs generation (from dynamic 

symbolic execution) to use for stress testing [85, 86] 

f.   Optimal testing resource allocation (due to reliability 

constraint and limited resources) [22, 23, 87, 88 , 89 , 90 

, 91, 92 , 93, 94 , R8]   

g.   Validation and testing for (Safety, reliability, and 

security) of autonomous car [95] 

23 

 

 

 

 

 

 

 

 

 

 

Security testing challenges are 

Security 

a.  Align security objectives in a distributed setting [5] 

b.   Integration of low-overhead security testing tools [5] 

c.   Security verification and Coping with security 

threats [R8] 

d.   Lack of hacker’s mindset when security testing is 

done [R7] 

e.   Level of Trust (Infrastructure, platform, tools and 

security expertise) [R3] 

f.   Effective detection of Denial of Service (DDoS) on 

of Software Defined Network (SDN) [96] 

g.   Security oriented risk-assessment challenge [97] 

h.   On safety and security-critical relevance systems 

[98] 

i.    Due to Static application security testing (SAST)) 

[99] 

j.  Security oriented code auditing challenge [100] 

24 

To assure quality when enterprise systems are deployed 

in an environment containing many thousands of 

interconnected systems [101] 

Portability 

25 

 

Challenges on maintainability or regression testing are 
Maintainability 

a. Maintain outdated test suits efficiently and effectively 
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[R3, R4, R9, R10, 102] 

b. Effectively prone outdated test suites [R3, R4] 

c.  Keep track of the faults while doing regression[R9] 

d.  Estimating the impact of changes [102] 

e.   Build and maintain test suites for continuously 

updated regression testing [102] 

f.  Effective test case selections for regression test [103] 

g.  Reusing class-based test cases [104] 

h.  Optimizing continuous integration (CI) testing [105] 

i.  Challenge on regression testing on a database for 

cost-effectiveness [106] 

26 

 

 

Test suit optimization challenge  
Maintainability 

  

  

a. Ensuring a “realistic” optimized suite [107]. 

b.  Test optimization to speed up distributed GUI testing 

[108] 

27 

 

 

 

 

 

 

 

 

 

 

General testing challenges 

General 

a.   Modeling and testing a real-world scenario at an 

acceptable level of abstraction [R2, R3] 

c.   Coordination of testing activities (Integration and 

end-to-end testing) [R4-R6, 72] 

d.  Cross-functional communication challenge [R7]. 

e.   Verification and validation of automotive system 

[109] 

f.   Decision making regarding the adoption of cloud 

computing (CC) for software testing [110] 

g.  Enable efficient and effective testing of big data 

analytics in a real-world setting [111] 

h. Understandable and accessible various stake-holders 

in agile testing is difficult [112] 

i.  Testing for safety, reliability, and security of 

embedded systems [113] 

j. Improve, optimized testing (infrastructure, process) 

and reduce testing cost [48, 106 , 114 ,115 , 116 , 117, 

124] 

 k. Design optimized combinatorial suitable test suits for 

large-scale systems require complex input structures 

[118, 119] 

 

Table 5. Summary of identified challenges from SLR and Interview. 

The summary of the result(challenges for each quality) is shown in Figure 5 below. 
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Figure 5. Summary of identified challenges in relation to quality.  

The summary of the result(challenges of large-scale testing) is shown in Figure 6 

below. 

 

Figure 6.  Summary of identified challenges in relation to quality using a bar graph.  

4.2 Summary result and mitigation of SLR and Interview 
 

The result of this study, that is the list of challenges and corresponding mitigations 

are attached in Appendix A. The author identified 81 challenges from 96 papers. 
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5 Analysis of the result 

In this section, a summary of the result, co-occurrence analysis, and analysis of the 

result with respect to the software product qualities of ISO were presented. The 

analysis was done following a thematic analysis for identifying thematic structures, 

with respect to software product qualities. Therefore, this section is organized 

following the eight software quality characteristics and sub-quality characteristics. 

Additionally, the result from the semi-structured interview is analyzed under the 

software quality characteristics and sub-characteristics. 

5.1 Summary of the result 
In this thesis, a total of 2710 articles was collected from the year 1995-2020; 

1137(42%) IEEE, 733(27%) Scopus and 840(31%) Web of Science out of which 64 

articles were selected SLR, and 32 additional articles were added using snowballing 

techniques. Thus, a total of 96 articles were identified for SLR. The identified 

challenges through SLR and interviews are categorized under eight software 

qualities. From 96 articles a total 81 challenges of LST were identified, 32(40%) 

performance efficiency, 10(12 %) security, 10(12%) maintainability, 7(9 %) 

reliability, 6(8%) compatibility, 10(12%) general testing challenges etc. The result 

shows that more challenges were identified in (performance efficiency, security, 

maintainability, reliability, and compatibility), and fewer challenges were identified 

in (functional suitability, usability, and portability) product quality attributes.   

5.2 Co-occurrence analysis 
To get an insight into the relevance of current state-of-art analyzed through SLR and 

interview, co-occurring concepts, text mining techniques are used.  The co-

occurrence analysis was done using a script in R on 96 selected articles.  Different 

results of co-occurrence analysis with R are shown below in figures Figure 8 and 

Figure 9 below. The frequency of terms or words is illustrated below, see Figure 7 

below.  
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Figure 7. Frequency of terms in SLR (96 articles). 

The terms, ’software’, ’large’, ‘scale’, ‘test’, and ‘challenge’ are the most frequent 

terms as illustrated in the frequency distribution graph, see Figure 7. It is evident 

that the most frequent terms are the key terms that construct the research keyword. 

The co-occurrence of terms with the term ‘test’ as the main part of the analysis is 

shown in Figure 8 below. The R code used to generate the visualization was 

obtained from the online course repository
2
. There is the co-occurrence of terms 

‘test’ and ‘requirement’, implying that mapping requirement to testing is an 

important task in large scale software testing. Similarly, ‘test’ co-occurs with 

‘automated’, ‘agile’, ‘regression’, ‘case’, and ‘combinatorial’, are the most 

prominent terms in the visualization indicating that these are agile-testing, 

regression-testing, and combinatorial-testing are among the significant techniques in 

large-scale software testing. 

                                                      

2
 https://tm4ss.github.io/docs/Tutorial_5_Co-occurrence.html 

https://tm4ss.github.io/docs/Tutorial_5_Co-occurrence.html
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Figure 8. Co-occurrence of terms with term ‘test’. 

The co-occurrence of terms of ‘performance challenge’ from the year 2012-2020 is 

illustrated in Figure 9 below. Some of the tasks are described in the visualization, 

such as finding-bugs (it’s a challenge to find bugs in large scale when bugs are 

scale-dependent), worst-case input generation (worst-case input generation for stress 

testing in the large-scale system is a challenge), and others are found in the thematic 

analysis of the literature.  
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Figure 9. Co-occurrence of terms of ‘performance challenge’ from the year 2012-

2020. 

5.3 Functional suitability 
There are three functional suitability sub characteristics, namely functional 

completeness, functional correctness, and functional appropriateness (ISO/IEC 

25010
 1
). The first sub characteristics of functional suitability are functional 

completeness, which is the degree to which specified tasks and objectives are 

covered by the set of functions. The second one, functional correctness, is the 

degree to which a system or a product provides the correct result with the 

appropriate degree of precision. The last one, functional appropriateness, is 

evaluating the degree to which the accomplishment of intended tasks and objectives 

(
1
).  

Under functional suitability, three challenges were identified. 
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1. Database access codes are black-boxed so, it is a grey area to how good test 

case is written and functional, and performance problems are identified [41]. 

This challenge affects the three functional suitability sub characteristics. 

 Completeness  it is not easy to verify if all functions are fully 

implemented. 

 Correctness  it is challenging to detect functional problems or functional 

issues. 

 Appropriateness  it is not easy to show if functions are accomplished 

and fulfill specified requirements. 

Mitigation  [41] identified five framework-specific database access 

patterns to address this challenge, refer to [41] for details. 

2. Alignment or mapping of requirements to testing is a challenge in large-scale 

software development [42] when the requirement is unclear or wrong [R1-R5, 

R10]. It is also challenging to write useful quality tests, especially when there 

are no documented requirements [R1].  

This challenge affects the three functional suitability sub characteristics. 

 Completeness  it’s hard to verify if all requirements are fully 

implemented or addressed in the solution. 

 Correctness  it’s challenging to verify the correctness of functions if the 

alignment of a requirement for testing is missing. 

 Appropriateness  it’s also hard to verify all objectives or tasks of the 

requirement are adequately addressed. 

Mitigation  Adopt more agile RE practice and agile testing [42].  

Development teams should include tester, analyst, programmer, etc. [R1-

R5, R10], and tester must be involved from the beginning of systemization 

to product deployment. 

3. Develop a common understanding of the requirement, security, performance, 

risk, compatibility [R1-R3, R5, R8]. Also, the inexperienced tester often lacks a 

full understanding of the project.  Lack of technical analysts to determine the 

technical risk associated with compatibility due to multiple machine 

configurations, multi-version systems [R8], the risk associated with security is 

challenging [R6, R10].  

 

This challenge affects the three functional suitability sub characteristics. 

 Completeness, correctness  if requirements are missing or unclear, then 

it’s hard to verify its completeness and correctness.  

 Appropriateness  it is also challenging to ensure functions fulfill all 

tasks & objectives. 

Mitigation  Facilitate successive meetings and communication [5, R1-

R3, R5], including expertise on the teams [R1, R8]; companies should sign 

of a common agreement on requirement among the teams [R5]. To 

mitigate the risk associated with configurations: -include expertise on the 

teams [R1, R8], reduce configuration changes, and automatic execution of 

assertions [R8]. To mitigate the risk associated with security: - proper 

security documentation, correctly understand security principles, security 
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metrics that a tester to understand and follow [R10], communication and 

have a dynamic security matrix [R10]. 

Challenges related to functional suitability also emanate from software 

development methodologies company follows, such as agile, waterfall, or 

iterative [R10].  

This challenge affects the three functional suitability sub characteristics: -

Completeness, correctness, appropriateness Quality of software 

development affected by a proper development, quality risk assessment, 

strict test strategy [R10]. Follow a rigorous test strategy is affected by the 

methodology the company follows.  

Mitigation  Teams should agree or should have a common 

understanding of risk area, strategies on risk, test strategies. 

5.3.1 Reflection about Challenges Related to Functional Suitability 

There are generally few challenges under Functional Suitability compared to other 

quality attributes. Identified challenges to LST under functional suitability emanate 

from poor requirement management and poor software design and testing 

methodology. For example, mapping of a requirement to testing is the first-class 

challenge concerning functional suitability. Best practices to circumvent these 

challenges are the need for requirement documentation, involving cross-functional 

team members from the inception of the project to facilitate common understanding, 

practicing model-based testing, and suitable development strategy are crucial.  

5.4 Performance Efficiency 
There are three performance efficiency sub characteristics, namely time behavior, 

resource utilization, capacity (
1
) 

Time behavior- “The degree to which the response and processing 

times and throughput rates of a product or system, when performing 

its function to meet requirements.” 

Resource utilization- “The degree to which the amounts and types of 

resources used by a  system when performing its functions, meet 

requirements.” 

Capacity- “The degree to which the maximum limits of a product or 

system parameter meet requirements.” 

1. Lack of test equipment to mimic the real scenarios in performance testing [R2, 

R7]. 

Simulating a production server locally and doing performance testing for an 

integrated, parallel, distributed, and dependable system is a challenging task 

[R9, R10, 21].  The system that you depend on doesn’t allow you to send so 

many requests; otherwise, the system will break so challenging to do 

performance testing. 

 

This challenge affects the three performance efficiency sub characteristics. 
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 Capacity it is difficult to test a maximum limit capacity of a system 

that meets a requirement if the test equipment is not efficient or if the 

production server is not simulated locally. 

 Time behavior  it is difficult to test the response, and the processing 

speed of a system meets a requirement if test equipment is not efficient 

or if the production server is not simulated locally. 

 Resource utilization it is difficult to test the amount & type of 

resource used by the system if test equipment that mimics the real 

scenarios is not sufficient or if the production server is not simulated 

locally. 

Mitigation  Use better test equipment if possible [R2] and 

complement performance testing with field testing, especially in the 

telecom domain, to mimic real scenarios[R2, R3, R7]. Other mitigation 

could be service virtualization or emulating the actual system that your 

system depends on locally [R9, R10]. 

2. Identify a few performance counters from redundant performance data [43]. 

This challenge affects the three performance efficiency sub characteristics. 

 Capacity, resource utilization, and time behavior it is difficult to test 

resource utilization, capacity, and response time of a system that meets 

a requirement specification if smaller data set is not properly identified 

from the redundant performance data.   

Mitigation  The author proposes principal component analysis 

(PCA) to reduce performance counter to a manageable smaller dataset 

[43]. 

3. Challenges in line with the decision for the right time to stop testing are: - 

 Deciding when is the right time to stop performance testing is a 

challenge, especially when performance data generated is repetitive [44] 

or/and when it’s is tested with simulated operations data [45]. 

Mitigation  [44] proposes to stop performance testing when the 

generated data became highly repetitive, and repetitiveness becomes 

stabilized [44]. 

 It’s is also a challenge to decide the right time to stop acceptance testing 

[45]. 

Mitigation  [45] proposed mitigation compare generated stop time 

by an algorithm with the known perfect stop time. 

 

These challenges affect performance efficiency sub characteristics. 

 Resource utilization It’s difficult to test resource utilization of a 

system that meets a requirement specification if performance data 

generation is repetitive since difficult to decide when to stop testing.    

4. Challenge on creating a test case data set that mimics the actual data set is a 

challenge [R10, 46]. For different reasons, performance testing is not done in 

the production server with real data instead it’s done using a performance 

testing server and with data that mimic the actual data. This challenge affects 

the three performance efficiency sub characteristics. 

 Capacity, resource utilization, and time behavior it is difficult to test 

resource utilization, capacity, and a response time of a system that 
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meets a requirement specification if sufficient test data set is not created 

from the actual dataset.   

Mitigation  Using data sanitization techniques to alter large datasets 

in a controlled manner to obfuscate sensitive information, preserving 

data integrity, relationships, and data equivalence classes [46]. 

5. Environment-variation-based load testing challenges. 

Adjusting the test environment dynamically for a system deployed in a 

heterogeneous platform to perform load testing is a challenge [18]. This 

challenge affects the three Performance efficiency sub characteristics. 

 

 Capacity, resource utilization, and time behavior it is difficult to test 

resource utilization, capacity, a response time of a system that meets a 

requirement specification if the test environment not adjusted 

dynamically.   

Mitigation  [18] developed a modeling technique that leverages the 

results of existing environment-variation-based load tests, and it 

performs better than the baseline models when predicting the 

performance of the realistic runs. 

6. Challenges related to bugs, faults in the large-scale system are: -  

It is a challenge to effectively identify or detect or investigate bugs or faults  

a. When bugs are scale-dependent [29] 

Mitigation The author developed WUKONG can automatically 

scalable and effectively diagnose bugs. [29]. 

b. When large-scale system possesses big data [47] 

Mitigation Principal Component Analysis (PCA) could be used to 

detect faults [47]. 
c. It is a challenge to effectively identify bugs and Improve test infrastructure 

[48, 49] 

Mitigation  Apply Model-based testing [48, 49] 

d. In a highly configurable system [50, 51,52, R3] 

Mitigation The author developed NAR-Miner [50], to extracts 

negative association programming rules and detected their violations to 

find bugs, and Genetic configuration sampling [51], to learn a sampling 

strategy for fault detection of highly-configurable systems. 

e. For a large combination of features[52] 

Mitigation The authors combine random and combinatorial testing. 

[52]. 

f. Due to large numbers of false positives and false negatives (using 

code-mining) [53]. 

Mitigation The author developed, EAntMiner, to improve the 

effectiveness of code mining [53]. 

g. When performance bugs are workload-dependent [54] 

Mitigation The author developed DYNAMO to find an adequate 

workload [54]. 

h. In large-scale data processing (Example- Adobe Analytics etc.) [55] 

Mitigation  Apply combinatorial (example- pair-wise) testing [55]. 
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i. Fault investigation is time-consuming and challenging[R3] 

Mitigation  Incorporating Machine learning (ML) and AI-based 

testing in the testing process [R2]. 

 

These challenges affect the three performance efficiency sub characteristics. 

 Capacity, time behavior, and resource utilization it is difficult to test 

the capacity, response time, processing speed, resource utilization of a 

system that meets a requirement if a fault is presented in the system. 

 

In the large-scale system, it is a challenge to effectively  

a. Predict faults [31, 56] 

Mitigation Software fault prediction algorithms should be 

carefully examined and combined to give a better result than 

using a single machine learning technique to resolve those 

challenges [56]. The authors used, heterogeneous ensemble and 

fault prediction model to predict different fault in different data 

and reduced error [57]. 

b. Predict and maintain a flaky test [31] 

Mitigation using machine learning (ML), AI, and Bayesian 

networks to classify and predict flaky tests [31]. 

 

These challenges affect the three Performance efficiency sub characteristics. 

 Capacity, time behavior, and resource utilization It is difficult to test 

the capacity, response time, processing speed, resource utilization of a 

system that meets a requirement if a fault due to flakiness is presented in 

the system. 

7. Challenges related to performance testing are: -  

 

a. Perform load testing on web applications while running under heavy loads 

(data tsunami) is challenging [58]. 

Mitigation  Peer-to-peer load testing is valuable to isolate bottleneck 

problems could be the possible mitigations [58]. 

b. Doing performance testing effectively, efficiently, and fully [R2, R3]. For 

instance, it’s difficult to test the system fully if response time (RTT) of the 

requirement not compatible with the test set environment [R2, R3]. 

Mitigation Field testing is a choice in the telecom domain [R2, R3]. 

c. Doing perform load testing in the cloud is challenging due to challenges 

(configuration, capacity allocation, tuning of multiple system resources)[59] 

Mitigation SvLoad is proposed to compare the performance of catch and 

server [59]. 

d. Detecting performance deviation on components in load tests is challenging 

[60, 61]. 

Mitigation [60] present, Principal Component Analysis (PCA), to 

identify subsystems that show performance deviations in load tests  

Automate load test using supervised (a search-based technique) and 

unsupervised approach to uncover the performance deviation in load tests 

[61]. 
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e. Obtaining accurate performance testing results for Cloud Applications is 

challenging due to performance fluctuations [62]. 

Mitigation The author proposes a cloud performance testing 

methodology called PT4Cloud, which provides reliable stop conditions to 

obtain highly accurate performance distributions with confidence bands 

[62]. 

f. To perform load testing in a cost-effective and time-efficient manner is 

challenging [63, R4]. To evaluate the effectiveness of load testing analysis 

techniques [63] 

Mitigation  Using statistical test analysis techniques, a control chart, 

descriptive statistics, and regression tree yield the best performance [63]. To 

speed up and reduce testing costs in general, apply the best testing practice 

of large-scale testing and containerization (example-docker) [R4]. 

g. Managing duplicate bugs and provide reasonable compensation of 

Crowdsourced Mobile Application Testing (CMAT)[64] 

Mitigation  The author offers guidelines on how to manage duplicate and 

invalid bug reports and compensation schema for testers to make CMAT 

effective and to address the challenges. 

h. Bug debugging and bug report diagnosis is expensive, time-consuming and 

challenging (in large-scale systems or system of systems) [65] 

Mitigation The authors propose an automated approach to assist the 

debugging process by reconstructing the execution path and saves time. 

i. Identify the appropriate load to stress a system to expose performance 

issues [54] 

Mitigation The author proposes an approach called DYNAMO; 

automatically find an adequate workload for a web application [54]. 

 

These challenges affect the three performance efficiency sub characteristics. 

 

 Capacity, time behavior, and resource utilization It is difficult to test 

capacity, response time, processing speed, resource utilization of a system 

that meets a requirement if appropriate load to stress the system is not 

identified correctly. It is also difficult to find appropriate performance 

deviation on components in load tests if systems are not fully load tested. 

 

8. Classical approach load testing challenge in CI/CD: -Classical approach load 

testing is challenging and harder to be applied in parallel and frequently 

executed delivery pipelines (CI/CD) [66] 

Mitigation The author designed context-specific and low-overhead load 

testing in continuous software engineering (testing process from 

measurement data recorded in production to loading test results). For further 

study, read the article [66]. 

 

9. Effective fault or bug localization both single-fault and multi-fault has long 

turn-around time and challenging [67, 68, 69] 

These challenges affect the three performance efficiency sub characteristics. 
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 Capacity, time behavior, and resource utilization it is difficult to test 

capacity, response time, processing speed, resource utilization of a system 

that meets a requirement if a fault is not localized effectively or if faulty 

components are not localized.  

Mitigation For single-fault localization, spectrum-based fault 

localization (SFL), methods are effective and efficient but for multi-fault 

localization, fast software multi-fault localization framework (FSMFL), 

based on genetic algorithms, are effective in addressing multiple faults 

simultaneously [69].  For a single fault, fault localization based on complex 

network theory for a single-fault program (FLCN-S) to improve localization 

effectiveness in a single-fault context [68]. Program slicing spectrum-based 

software fault localization (PSS-SFL) is more precise to locate the fault 

[126]. Classification could be used to predict the location of bugs and 

reduce turn-around time [67]. 

10. Challenge on achieving and maintaining system performance to the desired 

level: -Achieving a required system performance and maintaining it by reducing 

the cost to a desired level in the large-scale system is a challenging task [70].  

This challenge affects the three performance efficiency sub characteristics. 

 

 Capacity, resource utilization, and time behavior it is difficult to test 

resource utilization, capacity, a response time of a system that meets a 

requirement specification if the system under test doesn’t achieve and 

maintain the required performance efficiency.   

Mitigation Performance quality gates (performance trending, speed, and 

efficiency, reliability) to be established at the software integration phases at 

various points to avoid or reduce unforeseen system performance 

degradations [70]. 

11. Challenge on microservices: - In a large-scale microservices architecture, where 

thousands of coexisting applications to work cooperatively, challenges are:- 

Task scheduling [71], Resource scheduling [72], and Performance modeling 

[71]. 

 

Mitigation  Designed a performance modeling, and prediction method 

for microservice-based applications [71] formulated a microservice-based 

Application workflow scheduling problem for minimum end-to-end delay 

under a user-specified budget constraint (MAWS-BC) and proposed a 

heuristic micro service scheduling algorithm [71].  Kubernetes provide a 

deployment tool, Kubemark to address performance and scalability issue 

[72]. 

12. Analytics-driven load testing challenges: - Designing, executing and analyzing a 

load test can be very difficult due to the scale of the test (e.g., simulating 

millions of users and analyzing terabytes of data) [73] 

So analytical driven load testing challenges are  

 The test design challenge: - ensuring performance quality when a system is 

deployed in a production environment. 

 Test execution challenge: - to reducing test execution effort. 
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 Test analysis challenge: - determining whether a test passes or fails. 

This challenge affects the two performance efficiency sub characteristics. 

 Resource utilization, time behavior it is difficult to test resource 

utilization, a response time of a system that meets a requirement 

specification if load testing is not properly designed, executes and analyzed.   

Mitigation  [73] suggested (1) for test design: - Aggregate and assess 

user-level behavior of the system when user behavior can affect system 

quality when design tests. (2) For test execution,  the -Performance analyst 

quickly determines and stops a test if it is an invalid test (3) For test analyst: 

-Use keywords for locating error logs, and if logs are the only indication of 

anomalies, then use the Z-test to identify anomaly event sequences. 

13. Challenges on testing in large-scale systems (critical, disturbed and distributed, 

etc.) are 

 Testing large-scale critical systems demands intensive computation, 

multidimensional testing & a combination of different testing (functional, 

random, etc.), so it’s challenging [20]. 

Mitigation  For critical systems, [20] identified testing workflows and 

designed an automated framework, ATLAS, to perform extensive tests on 

large-scale critical software [20]. 

 It is too difficult to test parallel, distributed and dependable systems 

sufficiently since it demands concurrency [21] 

Mitigation  For distributed systems, the author proposed a testing 

environment for dependable parallel and distributed system using, for 

example, cloud computing technology, named D-Cloud to perform multiple 

test cases simultaneously, to enable automatic configuration [21]. 

These challenges affect three performance efficiency sub characteristics. 

 Capacity it’s difficult to test a maximum limit capacity of a system that 

meets a requirement if the system demands intensive computation and 

concurrency. 

 Time behavior  it is difficult to test the response time and processing 

speed of a critical system to meets a requirement since it demands intensive 

computation and concurrency. 

 Resource utilization it is difficult to test the amount & type of resource 

used by the critical system that demands intensive computation and 

concurrency. 

5.4.1 Reflection about Challenges Related to Performance Efficiency 

Performance testing is the most significant task in LST. Fault investigation is one of 

the most common time-consuming challenges in relation to performance. 

Incorporate ML and AI in the testing process is one of the recommended mitigations 

for fault investigation. 
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5.5 Compatibility 
Compatibility is the degree to which a system, a component or product, can 

exchange information with other systems, components, or products, and/or perform 

its required functions while sharing the same software or hardware environment
3
. 

Compatibility is composed of sub characteristics, namely co-existence, and 

interoperability 
3
. The first sub characteristics of compatibility are interoperability, 

which refers to the degree to which two or more systems or products or components 

can exchange information and use the exchanged information among them
3
. The 

second one, co-existence, which refers to the degree to which a system or a 

component or a product performs its required tasks or functions efficiently while 

sharing the same resource or environment without affecting others negatively
3
. 

Co-existence- “The degree to which a product can perform its 

required functions efficiently while sharing a common environment 

and resources with other products, without a detrimental impact on 

any other product.”           

Interoperability- “The degree to which two or more systems, products 

or components can exchange information and use the information 

that has been exchanged.” 

Challenges identified in this section are: - 

1. Challenge on compatibility testing for multi-component and highly configurable 

multi-version based evolving systems [R10, 74].  Perform compatibility testing 

for a large combination of features in a multi-component configurable system 

[52, R10, 74]. It is a challenge to perform compatibility testing for multi-

component and highly configurable multi-version based evolving systems [R10, 

74]. Similarly, it’s infeasible to test and configure a system when large 

combinations of features are selected in a large and complex system [52]. 

 

This challenge affects the two compatibility sub characteristics. 

 Co-existence, interoperability It’s difficult for systems or components to 

perform their required tasks or/and to share messages efficiently while 

sharing the same resource or/and environment if a combination of features 

is not properly configured or if all potential configurations are not fully 

tested.  

Mitigation  Combines random testing with combinatorial testing [52, 74] 

proposed an efficient and scaled compatibility testing called Rachet. 

Prioritized and execute highly prioritized once [R10], Reduce configuration 

as much as possible [R8]. 

2. Challenge on incremental and prioritized compatibility testing for multi-

component, multi-version, highly configurable evolving systems [52, 75-77, 

R10]. This challenge affects the two compatibility sub characteristics. 

 

                                                      

3
 https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&start=3 

https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&start=3
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 Co-existence, interoperability It is difficult for systems or components to 

perform their required functions efficiently or/and to communicate to each 

other while sharing a common resource or environment if a system is not 

fully configured, tested in an incremental and prioritized way. 

Mitigation  [77] presented an approach to support incremental and 

prioritized compatibility testing and cache-aware configuration for 

component-based multi-version systems that evolve independently over 

time.  

3. Challenge on interoperability when different systems are integrated: -Due to the 

demand of highly reliable dynamic configuration of a large-scale distributed 

system, faces challenges related to dynamic configuration, interoperability, and 

trustworthiness (Security) [19]. This challenge affects the two compatibility sub 

characteristics. 

 Co-existence, interoperability It’s difficult for systems or components to 

perform their required tasks efficiently or/and to communicate to each other 

while sharing the same resource or/and environment if components are not 

Interoperable and untrustworthy.  

Mitigation Use the homogenous environment as much as possible, and 

the API specification agreement needs to be sign-off by teams [R5], using 

service-oriented architecture (SOA) to enhance interoperability [R5]. 

4. Challenge on test optimization while assuring coverage for compatibility testing 

[78, 79]. 

This challenge affects the two compatibility sub characteristics. 

 Co-existence, interoperability It’s difficult for systems or components to 

perform their required tasks or/and to share messages efficiently while 

sharing the same resource or/and environment if the system is not tested 

with optimized test suits since it’s infeasible to test all potential 

configurations[78, 79]. 

Mitigation  Authors proposed a test case selection approach by analyzing 

the impact of configuration changes with static program slicing [78], and 

pair-wise [52, 125] as a mitigation for the challenge. 

5. Challenge on selecting environment for compatibility testing due to limited 

resources and large variants to test [80]. 

This challenge affects the two compatibility sub characteristics. 

 Co-existence, interoperability It’s difficult for systems or components to 

perform their required tasks or/and to share messages efficiently while 

sharing the same resource or/and environment if the environment is selected 

appropriately and a combination of features is not properly configured and 

tested.  

Mitigation  Authors proposed an evolutionary algorithm using ML to 

select the best configurations and environment sensitivity measures to 

discover defects [80]. 
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6. Lack of knowledge and common understanding of configuration, risk, security, 

performance [R8]. Lack of technical Analyst to determine the technical risk 

associated with compatibility and other quality attributes (security, 

performance, etc.) due to multi-configuration and multi-version system). This 

challenge affects the two compatibility sub characteristics [R8]. 

 Co-existence, interoperability It’s difficult for systems or components to 

perform their required tasks or/and to share messages efficiently while 

sharing the same resource or/and environment if all technical risk related to 

compatibility is not properly handled.  

Mitigation Risk analyst technical expertise should be included in the 

team, reduce configuration changes, and apply best practices on assertion 

and mutation [R8].  

7. Platform compatibility challenge: - Business without a sense of ethics affects 

compatibility negatively. For instance, gateway routing protocol (EIGRP) is a 

better routing protocol than the open shortest path first (OSPF). EIGRP interacts 

with Cisco routers whereas OSPF can be compatible with different routers from 

different vendors [R7]. This challenge affects the two compatibility sub 

characteristics. 

 Co-existence, Interoperability It’s difficult for systems or components to 

perform their required tasks or/and to share messages efficiently while 

sharing the same resource or/and environment if protocols are not 

compatible with others [R7]. 

Mitigation Build a common platform that the products, protocols, 

components interact; communicate to one another [R7].  

5.5.1 Reflection about Challenges Related to Compatibility 

The integration of heterogeneous systems raises compatibility issues due to multiple 

configurations and versioning, so it is difficult to test all potential configurations. 

Determining the technical risks of a system in advance which is related to 

compatibility is critical, especially for a critical and dependable large-scale system. 

Technical analysts play a crucial role in reducing the occurrence of a risk. Also, 

prioritizing compatibility according to relevance and risk factors is important. 

5.6 Usability 
Usability is composed of sub characteristics, namely appropriateness 

recognizability, learnability, operability, user interface aesthetics, and accessibility 

(
3
). According to to

3
 define 

Appropriateness recognizability - “The degree to which users can 

recognize whether a product or system is appropriate for their 

needs.” 

Learnability- “The degree to which a product or system can be used 

by specified users to achieve specified goals of learning to use the 

product or system with effectiveness, efficiency, freedom from risk, 

and satisfaction in a specified context of use.” 
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Operability- “The degree to which a product or system has attributes 

that make it easy to operate and control. User error protection-refers 

to the degree to which a system protects users against making 

errors.” 

User interface aesthetics- “The degree to which a user interface 

enables pleasing and satisfying interaction for the user.” 

Accessibility- “The degree to which a product or system can be used 

by people with the widest range of characteristics and capabilities to 

achieve a specified goal in a specified context of use.” 

Identified challenges in this section are: - 

1. Challenges related to usability are – 

 Usability or/and accessibility testing has given low priority, less 

acknowledge (time, resource) (ex- in telecom domain, etc.) [R1- R4]. 

Usability or accessibility is less acknowledged means the designer is not 

able to design the GUI according to the interest of target groups or users 

[R3].  

Mitigation  for Accessibility challenge: - outsource usability testing to 

save resources like time, cost, humans [R3], and focus group to check for 

usability testing [R4]. 

 

 Detecting duplicate crowd testing reports effectively [81] 

Mitigation  The authors propose Screenshots and Textual (SETU) adopt 

a hierarchical algorithm, which combines information from the Screenshots 

and the textual descriptions to detect duplicate crowd testing reports [81]. 

 

These challenges affect two usability sub characteristics. 

 Accessibility, operability it is difficult for a product to be accessible 

widely by the target group if the product is designed without the interest of 

users or target groups.  Critical bugs in the component or API can’t easily 

be identified if a product can’t be easily operable or accessible. 

5.6.1 Reflection about Challenges Related to Usability 

Usability testing is less acknowledged in large scale software testing. It is difficult 

to test a GUI in relation to accessibility. Usability testing could enable the 

identification of critical bugs. Therefore, addressing usability testing is useful. 

5.7 Reliability  
Reliability is composed of sub characteristics, namely maturity, availability, fault 

tolerance, and recoverability
3
. This characteristic is composed of the following sub 

characteristics: 

Maturity- “The degree to which a system, product or component 

meets needs for reliability under normal operation.” 
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Availability- “The degree to which a system, product or component 

is operational and accessible when required for use.” 

Fault tolerance- “The degree to which a system, product or 

component operates as intended despite the presence of hardware or 

software faults.” 

Recoverability- “The degree to which, in the event of an interruption 

or a failure, a product or system can recover the data directly 

affected and re-establish the desired state of the system.” 

Identified challenges in this section are: - 

1. Service disruption challenge – Service disruption challenge due to the difficulty 

of reproducing bugs [R1, 82]. Service disruption is the result of stress testing to 

verify the reliability of a system. Service disruption fault is extremely critical 

and mostly related to loss of life, finance, and customer dissatisfaction. 

Unfortunately, non-reproducible service disruption fault (fault appears only one 

time) is hard to fix due time and difficulty. Only reproducible service disruption 

fault (fault appears at least twice) is fixed before the product is delivered [R1]. 

So, getting non-reproducible service disruption fault when doing stress testing is 

the main challenge to fix, and as a result, the system is not reliable.  This 

challenge affects the three reliability sub- characteristics. 

 Availability it is difficult for a component or a system to be operational 

and accessible when required for use if service disruption fault occurs or if 

bugs are difficult to be reproducible. 

 Fault tolerance  it is difficult for a component or a system to operate as 

intended when service disruption fault occurred or if bugs are difficult to be 

reproducible. 

 Recoverability it is difficult for a component or a system to recover the 

data when service disruption fault occurred or if bugs are difficult to be 

reproducible. 

Mitigation Assigned enough resources (time, programmer) to fix any 

service disruption fault even the fault appeared only one time. The trade-off 

is between time for service delivery and quality [R1]. Generate worst-case 

reproducible test inputs from dynamic symbolic execution. [85, 86].  [82] 

provides guidance and a set of suggestions to successfully replicate 

performance bugs, improve the bug reproduction success rate. 

2. Achieving a reliable system to an acceptable level of reliability is challenging 

[R2]. It is hard to find a system that is 100% reliable, but achieving a reliable 

system to an acceptable level of reliability is challenging and project dependent. 

The source of challenge could be (test environment, etc.). If one intends to 

achieve a reliable system, then the test environment (hardware, software, etc.) 

should be reliable. Hardware can be affected by different factors (heating, bit 

flip, and interface (change of format back and forth), the software can be 

affected by different factors (the wrong script, misunderstood) [R2]. This 

challenge affects the four reliability sub characteristics. 
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 Availability it might be difficult for a component or a system to be 

operational and accessible when required for use if a system is not achieved 

to an acceptable level of reliability. 

 Fault tolerance  it is difficult for a component or a system to operate as 

intended if a system is not achieved to an acceptable level of reliability. 

 Recoverability it is difficult for a component or a system to recover the 

data if a system is not achieved to an acceptable level of reliability. 

 Maturityit is difficult for a component or a system meets the needs for 

reliability under a normal operation if a system is not achieved to an 

acceptable level of reliability. 

Mitigation  Use CI/CD and versioning [R3], Cooling the system if 

hardware error due to heating [R2], Test the test script if the error comes 

from the test script (Write test script that tests the test script itself) [R2], No 

mitigation if the hardware error comes due to bit-flip [R2] are few of the 

possible mitigations. 

3. Challenge to discover the root cause of failure [R1, 83]. Understand how 

robustness tests can be broken down from system level to low-level perspective 

to understand the root cause failures is time-consuming and a challenge [R1, 

83]. Detecting the root cause of performance regressions is also a challenge 

[120]. 

 

This challenge affects reliability sub characteristics. 

 Availability It is difficult for a system or component to be operational if 

failure is discovered 

 RecoverabilityIt is difficult for the system or component to recovering 

data if data is directly affected by the failure or interruption. 

 Fault tolerance  It is difficult for the system or component to operate as 

intended if failure is discovered.  

Mitigation  Collect all possible log, automate a system that manages root 

cause analysis, and all teams participate [R2, 120] extensively evaluate and 

study the root cause of performance regression at the commit level [120]. 

4. Testing for correctness and reliability of large-scale cloud-based applications is 

a costly, challenging, and traditional simulation, and an emulation-based 

alternative is too abstract or too slow for testing [84]. This challenge affects the 

three reliability sub characteristics. 

 Availability, fault tolerance, recoverability it is difficult for a component 

or a system to be operational and accessible when required for use or to 

operate as intended or to recover the data if a large-scale cloud-based 

application is not reliable. 

Mitigation  A testing approach that combines simulation and emulation 

in a cloud simulator that runs on a single processor [84]. 
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5. Generating scalable worst-case test inputs from dynamic symbolic execution to 

use for stress or performance testing is challenging [85, 86]. Automatic test 

input generation by dynamic symbolic execution (DSE) is difficult to scale up 

due to the path space explosion. 

This challenge affects 

 

 Availability it is difficult for a component or a system to be operational 

and accessible when required for use if a system or component is not fully 

tested for stress testing through worst-case test inputs. 

 Fault tolerance  it is difficult for a component or a system to operate as 

intended if components or systems are not fully tested for stress testing to 

test the systems or components fully in advance. 

 Recoverability it is difficult for a component or a system to recover the 

data if system or components are not tested in advance for stress testing 

through worst-case test inputs. 

It can also affect sub-characteristics of performance efficiency (resource 

utilization, time behavior) 

 Resource utilization, time behavior it is difficult to test resource 

utilization, a response time of a system that meets a requirement 

specification if test input generation by DSE is required high computational 

cost and path space explode.   

Mitigation  Authors [86]  proposed algorithm PySE and modeling 

technique XSTRESSOR [85] generate dynamic worst-case test inputs by 

reinforcement learning and incrementally update the branch policy and by 

inferring path conditions, respectively. The author proposed to use a 

combination of dynamic symbolic execution (DSE) and random search [86].  

6. Given a reliability constraint and limited resources, optimal resource allocation 

is a challenging task [22-23, 87-94]. For instance, minimizing software testing 

cost under limited available resources. Lack of resources when performing 

robustness testing [R8] 

This challenge affects the three reliability sub characteristics. 

 Availability it is difficult for a component or a system to be operational 

and accessible when required for use if there is a lack of resources 

(memory, hardware, etc.). 

 Fault tolerance  it is difficult for a component or a system to operate as 

intended if there is a lack of resources (memory, hardware, etc.). 

 Recoverability it is difficult for a component or a system to recover the 

data if there is a lack of resources (memory, hardware, skilled professionals, 

tools, etc.). 

Mitigation  Using a genetic algorithm to solve the optimization problem 

through learning from historical data [23]. Others authors proposed different 

alternative mitigations genetic algorithm [22, 23], Harmonic distance-based 

multi-objective evolutionary algorithm [87,  88], combination of software 

reliability growth models (SRGMs) and systematic and sequential 
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algorithm[89], optimization algorithm based on the Lagrange multiplier 

method [90], search-based strategies[91], multi-objective evolutionary 

algorithm [92], genetic local search algorithm [93], combination of software 

reliable growth model (SRGMs) and genetic algorithm [94]. In relation to 

robustness testing, check log history and act if related to garbage collection, 

increase memory are few of the possible mitigation suggested by [R8]. 

7. Validation and testing for (Safety, reliability, and security) of an autonomous 

car are challenging [95]. This challenge affects 

 

 Availability, fault tolerance, recoverability It is difficult for a component 

or a system to be operational and accessible when required for use or to 

operate as intended or to recover the data if an autonomous car is not 

reliable, safe and secured. 

Mitigation  One suggested mitigation, all stake-holders required to be 

agreed on a common protocol, inclusive, and thoughtful solutions that 

satisfy consumer, industry and government requirements, regulation and 

policies [95]. 

5.7.1 Reflection about Challenges Related to Reliability 

Detecting and investigating the root causes of failure are the most challenging 

endeavors in LST. Also, none-reproducible faults disrupt services; for example, 

these faults are inherent in telecom sectors. A clear and well-documented 

requirement, collect log history, resource allocation, and generate worst-case test 

inputs are the most crucial tasks to mitigate reliability-related challenges. 

5.8 Security  
Security is composed of sub characteristics, namely, confidentiality, Integrity, Non-

repudiation, Accountability, and Authenticity (
4
). This characteristic is composed of 

the following sub characteristics: 

Confidentiality - “The degree to which a product or system ensures 

that data are accessible only to those authorized to have access.” 

Integrity- “The degree to which a system, product or component 

prevents unauthorized access to, or modification of, computer 

programs or data.” 

Non-repudiation- “The degree to which actions or events can be 

proven to have taken place so that the events or actions cannot be 

repudiated later.” 

Accountability- “The degree to which the actions of an entity can be 

traced uniquely to the entity.” 

Authenticity- “The degree to which the identity of a subject or 

resource can be proved to be the one claimed.” 

                                                      

4
 https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&start=6 

https://iso25000.com/index.php/en/iso-25000-standards/iso-25010?limit=3&start=6
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1. Develop a common understanding of security activity, the risk associated 

with security or security awareness among teams [R1- R3, R6, R10, 5]. 

When teams lack knowledge of security (risk, test coverage, metrics, 

etc.), then the product may not be fully tested [R10], open ports may not 

properly be tested [R1, R2]. This challenge affects the two security sub 

characteristics. 

 Confidentiality it is difficult for a system or a component to ensure data 

are only accessible by authorized users if teams don’t have a common 

understanding of security activities.   

 Integrity it is difficult for a system or a component to prevent 

unauthorized access to, modification of data if teams don’t have a common 

understanding of security activities.   

 Authenticity it is difficult for a system or a component to prove the 

accessibility of resources is only from authorized and privileged users if 

teams don’t have a common understanding of security activities.   

Mitigation  Knowledge sharing and meeting [R1-R3, R6], Good security 

documentation, security metrics that a tester to follow [R10]. 

2. Lack of hacker’s mindset when security testing is done [R7, R10]. This 

challenge affects the two security sub characteristics.  

 Confidentiality It is difficult for a system or a component to ensure data 

are only accessible by the authorized users if teams lack hackers’ mindset 

when security testing is done. 

 Integrity It is difficult for a system or a component to prevent 

unauthorized access to, modification of data if teams lack hackers’ mindset 

when security testing is done. 

Mitigation  Properly understand security principles, security verification, 

communicate with a security specialist, Knowledge sharing [R7, R10]. 

Knowledge update on a dynamic security matrix [R10]. 

3.  Level of Trust: -How much level you trust (Infrastructure, platform, tools, and 

security expert). To what extent you expose the system for security testing [R3]. 

This challenge affects the two security sub characteristics.  

 Confidentiality It is difficult for a system or a component to ensure data 

are only accessible by authorized users if a security expert doesn’t have a 

sense of ethics or if the system is not fully exposed to security testing.  

 Integrity It is difficult for a system or a component to prevent 

unauthorized access to, modification of if security expert doesn’t have a 

sense of ethics. 

Mitigation  Outsource security testing to consultancy, Deploy the web 

service on the trusted cloud, for instance, Amazon web service [R7].  

4. Coping with a security threat and Security verification is a challenge [R8]. This 

challenge affects the three security sub characteristics.  
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 Confidentiality it is difficult for a system or a component to ensure data 

are only accessible by the authorized users if teams don’t cope with security 

threat and security verification. 

 Integrity it is difficult for a system or a component to prevent 

unauthorized access to, modification of data if teams don’t cope with 

security threat and security verification. 

 Authenticity it is difficult for a system or a component to prove the 

accessibility of resources is only from authorized and privileged users if 

teams don’t cope with security threat and security verification. 

Mitigation  Upgrade and share knowledge, cover the high priorities 

secrete issues [R8]. Deploy the system in a secure cloud [R7]. Security 

specialist creates a dynamic security matrix and should be up to date on 

security metrics, attacks, etc.[R10]. 

5. Alignment of security objectives in distributed settings and the Integration of 

low-overhead security testing tools are challenges in large-scale agile [5]. This 

challenge affects the two security sub characteristics.  

 Confidentiality it’s difficult for a system or a component to ensure data 

are only accessible by the authorized users if the security requirement is not 

fully mapped to testing. 

 Integrity it’s difficult for a system or a component to prevent 

unauthorized access to, modification of data if security alignment is not 

properly implemented. 

Mitigation Knowledge sharing and meeting [R1-R3, R6].  Serious 

meeting with security expertise [R6]. 

6. Effective detection of Denial of Service (DDoS) on of Software Defined 

Network (SDN) is challenging in a large-scale system [96] 

This challenge affects the two security sub characteristics. 

 Authenticity it’s difficult for a system or a component to prove the 

accessibility of resources is only from authorized and privileged users if 

SDN is not effectively prevented from Denial of Service (DDoS) attack. 

 Accountability - It’s difficult for the actions of an entity can be traced 

uniquely to the entity if Denial of Service (DDoS) attacks of SDN not 

detected effectively. 

Mitigation  Deep learning (DL) based CNN (Convolutional Neural 

Network) is proposed mitigation [96].  

7. Security oriented risk-assessment [97] is challenging. This challenge affects the 

three security sub characteristics.  

 Confidentiality it’s difficult for a system or a component to ensure data 

are only accessible by the authorized users if a security risk and security 

code auditing are not properly addressed.  

 Integrity it’s difficult for a system or a component to prevent 

unauthorized access to, modification of data if a security risk and security 

code auditing are not properly addressed. 
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Mitigation Author combines security testing and risk assessment using 

method and tools, ACOMAT, [97] is the proposed solution. 

8. Testing large-scale systems with safety and security: - critical relevance 

efficiently is a challenge due to a large number of requirements for several 

products variant and various configurations [98]. 

This challenge affects the two security sub characteristics.  

 Confidentiality it is difficult for a system or a component to ensure data 

are only accessible by the authorized users if safety and security-critical 

relevance are not tested efficiently. 

 Integrity it is difficult for a system or a component to prevent 

unauthorized access to, modification of data if safety and security-critical 

relevance is not tested efficiently. 

Mitigation  Awareness and communication among teams, Keep the 

testbed environment simple and easily manageable [98]. 

9. Security challenges due to introducing Static application security testing 

(SAST) in large-scale are[99] 

 Technical (High false positive and false negative rates)  

 Non-technical (Insufficient security awareness among the teams and 

integrating SAST in agile).  

This challenge affects the two security sub characteristics.  

 Confidentiality it’s difficult for a system or a component to ensure data 

are only accessible by the authorized users if SAST introduces High false 

positive and false negative rates. 

 Integrity it’s difficult for a system or a component to prevent 

unauthorized access to, modification of data if SAST introduces High false 

positive and false negative rates. 

Mitigation Work closely with a small team; pick a handful security 

problem first; measure the outcome; plan and invest enough resources & 

infrastructure (Introducing SAST requires significant resources); Execute 

scans regularly (SAST is not a one-time effort that solves all security issues 

on-and-for-all); plan your changes and updates, etc. are the possible 

mitigation. 

 

10. Security oriented code auditing [100] is expensive, time- consuming and 

challenging in a large-scale system. This challenge affects the three security sub 

characteristics.  

 Confidentiality it is difficult for a system or a component to ensure data 

are only accessible by the authorized users if a security risk and security 

code auditing are not properly addressed.  

 Integrity it is difficult for a system or a component to prevent 

unauthorized access to, modification of data if a security risk and security 

code auditing are not properly addressed. 

 Mitigation Combine code auditing tools, Pscan, with security expertise 

[100] are few proposed mitigations. 
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5.8.1 Reflection about Challenges Related to Security 

The main issue in LST with regards to security is that team members lack adequate 

knowledge about security-related risks, security metrics. Testers also lack the skill 

to assess if security requirements are implemented in systems. Team leaders should 

make sure that security expertise is available in the team in addition to facilitating 

knowledge sharing. 

5.9 Portability  
Portability is composed of sub characteristics, namely Adaptability, Installability, 

and Replaceability 
4
. These characteristics listed below: 

Adaptability- refers to how easy a product or system can effectively 

and efficiently adapt to evolving hardware or environment or 

software or other. 

Installability- refers to how easy a product can be successfully 

installed and/or uninstalled from a specified environment. 

Replaceability- refers to the degree to which a product or a 

component can be replaced by another for the same purpose in the 

same environment. 

One challenge is identified in this section. 

1. Challenge to assure quality for an enterprise system that contains thousands of 

interconnected subsystems deployed in an enterprise environment [101]. 

This challenge affects the two portability sub characteristics. 

 Adaptability   it is not easy to adopt an evolving environment or 

hardware or software efficiently and effectively for an enterprise system 

that contains thousands of interconnected subsystems. 

 Installability Install or/and uninstall of a product successfully form the 

environment might not be easy if an enterprise system that contains 

thousands of interconnected subsystems. 

 Replaceability  Maintain the existing quality by replacing existing 

components by another for the same purpose in the same environment may 

not be easy for systems that contain thousands of interconnected 

subsystems. 

Mitigation  [101] proposed the use of a scalable emulation environment, 

Reaco2. 

5.9.1 Reflection about Challenges Related to Portability 

Assuring the quality of deployed enterprise systems is the only challenge identified 

in this study.  It seems that portability is not a burning issue in LST. 

5.10 Maintainability 
Maintainability is composed of sub characteristics, namely Modularity, Reusability, 

Analyzability, Modifiability, and Testability (
4
). This characteristic is composed of 

the following sub characteristics: 
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Modularity- “The degree to which a system or computer program is 

composed of discrete components such that a change to one 

component has minimal impact on other components.” 

Reusability- “The degree to which an asset can be used in more than 

one system, or in building other assets.” 

Analyzability- “The degree of effectiveness and efficiency with which 

it is possible to assess the impact on a product or system of an 

intended change to one or more of its parts, or to diagnose a product 

for deficiencies or causes of failures, or to identify parts to be 

modified.” 

Modifiability: - Refers to the degree of effectiveness and efficiency 

with which a product is modified without introducing defects. 

Testability- “The degree of effectiveness and efficiency with which 

test criteria can be established for a system, product or component 

and tests can be performed to determine whether those criteria have 

been met.” 

1. Maintain outdated test suites [R3, R4, R9, R10, 102] and prune test suites [R3, 

R4] efficiently and effectively are challenging tasks. Maintain outdated test 

suites are a first-class citizen challenge in relation to maintainability in a large-

scale system. This challenge affects one maintainability sub-characteristics. 

 Modifiability it is difficult to modify the outdated test cases of a 

component without introducing any defects on other components that a test 

suit depends on. It’s also difficult to prune test suits form the existing 

component without introducing any defects on the other components. 

Mitigation  Clear documentation on dependencies, writing testable code 

[R3]. Apply test case reduction techniques or regression testing reduction 

techniques [117]. Required-skilled tester, apply best practices to refractor 

and prune legacy test suites [R3, R4]. 

2. Maintain test suites and doing regression testing [R4, R9-R10], keep track of the 

faults while doing regression, especially when you have unstable tests [R9] are 

challenges in a large-scale system. This challenge affects one maintainability 

sub characteristics.  

 

 Modifiability It is difficult to maintain the test cases or component or a 

system without introducing any defects on other components that a test suit 

depends on.   

Mitigation  Clear documentation, good architect, writing testable code 

[R3], Use CI/CD Pipeline (Continuous Integration, Continuous Delivery) 

and container like docker[R4, R9]. 

3. Challenges on estimating the impact of challenges: - Different services provided 

by large-scale web applications/web services must be maintained & improved 
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over-time since infrastructures & technology evolves rapidly. As a result, 

estimating the impact of changes is challenging [102]. 

This challenge affects one maintainability sub characteristics. 

 Modifiability It is difficult to modify the outdated test suit of a 

component without introducing any defects on other components that a test 

suit depends on if it’s not possible to estimate the impact of changes in 

advance. Mitigation The author used tool, REQAnalytics, continuously 

updating regression tests [102]. 

4. Test case maintaining a challenge for regression testing for large-scale web 

applications/web services [102] are  

 Estimating the impact of changes. 

 Building & maintaining a test suit for continuously updated regression 

testing. 

This challenge affects one maintainability sub characteristics. 

 

 Modifiability It is difficult to modify and maintain changes efficiently 

and effectively without introducing any defects if the impact of change is 

not correctly estimated in advance or/and if test suits are not built and 

maintained for continuous regression.     

Mitigation  Continuously updating regression tests to test the current 

behavior after requested changes using the tool, REQAnalytics[105]. 

5. Challenge on test case selection of regression: -an Effective test case selection 

for regression test is challenging [103]. 

This challenge affects one maintainability sub characteristics.  

 

 Modifiability it is difficult to maintain the test cases or component or a 

system without introducing any defects on other components that a test suit 

depends on.   

Mitigation  [103] proposed an automated method of source code-based 

regression test selection for Software product lines (SPLs) and the method 

reduces the repetition of the selection procedure and minimizes the in-depth 

analysis effort for source code and test cases based on the commonality and 

variability of a product family [103]. 

6. Challenge in reusing class-based test cases: -Frameworks are introduced to 

reduce costs, make reusable design and implementation, and increase the 

maintainability of software through the deployment. The key challenges of 

testing in relation to frameworks are Development, evolution & maintenance of 

test cases to ensure the framework operates appropriately in a given application 

[104]. 

This challenge affects one maintainability sub characteristics. 

 Testability it’s difficult to ensure the testability of a module or a system if 

test suites are not reused. 

Mitigation  To increase the maintainability of software products, 

reusable test cases increase could be used because an entirely new set of test 

cases does not have to be generated each time the framework is deployed. 
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7. Challenge of optimizing continuous integration (CI) testing. Optimizing 

continuous integration (CI) to handle code changes using regression testing 

faces long-lasting and scalable problems due to test redundancy [105]. This 

challenge affects one maintainability sub characteristics.  

 

 Modifiability it is difficult to optimize and scale code changes efficiently 

and effectively without introducing any defects.   

Mitigation  [105] proposes an algorithm to optimize the CI regression 

test selection. The algorithm uses coverage metrics to classify tests as 

(unique, totally redundant, or partially redundant). Then classify partially 

redundant test cases as being likely or not likely to detect failures, based on 

their historical fault-detection effectiveness. 

8. Challenge on regression testing for cost-effectiveness: - 

Regression testing of database applications is costly and challenging. Analysts 

can rely on generating synthetic data or production data based on (i.) 

combinatorial techniques or (ii.) operational profiles - combinatorial test suites 

might not be representative of system operations and automating testing with 

production data is impractical [106]. 

 Modifiability it’s difficult to modify and maintain changes efficiently and 

effectively without introducing any defects if regression testing of a 

database is not effectively done.     

Mitigation Using production data and synthetic data generated through 

classification tree models of the input domain. Combinatorial testing 

strategies are effective, both in terms of the number of regression faults 

discovered but also, more surprisingly, in terms of the importance of these 

faults [106]. 

9. Ensuring a “realistic” and optimized test suite from outdated test cases is 

challenging since test cases are outdated due to the evolving nature of a system 

[107]. Without realistic up to date optimized test suites. It is hard to do 

continuous validation of performance test workload [121]. For instance, test 

optimization is helpful to speed up distributed GUI testing but achieving an 

optimized test to speed up testing time for usability testing in the distributed 

environment is challenging[108] 

This challenge affects one maintainability sub characteristics.  

 Modifiability it is difficult to modify test suits efficiently and effectively 

without introducing any defects. 

Mitigation  [107] suggested the use of an algorithm, Multi-level random 

walk that optimizes and provides a reduced test case [107]. Apply test case 

reduction techniques or regression testing reduction techniques [117, 122]. 

[121] proposed a way to validate whether a performance test resembles the 

field workload and, if not, determines how they differ then update tests to 

eliminate such differences, which creates more realistic tests [121]. [108] 

purposed the Atom-task precondition technique, to filtering the test before 

running the parallel testing process to optimize the testing time and 
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avoiding worker bottleneck problems and to scale for large-scale testing in 

the distributed environment [108]. 

 

5.10.1 Reflection about Challenges Related to Maintainability 

Maintaining test suits is difficult because it may get outdated in a large-scale 

environment. Similarly, it is difficult to maintain regression testing in a large-scale 

system. Besides, requirement documents should be clear enough to guide the 

maintenance of systems. For example, when testers want to maintain outdated test 

cases in a situation where there is no clear maintenance strategy, clear requirement 

specification, and poor documentation of maintenance, it will be difficult to 

maintain outdated test cases. Best practices to deal with outdated test cases are to 

write testable codes and to use DevApp strategy, i.e., continuous development & 

continuous integration.  

5.11 General 
In this section, the general challenges that don’t belong to only one of the software 

quality attributes are analyzed.  

1. Modeling & testing a real-world scenario at an acceptable level of abstraction is 

a challenging task [R2, R3].  Still, there are models to simulate this but 

inaccurate.  

Mitigation  Design a model that handles specialized scenarios [R2]. 

2. Testing coordination challenge: - Due to heterogeneity, the complexity of the 

large-scale system coordination testing activities is challenging. [R5] With 

microservice architectures, where thousands of coexisting applications to work 

cooperatively, Integration and end-to-end testing performance testing are 

challenging [R4, R6, 72] since some components may not behave as expected or 

may not be ready for integration testing [R5]. 

 

Mitigation Use proper DevApp system with different versions that can 

be rolled back if needed [R5, R4]. Write testable & clean code, make 

reusable of code & test suits, and use containerization (ex-docker) [R4, R6]. 

Kubernetes provide a deployment tool, Kubemark to address performance 

and scalability issue [72].  Coordination challenges could be mitigated by 

interoperability testing [10]. 

3. Communication challenges: - In large-scale system due to size, complexity, and 

multi-disciplinary cross-functional communication is a challenge [R7]. Both 

internal teams and external stakeholder's communication are challenging in 

large-scale systems in general. For instance, internal communication challenges 

might come from the ambiguity of requirements [R7]. 

Mitigation Communication challenge due to requirement ambiguity can 

be mitigated by having a clear requirement through meeting and discussion 

[R7]. 
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4. An increase in variability and complexity of the automotive system due to the 

growth of electrification and digitalization of vehicles possess verification and 

validation challenges [109]. 

Mitigation The challenges are mitigated using TIGRE, Product Line 

Testing methodology [109] 

5. Decision making regarding the adoption of cloud computing (CC) for software 

testing is challenging [110] 

Mitigation  [110] proposed the adoption assessment model based on a 

fuzzy multi-attribute decision-making algorithm to adopt CC for software 

testing. 

6. A challenge on Big data analytics: - Efficient and effective testing of big data 

analytics (Ex-Google’s MapReduce, Apache Hadoop, and Apache Spark, etc.) 

is a challenge since they process terabytes and petabytes of data [111]. 

Mitigation  [111] proposed, BigTest, to efficient and effective testing of 

big data analytics. 
   

7. The challenge during testing activities of large-scaling agile projects in relation 

to large sets of test artifacts[112] are: - 

 Understandable and accessible to various stakeholders 

 Traceable to requirements  

 Easily maintainable as the software evolves.  

Mitigation The use of testing tools that leverage domain-specific 

language to streamline functional testing in agile projects. Some key 

features of the tools that could be used include test template generation from 

user stories, model-based automation, test inventory synchronization, and 

centralized test tagging [112]. 

 

8. Challenge on testing quality using model-based testing: -It’s a challenge to test 

qualities (reliability, safety, and security, etc.) in a large-scale especially 

embedded system in model-based in two cases (I. testing model dynamically, II. 

Improving the efficiency of model-based testing)[113]. 

Mitigation An enhancing adaptive random testing is investigated to 

generate test cases for AADL5 model-based testing is found to be more 

efficient than traditional random testing. 

9. Challenges on test management and test processes are: - 

 Improve, manage, optimized testing (infrastructure, process) and reduce 

testing cost in large-scale (distributed, critical, etc.) systems is challenging 

[48, 106, 114, 115, 116, 117]. Reduce development & testing costs is 

possible by detecting defects at an early stage [115]. 

 Conduct effective testing with less cost while avoiding risk [115] 

 Decide if additional testing is necessary [115] 
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Mitigation [115] used and integrated testing tools at an early stage 

(eXVantage, a tool for coverage testing, debugging, and performance 

profiling), effective test management (example, communication is a key for 

effective test management) could be used to address the challenge; Apply 

model-based testing to improve test infrastructure [48]. Use process-

oriented metrics-based assessment (POMBA) to monitor a testing process 

[114], Use a strategy “Software design for testability” to write clean code & 

improve quality and apply techniques to check for correctness of a program, 

for instance, “Test condition oracle” [106, 117]. 

 

 Manage all test cases [116]. 

Mitigation  [116] discussed recommendations on how to do & to better 

leverage test case management. 

 To speed up the testing process and to achieve a desired computationally 

cost-effective testing is a challenge in the large-scale system[124] 

Mitigation  [124] proposed grid computing. A swarm intelligence task 

scheduling approach also proposed to tackle the dynamism and performance 

heterogeneity problems in a grid computing environment with the 

expectation of reduction of testing task completion time. 

 

10. Challenge on combinatorial testing and generating optimized testing suits: - 

Large-scale software systems commonly require structurally complex test 

inputs. Identified challenges related to combinatorial testing and generating test 

suits are: 

 How to design a small number of combinatorial suitable test suits to protect 

failure caused by a variety of factors & interactions when a number of 

factors are larger than the problem becomes a challenge since it requires a 

large number of test cases [118]. 

Mitigation The software under test can use combinatorial testing to 

generate a small test suite from large scale combinatorial space. Hadoop 

distributed computing system could be used for increased performance of 

running algorithms on large test cases [118]. 

 Automatically generating a reasonable number of tests that are behaviorally 

diverse and legal to use for testing is a challenging task[119]. 

 Applying pair-wise combinatorial testing when a system requires complex 

input structures that can’t be formed by using arbitrary combinations is a 

challenge[119]. 

Mitigation Constraint-based test generation is used to generate 

structurally complex input for system testing; however, it has limited 

scalability. So, a scalable approach to testing is combinatorial test 

generation, such as pair-wise testing, but it is challenging to use when 

complex inputs are required. ComKorat, which unifies combinatorial 

generation methods and constraint-based generation approaches, is effective 

[119]. 

 

10. Challenge to improve testing during maintenance in large-scale IT service 

provider are: 
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Key challenges in maintenance testing were related to the recording of test 

cases, inadequate testing resources, test documentation, presenting test 

documentation to customers, and poor visibility of testing in early phases of 

software development [123]. This challenge affects one maintainability sub 

characteristics. 

 

 Modifiability It is difficult to modify and maintain changes efficiently 

and effectively without introducing any defects during the maintenance 

process in order to improve the testing process.     

Mitigation  Testing resources should be planned to agreed time, and the 

testing should be carried out on agreed time, provide detailed instructions 

for maintenance testing, Ready-made test cases would fasten customer 

testing, and make it easier are the possible mitigation[123]. 

5.11.1 Reflection about Challenges Related to General Challenges 

 

General identified challenges are often related to the testing process, test 

management, challenges originate from testing types and modeling, and testing real 

scenarios.  

6 Discussions and Limitations of the Study 

The core objectives of this study are identifying key challenges of LST, mapping 

key challenges of large-scale software testing against software quality attributes, 

and identifying the possible mitigations of the challenges using systematic literature 

review, and interviews. In this thesis, 81 challenges were identified and categorized 

based on software quality attributes. Software maintenance is an expensive task [4]. 

Therefore, identification and detection of software bugs at the earliest stage are 

essential tasks to lower the cost of maintenance.  

The result of the study can be used to guide software testing endeavors. For 

example, testers and project managers can use the result to manage their work 

accordingly, using the result as guidance. Also, it can be used to identify and 

articulate checklists, requirements, and guidelines for testers to effectively 

undertake large-scale software quality testing.  

6.1 Limitations of the Study 
This thesis is written in partial fulfillment of the Masters of Science in Software 

Technology. Also, the systematic literature review was done entirely by the author 

of this thesis. Hence, the quality of the review could be affected as it is based on an 

individual’s judgment when selecting and reviewing relevant articles, but the author 

did the task carefully. Finally, privacy related to interviewees is the other limitation 

of this study; for example, because of the organizational privacy policy, the 

interviewees were restricted to list only challenges and their mitigations, which are 

not especially security-related.   
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7 Conclusions and Future directions 

The result of this study shows that software testing could be assisted with testing 

tools designed to test software from a wider variety of perspectives. Also, statistical 

techniques, data analytics methods, machine learning, and other managerial skills 

could be used to undertake software testing on a large-scale. In this chapter, 

conclusions drawn from the study are summarized. 

Functional suitability generally has few challenges compared to other quality 

attributes. Inherent difficulties in functional suitability emanate from poor software 

design, poor requirement management, and ill-managed testing methodology. It is 

essential to have requirement documentation, involving team members from the 

inception of the project to expedite common understanding, and suitable 

development strategy. 

The first most significant challenge in large-scale software testing falls under 

performance testing.  For example, performance testing is not possible to run on a 

production environment, difficult to mimic the real scenarios due to lack of 

equipment. Also, test case data set, fault investigation is time-consuming and 

difficult to identify appropriate load to stress the system. 

Compatibility is an issue raised in integrated heterogeneous systems having multiple 

configurations and versioning issues. Also, it is difficult to test all potential 

configurations. Besides, it is critical to identify the technical risks of a system in 

advance, especially for critical and dependable large-scale systems. Some of the 

mitigations identified for compatibility related challenges are the use of technical 

analysts to reduce the occurrence of the risk, prioritizing compatibility according to 

relevance, and risk factors are important. 

Usability testing is less recognized in large scale software testing. It is also difficult 

to test for accessibility and to identify critical bugs through usability testing. 

Therefore, addressing usability testing is valuable. 

In relation to the reliability quality attribute investigating and detecting the root 

causes of failure are the most challenging endeavors in LST. Also, none-

reproducible faults disrupt services. These faults are inherent in the telecom sector. 

It is advisable to have a well-documented requirement from log history and resource 

allocation to cope up with the reliability-related challenges. 

The second most significant challenge in LST falls under security and 

maintainability. Security is a crucial issue in any software product. Software testing 

and development team members lack adequate knowledge about security-related 

risks and coping up with security threats. For example, testers lack the skill to assess 

and test if security-related requirements are implemented in systems. It is advisable 

to involve team members with security expertise and facilitate knowledge sharing. 

Maintenance testing is problematic since test cases can get outdated on a large-scale 

as software evolves. Similarly, it is a challenging task to maintain outdated test 

cases in a large-scale system. It is advisable to keep the requirement document clear 

enough to guide the maintenance of systems and facilitate mitigations. 
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Generally, after evaluating the result, the following key points were identified. 

1. Current research endeavors and challenges mainly focus on performance, 

security, maintainability, reliability, and compatibility. Therefore, more 

focus is needed when performing LST. 

2. On the other hand, LST seems to overlook usability, functional suitability, 

and portability. 

3. It is also recommended to use machine learning and AI to advance large 

scale software testing and simplify testers' work and to increase 

productivity.  

4. The source of challenges of large-scale testing is project dependent but 

often related to core attributes of complexity, evolution, heterogeneity, and 

size.  

5. When performing software testing in large-scale settings, manual testing is 

infeasible in some cases due to the evolving nature. 

6. A kick-off meeting or serious meeting before the project starts is vital to 

clarify the requirement and to reduce ambiguity.  

7. Testing performance, security, and compatibility of large-scale software 

systems is a skill set required demanded by professionals? 

  

From the result, the following future directions are suggested.  

1. Testing of containerized systems. 

2. Challenges of software testing concerning core attributes define a large-

scale. 

3. Large-scale software testing following agile principles 

4. Model-based testing for large-scale software development 

5. Incorporate ML and AI in a large-scale system. 
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9 Appendix  

Appendix1–The result of the study(challenge and 

mitigation) 

Table 6, lists of challenges and mitigations identified through interviews and SLR. 

 

No 

R
efer

en
ce

 

(P
rim

a
ry

 

stu
d

y
) 

Challenges and Mitigations 

Q
u

a
lity

 

Functional Suitability - Functional completeness, Functional correctness, 

Functional Appropriateness 

 

1 [41] 

 

Database access code challenges are 

 Write good test cases, detect functional problems, and detect 

performance problems. 

Mitigation 

 [41] identified framework-specific database access patterns to 

address the challenges. 

F
u

n
ctio

n
a

l S
u

ita
b

ility
 

2 [42], 

R1-

R5, 

R10] 

Mapping Requirement for Testing 

 Alignment or mapping of a requirement to testing is challenging 

especially when the requirement is (unclear/ ambiguous/wrong) 

Mitigation 

 Adopt more agile RE practices to enhance alignment 

(requirement to testing) and then leverage agile testing [42]. 

 The development team should include (tester, programmer, 

Analyst, etc.), testers should participate from the very beginning 

of systematization of a project and meeting to clear requirements 

[R1-R5, R10].  

 Practice Model-based-testing[R1]. 

3 [5], 

R1-

R3, 

R5, 

R6, 

R8, 

R10] 

 

Coordination (Common understanding) Challenge. 

 Develop a common understanding of (requirement, security, 

performance, risk) among teams, especially when a requirement 

is (unclear/ambiguous/not written) is challenging [5, R2, R3, R5].  

 Lack of knowledge and common understanding on 

(configuration, risk, security, performance) [R8] or lack of 

technical analysts to determine the technical risk associated with 

compatibility due to multiple machine configurations, multi-

version systems [R8], the risk associated with security is 

challenging [R6, R10].  

 Junior testers are often lack of understanding of the risk and 

critical area of the project so that the system is not thoroughly 

tested even if there is a written requirement document [R1]. 

Mitigation 

 Communication, meeting, and sharing knowledge for auditing the 

requirement [R1-R6].  
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 To mitigate the risk associated with configurations: -Include 

expertise on the teams [R1, R8], reduce configuration changes, 

and automatic execution of assertions [R8]. 

 To mitigate the risk associated with security: - proper security 

documentation, correctly understand security principle, security 

metrics that a tester to understand & follow[R10], communication 

and have a dynamic security matrix [R10]. 

 Companies should sign off a common agreement on requirements 

among the teams [R5]. 

Performance Efficiency - Time –Behavior, Resource Utilization, Capacity 

P
erfo

rm
a
n

ce E
fficien

cy
 

4 [43] Challenge of Identifying a few performance counters 

 Challenge to identify a few performance counters from highly 

redundant data. 

Mitigation 

 Use Principal Component Analysis (PCA) to reduce the large 

volume of performance counters data to a smaller manageable 

set. 

5 [44, 

45] 

 

When is the right time to stop performance testing? 
Challenge to decide when is the right time to stop performance 

testing  

 When the performance data generated is repetitive [44]. 

 When it’s is tested with simulated operations data [45]. 

Mitigation 

 Stop performance testing when the generated data becomes 

highly repetitive and repetitiveness becomes stabilized[44]. 

 Compare the generated stop times by the algorithm (Weibull 

algorithm) with the known perfect stop time[45]. 

6 [ 46,  

R10] 

Challenge on creating test case to mimics actual data 

 Challenge on creating a test case dataset that mimics the actual 

data in production [R10, 46]. 

Mitigation 

 Use techniques, data sanitization, which is the alteration of large 

datasets in a controlled manner to obfuscate sensitive 

information, preserving data integrity, relationships, and data 

equivalence classes. 

7 [R2, 

R7, 

R9, 

R10, 

21]  

Challenge on test equipment to mimic a real scenario 

 Lack of test equipment to mimic the real scenarios in 

performance testing of the telecom network [R2, R7]. Simulating 

a production server locally and doing performance testing for 

integrated, parallel, distributed, and dependable systems is a 

challenging task [R9, R10, 21]. Since the system that you depend 

on doesn’t allow you to send so many requests; otherwise, the 

system will break so challenging to do performance testing.  

Mitigation 

 Use better test equipment if possible [R2] and complement 

performance testing with field testing,  especially in the telecom 

domain [R2, R3, R7] to mimic real scenarios. Other mitigation 

could be service Virtualization or Emulating the actual system 

that your system depends on locally [R9, R10]. 

8  [29, 

47, 

48, 

Challenge on fault or bugs detection  
It’s a challenge to identify faults effectively 

 When bugs are scale-dependent [29]. 
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49,50, 

51, 

52, 

53, 

55, 

R3] 

 

 When a large-scale system possesses big data [47]. 

 It’s a challenge to effectively identify bugs and improve test 

infrastructure [48, 49]. 

 In a highly configurable system [50, 51, 52, R3]. 

 Due to large numbers of false positives and false negatives (using 

code-mining) [53]. 

 For a large combination of features [52]. 

 When performance bugs are workload-dependent[54]. 

 In large-scale data processing (Example- Adobe Analytics, 

etc.)[55]. 

 To identify critical bugs (in the component, API, etc.) [R7] 

Mitigation 

 The author developed WUKONG can automatically scalable and 

effectively diagnose bugs [29]. 

 Principal Component Analysis (PCA) could be used to detect 

faults [47]. 

 Apply Model-based testing [48, 49]. 

 The author developed NAR-Miner [50] to extracts negative 

association programming rules and detected their violations to 

find bugs, and Genetic configuration sampling [51], used a 

sampling strategy to learn fault detection of highly-configurable 

systems. 

 Authors proved mathematical theorems to validate and compare 

random testing and combinatorial testing on the effectiveness of 

finding fault and doing configuration testing [52]. 

 The author developed, EAntMiner, to improve the effectiveness 

of code mining[53]. 

 The authors combine random and combinatorial testing [52]. 

 The author developed DYNAMO to find an adequate 

workload[54]. 

 Apply combinatorial (example- pair-wise) testing) [55]. 

 One suggested mitigation, boundary value-analysis, and boundary 

testing [R7]. 

9 [R3] Challenge on fault Investigation 
In general, in large-scale system  

  Fault investigation is a time-consuming and challenging task 

[R3].  

Mitigation 

 Incorporating Machine learning (ML) and AI-based testing in the 

testing process [R3]. 

10  

[31,5

6, 57] 

 

 

Challenge on fault prediction  
In a large-scale system, its challenge to effectively 

 predict fault due to data redundancy and noise [31, 56]. 

 Predict and maintain a flaky test [31]. 

Mitigation 

  To resolve the challenge, the author used combined fault 

prediction algorithms than using a single machine learning 

technique [56]. 

 The authors used, Heterogeneous ensemble and prediction model 

to predict different fault in different data and reduced error[57]. 

 Using machine learning (Ml), AI, and Bayesian networks to 

classify, predict, and maintain flaky tests [31]. 
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11 [18, 

20, 

21, 

58, 

59, 

R2,R

3,R9,

R10] 

Challenges on performance or load test   
It’s a challenge to perform 

 Load testing on web applications while running under heavy 

loads (data tsunami) [58]. 

 Performance testing effectively, efficiently, and fully [R2, R3]. 

For instance, it’s challenging to test the system fully if response 

time (RTT) of the requirement not compatible with the test set 

environment [R2, R3]. 

 Load testing in the cloud due to challenges (configuration, 

capacity allocation, tuning of multiple system resources) [59]. 

 Load testing due to environment-variation [18]. Adjusting the test 

environment dynamically for a system deployed in a 

heterogeneous platform to perform load testing is a challenge. 

 Testing critical, parallel, and disturbed systems that demand 

intensive computation, multidimensional testing [20, 21]. 

Mitigation 

 Peer-to-peer load testing is valuable to isolate bottleneck 

problems [58]. 

 Field testing is a choice in the telecom domain [R2, R3]. 

 SvLoad is proposed to compare the performance of catch and 

server[59]. 

 The author developed an ensemble-based modeling technique, 

which leverages the results of existing environment-variation-

based load tests and it performs better than the baseline models 

when predicting the performance of the realistic runs [18]. 

 Authors identified testing workflows and designed a framework, 

ATLAS, to perform extensive tests on large-scale critical 

software [20]. 

 The author proposed, D-Cloud, to perform multiple test cases 

simultaneously, to enable automatic configuration and test 

environment for dependable parallel and distributed system[21]. 

12 [73] Challenges on Analytics-driven load testing 

Analytics-driven load testing challenge [73] 

a) during test design 

 Ensure performance quality when a system is deployed in a 

production environment.   

Mitigation 

 User behavior can affect a system in two ways, i. several requests 

by a user (workload), ii. Individual user behavior such as 

activating a task 100 times – The solution to such problems is 

aggregate and assess user-level behavior of the system 

b)  during test execution  

 Reduce test execution effort 

Mitigation 

 Performance analyst needs to be able to quickly determine and 

stop a test if it is an invalid test, example, network failure, disk 

space running out 

c)  during test analysis  

  Determine whether a test passes or fails. 

Mitigation 

 Performance analysts often use keywords for locating error logs, 

but this doesn’t always work as logs are the only indication of 
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anomalies. As logs may not bear names as assumed by the analyst 

– the solution is to use a statistical method, Z-test, to identify 

anomaly event sequences. 

13 [54, 

60,  

61, 

62, 

63, 

R4] 

Challenges on performance testing (example-load testing) 

 Detecting performance deviation on components in load tests [60, 

61]. 

 Obtaining accurate performance testing results (for Cloud 

Applications) due to performance fluctuations [62]. 

 To perform load testing in a cost-effective and time-efficient 

manner [63, R4]. 

 To evaluate the effectiveness of load testing analysis techniques 

[63]. 

 Identify the appropriate load to stress a system to expose 

performance issues [54]. 

Mitigation 

 The authors present, Principal Component Analysis (PCA), to 

identify subsystems that show performance deviations in load 

tests [60]. 

 Automate load test using supervised (a search-based technique) 

and unsupervised approach to uncover the performance deviation 

in load tests [61]. 

 The author proposes a cloud performance testing methodology 

called PT4Cloud, provides reliable stop conditions to obtain 

highly accurate performance distributions with confidence bands. 

[62]. 

 Using statistical test analysis techniques; Control Chart, 

Descriptive Statistics, and Regression Tree yield the best 

performance. [63] 

 To speed up and reduce testing costs in general, apply the best 

testing practice of large-scale testing and 

containerization(example-docker) [R4]. 

 The author proposes an approach called DYNAMO, 

automatically find an adequate workload for a web application 

[54]. 

14 [64] Challenge on duplicate bugs  
It’s a challenge to 

 Managing duplicate bugs and provide reasonable compensation 

for  Crowdsourced Mobile Application Testing (CMAT)[64]. 

Mitigation 

 The author offers guidelines on how to manage duplicate and 

invalid bug reports and compensation schema for testers to make 

CMAT effective and to address the challenges.  

15 [65] Challenge on bugs debugging and bug report diagnosis 

 

 Bug debugging and bug report diagnosis are expensive, time-

consuming and challenging (in large-scale systems or systems of 

systems) [65]. 

Mitigation 

 The authors propose an automated approach to assist the 

debugging process by reconstructing the execution path and saves 

time. 

16 [66] Classical approach load testing challenge in CI/CD  



 

69(81) 

 

 Classical approach load testing is challenging and harder to be 

applied in parallel and frequently executed delivery pipelines 

(CI/CD) [66]. 

Mitigation 

 The author designed context-specific and low-overhead load 

testing in continuous software engineering (testing process from 

measurement data recorded in production to loading test results). 

For further study,  read the article. 

17 [67, 

68, 

69] 

Challenge on fault localization 

 Effective fault or bug localization (both single-fault and multi-

fault) has long turn-around time and challenging [67, 68, 69]. 

Mitigation 

Proposed mitigations are 

 For single-fault localization, Spectrum-based Fault Localization 

(SFL), methods are effective and efficient. Still, for multi-fault 

localization, the Fast Software Multi-Fault Localization 

Framework (FSMFL), based on Genetic Algorithms, is effective 

in addressing multiple faults simultaneously [69]. 

 For a single fault, Fault localization based on complex network 

theory for a single-fault program (FLCN-S) to improve 

localization effectiveness in a single-fault context [68]. 

 Program slicing spectrum-based software fault localization (PSS-

SFL) is more precise to locate the fault [126]. 

 To reduce turn-around time and to predict the location of bugs, 

classification could be used[67]. 

18 [70] Challenge on Achieving and maintaining system performance 

to the desired level 

 Achieving a required system performance and maintaining it by 

reducing cost [70]. 

Mitigation 

 Performance quality gates (performance trending, speed, and 

efficiency, reliability) to be established at the software integration 

phases at various points to avoid or reduce unforeseen system 

performance degradations[70]. 

19 [71, 

72] 
Challenge on microservices 
In a large-scale microservices architecture, where thousands of 

coexisting applications to work cooperatively, it’s a challenge 

 Task scheduling [71], Resource scheduling (Lei, Q et al. 

2019[72]), and Performance modeling [71]. 

Mitigation 

 The author designed a performance modeling and prediction 

method for microservice-based applications. The author 

formulated a microservice-based Application Workflow 

Scheduling problem for minimum end-to-end delay under a user-

specified Budget Constraint (MAWS-BC) and proposed a 

heuristic micro service scheduling algorithm[71]. 

 Kubernetes provide a deployment tool, Kubemark to address 

performance and scalability issue[72]. 

Compatibility - Co-existence, Interoperability C
o
m

p
a
tib

i

lity
 20 [19, 

52, 

Challenge on compatibility, and configuration 
Challenges on multi-component, multi-version, and configurable 
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74, 

75, 

76, 

77, 

78, 

79, 

80, 

R10]  

 

 

evolving integrated system on compatibility are 

 Perform compatibility testing for a large combination of features 

in a multi-component configurable system [52, 74, R10]. 

 Perform incremental and prioritized compatibility testing [52, 75, 

76, 77, R10]. Testing for compatibility is challenging since it’s 

infeasible to test all potential configurations 

 Interoperability and dynamic reconfigurability[19]. 

 Test optimization for compatibility testing while assuring 

coverage [78, 79]. 

 Selecting environment for compatibility testing (due to limited 

resources and large variants to test) [80]. 

 

Mitigation 

 The authors combine random and combinatorial testing[52]. 

 The author proposed Rachet for compatibility testing, which is 

well scaled and discovered incompatibilities between 

components[74, 75].  

 The authors present a prioritization mechanism that enhances 

compatibility testing by examining the most important 

configurations first while distributing the work over a cluster of 

computers [76]. 

 Prioritize and execute the highly prioritized one first [R10]. 

Moved out some test cases as part of the definition of done! 

[R10]. 

 Reduce configuration changes as much as possible and test the 

combinations via automating[R8]. 

 Authors proved mathematical theorems to validate and compare 

random testing and combinatorial testing on the effectiveness of 

finding fault and doing configuration testing [52]. 

 The authors presented an approach to support incremental and 

prioritized compatibility testing and cache-aware configuration 

for component-based multi-version systems that evolve 

independently over time [77]. 

 Recommended using pair-wise testing [125]. 

 Use the homogeneous environment as possible [R5, 19] and 

having an API specification agreement that the teams sign off and 

communicating changes if there are any [19, R5]. 

 The author proposed a test case selection approach by analyzing 

the impact of configuration changes with static program slicing 

[78]. 

 Apply combinatorial (example- pair-wise) testing [79]. 

 An evolutionary algorithm is proposed to select the best 

configurations and environment sensitivity measures to discover 

defects. Machine learning (ML) is used to correlate the change in 

application code[80]. 

21 

 

[R8] Challenge on the risk of compatibility and configuration 

  

 Lack of knowledge and common understanding of (configuration, 

risk, security, performance) [R8]. 

 Lack of technical analysts to determine the technical risk 

associated with compatibility due to multiple machine 
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configurations, multi-version systems [R8].  

Mitigation 

 Include expertise on the teams, reduce configuration changes, and 

Automatic execution of assertions [R8]. 

22 [R7] Challenge on platform compatibility  

 Business without a sense of ethics has a significant impact on 

compatibility challenges and compatibility testing. [R7]. For 

instance, routing protocols OSPF (open shortest path first) 

interact with different routers, whereas Enhanced Interior 

Gateway Routing Protocol (EIGRP) interacts with the Cisco 

system. However, EIGRP is a better protocol than OSPF[R7]. 

 

Mitigation 

 Build standardized settings or common platform where 

components, protocols, products are interacting, communicate, 

compatible [R7]. 

Usability – Appropriateness, Recognizability, Learnability, Operability, User Error 

Protection, User Interface Aesthetics, Accessibility 

U
sa

b
ility

 

23  [R1-

R4, 

81] 

 

Challenge on usability 

 Usability or/and accessibility is given low priority, and less 

acknowledges (Time, resource) (ex- in Telecom domain, etc.) 

[R1, R2, R3, R4]. It would be easy to design the GUI according 

to the interest of target groups if usability testing is acknowledged 

[R3]. 

 Detecting duplicate crowd testing reports effectively and 

efficiently is difficult[81]. 

Mitigation 

 Outsource the task to specialized companies to save resources 

(time, cost, human) [R3]. 

 Use a focus group to check for usability testing (Accessibility, 

operability, etc.)[R4]. 

 The authors propose Screenshots and Textual (SETU), adopt a 

hierarchical algorithm, which combines information from the 

Screenshots and the Textual descriptions to detect duplicate 

crowd testing reports (extract features, calculate similarity, then 

discover duplicates). 

Reliability – Maturity, Availability, Fault Tolerance, Recoverability 

R
elia

b
ility

 

24 [R1, 

82] 

Service disruption challenge  

 Service disruption challenge due to the difficulty of reproducing 

bugs [R1, 82]. Non-reproducible service disruption is challenging 

to fix. Only reproducible service disruptions faults are solved 

before product delivery [R1]. It’s also challenging to reproduce 

performance bugs for performance testing [82]. 

 Mitigation 

 Assigned enough resources (time, programmer) to fix any service 

disruption fault even the fault appeared only one time. The trade-

off is between time for service delivery and quality[R1].  

 Generate worst-case reproducible test inputs from dynamic 

symbolic execution [59,60]. 

 [82]  provides guidance and a set of suggestions to successfully 
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replicate performance bugs, improve the bug reproduction 

success rate. 

25 [R2] Challenges of achieving reliability to an acceptable level.  

 No system is 100% reliable, but achieving a reliable system to an 

acceptable level of reliability is challenging. To achieve a reliable 

system test environment (both hardware and software) should be 

reliable. Hardware can be affected by different factors (Heating, 

bit flip, and interface (change of format back and forth)), the 

software can be affected by various factors (the wrong script, 

misunderstood) [R2].  

Mitigation 

 Cooling the system if HW error due to heating [R2]. 

 Test the test script if the error comes from the test script (Write 

test script that tests the test script itself) [R2]. 

 No mitigation if the HW error comes due to the bit flip[R2]. 

 Use CI/CD and versioning is one good way to achieve a reliable 

system to some extent[R2]. 

26 [ 83, 

120,  

R1] 

The root cause of failure identification challenge 

 It's a challenge to identify the root cause of failure/bug when 

failure is investigated [R1]. Detecting the root cause of 

performance regressions is also a challenge [120]. 

 

Mitigation 

 Automate to tracks and handles the root cause analysis. A system 

tracks bugs, faults; failure by collecting all possible logs until the 

trouble report is closed after the root cause is identified. A serious 

measure has to be taken to improve development, testing, design, 

process, etc. after the root cause is identified [R1].  
 Automate a system that manages the root-cause analysis, and 

mitigation can be collecting all the possible logs [R2]. 

 Chen et al. 2017 extensively evaluate and studies performance 

and root cause of performance regression at the commit level 

[120]. 

27 [84] Challenge of testing for correctness and reliability 

Testing for correctness and reliability of large-scale cloud-based 

applications is a challenging, costly, and traditional simulation, and 

an emulation-based alternative is too abstract or too slow for 

testing[84]. 

Mitigation 

 A testing approach that combines simulation and emulation in a 

cloud simulator that runs on a single processor[84]. 

28 [85, 

86] 

Challenge on test input generation for stress testing 

It’s a challenge to generate  

  Scalable worst-case test inputs generation (from dynamic 

symbolic execution) to use for stress or performance testing [85, 

86]. Automatic test input generation by Dynamic symbolic 

execution (DSE) is challenging to scale up due to the path space 

explosion. 

Mitigation 

 A Proposed algorithm, PySE, to Automatic Worst-Case Test 

Generation by Reinforcement Learning and incrementally update 
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the branch policy to drive the program execution toward the 

worst case[86]. 

 Proposed modeling technique, XSTRESSOR, to generate 

dynamic worst-case test inputs by Inferring Path Conditions[85]. 

 The author proposed to use a combination of Dynamic symbolic 

execution (DSE) and random search [86].  

29  [22, 

23, 

87, 

[88, 

89, 

90, 

91, 

92, 

93, 

94] 

Challenge on optimal resource allocation 

 It’s a challenge to allocate  

 Optimal testing resource (due to reliability constraint and limited 

resources) [61-70, R8]. 

Mitigation 

 Different authors proposed different mitigation option to handle 

resource allocation challenge- genetic algorithm [22, 23], 

Harmonic Distance Based Multi-Objective Evolutionary 

Algorithm [87, 88], Combination of Software reliability growth 

models (SRGMs) and Systematic and Sequential Algorithm[89],  

Optimization algorithm based on the Lagrange multiplier method 

[90],  Search-based strategies [91],  Multi-objective Evolutionary 

Algorithm [92],  Genetic local search algorithm[93], combination 

of Software Reliable Growth Model (SRGMs) and Genetic 

Algorithm[94]. 

 A genetic algorithm is used to solve optimization problems. 

Concerning reliability, it’s gives optimal results through learning 

from historical data [62]. 

 One suggestion-Check log history and act, if related to garbage 

collection, increase memory when doing robustness testing [R8]. 

30 [95] Challenge on autonomous car related to validation 

 Validation and testing for (Safety, reliability, and security) of an 

autonomous vehicle are challenging [95]. 

Mitigation 

 One suggested mitigation, all stake-holders required to be agreed 

on a standard protocol, inclusive, and thoughtful solutions that 

satisfy consumer, industry and government requirements, 

regulation, and policies. 

Security – Confidentiality, Integrity, Non-repudiation, Authenticity, Accountability  

31 [R1- 

R3, 

R6, 

R7, 

R10] 

Challenges on a common understanding  

 Developing a common understanding of security and risk 

associated with security [R1-R3, R6, R10]. Lack of hacker’s 

mindset when security testing is done [R7, R10]. 

Mitigation 

Few Suggested mitigations are 

 Knowledge sharing and meeting [R1-R3, R6]. 

 Good security documentation, security metrics that a tester to 

understand & follow[R10]. 

 Properly understand security principle, security verification [R7, 

R10], communicate with security specialists a lot & update your 

knowledge, and to have a dynamic security matrix [R10]. 

 Outsource the job for consultancy if no special dedicated security 

testing teams; deploy the system in a secure cloud, Amazon web 

service [R7].    

S
ecu

rity
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32 [5]  Unique Security Challenges in large-scale agile:  

 General coordination challenges in a multi-team environment 

(Alignment of security objectives in distributed settings and 

developing a common understanding of security activity among 

teams)[5]. 

  General quality assurance challenges (Integration of low-

overhead security testing tools) [5]. 

Mitigation 

 Knowledge sharing and meeting[R1-R3, R6]. 

 A serious meeting with security expertise is essential[R6]. 

33 [R8] Challenges on coping with security threats 

 Security verification and Coping with security threats is 

challenging [R8]. 

Mitigation 

 Make sure to cover the high priority secrete issues, upgrade and 

share knowledge on security [R8]. 

 Good security documentation, security metrics that a tester to 

understand & follow[R10]. 

 Security specialist creates a dynamic security matrix and should 

be up to date on security metrics, attacks, etc.[R10]. 

 Deploy the system in a secure cloud [R7]. 

34 [R3] Challenge on level of trust 

 Level of Trust (Infrastructure, platform, tools, and security 

expertise) is challenging[R3]. 

Mitigation 

 Outsource security testing to consultancy can be a mitigation.   

 Deploy the web service on the trusted cloud, for instance, 

Amazon web service. 

35 [96] Challenge on DDoS on SDN network 

 Effective detection of Denial of Service (DDoS) on of Software 

Defined Networks (SDN)[96]. 

Mitigation 

 The authors' proposed framework, Deep learning (DL) based 

CNN (Convolutional Neural Network), results in high detection 

accuracy (99.48%) of DDoS in SDNs.  

36 [97,  

100] 

Security testing challenges  

 Security oriented risk-assessment is challenging [97]. 

 Security oriented code auditing is challenging, expensive, time-

consuming [100]. 

Mitigation 

 Authors used a combination of security testing and risk 

assessment (using method and tools (example-ACOMAT)) [97] 

 Use software code auditing tools Pscan in combination with 

security expertise [100]. 

37 [99] 

 
Security challenge due to Static application security testing 

(SAST) 

Integration of SAST in large-scale introduces challenges  

 Technical (High false positive and false negative rates) and Non-

technical (Insufficient security awareness among the teams and 

integrating SAST in agile). 

Mitigation 
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 Work closely with a small team. 

 pick a handful of security problems first. 

 Measure the outcome. 
 Plan and invest enough resources & infrastructure (Introducing 

SAST requires significant resources). 

 Execute scans regularly since SAST is not a one-time effort 

that solves all security issues on-and-for-all. 
 Plan your changes and updates etc.  

38 [98] Testing Challenge on safety and security-critical relevance 

systems. 

 Handle testing (example-continues regression testing) efficiently 

in large-scale systems with safety and security-critical relevance 

is a challenge due to a large number of requirements for several 

products variant and various configurations [98]. 

Mitigation 

 Keep the testbed environment simple & easily manageable.  

 Increase awareness & communication among teams. 

Maintainability – Modularity, Reusability, Analysability, Modifiability, Testability  

39 [R3, 

R4, 

R9, 

R10, 

102] 

Challenges on maintain regression testing  

It’s a challenge  

 To manage an outdated test suit efficiently and effectively. [R3, 

R4, R9, R10, 102]. 

 To building  & maintaining a test suit for continuously updated 

regression testing[102]. 

Mitigation 

 Make regression testing a Definition of Done!  [R10] Then let 

regression testing all green. 

 Working with a CI/CD Pipeline (Continuous Integration, 

Continuous Delivery), good architecture, maintain clear 

requirement, use docker [R3, R4, R9]. 

 The author used a tool, REQAnalytics, continuously updating 

regression tests [102]. 

 Apply test case reduction techniques or regression testing 

reduction techniques (Requirement Based, Coverage Based, 

Genetic Algorithm, etc.)[117]. 

M
a
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40 [102] Challenges on the Impact of changes 

Different services provided by large-scale web applications/web 

services must be maintained & improved over-time since 

infrastructures & technology evolves rapidly. As a result,  

 It’s a challenge to estimating the Impact of changes [102]. 

Mitigation 

 The author used a tool, REQAnalytics, continuously updating 

regression tests [102]. 

41 [R3, 

R4] 

Challenge on prune outdated test suites 

 Effectively prone outdated test suites from existing modules or 

refactoring legacy test suits is challenging [R3, R4] 

Mitigation 

 Documentation-clear documentation on dependencies, writing 

testable code, required-skilled tester, applies best practices to 

refractor and prune legacy test suites [R3, R4].  
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42 [R9] Regression testing challenge 

In large-scale regression testing, it’s a challenge  

 To keep track of the faults while doing regression especially 

when you have unstable tests[R9]. 

Mitigation 

 Working with a CI/CD Pipeline, test with smaller chucks[R9]. 

43 [103]  Challenge on test case selection of regression 

  Effective test case selections for the regression test is a 

challenge[103]. 

Mitigation 

 The author proposed an automated method of source code-based 

regression test selection for Software product lines (SPLs). The 

method reduces the repetition of the selection procedure. It 

minimizes the in-depth analysis effort for source code and test 

cases based on the commonality and variability of a product 

family. 

44 [107, 

108, 

121] 

 

Challenge on optimized test suit  

 Ensuring a “realistic” and optimized test suite from outdated test 

cases is challenging since test cases are outdated due to the 

evolving nature of a system [107]. Without realistic up to date 

optimized test suites, it’s hard to do continuous validation of 

performance test workload [121]. For instance, test optimization 

is helpful to speed up distributed GUI testing but achieving an 

optimized test to speed up testing time for usability testing in the 

distributed environment is challenging [108]. 

 

Mitigation 

 Chi, Zongzheng et al. 2017 [107] suggested the use of an 

algorithm (Multi-Level Random Walk) that optimizes and 

provides a reduced test case [107]. Apply test case reduction 

techniques or regression testing reduction techniques [117, 122].  

[121]  proposed a way to validate whether a performance test 

resembles the field workload and, if not, determines how they 

differ then update tests to eliminate such differences, which 

creates more realistic tests [121]. 

 S. Wongkampoo and S. Kiattisin 2017 [108] purposed the Atom-

Task precondition technique, to filtering the test before running 

the parallel testing process to optimize the testing time and 

avoiding worker bottleneck problems and to scale for large-scale 

testing in the distributed environment [108]. 

45 [104] Challenge in reusing class-based test cases 

Frameworks are introduced to reduce costs, make reusable design 

and implementation, and increase the maintainability of software 

through the deployment. The key challenges of testing concerning 

frameworks are 

 Development, evolution & maintenance of test cases that ensure 

the framework operates appropriately in a given application. 

Mitigation 

 Reusable test cases could be used to increase the maintainability 

of software products since a brand new set of test cases does not 

have to be generated each time the framework is deployed. 
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46 [105] Challenge of optimizing continuous integration testing practice 

The large-scale system characterized by evolution (frequent 

occurrence of change) and large software size.  

 Optimizing continuous integration (CI) to handle code changes 

using regression testing faces long-lasting and scalable problems 

due to test redundancy [105].  

Mitigation 

 [105] propose an algorithm to optimize CI regression test 

selection. The algorithm uses coverage metrics to classify tests as 

(unique, totally redundant, or partially redundant). Then classify 

partially redundant test cases as being likely or not likely to detect 

failures, based on their historical fault-detection effectiveness. 

47 [106] Challenge on regression testing on a database for cost-

effectiveness: - 

 Regression testing of database applications is costly and 

challenging. Analysts can rely on generating synthetic data or 

production data based on (i.) combinatorial techniques or (ii.) 

operational profiles.  A combinatorial test suite might not be 

representative of system operations and automating testing with 

production data is impractical.  

Mitigation 

 Using production data and synthetic data generated through 

classification tree models of the input domain. Combinatorial 

testing strategies terms of the number of regression faults 

discovered and in terms of the importance of these faults are 

essential. 

48 [123] Challenge to improve testing during maintenance process in 

large-scale IT service providers 

 Key challenges in maintenance testing were related to the 

recording of test cases, inadequate testing resources, test 

documentation, presenting test documentation to customers, and 

poor visibility of testing in early phases of software development. 

Mitigation 

 Collecting information regarding control and monitoring of 

testing  

 Detailed delivery notes of changes 

 More accuracy for scheduling and informing.  

 The test environment should be ready for testing on the agreed 

time, and the source code would be frozen at the agreed time.  

 Testing resources should be planned to agreed time, and the 

testing should be carried out at the agreed time. 

 Provide detailed instructions for maintenance testing.  

 Ready-made test cases would fasten customer testing and make it 

easier. 

Portability - Adaptability, Installability, Replaceability Portability
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49 [101] Challenge to assure quality for enterprise system  

 Assuring quality to enterprise systems that have to be deployed in 

an environment containing many thousands of interconnected 

systems is a challenge.  

Mitigation 

 The author proposes the use of a scalable emulation environment, 

Reac2o, enabling real-time system testing in large-scale settings. 

General -  

50 [R2, 

R3] 

Challenge on real-world modeling scenario 
It’s a challenge to 

 Modeling & testing a real-world situation at an acceptable level 

of abstraction [R2, R3]. Still, there are models to simulate this but 

inaccurate!!  

Mitigation 

 Design a model that handles specialized scenarios[R2]. 

G
en

era
l 

51  [R4- 

R6, 

72] 

Challenge on the coordination of testing activities 
Due to heterogeneity, the complexity of the large-scale system 

 It’s a challenge to coordinate testing activities [R5]. With 

microservices, where thousands of coexisting applications to 

work cooperatively, integration and end-to-end testing are 

challenging [R4, R6, 72] since some components may not behave 

as expected or may not be ready for integration testing [R5]. 

Mitigation 

 Use proper Devopp system with different versions that can be 

rolled back if needed [R5, R4].  Write testable & clean code, 

make reusable of code & test suits, and use containerization (ex-

docker) [R4, R6]. 

 Kubernetes provide a deployment tool, Kubemark to address 

performance and scalability issue [72]. 

 It could be mitigated by interoperability testing [10]. 

52 [R7] Challenge on communication  
In large-scale system due to size, complexity, and multi-

disciplinary  

 Cross-functional Communication is a challenge [R7]. Both 

internal (teams) and external (stack-holders) communication are 

challenging in large-scale systems in general. For instance, 

internal communication challenges might come from the 

ambiguity of requirements [R7]. 

 

Mitigation 

 Communication challenge due to requirement ambiguity can be 

mitigated by having a clear requirement through meeting and 

discussion [R7]. 

53 [109] Challenge on verification and validation  

An increase in variability and complexity of the automotive system 

due to the growth of electrification and digitalization of vehicles 

possess verification and validation challenges [109]. 

Mitigation 

 The challenges are mitigated using TIGRE, Product Line Testing 

methodology. 
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54 [110] Challenge on the adoption of cloud 

 Decision making regarding the adoption of cloud computing (CC) 

for software testing is challenging[110]. 

Mitigation 

 The author proposed the adoption assessment model based on a 

fuzzy multi-attribute decision-making algorithm to adopt CC for 

software testing. 

55 [111] Challenge testing on big data analytics  

 Efficient and effective testing of big data analytics (Ex-Google’s 

MapReduce, Apache Hadoop, and Apache Spark, etc.) is a 

challenge since they process terabytes and petabytes of data 

[111]. 

 Mitigation 

 The author proposed, BigTest, to efficient and effective testing of 

big data analytics.  

56 [112] Challenge in agile web Acceptance Testing  
In agile development, collaborations of customers, business 

analysts, domain experts, developers, and testers are essential. 

However, 

 The challenge during testing activities of the rapid development 

of rapidly developed and large-scaling agile projects concerning 

large sets of test artifacts are  

a) understandable and accessible to various stakeholders is 

difficult 

b) traceable to requirements is difficult 

c) Easily maintainable as the software evolves. 

Mitigation 

 The use of testing tools that leverages domain-specific language 

to streamline functional testing in agile projects.  

 Some key features of the tools that could be used include test 

template generation from user stories, model-based automation, 

test inventory synchronization, and centralized test tagging. 

57 [113] In large-scale system  

Testing for safety, reliability, and security of the embedded system 

in model-based testing  is a challenge in two cases 

      I. Testing model dynamically, 

II. Improving the efficiency of model-based testing  [113].  

Mitigation 

 An enhancing adaptive random testing,  investigated to generate 

test cases for AADL(
6
) model-based testing,  is found to be more 

efficient than traditional random testing. 

58 [48 , 

106, 

114, 

115, 

116,  

117, 

Challenge on test management and test process 

 Improve, manage, optimized testing (infrastructure, process) and 

reduce testing cost in large-scale (distributed, critical, etc.) 

systems is challenging [48, 106, 114, 115, 116, 117]. 

 Reduce development & testing costs is possible by detecting 

defects at an early stage is a challenge [115]. 

 Decide if additional testing is necessary [115]. 

 Conduct effective testing with less cost while avoiding risk [115]. 

                                                      

6
 (Architecture Analysis & Design Language – is used to model the software and hardware 

architecture of an embedded, real-time system) 
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124] 

 

 Manage test cases[116]. 

 To achieve a desired computationally, cost-effective testing to 

speed up the testing process is a challenge in the large-scale 

system [124]. 

Mitigation 

 The author used tools, eXVantage, for coverage testing, 

debugging, and performance profiling [115]. 

 The authors discussed recommendations on how to do & to better 

leverage test case management [116]. 

 Apply model-based testing to improve test infrastructure [48], 

Use Process-oriented metrics-based assessment(POMBA) to 

monitor a testing process [114], Use a strategy “Software design 

for testability” to write clean code & improve quality and apply 

techniques to check for correctness of program, for instance, 

“Test condition oracle” [106, 117]. 

 Through the use of grid computing (or distributed computing) 

[124]. A swarm intelligence task scheduling approach also 

proposed to tackle the dynamism and performance heterogeneity 

problems in a grid computing environment with the expectation 

of reduction of testing task completion time 

59 [118, 

119] 

 

Challenges on design optimized combinatorial suitable test suits 

for system require complex input structures. 

Large-scale software systems commonly require structurally 

complex test inputs. Thus, it’s a challenge  

 Large-scale software systems commonly require structurally 

complex test inputs. Thus, it’s a challenge  

 To design optimized combinatorial suitable test suits to protect 

failure caused by a variety of factors[118]. 

 Generate optimized tests that are behaviorally diverse and legal to 

use for testing[119]. 

 Applying pair-wise combinatorial testing when a system requires 

complex input structures that can’t be formed by using arbitrary 

combinations [119]. 

Mitigation 

 Combinatorial pair-wise testing used to generate an optimized 

test suite from an ample combinatorial space. Hadoop distributed 

computing system could be used for increased performance of 

running algorithms on significant test cases[118]. 

 The author proposed an efficient approach, ComKorat, which 

unifies pair-wise testing (for scalability) and constraint-based 

generation (generate structurally complex input) [119]. 

 

Appendix2– Interview Questions 

Interview questions 

1. Thank you for accepting my invitation to this interview. This interview is 

meant to collect data for answering my research questions as partial 

fulfillment of my master's thesis. I would like to get your consent to record 

your voices, but according to the GDPR and other relevant personal data 
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acts, you will be treated anonymously, and your voice will be deleted once 

the data is transcribed. Is that OK? 

Table 7. Interview Questions  

Interview Questions 

Q1 Would you please tell me about yourself? 

Q2 What is your current (previous) role in your organization? 

Q3 Have you been working in large-scale software development and or testing 

projects? 

Q4 How many years have you had in the software engineering field as a 

developer and or tester? 

Q5 What are the key challenges of large-scale software testing hindering the 

development of quality software products?  Which means key challenges of 

large-scale software testing concerning product quality attributes 

(Functional Suitability, Performance Efficiency, Compatibility, Usability, 

Reliability, Security, Maintainability, and Portability)? 

Q7 What are the possible mitigations to large-scale software testing? 

Q8 From the system core attributes that define large-scale( complexity, size, 

evolution, emergence, heterogeneity, variability, reusability,  distribution), 

which are the source of challenges of large-scale testing in your domain?   

 

 

 


