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Abstract  
This research aims to explore students’ perceptions and their desired features 
on the use of blockchain technology for the management of education records. 
A literature review formed the basis of the theoretical background of this work 
by allowing to explore how education records are managed nowadays and the 
potential for the use of blockchain technology in this area, as well as the 
importance of including key stakeholders in order to achieve a higher user-
acceptance.   

A qualitative research study encompassing a focus group interview with 
Linnaeus University students was conducted to answer the research questions. 
Computer assisted thematic data analysis yielded five key themes: current 
usage of university education records, understanding how blockchain works, 
sustainability of blockchain, security of blockchain and implementation of 
blockchain for education records. 

The discussion relates the empirical findings to the theoretical background of 
the research. Participants were generally positive towards the use of 
blockchain for the management of education records and saw it as one of the 
potential future solutions. Nevertheless, they voiced some reservations 
regarding the high energy consumption, costs and security towards a possible 
use of the blockchain technology. Therefore, careful implementation would be 
needed, with increased focus on usability, solving some security and 
sustainability issues and ensuring a fair and transparent access model. 

This master thesis contributes to the current body of knowledge within 
informatics by empowering students to share their point of view with regards 
to possible development of IT solutions based on blockchain technology. As 
found through this master thesis research, systems for the management of 
educational records have an impact on person’s life long past finishing a 
course or a degree, affecting people’s everyday experience in many areas of 
life and students would like to be included in any future development 
discussions. Therefore, the research study provides insights which could be 
used in the future in two ways: firstly, to achieve a more user focused design 
of education records management systems and secondly, to bring light on the 
students’ perception of the use of blockchain technology in this area of life. 

Keywords 
Information Systems, Information and Communication Technology, 
Blockchain, Education Records, Education Records Management, Higher 
Education, Qualitative Research, Focus Group Interview. 
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 Chapter 1: Introduction 
Chapter 1 starts with an introduction to the research field. First, the topic 
background is provided and the problem is stated along with the research 
setting. Second, the purpose and the aim of the research are specified along 
with the research questions. After that, previous studies and the topic 
justification are presented. The chapter then continues with the scope and 
limitations as well as the responsibility of work. At the end, the structure of 
this master thesis is presented. 

1.1 Introduction and Research Setting  
Information systems (IS) and Information and Communication Technology 
(ICT) are fundamental for both organizations and individuals in the modern 
days. Starting on a personal level, where people increasingly spent time online 
for a multitude of purposes - to communicate, access information, to work, 
relax, shop and learn (Beynon-Davies, 2013). Also, on an organizational level, 
IS and ICT became the foundation for the operations of companies and 
institutions. In modern companies - private and public - IS and ICT are present 
in essentially all departments, from production and product development to 
finance and human resources. Even governments increasingly use IS and ICT 
to provide online services for their citizens and support various processes that 
are based on information retrieval such as identity management, taxation, 
budgeting, and providing healthcare (Beynon-Davies, 2013).  
Subsequently, it is no surprise that IS and ICT also became increasingly 
important for organizations in the education sector such as schools and 
universities. Nowadays, many universities worldwide use modern IS and ICT 
to support their daily operations with the help of Student Information Systems 
(SIS) (Mukerjee, 2012), Student Information Management Systems (SIMS) 
(Jin et al., 2012), or Student Record Systems (SRS) (Strimbei et al., 2016). 
These systems were implemented in recent years to help universities and 
schools in their daily tasks such as storing student records, student admission, 
employee recruiting, providing payroll, reporting, and many others (Komka 
and Daunoravicius, 2000) and are now widely applied. One of the most 
important applications of ICTs at universities is the management of education 
records (Strimbei et al., 2016). Nevertheless, the way universities currently 
manage the educational records of students with the current types of systems 
received an increased amount of critique in recent times. According to 
Jirgensons and Kapenieks (2018), the educational records often do not include 
information about the skills achieved by a student, mastery level and extra-
curricular activities and, therefore do not represent all relevant information 
required in the modern working world. Furthermore, Turkanovic et al. (2017) 
pointed out that many of those systems used by universities are set up in a way 
that education records are stored in databases which are only accessible by the 
students and staff of one university and therefore offer a lack of 



 

9 
 

interoperability. In times, where students increasingly move between countries 
to achieve multiple different degrees, this often causes additional 
complications. Since education records need to be exchangeable between 
different institutions, paper certificates need additional effort for validation as 
they can be forged or manipulated (Grech and Camilleri, 2017). 
To improve the challenges of increased academic mobility of students and 
lecturers, changed learning goals, as well as optimizing the administrative 
tasks related to the management of these education records, the blockchain 
technology received an increased amount of interest (Chen et al., 2018). This 
technology became one of the most popular IT-related inventions in recent 
years and achieved a hype status due to the cryptocurrency Bitcoin, which is 
built on the blockchain technology (Grech and Camilleri, 2017). Generally, 
blockchain is a decentralized data infrastructure, that can be used to store any 
type of assets or value such as property, shares, money, and identity, while 
securing a maximum of security, trust, and reliability (Open Data Institute, 
2016; Chen et al. 2018). According to the Open Data Institute (2016), there 
are many benefits both for organizations and people that could come from 
blockchain innovations, but first the challenge of identifying appropriate use 
cases, where the blockchain technology can be used to overcome current 
problems and limitations (Open Data Institute, 2016). 
Regarding the possible use cases for applying the blockchain technology in the 
education sector and specifically universities, several initiatives have been 
initiated and carried through proof of concept and prototypes (Rooksby and 
Dimitrov, 2017; Turkanović et al., 2018; Kuvshinov et al., 2018). These are 
described in more detail in the literature review in chapter 2. Until now 
however, students’ voice has not been prominent in the design discussions 
(Rooksby and Dimitrov, 2017; Turkanović et al., 2018; Kuvshinov et al., 
2018). According to the blockchain research framework developed by Risius 
and Spohrer (2017, p. 389), user perspective is important for measurement of 
blockchain solution’s value. The researchers stated that: 

“As a key topic, research needs to provide insights on why 
people use the technology and what features enhance or 
constrain its dissemination among the society.” 

This master thesis, therefore, focuses on university students’ perspectives on 
the use of blockchain for management of university education records. These 
records include the performance of students during their education in the form 
of the attended courses/programs, achieved ECTS (European Credit Transfer 
and Accumulation System) points as well as the received grade and 
certificates. Therefore, an interpretive qualitative research with students 
enrolled in universities was conducted with the aim to explore, understand and 
interpret their perceptions and desired features regarding the application of 
blockchain technology in the management of university education records; the 
research is further explained in the methodology chapter. The research itself 
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was carried out at Linnaeus University which is in the Swedish municipality 
of Växjö.  
As this application of the blockchain technology is still in its infancy, we 
believe that active participation of stakeholders such as students can make an 
impact in how it will develop in the future. For the sake of clarity in regards to 
the application of the technology, we adopt the definition as provided by 
Cambridge Academic Content Dictionary as “a particular use” of technology 
(Cambridge University Press, 2020).  
Design of blockchain solution is not only a technical exercise – the architecture 
decisions will impact social and organizational relations at the universities and 
in the workplace (Rooksby and Dimitrov, 2017). Chen et al. (2018), similarly 
concluded that the application of the blockchain technology could impact the 
way people construct trust regarding the way education records are created and 
maintained. Furthermore, Chen et al. (2018), also mentioned user groups such 
as the administration and management staff would need to embrace the 
blockchain technology to ensure its success. Therefore, the authors of this 
master thesis believe it is essential to involve the future users and their opinion 
and desired features towards the application of the blockchain technology for 
educational records. By desired features the authors of this master thesis mean 
“something needed or necessary” (Cambridge University Press, 2020). 

1.2 Purpose Statement and Research Questions 
The focus of this master thesis is the potential of blockchain technology 
regarding the management of education records from university students’ 
perspective. Therefore, the master thesis aims to explore, understand and 
interpret the university students’ perceptions of this technology and its 
possible application for education records and, in consequence, explore 
possible desired features that exist from a student perspective to contribute to 
a more user focused development of blockchain solutions. Furthermore, the 
conducted master thesis research examines the potential of blockchain 
technology regarding the management of university education records 
compared to currently used information systems.  

Consequently, two (2) research questions are formulated: 
1. How do university students perceive the potential use of blockchain 

technology in relation to the management of education records? 
2. How do university students describe their desired features of the 

potential use of blockchain technology in relation to the management 
of education records? 

1.3 Previous Studies 
Regarding the usage of ICTs in organizations such as universities, Dobre 
(2015) states that the wide implementation of ICT within university 
information systems started with the ICT boom at the end of the 90s. 
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Reviewing the literature on the management of education records, several 
authors linked the functionality of managing those records to different types 
of ICT-based information systems such as Student Information Systems (SIS) 
(Yue and Yin, 2010; Mukerjee, 2012) and Student Information Management 
System (SIMS) (Tang and Zhang, 2009; Liu et al., 2010; Jin et al., 2012). The 
most precise definition which only focuses on education records is the term 
Student Record System by Strimbei et al. (2016). Reviewing the architecture 
of the mentioned systems further, it was concluded that the majority of those 
systems were based on a three-tier or n-tier architecture using several layers 
such as the interface, business, and database layer operating on a client-server 
communication.  
On the other hand, the blockchain technology is based on a peer-to-peer (P2P) 
communication. In such set ups, equally privileged peers/nodes, which 
represent members of the network, communicate with each other without 
central server instances (Mougayar, 2016). Each peer represents a client within 
the network and is, therefore, an entry point for one or more users related to 
the client (Christidis and Devetsikiotis, 2016). Within a blockchain, each client 
has a unique private and public key which is used to sign the transactions and 
make the client addressable within the P2P network. Therefore, the 
authentication and non-repudiation within the network is secured (Christidis 
and Devetsikiotis, 2016). Within this network, all valid transactions are hashed 
into a block by a member of the network and are added to the blockchain, if 
most of the network approves the block (Christidis and Devetsikiotis, 2016). 
The first time that the blockchain technology received a wide public attention 
was when Satoshi Nakamoto released the paper “Bitcoin: A Peer-to-Peer 
Electronic Cash System” (Mougayar, 2016). The paper introduced the 
cryptocurrency Bitcoin with the purpose of enabling a peer-to-peer form of 
electronic money (Mougayar, 2016). The parties operating in that P2P network 
were able to transfer online payments between each other without including 
any instance of financial institutions such as banks. Furthermore, the 
blockchain cryptocurrency was able to avoid the problem of double spending 
(Mougayar, 2016) that describes an issue of digital currencies in which money 
is maliciously copied and spend multiple times, while third parties are included 
to avoid this from happening. To solve this issue, the Bitcoin cryptocurrency 
uses the decentralization, security, audibility, and smart execution of the 
blockchain technology.  
Currently there are several publications which tried to examine the possible 
impact of blockchain technology on university organizations and in education. 
As an example, Grech and Camilleri (2017) as well as Sharples and Domingue 
(2016), examined the opportunities of blockchain to secure intellectual 
property. According to Sharples and Domingue (2016), the idea of 
cryptocurrency could also be used to reward academic reputation, which is 
already a tradeable commodity in academics since promotions are often based 
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on the number of citations and the H-index metric of publication impact. 
Consequently, Sharples and Domingue (2016) introduced the idea of an 
educational reputation currency “Kudos”. According to Grech and Camilleri 
(2017), there are already several blockchains operating in this field such as 
Blinded and Bernstein Technologies. Those enable the authors to register the 
hash of a document or picture on blockchain and, therefore, providing a “proof 
of existence, integrity, and ownership” (Grech and Camilleri, 2017, p. 62). 
Besides that, Bernstein Technologies can also be used to secure other 
intellectual property such as lab notes which could be useful for case 
assignments and tasks in which students collaborate.  
Regarding the management of education records and certificates, several 
organizations officially announced first prototypes and platforms such as Sony 
Global Education (SGE) or Open Certificates from Attores (Grech and 
Camilleri, 2017). From an academic perspective, there is the work of 
Turkanovic et al. (2018, p. 1) who introduced the blockchain EduCTX, which 
is supposed to enable “a globally unified viewpoint for students and higher 
education institutions (HEIs), as well as for other potential stakeholders”.  
Turkanovic et al. (2018) argue that the time, when academic records and 
degrees where only stored within the infrastructure of institutions, could come 
to an end through blockchain. Furthermore, Rooksby and Dimitrov (2017), 
evaluated a potential blockchain for university grades concluding that the 
technology underlies a new understanding of how organizations such as 
universities operate. Therefore, it could increase transparency through a more 
algorithmic calculation of students’ grades which subsequently could create 
tensions regarding the organizational trust and status versus the computational 
verification. 
The perceptions of students and other possible stakeholders regarding the 
application of blockchain technology within universities for the management 
of education records could not be determined from previous literature. Besides 
the paper of Rooksby and Dimitrov (2017), in which the authors used 
personas, fictional characters which represent possible user types, as well as 
small focus groups to come to their conclusions, the perspective and desired 
features of the stakeholders are not represented in current literature. This 
indicates that there is a lack of stakeholder involvement for blockchain 
application within universities. According to Beynon-Davies (2013), the 
involvement of stakeholders during the design and development of an 
information system is regarded as beneficial to the stakeholder acceptance and, 
therefore, should be within the focus of future developments. 

1.4 Topic Justification  
This topic is relevant for both informatics research theory as well as 
informatics practice. Based on the framework created by Risius and Spohrer 
(2017), in which they concluded several prospective paradigmatic research 
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questions regarding the topic of blockchain technology. The research 
questions of this master thesis focus on two of the proposed research activities.  
The first relevant research question concluded by Risius and Spohrer (2017, p. 
389), which was considered and adopted to this master thesis, is “How do 
different features constrain or unchain usage?”. By conducting research 
regarding the perceptions and desired features of stakeholders towards the 
application of blockchain regarding education records, this master thesis 
presents valuable insights for the further development of blockchain within 
this field to avoid possible stakeholder resistance.  
The second research question which is proposed by Risius and Spohrer (2017, 
p. 389) is “What are the value propositions and the limitations of blockchain 
technology compared to established intermediary services providers?”. As 
described throughout this chapter, the management of education records is an 
essential part of SRS which are used in today's universities. By conducting 
further research on blockchain technology and its applications, this master 
thesis can determine limitations and benefits of blockchain technology 
applications compared to established information systems for education 
records.  

1.5 Scope and Limitations  
The participants of this research were living in Sweden, when the data 
collection for this master thesis was carried out, and were all enrolled at 
Linnaeus University. The research was conducted completely in the English 
language. Since the participants were enrolled at Linnaeus University, all used 
the  Ladok to manage their current academic records at the time the research 
was conducted. Nevertheless, the students had a broad variety of cultural 
backgrounds, demographic characteristics, and previous experiences 
regarding the management of educational records. Hence, a direct 
generalization from the research results might be not possible for students and 
the countries they were educated, but could serve as a first indication of how 
blockchain technology is perceived by students in those countries. 
Another important aspect for the application of the blockchain technology for 
educational records are legal requirements specified in various government 
acts. Those are in their nature technology agnostic, which means that they list 
required controls and features rather than specific ICT solutions. In the case of 
education records, the legal requirements include appropriate record keeping, 
management, access, sharing of information, retention periods, and auditing. 
According to the Kungliga Tekniska Högskolan (2018) in Sweden, there are 
several regulations regarding education records storage which need to be 
considered: 

• The personal data of the users must be treated correctly according to 
the general data protection regulation set out in Chapter 21, Section 7 
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of the Public Access to Information and Secrecy (Swedish Parliament, 
2009). 

• The personal data of the users must also meet the General Data 
Protection Regulation GDPR (EU, 2016),  

• The personal data of the users must meet the regulations of the 
Ordinance 1993:1153 which regulates the reporting of universities and 
colleges in Sweden (Swedish Parliament, 1993). 

A possible application of the blockchain technology for education records 
subsequently would need to ensure that the mentioned legal requirements are 
fulfilled. Nevertheless, since this master thesis focuses on students’ 
perspective, the question how a blockchain-based solution for the management 
of education records can achieve the legal desired features would need to be 
addressed in further research studies. 

Furthermore, it should be mentioned that this research study only focuses on 
the stakeholder group of students. Further stakeholder groups such as 
professors and teachers, as well as administration staff were not included due 
to time constraints. Therefore, further research in this field could examine the 
mentioned groups for achieving a richer picture. 

1.6 Distribution of Work  
For this research study the decision to work collaboratively was based on the 
common interest on the topic of blockchain technology from both researchers. 
There were multiple occasions were the work was split between the 
researchers. Firstly, during the review of the applicable literature as well as for 
the search of the methodological approach for this research. Both topics where 
then discussed and decided together. Secondly, when transcribing the record 
of the focus group interview. This step was split evenly between the 
researchers so that each transcribed half of them. Afterwards, both researchers 
reviewed each other’s work to ensure their accuracy. Third, the task of 
generating initial codes to develop potential themes was carried out 
independently by each researcher. The final themes are therefore the outcome 
of discussions and negotiations between the researchers. Fourth, the writing 
up process was performed evenly by both researchers. Lastly, it should be 
noted that working together proved to be beneficial, as it provided immediacy 
which stimulated the motivation to proceed and finish the research study. 

1.7 Master Thesis Structure 
The thesis is structured in six chapters. Chapter one (1) includes the research 
questions, the topic justification and the research setting. Chapter two (2) 
includes a literature review about Education Records, ICT and ICT for 
Education Records, Blockchain and Blockchain for Education Records. 
Chapter three (3) describes the Methodology of this research study. The 
paradigm as well as the methodological approach which were selected for the 
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research design are explained. Furthermore, the methods which were used for 
collecting and analysing the empirical material of this master thesis are 
described as well. Additionally, the issues of reliability, validity and the ethical 
considerations are discussed. The following chapter four (4) presents the 
findings of the conducted research. The findings are discussed and reflected in 
chapter five (5) based on the literature review. The final chapter six (6) draws 
a conclusion, determines the research contribution and suggests areas for 
future research. 

 
Figure 1. Structure of the thesis 

Chapter 1: Introduction

Chapter 2: Literature Review

Chapter 3: Methodology

Chapter 4: Findings

Chapter 5: Discussion

Chapter 6: Conclussion
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 Chapter 2: Literature Review 
This chapter provides a review of the literature that is used in this research 
study. Subsequently, a theoretical background of the blockchain technology 
and key concepts which are currently involved in the management of education 
records in universities such as information systems (IS), information and 
communication technology (ICT) as well as SIS (Student Information 
Systems), SIMS (Student Information Management Systems), SRS (Student 
Records Systems) and digital certificates are presented and discussed.  

2.1 Literature Source and Keywords 
The literature review for this master thesis was conducted between January 
and March 2019. Several well renowned and established research databases 
such as IEEE Xplore, Science Direct, Springer Link, and the Wiley Online 
Library were considered for the literature search. To complement this search 
and investigate current research in Sweden, also the DiVA database, the 
Swedish Linnaeus University theses repository, was scanned. In addition, 
Google Scholar was used to search for forward references within certain 
papers to identify further valuable sources.  

The key terms for the search process were: ICT, Blockchain, higher education, 
education records, smart contracts. The key terms where subsequently 
combined to find related literature for this master thesis. 

2.2 Search procedure and literature selection 

 

Figure 2. Literature review search process performed during this research 

In generally, the literature review process applied in this master thesis included 
four steps. In the first step, the keywords described above were entered in the 
OneSearch literature discovery system which offers a search index of various 
databases and multiple subjects (Palm, 2019). The OneSearch function also 
offers direct links to search directly in the mentioned databases which was 
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done as well. Besides the OneSearch literature discovery system and the 
research databases, also the DiVA database was used to search for related 
literature. 

In the second step, the titles and abstracts of the found literature were screened 
to identify possible sources for this research study. If the found literature 
seemed to be relevant based on the abstract, a further full text analysis took 
place which represent step 3, otherwise the literature was excluded.  

In the third step, the full text analysis aimed to clarify if the literature was 
relevant for this master thesis. This was achieved by validating the literature 
several criteria. First, the literature had to be relevant for the related topic and 
research questions. Secondly, the related literature such as research articles, 
conference proceedings and conference papers, books or book chapters had to 
be peer-reviewed. Third, only related literature which was conducted in the 
English language was considered. Fourth, in some cases also valuable 
literature from outside of academia was considered if it offered knowledge for 
this research study. Besides that, the references of the articles were checked if 
their topic seemed to be useful for this research study. Nevertheless, those 
forward references had to pass through step two and three to be considered for 
this master thesis. 

If those criteria were not matched, the literature was subsequently excluded. 
The literature which qualified according to these criteria was the considered 
for the literature review.  

2.3 Education Records and Legal Aspects 

2.3.1 Education Records and Digital Certificates  
Education records have been defined in several ways by different government 
authorities and vary geographically. It is important to understand the scope and 
limitations of all these definitions, as the existing blockchain solutions for 
education records were developed around the world. A definition of education 
records was given within the Family Educational Rights and Privacy Act. In 
this act, student education records were defined as records, files, documents 
and other materials which contain information directly related to a student (US 
Department of Education, 2017). This definition is also adopted in the master 
thesis. 
To create a common standard regarding the information that these education 
records store about the performance of a student in a Higher Education 
Institution (HEI) such as universities, the European Commission and EU 
member states agreed on the ECTS framework. Within this framework, the 
credits are expressed in whole numbers and assigned to courses based on the 
expected learning results and the estimated workload (Turkanovic et al., 2018). 
Since this master thesis research is conducted in Sweden, the authors decided 
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to mainly focus on education records which apply the European Credit 
Transfer and Accumulation System (ECTS) framework that is used in Sweden.  
According to Grech and Camilleri (2017), the documents such as university 
certificates which for example contain information such as the ECTS, are still 
mostly issued in paper form. However, in recent years the number of digital 
certificates was increased in order to overcome limitations such as high costs, 
difficult verification and possible fraud.  

2.4 IS/ICT 

2.4.1 IS/ICT Introduction 
To understand the possible impact that the blockchain technology can have on 
university education records management, it is important to understand how 
ICT systems usually operate and what role they play in today's universities.  
According to Beynon-Davies (2013, p. 131), an information system is:   

“A socio technical system, a communication system in which 
humans use ICT in support of coordinated and collaborative 
decision making and action”.  

The ICTs which are used within those IS usually consist of components such 
as hardware (processors and input/output devices), software (operating 
systems, programming language), and data management technology (database 
managements software and data storing devices), and data communication 
technology (transmitters and routers). Those components are structured in 
several layers. Mainly the interface, business, and the data layer. 
The interface layer encapsulates the primary interface to retrieve and store 
information in an ICT. The interface layer manages the interaction between 
humans and the ICT and is, therefore, usually described as the user interface 
(UI). According to Beynon-Davies (2013), the business layer manages the 
three interrelated elements: transactions, business rules and update functions. 
Beynon-Davies (2013) suggests breaking the business layer down in a rule 
subsystem and a transaction subsystem. Finally, the data layer includes the 
components which perform the storage and the maintenance of data in a 
database (Beynon-Davies, 2013).  
In modern ICT structures the components of the mentioned layers might run 
on different machines which are operating in different locations. To ensure 
that the components are able to communicate with each other, they are 
depending on communication technology. A common approach of using 
communication technology such as transmitters, routers, and servers, is the 
client/server architecture. In this architecture, the client initiates a request to 
the server which then sends a response to the client which provides the client 
with the requested information. A server can handle multiple client 
connections. According to Beynon-Davies (2013), the n-tier architecture is the 
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most common used architecture nowadays especially for web applications. In 
those applications the browser represents the interface which communicates 
with a webserver. The layers supporting the interface are the rules and 
transaction subsystems which allow the transactions to be communicated to a 
database server in which the data is stored. 

2.4.2 IS/ICT in Universities 
According to Dobre (2015), the wide implementation of ICT systems within 
universities started with the ICT boom at the end of the 90s.  Subsequently, 
those systems could be regarded as the core of universities since they not only 
offer the management of education records, but also a wide number of 
additional functionalities which are essential to the management of 
universities (Mukerjee, 2014). Komka and Daunoravicius (2014) concluded 
that universities rely on ICT-based systems to run the organization. According 
to Mukerjee (2014), universities need support in running all different processes 
from finance, human resources, payroll, property and facility management, 
through operations, marketing and sales.  
A comparison of the amount of information systems which are applied in 
universities is given by Strimbei et al. (2016). They compared the use of 
information systems within different universities and clustered the different 
systems into their field of purpose. The results are represented in the following 
table 1.  

Table 1. Multi-layer architecture of an ICT system  
(adopted from Strimbei, 2016 and Komka and Daunoravicius, 2000) 

Purpose of the 
IS 

University of Colorado 
Solution 

Central European 
University Solution 

Vilnius Gediminas 
Technical University 
Solution 

Student Record 
System 
 (SRS) 

Campus solutions, 
Electronic Research, 
Administration 

Student records, 
Student welfare, 
Admission, 
Student Interface 

Enrolment, 
Modules, 
Fees, 
Tuitions, 
Studies program 

Human 
Resource 
System 

Reporting System, 
Document 
Management 

Staff Related 
Services 

Human Resources 

Administrative 
System 

Reporting System, 
Document 
Management 

Staff Related 
Services 

Management and 
administration 
Archiving 

Financial 
System 

Reporting System, 
Document 
Management 

Staff Related 
Services 

Financial and 
accountability 
Economic activity 

Campus Campus Solution Student Interface, Library services, 
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System Coordinator 
Interface, 
Alumni Module 

Science activities, 
Social activity, 
Publishing 

 

Regarding the storage of education records, several types of information 
systems were described within the literature. As displayed in the table above, 
those systems were called Student Record Systems (SRS). Instead of using the 
term SRS, Mukerjee (2014) and Yue and Yin (2010) used the term Student 
Information System (SIS) and Tang and Zhang (2009) used the term Student 
Information Management Systems (SIMS). Nevertheless, the management of 
education records was a key feature in all of those research studies. 
Regarding the technical setup of those systems, Tang and Zhang (2009), Liu 
et al. (2010), and Jin et al. (2012) supposed a typically three-tier or n-tier 
architecture using several layers such as the interface, business, and database 
layer operating on a client-server communication. According to Turkanovic et 
al. (2018) this often cause the following problems: First, the databases of those 
system are often only accessible by the administration staff of the university 
hosting those systems and often don’t offer any interoperability with other 
universities and organizations. Second, students can only have access to the 
data but not own the data and therefor rely on the SRS to access their education 
records. Third, the data format in which the education records are stored often 
differ in standards in example languages and data format. Therefore, 
possibilities how this traditional architecture of system to store education 
records should be investigated.  

2.5 Blockchain Technology 

2.5.1 Blockchain Basics 
As described in the introduction, the blockchain technology gained worldwide 
attention in 2008 in connection with the introduction of the cryptocurrency 
Bitcoin (Grech and Camilleri, 2017). The features of the blockchain will be 
explained further in order to offer a foundation from a technical and a 
processual perspective on how the blockchain technology evolved. 
Additionally, the presentation of the blockchain features will allow a better 
understanding of the opportunities and limitations that blockchain technology 
offers for the management of education records.   
As described in the introduction, a blockchain is built of blocks that are 
chronological linked to each other and, therefore, form a chain of blocks as 
illustrated in Figure 3. 
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Figure 3. An example of blockchain structure (adopted from Nakamoto, 2008) 

As shown in figure 4, a block itself consists of a block header and a block 
body. The block header includes a block version, a Merkle tree root hash which 
represent the hash code of all transaction within the block, and a timestamp 
(Zheng et al., 2017). In addition, the block header contains nBits which include 
the target threshold of a valid block hash, a random number called nonce which 
increases for every hash calculation, and the parent block hash to link the block 
with its previous block (Zheng et al. 2017; Tinu, 2018). 

 
Figure 4. An example of a block structure (adopted from Zheng et al., 2017) 

In order to be saved transactions must reach a consensus within the blockchain. 
This consensus is reached by the usage of a consensus mechanism. If the 
consensus is reached, the transaction is hashed into a block by a member of 
the network and the block added to the blockchain if most of the members of 
the network approves the block (Christidis and Devetsikiotis, 2016). 

2.5.2 Blockchain Architecture 
Compared to centralized systems such as a current SRS in which clients use 
the services provided by servers, SRS based on blockchain technology would 
rely on a decentralized P2P network in which the nodes represent a collective 
of local computers which are connected remotely and complete tasks or 
functions together as local ledgers (Mougayar, 2016). A brief overview is 
shown in figure 5. 
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Figure 5. Centralized versus distributed network (Wikimedia Commons, 2007) 

Furthermore, the architecture varies in certain aspects from the mentioned 
layers structure of client/server systems and their n-tier architecture. The layer 
of a blockchain can be divided into six parts (Dib et al., 2018). Those layers 
are the application, data ledger, consensus, P2P exchange, network and the 
hardware layer. 
The application layer represents the interaction of the user with the blockchain 
application. In the case of the education records, this layer would represent the 
client of the traditional SRS like the UI of Ladok (Yuan and Wang, 2018). The 
type of applications that provide a UI to manage the assets stored within a 
blockchain are described as wallets (Krombholz et al. 2017). The functionality 
and attributes of those wallets is described in section 2.5.5. The Data Ledger 
Layer basically represents the Data subsystem since it provides the techniques 
to store the required information into the blocks. The consensus layer includes 
the consensus process which is required to validate a transaction and create 
new blocks. The exact algorithm which is implemented in the layer for the 
process depends on the type of blockchain and its purpose (Dib et al., 2018). 
The P2P-exchange layer “specifies the decentralized communication models 
and the related mechanisms of distributed networking, data forwarding, and 
verification” (Yuan and Wang, 2018, p. 1424) and, therefore, represents the 
application and web servers of client/server-based application. The hardware 
layer represents the hardware and its related computing power to perform 
transaction and run the consensus process (Zheng et al., 2017). 

2.5.3 Consensus mechanisms 
As described previously, each transaction within a blockchain is saved in a 
unique block. The challenge in this regard is to determine if a transaction is 
valid or not. Therefore, a consensus mechanism is needed to determine the 
validity of a transaction (Christidis and Devetsikiotis, 2016). This section will 
briefly describe the algorithms which are currently used within blockchain to 
ensure that there is consent regarding the validity of a transaction throughout 
the blockchain.  
One of the most popular consensus mechanisms which was introduced by 
Nakamoto for the bitcoin cryptocurrency is the Proof-of-Work (PoW). In this 
approach each node of the blockchain calculates the hash value of the block 
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header until the calculated value is equal or smaller than a certain given value 
(Zheng et al. 2017). The nodes in that case act as miners which use their 
computing power to generate the hash. As soon as the calculation of the new 
hash is performed the block is distributed to other nodes of the blockchain 
which need to confirm the validity of the new hash value. If the new hash is 
valid and referencing to their last block, the block gets attached to their 
blockchain (Mougayar, 2016) and the miner gets rewarded with a predefined 
value. 
Another algorithm which is currently used is the Proof-of-Stake (PoS) 
algorithm. Compared to the PoW where complex algorithms and computing 
power is used to perform the hashing of a new block, the PoS algorithm selects 
a node of the network based on its account balance. The idea behind the PoS 
algorithm is that nodes with a high account balance are less likely to 
manipulate transactions. The problem with this approach is that its 
discriminate nodes with lower balances (Tinu, 2018). Therefore, other PoS 
alternatives were created in which the nodes are selected randomly or based 
on a coin age-based selection which is based on the time the node is 
participating in the network. The benefit of this approach compared to the PoW 
is a reduced consumption of energy since less computing power is required 
and an improved security since the mining is not based on the computing 
power of a node (Dib et al., 2018). A further development of the PoS is the 
Delegated Proof of Stake (DPoS). This consensus process does not directly 
choose the nodes for the transaction, the nodes are chosen by the participants 
of the network. Consequently, dishonest members of the network can be voted 
out (Zheng et al. 2017).  
Practical byzantine fault tolerance (PBFT): This algorithm is designed to 
tolerate byzantine faults (Zheng et al., 2017). In terms of a blockchain, 
byzantine faults are occasions in which a node failed to validate a transaction. 
If less than a 1/3 of the network nodes are failing to validate the transaction, it 
will be performed and added to the blockchain (Zheng et al., 2017; Tinu 2018).  
The application of PBFT algorithms is divided into three phases: pre-prepared, 
prepared and commit (Tinu, 2018). In each round, the validating node needs 
to acquire votes from 2/3 of all nodes to reach the next phase. After the commit 
phase the block gets added to the blockchain.   
The blockchains Ripple and Tendermint are slight variations of the PBFT 
algorithm. In Ripple trusted subnetworks are used within the main network. 
According to Tinu (2018), the nodes consist of servers and clients. The clients 
perform the consensus process. If a server node receives 80% agreements the 
transaction gets saved as block in the blockchain which can be entered as a 
client node (Zheng et al., 2018). Tendermint is closer to the original PBFT 
algorithm. The major difference is, that nodes which want to become 
validating members need to lock their coins (Zheng et al., 2018). 
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Another consensus mechanism which was invented is the Proof of Authority 
(PoA). According to Angrish et al. (2018), this consensus mechanism is built 
only for permissioned blockchains since it requires that the nodes which are 
validating are known. This so-called authority nodes can independently 
perform the validation of a new block. According to Avasthi and Saxena 
(2018), the PoA is also a faster mechanism than the PoW since it requires less 
computational power since the validation is only based on the authority of a 
node. 
As described in the previous section, there are different approaches to reach 
consensus in a blockchain. Regarding the application of blockchain for the 
management of education records it is important to evaluate which consensus 
mechanism the students would expect to be applied. Since education records 
are something very private, it is questionable if students would agree that the 
validity of their records are determined by anonymous members. Hence, this 
question needs to be further investigated in this master thesis 

2.5.4 Types of Blockchain 
According to Zheng et al. (2017), blockchains are currently categorized in 
three types: 

1. Public blockchains which are used for cryptocurrencies such as bitcoin,  
2. Private blockchains which are fully controlled by one single 

organization, 
3. Consortium blockchains which are operated by the participants of a 

consortium.  
To evaluate the potential that those different type of blockchains can offer to 
the management of educational records, each type is presented in this section. 
Public blockchains basically represent the original blockchain characteristics 
as they are described by Nakamoto (Mougayar, 2016). Public blockchains can 
be joined and left at will without the need to meet a defined set of 
predetermined criteria while also staying anonymously, only represented by 
the public and private key. In addition, all members of the blockchain can 
participate in the consensus process such as PoW in which the nodes 
performing the consensus mechanism get rewarded for their efforts. In this 
way the records of the blockchain are stored in every node and therefore are 
almost impossible to be manipulated (Mougayar, 2016; Zheng et al., 2017). 
Furthermore, the records of each block are completely transparent to all 
members of the blockchain which allows a very high level of transparency. 
Nevertheless, there are also some disadvantages regarding public blockchains. 
Since the participants of public blockchains compete to perform the consent 
process to earn the determined reward, computing power is needed to perform 
the consent process and could be excluding members with lower computing 
power (Xu, 2016). Additionally, the PoW consensus is slowing down data 
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transmission to about 10 minutes for one 1Mb block (Dib et al., 2018).  
Furthermore, there is the risk of so called 51% attacks. If a single minor node 
contains more than 50% of the computing power, the node will subsequently 
overpower the other mining nodes of the blockchain and as a consequence 
would be to manipulate the blockchain with fraudulent transactions, can 
perform double spending or steal assets from other blockchain nodes (Xu, 
2016; Dib et al., 2018).  
Since the validation of a node is based on computing power which leads to a 
competition between different validating members to get a reward, students 
might question that approach for validating their education records. 
Furthermore, in order to make 51% attacks less likely and motivate miners, a 
blockchain for education records would need to include some kind of currency. 
Those points subsequently represent possible questions for the data collection 
process of this master thesis. 
Because of this potential flaws, private and consortium blockchains increased 
in popularity. Compared to public blockchains, those blockchains are fully or 
partially centralized (Zheng et al. 2017). Furthermore, the permission for 
reading the transaction are granted by one single organization or between the 
consortium participants (Dib et al. 2018).  Therefore, there is less anonymity 
compared to the approach of public blockchains since the identity of the 
network members need to be known in advance in order to grant them 
permission (Zheng et al. 2017). Consequently, this can increase the trust into 
the blockchain since the members of the blockchain are known and the private 
data is more secure. Another difference is that only one central node or a set 
of predefined nodes run by the organization has the right to perform the 
consensus process (Zheng et al. 2017). In this way, private blockchains 
achieve a much higher efficiency since the used algorithms require less 
computing power a higher transaction throughput can be achieved (Dib et. al. 
2018, Zheng et al. 2017). Hence, private and consortium blockchains are more 
suitable for organizations that want to retain the control about the participants 
of their blockchain and need to perform transactions in a more efficient way.  
Since the blockchain type is key design question for implementing a 
blockchain as shown in the previous sections, the students participating in this 
thesis will be asked what they think regarding the blockchain type and its 
possible impact on the way how education records could be managed. 

2.5.5 Blockchain Wallets  
As described in chapter 2.5.2 there are wallets - software applications - used 
to manage the assets of a blockchain node. According to Krombholz et al. 
(2017) wallets can be divided into five categories: 

1. Hosted or web-client wallets which represent a client. What is their 
potential is not running on a device controlled by the user. Therefore, 
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all tasks are basically carried out by a third party if the user possesses 
the required public and private key. 

2. Thin-client or mobile-wallets which allow the user to perform all key-
these types of blockchain can offer to the management-related 
operations but does not store a current version of the blockchain. 

3. Thick-client or full nodes which are wallets that run on a device 
controlled by the user which allow the user to perform all key-
management-related tasks as well as data mining and communication 
within the P2P network and storing a copy of the current blockchain. 

4. Clients which basically can perform all those actions as well and also 
host a blockchain. 

5. Dedicated hardware-wallets and cold storage wallets which can 
perform key-management-related tasks but therefore need and 
additional online device to perform the transactions.  

Besides the different type of blockchain wallets it is important to mention that 
especially cryptocurrency wallets have been the target of malware attacks in 
recent years (Barber et al., 2012; Fernandes et al., 2016).  
Barber et al. (2012) therefore proposed a “super wallet” which is based on the 
dedicated hardware wallets. In their approach the assets can be stored among 
various hardware wallets, but the goal is to place most of the assets on a cold 
storage wallet to minimize the risks of cyber-attacks. Mann and Loebenberger 
(2016), proposed a multi signature solution similar to the dedicated hardware 
wallets described by Krombholz et al. (2017). 
For the application of blockchains for education records the decision which 
wallets are used have a significance impact. A cold storage wallet would 
basically give them the ownership and control over their data whereas a web 
wallet would be closer to web-client solutions used which are currently 
implemented for SRS such as Ladok. Subsequently, the students which type 
of wallets they see as more employable and what type of wallet they would 
choose. 

2.5.6 Smart Contracts 
Since its introduction, the blockchain technology continuously evolved within 
recent years. One important development of the blockchain technology are 
smart contracts. These so-called smart contracts where originally introduced 
by Nick Szabo in 1994 and defined as a computerized transaction protocol 
which executes the terms of a contract (Mohanta et al., 2018). These so-called 
smart contracts where originally introduced by Nick Szabo in 1994 and 
defined as a computerized transaction protocol which executes the terms of a 
contract (Mohanta et al., 2018). In the case of a blockchain, modern smart 
contracts are implemented as a reusable and compiled source code which uses 
a certain consensus mechanism to run a sequence of the execution of the 
clauses which the involved parties agreed on (Mohanta et al., 2018). As a 
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result, smart contracts allow anonymous parties to agree on contracts. 
According, to Casino, Dasaklis and Patsakis (2018), the integration of smart 
contracts played a crucial role to open other industries than finance for the 
implementation of blockchains. Subsequently, Mohanta et al. (2018) were able 
to identify several use cases for the application of smart contracts such as 
healthcare, digital right management and insurances.  
One limitation of smart contracts is that they operate on the data which is 
stored within the blockchain and cannot communicate directly with external 
systems. Therefore, the communication is realized by so called Oracles which 
inject information into the blockchain (Lauslahati et al., 2017). According to 
Lauslahti et al. (2017), oracles operate as routers which connect external 
applications with a blockchain through the usage of application programming 
services to provide the information required to monitor the fulfilment of a 
smart contract. Similar to a smart contract itself, oracles must be defined 
between all participants of a smart contract to ensure, each party is able to 
control the validity of the information. 
Within in the field of higher education Duan et al. (2017) stated that Smart 
Contracts could be used to automatically issue certificates as soon a student 
finished one or multiple courses. Other examples are given by Chen et al. 
(2018), who concluded that smart contracts could be used to improve 
formative assessment within universities, design smart contract-bases learning 
activities. Subsequently, the application of Smart Contracts could be of interest 
for students about their management of education records. 

2.5.7 Social Value 
Subsequently, the different types of blockchains and their different features 
such as smart contracts and the usage of a trustworthy consensus mechanism 
offer certain social value proposition (Grech and Camilleri, 2017).  
Reviewing the literature and the associated social values of blockchain 
technology, the immutability could be reviewed as one of the core benefits of 
blockchain technology. According to Grech and Camilleri (2017), the 
immutability is linked to the important security properties such as 
confidentiality, integrity and availability. Especially in open blockchain, 
which are almost impossible to manipulate, the validity of the records in the 
blockchain is ensured.  
According to Grech and Camilleri (2017), this enables a new level of trust in 
the validity of transaction and the execution of agreements. Furthermore, the 
need for a centrally operating intermediaries could be eliminated (Chen, 2018). 
The most common example of this is the usage of cryptocurrencies such as 
bitcoin which enables participants of a blockchain to make financial 
transaction without an intermediary like banks. Hence, the consensus 
mechanism and smart contracts allow people to gain trust in certain 
transactions since they are protected from possible frauds. 
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Another social value is the increasing transparency. Especially the approach 
of public blockchains allows its participants to view the transactions made by 
other participants while allowing anonymity through the public/private key 
construct. In the case of education records, this allows full insights into the 
valid academic records of a person and could therefore benefit the recruitment 
or admission process without the need to review the records in a central system 
such as university admissions.  
Finally, the blockchains technology enables self-sovereignty by giving 
individuals the control of their data and personal information (Tapscott and 
Tapscott, 2016; Walport, 2016). In the case of education records, students 
would be able to have access and share their education records from several 
programs and courses they attended without relying on intermediaries such as 
education institutions (Grech and Camilleri, 2017). 

2.5.8 Blockchain limitations 
Besides the opportunities and advantages the blockchain technology can offer, 
there is several limitations and challenges that blockchain currently faces as a 
relatively new technology. According to Gurguc and Knottenbelt (2018), the 
limitations of blockchain can be clustered into technical, economic, and social, 
and legal limitations hindering the wide acceptance and adoption of 
blockchain technology. The most important ones that have implications for 
this master thesis research are the lack of regulation, implications to data 
privacy and stability.  
Blockchain as such is not regulated separately to any other database 
technology. However, several organizations are working on establishing 
common definitions and guide developers, companies and government 
institutions. Blockchain Research Institute conducted a roundtable discussion 
on this problem and stated that the challenges that blockchain will face include 
lack of common definitions, the need to recognize digital identities as valid 
and equal to this paper based, and (in case of US and Canada) lack of single 
national regulator for the blockchain as an industry (Tapscott, 2018). From 
another point of view EU Blockchain Observatory and Forum has stated that 
“…there are many applications of blockchain technology for which existing 
laws and regulations, perhaps with some clarifications, should suffice” 
(Lyons, 2018).  
UK Government Chief Scientific Adviser’s report on blockchain also noticed 
several shortcomings of blockchain such as privacy, security, performance and 
scalability (Walport, 2016). As described in the previous chapters especially 
open blockchains which apply a PoW consent mechanisms struggle to perform 
a high amount of transaction in a short amount of time. Furthermore, the 
sustainability aspect of blockchain software implementation is a novel area of 
study, with limited research papers being available (Lund et al. 2019). On the 
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other hand, researchers such as Rana et al. (2019) focus more on sustainability 
of Bitcoin and not of the blockchain technology as such. 
According to Gurguc and Knottenbelt (2018), blockchain applications are still 
a niche for technically-savvy users since it is a very technical and complex 
area. Therefore, they suggest investing in design-thinking to ensure the 
usability of blockchain applications which would promote the technology to 
more individual users and bigger companies.  

2.6 Blockchain Use Cases for Education Records  
After briefly pointing out the potential benefits of certain blockchain features 
regarding educational records, this section will review the findings of 
researchers and practitioners which focused on the possible use cases and 
applications of blockchains in the field of higher education and universities. 
Furthermore, blockchain based applications for educational records which 
have been implemented by several companies and institutions such as MIT, 
EduCTX and Disciplina are introduced and their key features discussed to give 
a clear overview how the blockchain technology can be adapted for education 
records. 
Grech and Camilleri (2017) argued that the blockchain technology could 
enable the self-sovereignty of students regarding their academic records. 
Turkanovic et al. (2018, p. 5112) who also introduced the blockchain 
EduCTX, which enables “a globally unified viewpoint for students and higher 
education institutions (HEIs), as well as for other potential stakeholders”, 
argue that the time when education records that were only stored in the 
infrastructure of institutions could come to an end through blockchain. This 
also offers the possibility for certain stakeholders to directly and automatically 
verify the validity of certificate and academic records against the blockchain. 
Therefore, there will be no need to contact the institutions which originally 
issued them (Sharples and Domingue, 2016; Grech and Camilleri, 2017). 
Subsequently, Grech and Camilleri (2017) conclude that blockchain even has 
the potential to fasten the end of the paper-based system for certificates since 
every record can be permanently and immutably stored within a blockchain. 
Therefore, it would become much more difficult to manipulate the digital 
certificates (Grech and Camilleri, 2017). Nevertheless, Grech and Camilleri 
(2017) suggest the usage of blockchain technology to overcome these 
limitations since it allows an automatic and immutable issuing of those 
certificates.  As a result, blockchain technology could drastically lower 
administration costs, increase transparency and reduce fraud. 
On the other hand, MIT Media Lab team (2016) has pointed out that “the 
blockchain is not a simple solution that will fix everything that is wrong with 
today’s credentials”. Looking at the multitude of current prototype solutions, 
there is still no clear consent about the question if blockchain needs to be open, 
private or consortium based for educational records. Different design decisions 
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can have effects that reach far beyond the issuing of a certificate or storing an 
education record. MIT Media Lab recommends thoughtful discussion about 
these implications. Table 2 summarizes three solutions that are available at the 
moment and describe the key design dimensions such as type of blockchain, 
method of achieving consensus, and authorization of new nodes to join the 
network, availability of open source code and availability of smart contracts. 

Table 2. Comparison of high-level design features of reviewed blockchain solutions for education 
records  

Solution Developer Type of 
blockchain 

Consensus Permissionless Open 
source 

Smart 
Contracts 

EduCTX University of 

Maribor 
Consortium DPoS No No Yes 

Disciplina Estonian 
commercial 

start-up 

Private/Public PoS No No Yes 

Digital 
Certificates 
Project 

MIT Public 

(Bitcoin) 

PoW No Yes No 

 

Comparing the different approaches, it can be concluded that there are 
different solutions regarding the blockchain type. While the MIT solution is 
based on a public blockchain similar to Bitcoin, Disciplina and EduCTX 
suggest a more restricted type of blockchain. In terms of EduCTX, the 
blockchain is built by a consortium of HEIs similar to the SRS which were 
introduced in chapter 2.3. The Disciplina approach represents an exception 
compared to the blockchain types introduced in the literature review 
(Kuvishinov et al., 2018). The Disciplina application basically includes a 
public and a private blockchain which are connected. The private blockchain 
manages the educational records between the HEI and the students, while the 
public blockchain allows external organizations such as recruiting agencies to 
view the academic records of a student.  
Furthermore, each solution was designed as a permissioned blockchain which 
does not allow joining the blockchain without meeting predetermined desired 
features. According to Turkanovic et al. (2018), this ensures that only serious 
nodes can join the blockchain. In the approach of Disciplina universities create 
their private blockchain to determine the rules applied for grading and 
certificates and what students can join.  
The presented blockchain solutions used different consensus mechanism to 
ensure the validity of their transactions.  The MIT solution relies on the PoW 
mechanism since it is designed based on the bitcoin blockchain. The reasons 
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for this design decision was that advanced blockchains like Ethereum were at 
an early stage when the MIT developed their solution (MT Media Lab, 2016). 
The EduCTX blockchain on the other hand is based on an ARK blockchain 
which uses the DPoS consensus mechanism. The Disciplina blockchain which 
represents an additional blockchain type by itself uses the PoS consensus 
mechanism in which the participants of Disciplina receive tokens to validate 
certain transaction (Kuvishinov et al., 2018) while the EduCTX uses the DPoS 
to validate transactions. The EduCTX approach allows to punish universities 
which are not performing their tasks up to the predefined standards 
(Turkanovic et al. 2018).  
Since the MIT blockchain is based on the bitcoin blockchain, there are no 
smart contracts integrated since they are not offered as a feature in this 
blockchain type. The current state of EduCTX does not include smart contracts 
as well. The only solution which integrated smart contracts so far is Disciplina 
to enable the predetermined exchange of transaction between the different 
users of their blockchain. 
Summarizing, it can be concluded that the prototypes which were introduced 
for the management of education records vary in their implementation and 
functionality. Therefore, the different solution was considered as possible 
object for the future research to show student how a blockchain application for 
educational records could look like.  
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 Chapter 3: Methodology 
This Chapter is a presentation of the methodology that was applied for this 
research study. First, the paradigm and methodological approach of this 
master thesis are presented. Afterwards, the methods for data collection and 
the method of data analysis that were applied for this research are introduced. 
The chapter then concludes with the reflection of the reliability and the ethical 
considerations of this research study. 

3.1 Paradigm 
Within the field of IS research there are three dominant philosophical 
paradigms. According to Klein and Myers (1999) and Orlikowski and Baroudi 
(1991), those paradigms are positivism, interpretivism, and critical inquiry.  
According to Orlikowski and Baroudi (1991), positivist research aims to verify 
and falsify theories by conducting empirical tests. Research conducted based 
on a positivist approach is classified as such, if there is proof of formal 
propositions, quantified measures of variables, hypothesis testing, and 
concluding generalization based on the results from a representative sample 
group to a stated population (Klein and Myers, 1999).  
Interpretive research on the other hand, assumes that there are no predefined 
variables and that the understanding of the reality is built exclusively on social 
constructs such as language, tools, and documents (Klein and Myers, 1999). 
Therefore, the interpretive research in IS aims to understand the context of an 
information system and how it influences and is influenced by the context 
(Walsham, 1993). 
Contrary to positivist and interpretive research, which try to respectively 
predict or interpret a phenomenon, critical research tries to enable people to 
overcome the social barriers and restrictions they face (Orlikowski and 
Baroudi, 1991). Within IS research, Orlikowski and Baroudi (1991) concluded 
that critical research takes place when the status quo, taken-for-granted 
assumptions about organizations and information systems, are challenged. 
Since the purpose of this master thesis is to explore, understand and interpret 
university students’ perceptions and desired features regarding the application 
of blockchain technology for the management of education records, an 
interpretive paradigm was chosen as the most appropriate. According to Myers 
(1997), interpretive studies try to understand certain phenomena by examining 
the meanings that people assign to phenomena. Subsequently, the context of 
this master research is the university students and what meaning they assigned 
to an information system which uses blockchain technology to manage 
university education records.  
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3.2 Methodological Approach 
According to Creswell (2014), there are qualitative, quantitative and mixed 
methodological approaches which are used within IS research.  
Quantitative research approaches aim to create knowledge by testing objective 
theories and by investigating the relationship between certain numerical 
variables with the help of statistical procedures (Creswell, 2014). Qualitative 
approaches, on the other hand, aim to create knowledge by using words which 
are collected from participants that describe the meaning those individuals 
assign to a social or human phenomenon (Creswell, 2014). The mixed method 
approach is the combination of qualitative and quantitative data which, 
according to Creswell (2014), enables a more complete understanding of 
phenomena.  
Based on the purpose and aim of the master thesis, a qualitative approach was 
selected. According to Patton (2015), this approach allows researchers to gain 
an inductive and holistic understanding of human experiences, and, therefore, 
supports the understanding of university students’ perceptions and desired 
features regarding the application of blockchain technology for the 
management of their education records.  

3.3 Methods of Data Collection and Data Analysis 

3.3.1 Data Collection  
The researchers chose the methods of pilot interview and focus group which 
are used in social sciences research for the collection of empirical material. 
First, a pilot interview was carried out with an interviewee matching the target 
group of the master thesis research. According to Majid et al. (2017) a pilot 
interview can be used to test out if the presentation and the questions that were 
prepared for the focus group is enough or further adjustments are necessary. 
Second, a small group discussion was facilitated by the focus group technique 
in order to collect empirical data to answer the research questions of this 
master thesis. A focus group is mainly based on insights that emerge from a 
facilitated group interview of a group with similar characteristics and power 
relations; in this case a group of university students (Crang and Cook, 1995). 
According to Crang and Cook (1995), focus groups allow researchers to study 
what people think about certain matters by setting up a situation in which a 
group of people can meet to discuss about their experiences and thoughts. 
Patton (2015) concluded several benefits of this method such as reduce costs 
for data collection since more participants are interviewed in a short amount 
of time, a better data quality through the interaction and exchange between 
participants, analysis of the topic by the participants, and useful information 
that can be revealed through non-verbal communication such as facial 
expression or gestures. Furthermore, Patton (2015) stated that focus group 
interviews tend to be more enjoyable compared to traditional interviews. 
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3.3.1.1 Pilot interview 
In order to evaluate the focus group interview script and presentation, a pilot 
interview was conducted with one participant. The interview took place on 5th 
April 2019 at 10 AM at Linnaeus University Library in Växjö campus and 
lasted for an hour.  
The researchers and the participant sat together in a study room of the 
University Library and briefly described the presentation designed for the 
focus group. The presentation included an introduction to the research topic 
and its main concepts and an interview that followed, which was based on the 
main points of the presentation. The presentation was presented to the 
participant as a PowerPoint on a TV screen which was installed in the room. 
The interview followed the presentation. Due to the fact that we are young and 
inexperienced researchers, we had prepared a script with some interview 
questions that helped us throughout the interview. The pilot interview was 
conducted by one of the researchers, Andreas; while the second researcher, 
Justyna kept notes and posed some follow-up questions or asked for 
clarifications, when needed. The pilot interview was also audio recorded with 
the mobile phones of the researchers and later was transcribed.  
The transcribed feedback gathered from the pilot interview was later reviewed 
by both researchers and was used to make improvements and adjustments to 
the presentation and the interview script. The main critique point of the 
interviewee was that the presentation was too long and hard to follow even for 
a person that possess enough IT background. Subsequently, the authors 
decided to split the presentation in several smaller parts such as educational 
records, blockchain types, consensus mechanisms, and blockchain wallets. 
After each part related questions were asked.  
Furthermore, the interviewee stated that it would be easier to have more 
visualized examples of the blockchain technology. Subsequently, the authors 
decided to include animated videos which give a short introduction to each 
part of the presentation. After each video the researchers would then explain 
the topic more detailed.  
The last adjustment made to the initial presentation was to include videos and 
graphs about current blockchain applications in the field of education. 
According to the interviewee, this would help making the blockchain from an 
abstract technology to a more understandable one for the participants of the 
focus group. 

3.3.1.2 Focus group 
The focus group consisted of five participants. To enable the collection of 
valuable data which helps to answer the research questions, the participants of 
qualitative research were selected purposefully as suggested by Creswell 
(2014). Therefore, the participants selected for the focus group were all 
currently studying at the Linnaeus University. Furthermore, the participants 
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had experience of using SRS, as well as basic knowledge and understanding 
of ICT and IS. 
The recruitment of the participants was carried out mainly online. Therefore, 
the authors posted an invitation on various social media groups which are used 
by students of Linnaeus University. Furthermore, the authors contacted the 
student organization KodKollektivet. Besides the online recruitment, the 
authors also placed a printed invitation within the library and several other 
buildings of Linnaeus University. Initially, the response rate was surprisingly 
low. For the first planned focus group interview only four students signed up 
on a doodle list that was set up by the authors of this research study. On the 
scheduled date, only two students showed up leaving the authors with no other 
option but to postpone the focus group interview. After some further and 
careful recruiting, the final number of the participants was extended to six and 
a second date was then set. Table 3 contains some demographic details of the 
participants. 

Table 3. Participants of the focus group 

ID Origin Area of study 

Student 1 China Information Systems Master 

Student 2 Malaysia Psychology Master 

Student 3 USA Software Technology Bachelor 

Student 4 Romania Software Technology Bachelor 

Student 5 Sweden Web Development Bachelor 

Student 6 Serbia Software Technology Bachelor 

 
The room where the focus group interview took place was in the library of 
Linnaeus University in Växjö. The room offered place for eight people and 
included a TV screen which was used to hold a short presentation at the 
beginning of the focus group interview, a whiteboard which was used to place 
the different post-it notes that covered the thoughts of the participants, and a 
table and chairs so that the participants could sit comfortably and interact with 
each other.  
The focus group interview was conducted on 15th April at 7:00 PM and took 
about three hours. The aim of the focus group technique was to generate a 
good discussion on the topic of the application of blockchain technology in 
relation to the management of university education records among the 
participants. However, we, the researchers, had at the same time to manage the 
course of the discussion and to encourage the participants to engage and stay 
focused on the study purpose. For that reason, we used an interview guide (see 



 

36 
 

Appendix B) which enabled us to guide the conversation, and, at the same 
time, gave us the possibility of modifying the questions, when necessary. The 
interview guide included questions regarding the participants’ experiences, 
opinions, emotions, knowledge, and background which emphasized the study 
(Patton, 2015). The aim was to stimulate the participants and to explore, 
understand and, later on, interpret their perceptions and desired features about 
the application of blockchain technology in relation to the management of 
education records.  
The focus group began by welcoming the participants. Then we offered details 
about our research, we assured our participants of confidentiality and we 
requested them to read and sign the informed consent form (see Appendix A). 
After that, the discussion followed. It started by projecting on the TV screen 
the presentation (see Appendix C), which was interrupted by posed questions 
that initiated short discussions on specific topics. Post-it notes were offered to 
the participants in order to be used to write down their thoughts or questions 
during the discussion. One of the researchers, Andreas acted as facilitator of 
the focus group discussion where he posed questions and requested for 
clarifications, when needed. Short breaks were taken under consideration to 
allow the participants to relax or have some food and coffee that was provided.  
The focus group was audio recorded with the consent of the participants by 
using the mobile phones of the researchers. The recordings were then 
transcribed. 
The final phase of the focus group interview was a sum-up where both 
researchers and participants recapped the discussion. The participants were 
also able to ask any outstanding questions. Finally, the researchers concluded 
the focus group interview and thanked the participants for their valuable 
contributions and time. 

3.3.2 Data Analysis 
Thematic analysis has been the method used to analyse the collected data. 
According to Creswell (2014), there are six steps to analyse data which is 
collected through qualitative research. The sequence of these steps is 
illustrated in the following figure. 

 
Figure 6. Steps of the thematic data analysis (adopted from Creswell, 2014) 
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First, the raw data which was collected during the focus group interview was 
organized and prepared to be transcribed. Automated transcription software 
Trint has been used to create a first text version of the interview data from the 
voice recording. The automated transcription was then corrected by one of the 
researchers to ensure exactness. Second, the transcribed data was read several 
times to get a general sense of the collected empirical material. Third, the 
transcribed data was coded. That means, the transcribed text was separated 
into chunks that included similarities and was classified into some initial 
categories. Fourth, the categories were scanned for overlapping or irrelevant 
material. The categories were, then, lifted to the level of identified themes by 
bringing similar categories together. Fifth, the identified themes were 
interrelated. Finally, interpretations of the findings were made (Creswell, 
2014). 
To aid the analysis of the collected data, MAXQDA Analytics Pro 2020 has 
been used. Transcribed interview data has been loaded into MAXQDA and 
then coded and analysed. The software has also been used to create a mapping 
of all codes and themes that were applied, as well as to aid in the interpretation 
of the findings. Code map forms Appendix D of this master thesis. The authors 
have used a student license of this software (MAXQDA, 2019). During the 
research process, the researchers used paid versions of Trint and MAXQDA 
that were self-funded. 

3.4 Reliability and Validity  
To ensure the trustworthiness of this qualitative research, this section describes 
how the validity and reliability were ensured. Validity in qualitative research 
means that certain procedures are applied by the researchers to ensure the 
accuracy of the findings (Creswell, 2014). Reliability in qualitative research, 
on the other hand, means that the approach of the research is consistent across 
various projects and its results can be reproduced by conducting research under 
a similar methodology (Gibbs, 2007).  
To ensure the validity of this research, the researchers decided to implement 
several procedures which were suggested by Creswell (2014). First, to clarify 
the bias via an honest self-reflection. Both researchers had experiences with 
the usage of current SRS like USOS (Poland) and Primuss (Germany) in their 
respective home countries before using Ladok during their master studies at 
Linnaeus University. Since those systems vary in their functionality and UI, 
the perception of current SRS and the management of education records differs 
between the researchers. Furthermore, this research study did not include 
experts around blockchain and is, therefore, based on the knowledge the 
researchers were able to gain during previous studies and the work related to 
this master thesis.  
This master thesis also includes a rich description of the research setting. 
According to Creswell (2014), this can support the results by making them 
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more realistic and richer and therefore support the validity of the research. In 
addition, the authors of this master thesis will not hold back any negative or 
discrepant information which was retrieved during the data collection. As 
described in the literature review, there are several opportunities as well as 
open challenges regarding the blockchain technology. A realistic true 
representation of possible reservations that students have towards blockchain 
application in a sensitive area such as education records might be uncovered 
during this research. According to Creswell (2014), the account of the research 
becomes more realistic and valid thanks to including a rich description of the 
research setting.  
Furthermore, to ensure the validity of this master thesis, the transcripts of the 
focus group interview as well as the notes taken by the researchers were 
carefully checked to avoid obvious mistakes. In addition, since this master 
thesis was conducted by two researchers, the coding of the results was 
documented in meetings and by sharing the analysis as well as continuous 
discussions throughout the analysis and writing process.  

3.5 Ethical Considerations 
According to Walsham (2006), there is a lack of research regarding the ethical 
issues that arise while conducting interpretive research within the field of IS. 
As an example, Walsham (2006) reference the work of Bryman (2001) that 
was conducted in the field of social sciences and mentioned four main ethical 
issues that were identified by Diener and Crandall (1978). Those ethical issues 
are possible harm to participants, lack of informed consent, invasion of privacy 
and deception.  
To avoid these ethical issues, the participation of the focus group interview 
was completely voluntary and could be cancelled at any time. Furthermore, 
the focus group interview as described in the previous sections was conducted 
in a way that the participants felt comfortable and safe. In addition, there were 
several measures to ensure that the personal information of the students was 
treated with appropriate confidentiality. For example, audio recordings and 
other contributions were not saved together with any personal data. 
Furthermore, the participants’ data was not stored in a cloud and instead was 
only stored on local devices. The final version of this master thesis does not 
contain any personal information to ensure the privacy rights of the 
participants.  
To ensure that there was no lack of informed consent, a consent form which 
includes all information regarding the purpose of the study, the rights of the 
participants, the handling of their data, as well as further contact information 
was handed out to the participants. To ensure that the participants were aware 
of the relevant information and had time to ask questions, the consent form 
had to be signed prior to the focus group interview. The informed consent can 
be found in the Appendix A of this master thesis.  
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 Chapter 4: Empirical Findings 
Chapter 4 presents the findings of the analysed empirical material collected 
from the focus group interview in regards to students’ perceptions on the use 
of blockchain for the management of education records. Five key themes 
emerged from the analysis and are presented here. In the second part, the 
themes related to possible students’ desired features in this matter are also 
presented. 
The analysis of the data collected during the focus group interview was 
performed using the method described in detail in section 3.3.2. Appendix D 
presents a high-level map of categories and themes that emerged during the 
analysis. The themes are related to students’ current experience with education 
records as well as their perceptions of different aspects of blockchain 
technology and its implications. The following five key themes emerged: 
Theme 1: Current usage of education records 
Theme 2: Understanding how blockchain works 
Theme 3: Sustainability of blockchain 
Theme 4: Security of blockchain 
Theme 5: Implementation of blockchain for education records 
In the following sections, the themes that emerged from the analysis of the 
empirical material are presented and supported by quotes from the participants.  

4.1. Current usage of education records 

4.1.1 International perspective 
Participants shared their different experiences with regards to the use of 
education records in the form of certificates and diplomas. Students were 
coming from different backgrounds and countries and described the use of 
certificates through examples of different admission processes they 
participated in. The research participants were coming from Sweden, USA, 
China, Romania, Malaysia and Serbia. The researchers conducting the focus 
group interview come from Germany and Poland.  
Student 5 said about the education records management in Sweden: 

“Like I said in Sweden [the system] it's kind of centralized. So, like my grades 
are up there. I have a paper copy but it's like up there so I can just, like, 
download it whenever I want. If I want to apply abroad or something and they 
wouldn't be, you know, in our system, then I can just download it and send it 
instead of, I don't know, going to my university and paying money.” 

Student 4 said about education records management in Romania: 

“Yeah, it's always [on] paper and I get it but now that you talk about it, in 
high school for example, when you apply for high school, that's like the system 
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digitized, so you select your options and they have a system in which they input 
your options and based on your grades you get assigned to one or another 
profile.” 

Student 1 shared his/her experiences of obtaining credentials in China and 
applying for university: 

“The situation in China is more like kind of different: it is highly kind of 
centrally controlled. You take the entrance exam before you go [to high school 
or university] but after the entrance exam, different provinces have different 
ways – sometimes you apply first before your points or marks get out, 
sometimes, like, after your grades came out you apply there. So, we do have 
an application system, it's a system like totally digital. It's kind of an official 
website. So, when you go into this specific university, like, they're going to 
create a profile for you, that you belong to this university and everything can 
appear in the university in the website until you graduate.” 

Student 3 explained his/her problems with paper-based certificates in USA: 

“From the outside looking, it looks paper-based. I have to go to the office, like, 
my high school and the old college that I went to and I had to give them money 
and then they mailed physical copies over to me.” 

Finally, student 2 shared his/her experience with education records in 
Malaysia: 

“So, from Malaysia, if you finish school, there is a board exam that everyone 
has to take. That will be released by the government. So, they have the records, 
but say its paper based, I would say you know when you go and apply for 
university it's not centralized. You have to carry that piece of document. It's 
not like in Sweden where it is sent out to all there in a centralized system. You 
actually have to carry your certificate, scan it or whatever and then apply.” 

4.1.2 Why they are needed 
During the focus group interview the participants shared their experiences and 
opinions as to why the education records are needed in everyday life context. 
Most common situations, where students needed to use their educational 
records, were applying for university, applying for a job and extending a visa. 
Student 1 shared his/her experience of using student education records systems 
at the university: 

“When the bachelor’s graduation is finished and all the things appear on the 
website, you have different functions there. They would have a course service 
survey like to. The teacher survey me and then, like, students’ survey, so I'll 
finish on the website.” 
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Participants also discussed the use of certificates to apply for university 
including studying abroad. Student 1 shared his/her experience of using 
education records in this way: 

“Things are kind of different, like, if I applied to go abroad to continue study. 
I absolutely can, like, just randomly select all the universities. Literally it's 
good that I can go and pay money to pay tuition fees and, like, just to go in 
there, but the government in China they have a list for, like, [where you 
provide] proof of the school [the higher education institution that is abroad]. 
Like if you got for example here, I study at Linnaeus. So, they think Linnaeus 
is a university. So, when I go back there, if I want to use the diploma, this 
diploma, to apply for a job, I now think they are going to check it through the 
list.” 

Also, student 5 shared his/her views on using certificates to apply for studies:  

“Yeah definitely, if I need it for, maybe, studying abroad or something like this 
I need to go back to my high school and ask them for it.” 

Several students had extensive experience with applying for a visa in Sweden 
as they were coming from USA, China and Malaysia. 

Student 1: “I had to extent my visa, so I have to print something from the office, 
so you know this shows everything.” 

4.1.3 Special characteristics 
Participants discussed different special characteristics of existing education 
records systems. One of the key aspects was granting access to their education 
records to other people than the students themselves, such as parents or 
sponsors. Another aspect was not having a need to handle any documents 
themselves due to fully digital solutions being in place. 
According to participant 3 some universities in USA have a sophisticated 
permission management set up for student, parents and sponsors to see the 
education progress: 

“That's something I think my father was talking to me about at the one of the 
more premium ‘unis’ back home, that the parents or sponsor can actually 
follow the grades of the student. They see everything and access it anytime and 
the school actually allows that. Also, if you miss out of class everything is 
there. So basically, if you mess up your parents or your sponsor will know, so 
that’s pretty cool in a technological standpoint but as a student you bet.” 

Student 4 shared that he/she never handles the documents him/herself: 

“I get a paper copy, but I never handle the documents myself. Like when I 
finished high school, for example, they give me you know a paper as a symbol 
or something like this you know, they give me my grades, you know, like, oh 
here's this official piece of paper, you know, and it's looking all pretty and I 
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don't know it's high quality and stuff like this. But the school is actually the 
one sending the papers to, like the national system. When I apply for university 
later, I go through the website and they already have my grades or like they 
are they're already and so I don't have to do anything. I just apply and they all 
have my records.” 

4.1.4 Problems with current technologies used for education records 
management 

Several participants noted a critical shortcoming of paper-based certificates 
and credentials – the possibility of forgery. 

Student 2 shared: 

“"Hey, I want to see your results" because that's the other thing because it is 
also possible as a student. Let's say my sponsor is from my country right. So, 
I'll say okay, I'll print it out in an hour, change them in Photoshop and I'll send 
it to them. So that's another thing that can happen.” 

Student 1 also had some insights about manipulation of education records: 

“An interesting thing happened when I was taking the bachelors. Like the 
undergraduate [degree]. There were some guys, who are studying software 
engineering, and got really bad marks and they hack into their system and they 
change all the marks. And the funny thing is that [the university 
administration] had no way of like to rescue it [the system]. So, they 
abandoned it. They closed the system they had and they bought a new one.” 

4.2 Understanding how blockchain works 
Although the participants were selected purposefully and had general 
knowledge about Student Information Management Systems and Student 
Record systems, their knowledge of blockchain was only incidental. As 
blockchain technology is a relatively knew and complex concept, an important 
part of the focus group interview was spent on reviewing support presentation 
and videos and discussing the principles behind blockchain design. Several 
aspects of blockchain design principles and its potential impact on education 
records management were discussed, including types of blockchains, block 
validation, immutability and mining. 

4.2.1 Types of blockchains 
Student 3 shared his/her view on the design of blockchain: 
 
“I wouldn't say it’s super hard to understand. How it was explained was pretty 
all right. But, like, you say you need to imagine the whole key and the fact that 
you don't really see all, even though the information is public, you don't really 
have access to the data. I think if people understood that then maybe they could 
agree on, yeah, it's actually quite secure and then it's not really that 
complicated.” 
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Student 5 was not sure about implications of private versus public blockchains: 

“Well, what does it imply, if it's public, like will it imply that people can see 
my stuff too?” 

Student 1 shared that he/she was familiar with an existing solution for 
management of education records based on blockchain in USA: 

“So, regarding to this, there is American college [I heard about], it's an 
engineering college. They're already like using [blockchain] to their 
diplomas and certifications.” 

4.2.2 Immutability 
Student 1 shared his/her view on blockchain’s immutability as well as the 
validation of credentials in time: 
 
“The thing is another problem for this, if it's like it exists forever, so there will 
be a problem that we have a certain period of time with the validation. If you 
pass the course like 10 years ago, it might not make sense anymore. There are 
some exams that are only valid for two years.[…] If you take the test, like, say 
the programming course in the 1970’s, I don't think it's valid until now. It'll 
make no sense because the domain of knowledge it's totally changed.” 
 
Sometimes the immutability might be a hindrance as well, according to 
participants 1 and 4. 

“1: There’s really a trouble, if there was something wrong that happened. 
Then this is really hard to change or like to reverse something that made it 
cracked. 

4: Yeah, the human error. Like, what if you're a teacher now. 

1: What if you accidently make a transaction?” 

4.2.3 Mining 
Students mostly saw blockchain mining as a way to make easy money through 
crypto currencies however one of the students felt that the use of blockchain 
education apps could resolve some of the issues described later on in the 
findings. 
Student 1 said: 

“I used to dig the coins but after that they have some Chinese company like 
they can let you dig on the phone. But actually, right now I think it's not like 
you are digging, it's like they are using your power, so more like it's a good 
way, like to solve the energy problem that all of the students support power 
and energy.’ 
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4.3 Sustainability of blockchain 
Focus group interview participants were interested in several sustainability 
related aspects of possible applications of blockchain for education records 
such as scalability, solution efficiency and costs. Students were specifically 
concerned about the possible environmental impact. 

4.3.1 Efficiency and energy consumption  
Based on the discussion about the consensus mechanisms, the participants 
understood that the blockchain technology, especially in combination with the 
PoW mechanisms, require high computing powers which can affect the costs 
of a blockchain system and could have environmental effects. 
Student 2 argued that: 
“I agree with L, so provided that it's implemented, it has potential. Is how it's 
going to implement it or how the blockchain is being used. And also, we have 
to think about resources in terms of energy and people to validate and what 
not. That's about it and, if I could still just use, run a script and then copy, 
paste and what's the point of validating anyway? So, I think a lot of things 
needs to be thought through I guess, then. But it will be implemented because 
this is the future as they say.” 
Especially student 3 saw this attribute of the PoW consensus mechanism quite 
sceptical by saying “there's for me obviously the environmental factor would 
be a big thing [...]”.  
Participant 6 added his/her concerns regarding the high energy consumption 
fearing that a blockchain application applied for many areas outside of 
cryptocurrencies and use the PoW consensus mechanism could cause energy 
issues due to the high amount of energy consumed by the computing machines 
used for the mining which reduces that benefit of PoW as the most secured 
option to validate a transaction within a blockchain:  
“So that also means that with over time we need way more power than is no 
longer a sustainable. Even though it is very secure.” 
Student 4 argued that a PoW consensus mechanism, which is performed by 
machines that produce lower emissions, could limit that concern:  

“It depends on the machines which are used since some are producing lower 
emissions”. Nevertheless, he/she agreed arguing that regarding the high 
energy consumption it would be necessary to us alternative energy source “It 
all depends on where you get the energy from. How do you produce that 
energy?” 

Only student 1 regarded this topic mainly as a possible cost question stating:  
“That really depends [...] if the electricity in the country is cheap, then it’s 
worth it.”. Also, the participant stated that in the future a PoW could be used 
since the computing machines will become more energy efficient in the future. 
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4.3.2 Scalability 
Student 4 saw blockchain solutions in a sceptical light, sharing that in his/her 
opinion the solutions are: 
“They're not scalable right now.” 

Student 2  noticed a scalability aspect linked to both energy consumption and 
security: 

“Because over time I would also assume that the longer the hash, the bigger 
the blocks become, the more power it would need. So that also means that with 
over time we need way more power. Then, it is no longer a sustainable even 
though it is very, very secure.” 

4.3.3 Cost 
Student 3 noticed the cost as a factor that might influence the universities in 
deciding the future solutions: 

“Because I think if we're going for hardware, I don't think universities would 
spend that kind of money.” 

Student 5 shared his/her view of the costs of switching to another solution for 
students: 

“A smooth transition from one to another, so that it doesn't take too much time 
to get used to the new system, cause that's going to be annoying, just another 
thing to learn.” 

4.4 Security of blockchain 

4.4.1 Access rights 
Student 3 said that: 
“You need to imagine the whole key and the fact that you don't really even 
though the information is public you don't really have access of data.” 

Student 4 was of opinion that it’s important that the whole system of education 
records management is fair. He/she emphasized the impact of grades and 
certificates for participation in job recruitment and possible effect on student’s 
career as a whole: 

“If someone that doesn't know anything changes their own grades so that they 
match my grades which probably are higher. I'm still like in a bad position 
because they are in the same position as me to a new recruiter for example. 
It's something to have in the back of your head about the security of the 
grades.” 

4.4.2 Validation authority 
Students had mixed opinions on who should be the blockchain validation 
authority. 
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Student 4 said: 
 
“I think it should not be a public information to know the institute that's going 
to validate that certificate. Because I think that's a bit risky. So, it should be 
maybe selected. Select a different place every time, but then again that's the 
problem with a computing power. It shouldn't be like easy to know who's doing 
what.” 

Student 3 said: 

“So, for those I'm assuming, the university and probably the government state 
site or whatever. This is why I think it's a cool thing to implement security wise. 
But in terms of, let's say, as a public administrator, like governments even or 
even university staff, if five thousand or two thousand students graduate per 
year, that's two thousand times you have to validate, every time they look for 
a job.” 

4.4.3 Politics of credential management 
Students were discussing at length that the education management systems as 
managed by universities or government agencies are highly political. The same 
could happen with systems based on blockchain. 
Participant 3 said: 

“So, the person with the super computer rules the world. Is still not it's still on 
balance in a way.” 

4.5 Implementation of blockchain for education records 

4.5.1 Expectations towards usability 
After the discussion regarding the different consensus mechanisms, the 
students were shown a video and a slide regarding different types of wallets 
which are used for different blockchain applications. 
  
The overall perception of the students was that the basic web wallets would be 
a preferable option, as they are very similar to the current web interfaces of 
SRS. Using a hardware wallet seemed like an unnecessary complication. The 
reason for that can be seen in the positive perception the students had about 
the current system applied in Sweden, Ladok.  
According to student 1: 
“I never had any issue until now with Ladok. It is also easy to use, always 
available, and it’s operating since a long time”.  

Student 2 said: 
“…It has a very good UI.”  

Student 3 added: 
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“I like that it shows things on time and the UI is easy to navigate.”  
Nevertheless, the option of an app wallet also received mainly positive 
feedback. Student 3 called it a “more youth-of-today-friendly”, but had some 
concerns regarding the security which feels more “iffier”.  
Student 5 agreed stating: 
“I agree that an app would be also very interesting since most people 
nowadays use their smartphones instead of a PC.” 
Student 6, who had major doubts on this solution agreed to some extend 
stating: 
“This is a more modern version [...] but such sensitive data shouldn’t be on a 
device which is online for most 24 hours”.  

Student 2 who also liked the idea stated: 
“I would have no issue with that solution as long as it’s safe”.  
Additionally, both student 5 and student 3 would like to be able to download 
a backup from the app which they could save.  

Student 5 stated: 
“I would like to have a way of creating back-ups from the data on the app and 
download my records and certificates.”  
Student 6 suggested: “There could be an automatic backup function for the 
app.” 
The USB wallet did not convince the students. As an example, student 6 stated 
that he/she would regard a hardware wallet as not very practical and, he/she 
would fear to lose the device stating: 

“To be honest, I lost more USBs than I would like to admit”.  
Student 5 added: “Yeah, the risk of losing it is too high [...]”.  
Student 3 said: “I think I would be too lazy for this solution even if the concept 
is simple”.  
There were also doubts of the students that a rollout and maintenance of 
hardware wallets would be achievable for the universities.  
Student 4 mentioned that he/she would expect high costs for the universities: 
“I think it would be difficult to implement but also you would have to give 
every student a USB device and track them.” 

4.5.2 Permissioned blockchains over permissionless blockchains 
Asked about the way a blockchain solution for educational records should be 
set up, the majority of the students agreed in favour of a permissioned 
blockchain, which only allows verified members to be part of a blockchain.  



 

48 
 

 
“I think if the blockchain were to be public, you know it would need heavy 
encryption and anonymization to protect individuals’ information[…] So I 
think only certain institutes and the students should have access.” 

Student 1 agreed by stating: 

“Yes, I would also prefer if only universities, me and the companies, which are 
looking for qualified employees, should be accessible in a permission 
blockchain.” 

Student 5 also preferred a permissioned blockchain: 

“Well for me it’s most important that only certified people and institutions 
would be in the network, so I think the permissioned version would be the way 
to go.” 

Only student 2 had a different opinion: 

“I think, provided that data privacy and security are enforced well enough, it 
should have no issue to go for a permissionless blockchain.”  

He further stated: 

“I think in the long run the more members in the network the more we would 
have a centralized network for education records. You know that could make 
application and so easier.” 

4.5.3 Private or consortium over public blockchains 
Since the majority of the participants were in favour of a permissioned 
blockchain, it comes as no surprise that the majority also preferred for the 
blockchain to be hosted and blocks to be validated by certain institutions and 
their members. 
 
Student 5: “Yes, since this combines the advantages of both the other types 
giving more computing power than a private blockchain and more security 
than a public one. […] I suppose this is the closest thing to a centralised 
system, and I imagine would make it easier to go between universities for 
studying. I wonder if such places as CSN for example would also get some sort 
of restricted access. To validate that you are studying.” 

Student 2 said:  

“Perhaps on a certain level, private blockchain should be used for that one 
university and the information is distributed only for the university and its 
students. But you know for certain information that is more relevant to the 
state a public blockchain would make more sense. Thus, I think it would be 
best that 2 blockchain systems will be at play here working side by side on the 
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same data, where only those certain data should be synchronized and not the 
rest so that it allows access to that same information.” 

Student 6 added:  

“Yes, I prefer this one the blockchain should include multiple universities and 
their students“ 

4.5.4 Proof of Authority as the main consensus mechanism 
Regarding the preferred consensus mechanism, the students were most in 
favour of proof of authority. 
Student 1 said:  

“This sounds like the most applicable one so far, maybe because it is similar 
to what we have now.” 

Student 4 said: 

“I think the authority plays a major role in educational records, so PoA is a 
good way of choosing validators. I think the effort for validating should be 
completely based on legal obligations and so on so you can avoid fraud born 
from a cryptocurrency rush. […] This sounds quite like the system like it is 
today maybe? The validation is closer to the human behind the data being 
validated. So for me it sounds like natural.” 

4.5.5 Blockchain’s future potential 
Participants were generally positive towards the future uses of blockchain for 
education records. 
Student 4 shared his/her perception of blockchain’s future potential: 
“I think it has a lot of potential and it's definitely going to be implemented in 
the future, but it's just a matter of how efficiently you manage to implement it 
and how securely you can do it. But it has way more potential than the current 
systems, so I think, if you are careful with the details, it can be a blast, and it 
can be something really good.” 
While student 2 was also positive, he/she noticed that there is a lot to think 
about when planning an implementation: 
“A lot of details have to like to be discussed but definitely, I think it's great.” 

4.5.6 Careful implementation 
In the perception of the participants, the implementation of blockchain for 
education records should be performed in a careful and well-planned manner. 
Student 4 shared: 
“I'm going to represent the not-tech people community of the world and be 
like: as long as my end of things don't change too much for example to the 
web-based key, maybe. I mean, today I log in on to get my stuff like using the 
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Bank ID and my personal number. And that's very easy because I have my 
phone with me everywhere, I have Internet with me everywhere, it's like I 
wouldn't like to go back to having to have maybe hardware or having to have 
a more complicated system. […] A smooth transition from one to another so 
that it doesn't take too much time to get used to the new system, cause that's 
going to be annoying just another thing to learn.” 
In students’ opinion blockchain implementation depends on the maturity of 
available hardware: 
Student 2 said:  
“Until the technology is more efficient than possible.” Student 2 also said that: 
So I think a lot of things needs to be thought through I guess, then. But it will 
be implemented because this is the future as they say.”  
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 Chapter 5: Discussion 
This chapter summarizes students’ perception on the use of blockchain for 
education records in the light of the research questions posted in section 1.2 
of this master thesis. The findings are discussed in the context of the previous 
research as described in the literature review, as well as portray an overall 
picture of how blockchain could be used to manage grades, credits and 
certificates according to students. 

The following discussion aims to review the findings that emerged during the 
qualitative analysis of the focus group interview outcomes. These statements 
are analysed in the context of two research questions posed at the start of the 
thesis. 

5.1 Students’ perception 
The participants of the focus group interview shared many insights and 
discussed their views on blockchain with the aid of materials presented by the 
researchers. Table 4 below represents the key findings from chapter 4 that will 
be reviewed in the context of the research question 1 of this master thesis: 

RQ1: “How do university students perceive the potential use of blockchain 
technology in relation to the management of university education records?” 
Table 4. Students’ perceptions of potential use of blockchain technology to manage education records 

How do university students perceive the potential use of blockchain technology 
in relation to the management of university education records? 

1. Blockchain is generally perceived as secure 
2. Permissioned over permissionless blockchains 
3. Private/Consortium over public blockchains 
4. Proof of Authority preferred consensus mechanism 
5. Easy-to-understand educational materials would help in further 

understanding of blockchain and its design principles 
6. Blockchain immutability means that additional measures need to be taken to 

ensure that qualifications are valid for a specific time 
7. Immutability could also be a potential issue when a user or staff’s mistake 

occurs 
8. Blockchain mining through mobile apps could solve some problems related 

to energy consumption as well as help validate transactions fairly 
9. Public blockchain solutions are perceived as becoming less and less 

sustainable over time due to the increasing length of the block 
10. Students perceive the cost of implementing blockchain as an important issue, 

especially when universities would need to invest in new hardware 
11. Additionally, students noticed potential switching costs for themselves, 

when they would need to get used to a new solution 
12. Blockchain is perceived as having a high potential for use for education 

records management providing a careful implementation 
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The perception of the participants of this master research was that blockchain 
is generally secure. This was clearly an advantage of this technology over 
current solutions which were seen as susceptible to fraud, mistakes or even 
hacking. The manipulations mentioned included the hacking of a SRS database 
but also the tampering of certificates which were easy to manipulate as not 
handed in a digital form. A disadvantage of current SRS which also have been 
introduced in the literature by Grech and Camilleri (2017) and Chen et al. 
(2018). Students also saw the potential in the blockchain technology to allow 
bigger networks of universities which could reduce the lack of interoperability 
which was also mentioned by several researchers (Grech and Camilleri, 2017; 
Turkanovic et al., 2017; Chen et al.,2018). In this regard, the students shared 
multiple experiences where they had to take over the exchange of documents 
and how annoyed they were by the amount of time it took them.  

However, as opposed to traditional database systems, blockchain has a 
significantly more complex design. Therefore, it is harder to be understood 
and trusted by the potential users. Throughout the workshop, it was obvious 
that it took some time for the students to understand the different blockchain 
attributes. Considering recommendation of Gurguc and Knottenbelt (2018) 
who suggested investing in blockchain education through design-thinking and 
offering easily accessible and comprehensible educational materials would 
help in further understanding of how blockchain works and therefore reduce 
possible reservations by the potential users.  

When presented with support education materials such as a presentation and 
videos, participants were able to specify which blockchain design features are 
the most important for them. In their perception, an education records 
management solution based on a permissioned blockchain seemed more 
trustworthy and secure than a permissionless blockchain. This means that only 
authenticated users should have access to the system and that the validation is 
only performed by members whose identity is known to the system. This 
perception matches the findings of Rooksby (2017) regarding how important 
trust is in the evaluation of grades and for the status of a university. Based on 
the feedback of the participants, a validation by an authority seemed more 
secure and trustworthy than a validation by anonymous validating members. 
Hence, in this question the students were quite opposed to the original 
blockchain definition by Nakamoto, where the members of the network are 
anonymous and the validation can be performed by anyone based on the 
computing power (Mougayar, 2016).  

Furthermore, the students favoured private blockchain solution for each 
university or a consortium blockchain of universities and other organizations 
since it seemed more secure regarding their data and also because it is a more 
trustworthy setup as an open blockchain were the members are anonymous. 
This further shows how import trust is for students when it comes to sensitive 
data such as education records since this approach would basically limit the 
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interoperability between universities. Based on this a decision for PoW 
consensus mechanism would be out of contention and other possibilities such 
as an PoA or, as proposed by Turkanovic et al. (2017), a DPoS  would be more 
suitable. In these consensus mechanisms the identity of the validating 
members is known to the members of the blockchain. The perception of the 
students in this regard was clearly favouring a PoA and to some extend the 
DPoS. The advantage of this consensus mechanisms compared to the PoW 
was a lower energy consumption and faster validation and most important the 
certainty that the validating members are known and actual members of the 
university administration. This perception of the student could also affect the 
way universities need to collaborate. According to Rooksby (2017), one of the 
challenges which could occur is that it could be difficult to set boundaries 
between the universities on who is responsible for what actions. In the example 
of EduCTX by Turkanovic (2017), the validation is carried out by a DPoS by 
known elected validating members, however this could imply that some 
universities are more trustworthy than others and therefore cause additional 
conflicts. A concern also shared by the studies participants’ which saw that 
potential solutions based on blockchain could have issues with scalability, as 
many of the initial design decision would influence how the system works 
across different institutions and geographic locations. 

Another topic which was seen cautiously by the participants was the 
immutability of blockchains. This is one of the unique characteristics 
distinguishing blockchain from other technologies, which means that all data 
is stored indefinitely, and all transactions leave a trace since they are 
documented within a block of the blockchain (Mougayar, 2016). If the 
validation of the record would have been false, such as in a case of a failed 
course or exam, a new block would need to be added.  Students seemed to 
percept this feature as difficult since eventually incorrect records would be 
added to the blockchain. To ease that concern additional measures would need 
to be taken to ensure that only the valid record is displayed in the transcripts. 
Especially at the beginning until the solution matures. Furthermore, staff 
would need to be trained to limit possible mistakes since each validation could 
cost valuable energy an aspect which was also seen critical by the students. 
Therefore, implementing an application for education records would need to 
ensure that updated records are not displayed in real time as soon as a block 
with updated information is available to allow for correction of human errors.  

Sustainability aspect of blockchain solutions for management of student 
education records was seen by the participants as vital. Specifically, in the 
context of the three types of blockchain solutions (public/consortium/private), 
public blockchain solutions were perceived as not friendly to the environment 
by the students. As described in the literature review, those types of blockchain 
mainly use a PoW, which is very energy consuming, since the validation is 
based on computation power that is also used for mining the related 
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cryptocurrency (Zheng et al. 2017). Due to a multitude of transactions in a 
public blockchain system, a solution becomes less and less sustainable over 
time due to the increasing length of a single block.  This attribute of high 
energy consumption raised strong concerns by the participants regarding the 
PoW. A perception which could further explain the more favourable opinion 
of the students that a PoA or DPoS would be more suitable.  From the solutions 
that have been presented in the literature review, only EduCTX  and its DPoS 
mechanism match this desired feature of the students.  

In addition, distributing the computing load over multiple devices through 
mobile apps could solve some problems related to energy consumption as well 
as help validate transactions fairly. Participants added that it might take more 
time until devices which consume less energy become affordable or available 
for use. Until then, a PoA or DPoS where the validating nodes of the network 
could be spread among different countries as proposed by Turkanovic (2017) 
seem like a viable option. Consistently with statement from MIT Media Lab 
team (2016) that any potential blockchain solution has to be thoughtfully 
discussed, the participants of the research were ready to delve into details of 
possible information systems’ designs and considerations. 

Blockchain was perceived by participants as having a high potential for use 
for education records management when ensuring a careful implementation. 
Students have described blockchain as “the future”, however many design 
decisions would have to be made to fulfil its potential. Participants noted some 
risks to the implementation such as investment costs for universities, 
specifically when deciding on purchasing new hardware. Blockchain hardware 
used for PoW based mining, such as Bitcoin mining is usually expensive and 
needs replacing frequently (Lund et al., 2019; Pustišek, Umek and Kos, 2019). 
This concern not only came up regarding the hardware to validate the 
transactions but also when the students where asked about the blockchain 
wallets. The students expected that this could create costs for the universities 
which would have to buy and maintain them.  

Finally, students noticed potential switching costs for themselves, when they 
would need to get used to a new solution. An example can be seen in the way 
they rejected the possible effort of using hardware wallets to access their 
education records as they considered them as too laborious. According to the 
literature, Barber et al. (2012) and Krombholz et al. (2017) described the 
advantages of such hardware wallets but in the students’ perception that would 
be too much effort. This further indicates that data security is important to 
them but even more so is the usability they expect. 

Making sure that user desired features and preferences are incorporated into 
the IT development process is one of the strategies of increasing system 
adoption and user satisfaction (Liu et al., 2019). Next section will describe the 
students’ desired features in more details. 
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5.2 Students’ desired features  
Students are not only one of the key user groups of education records 
management systems, they are moreover the largest. Impact of including their 
feedback and perceptions to analyse the desired features of a potential 
blockchain-based solution could influence the adoption of this technology in 
other areas or educational contexts. Understanding scenarios specific to 
university students, their potential needs, requirements and education system 
usage patterns could help form the basis for further development in this area. 
Table 5 below represents the key findings from chapter 4 that will be reviewed 
in the context of the research question 2 of this master thesis: 

RQ2: “How do university students describe their desired features of the use of 
blockchain technology in relation to the management of university education 
records?” 

Table 5. Students’ desired features on the use of blockchain to the management of university records 

How do university students describe their desired features of the use of 
blockchain technology in relation to the management of university education 

records? 
1. Education records are needed in many everyday life contexts 
2. Students want to know who has access to their education records and why 
3. Students expect a flexible access model that would allow them to share their 

data with others on demand 
4. In some countries, students are not involved in handling of education records 

and they are just consumers of the information 
5. Traditional education records systems are vulnerable and susceptible to 

forgery or hacking attacks 
6. Students expect a blockchain based education records management solution 

to be sustainable 
7. Impact on the environment through sustainable energy consumption is one of 

the key decisive factors for interviewed students 
8. Potential solutions based on blockchain could have issues with scalability 
9. Students expect any education records management system to be fair and 

objective 
10. Validation authority over new blocks should be objective and non-political 
11. New solution based on blockchain ideally should be easy to use and web-

based interface 
 

The initial reflection of the research participants was that education records 
are needed in many everyday life contexts. Availability of good quality student 
information systems can have a profound impact on students’ educational life 
and future career. Providing a fair and error-free solution would mean that 
students can access their information no matter where they live and work. This 
also means that a new solution based on blockchain ideally should be easy to 
use and provide a web-based interface that could be operated on different 
devices and did not require special hardware. 
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Furthermore, participants wanted to know who has access to their education 
records and why. Ideally, they should be able to decide to share their data with 
others on demand or share their educational journey. In most countries that 
participants had experience with, students are not involved in handling of 
education records and they are just consumers of the information or some 
services provided by the university. 

As traditional education records systems are vulnerable and susceptible to 
forgery or hacking attacks, blockchain provides a promising vision of 
cryptographically secured data. This feature might come at a cost of higher 
computing desired features. Students expect a blockchain based education 
records management solution to be sustainable and have seen the sustainable 
energy consumption as one of the key decisive factors. 

According to the research participants’ potential solutions based on blockchain 
could have issues with scalability, which is consistent with the findings of 
Walport (2016) and Rana et al. (2019).   

Another noteworthy desired feature discussed by the students was for the 
blockchain based records management system to be fair and objective. This is 
an important insight considering that the goal of this thesis was to empower 
the students as a key user group. Attendees of the focus group interview 
acknowledged the potential of this technology to redistribute the perceived 
influence of users and other participants on the system as a whole. Similarly, 
Grech and Camilleri (2017) and Turkanovic et al. (2018) acknowledged that 
validation authority over changes in the blockchain records should also ideally 
be objective and non-political.  

To summarize, the participants of this master thesis research perceived 
potential blockchain-based education records management systems in 
generally positive light. Students saw high capability of blockchain, especially 
with careful implementation, focused on ensuring sustainability and fairness. 
A blockchain solution that enables user authentication (permissioned), 
established within a university (private) or between several universities and 
other organisations (consortium) with Proof of Authority (PoA) as consensus 
mechanism could fulfil their desired features. Certainly, a more distributed and 
transparent solution, with clear data sharing rules and free of political 
influence could benefit many user groups, not only students. 
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 Chapter 6: Conclusion and future research 
In this chapter, a general conclusion is made about the research study. Some 
challenges experienced during the progression of the research are presented. 
Additionally, the study’s contribution to research and practice is explained. 
The chapter concludes with suggestions for future research. 

6.1 Conclusion 
The aim of this master thesis was to explore the perceptions of university 
students towards the potential use of blockchain technology for the 
management of education records and identifying university students’ desired 
features that a potential application of blockchain technology for this purpose 
should have. For achieving the aim of the research, the field of education 
records and related systems which nowadays are used in universities, the 
blockchain technology and its current application in the area of concern have 
been explored.  

The data collection was conducted among university students that are enrolled 
at Linnaeus University in Sweden. The empirical material was collected 
through a focus group interview, allowing achieving a better understanding of 
the stakeholders’ perceptions and desired features. The interview included 
6 university students. The gathered data was thereafter analysed and discussed 
in order to generate the research findings which hopefully can give students a 
voice when it comes to the development of new SRS that could potentially use 
the blockchain technology.  

In this way, the authors of this research study want to contribute to a more user 
focused design of blockchain applications since important stakeholders and 
their perceptions and desired features haven’t been really included so far in 
this field. In this way a higher user-acceptance and interest into the blockchain 
technology and its application could be achieved. 

The findings answered the two posed research questions: 

1.How do university students perceive the potential use of blockchain 
technology in relation to the management of education records? 

2.How do university students describe their desired features of the potential 
use of blockchain technology in relation to the management of education 
records? 

Regarding the first research question, the findings showed that the general 
perception of students towards the application of blockchain technology was 
quite positive, since it could solve certain issues, which are still present 
according to the literature and students views. These include lack of 
interoperability, control over students’ own records and security. 
Nevertheless, the students showed that especially security is not the only factor 
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influencing their perception. When it comes to their grades the students expect 
that the validation is carried out by authorities and not anonymous miners. 
Furthermore, they were critical towards the high energy consumption of the 
certain blockchain types and consensus mechanisms. In a time were 
sustainability became increasingly important regarding the global climate 
crisis, the high energy consumption that some consensus mechanisms require 
for the validation of new blockchain blocks was met with serious doubt by the 
students. Moreover, it became quite obvious that the usability is a key factor 
for students. To achieve the user-acceptance of SRS which uses the blockchain 
technology, the application would need to match these perceptions of the 
students. Furthermore, an SRS which uses the blockchain technology, would 
need to compete with a user-friendly experience of the current SRS such as 
Ladok.  

Regarding the second research question, the findings showed that user 
experience focused, a user-friendly interface and functionality represent key 
desired features for students regarding the application of blockchain 
technology. Subsequently, the students opted for web-based wallet, which 
means that they would prefer the current way of accessing their grades via a 
web-browser. Additionally, the students preferred that the hosting and the 
validation of the educational record would be carried out by authorities such 
as universities and therefore opted for a non-public and permissioned 
blockchain setup in which the validation of the education records is performed 
by a Proof of Authority (PoA) mechanism. They also required more control 
over the educational records to share access to their information with other 
people or organizations such as family, sponsors or companies.  

6.2 Research Challenges 
The current research process had several shortcomings. The data collection 
process could have been organized more in advance, especially since the 
recruitment process for the participants of the focus group interview was very 
difficult. Since blockchain technology is a very complex topic, even for people 
working or studying in the field of informatics, it resulted in students being 
hesitant in participating to the research and, hence, the response rate to the 
research invitations was very low. Therefore, the invitation process took more 
than a month, which created a very tight schedule for the researchers and the 
completion of the master thesis research.  

During the focus group interview, the participants did their best to contribute, 
but often the technical aspects and their effects seem to be quite confusing for 
the participants. In the future, it could make sense to create a prototype that 
would help the participants to get a better picture on the use of blockchain 
technology for management of education records. We noticed that not all of 
the focus group interview participants were equally active, which we attribute 
to the fact that participants might have not known each other and were possibly 
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not comfortable to speak up. The fact that the students were coming from 
different cultural backgrounds might have also contributed to this effect, 
considering differences in previous experiences and expectation on presenting 
own’s point of view. 

In the aftermath it became also quite clear that the focus group interview itself 
should have been extended by about two hours. In this way, the participants 
would have had more time to process the quite difficult topic and maybe the 
quality of the collected data would have been improved by spending more time 
on the different topics.  

Combining thesis and full-time work and family life has also proven to be a 
difficult although a very fulfilling experience for the researchers. An important 
aspect of the thesis success was the fact that the researchers were able to co-
create the paper by sharing different ideas, learning new skills and bringing 
together two different professional and cultural backgrounds. 

6.3 Research Contribution 
This research study contributes to the topic of blockchain technology and how 
it could be applied for the management of education records from a students’ 
perspective. Since students are one of the main user groups of Student Record 
Systems (SRS) which are based on ICT, their perspectives and perceptions 
were the focus of this research study. As introduced in the literature review, 
some prototypes and case studies have been carried out in this field, whereas 
little research was done on students’ perceptions and their desired features in 
regards to blockchain technology for the management of education records.  
To fill the gaps in this area, this research contributes with its perspective and 
methodology both to theory and practice. 

6.4 Future Research 
Based on the research results on students’ perceptions and their desired 
features of blockchain technology for the management of education records, 
there are multiple possibilities for further work. First, the findings of this 
master thesis could be evaluated by conducting a similar research with a bigger 
number of students-participants in Sweden as well as in other countries. The 
research results from other countries would, then, be used for comparative 
research between countries.  

Furthermore, additional prototypes could be implemented to examine if the 
suggested blockchain types are applicable for the management of educational 
records. In this way, students would be able to use such applications and may 
identify additional desired features. 

One key area of the blockchain technology which could also be further 
researched regarding education records are smart contracts. Due to their 
complexity this research study was not able to cover them. Since smart 
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contracts offer the potential to automate certain activities, such as the creation 
of certificates or evaluation of exams, further research should be carried out.  

Since this research only included students’ perceptions, further research could 
also cover the perceptions and desired features of additional stakeholder 
groups of this area such as administration staff, professors and IT maintenance 
staff. In this way a richer picture of desired features could be achieved leading 
to a deeper understanding of the desired features of Student Record Systems 
(SRS) based on blockchain technology.  

A topic which could not be clarified within this research study is the legal 
component of blockchain use for education records management. As pointed 
out in the literature review, there is lack of studies on the impact of legal 
regulations affecting the application of this technology. Future research could 
determine how country specific requirements could be fulfilled in a unified 
solution with user experience, security and sustainability in mind. 
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 Appendices 

Appendix A. Informed Consent Form 
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Appendix B. Interview Guide 
  

LNU Information Systems 

Interview guide for master thesis "Blockchain for education records" 

Focus group, LNU Library, Växjö, April 2019 

Conducted by Andreas Herkommer and Justyna Kaletka 

1. What education records did you use to apply to LNU or other university? 
Could you share your experience? 

2. What other types of certificates do you use at the moment?  
3. What is your experience with digital education records? 
4. What is your perception of education records systems like Ladok? 
5. What is important for you when thinking about your education records and 

education records systems?  
6. What is your perception of security of your education records data?  

a. [Support question] Is this something that you think about?  
b. [Support question] Do you ever worry that somebody can see your 

grades or even change them without permission? 
7. In your opinion, who should be responsible for creating, storing, managing 

these records? 
8. Would you like to share your education records with others and, if so, with 

whom and how? If not, could you please explain why? 
9. Moderator: Paper based records have to be stored for 10 years in Sweden, 

50 years in Germany, 15 years in Poland. Are you aware of any legal 
aspects related to student education records? Could you share with us an 
example (it could be from own experience or something that you heard) 

10. Would you share with us any other experiences related to education records 
that you could share with the group? 

Show summary slide – other things to consider. 

We have presented an introduction to the blockchain. We described how it works, 
the structure of the block, what are the types of blockchains and other concepts. 
Now we are going to ask for your opinions and experiences. 

 

In the presentation:  

1. Have you ever used a blockchain solution? Could you share an example of 
your experience with us? 

2. Do you see any relation between blockchain and education records? Should 
blockchain be used in education records? 
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3. What do you think about receiving your ECTS as some form of digital 
token? 

4. Which consensus mechanism seems to be the most applicable from your 
point of view? 

5. What type of blockchain would you prefer your education records to be 
stored - public, private or consortium? 

6. Who should be able to access your education records? Who would you like 
to share them with? 

7. Moderator: Several companies like IBM, Google or Amazon offer 
blockchain development services. Many companies or organizations also 
build them themselves. What is your opinion about that? 

8. Who should pay for the system and why? 
9. If a blockchain solution was available to use for education records, what 

would convince you to use it? 
10. What are your open questions when thinking about blockchain for education 

records? 
 

Slide about wallets 

11. Do you have any experience of using digital wallets? Could they be used for 
educational records too? 

 

Show slide “How does blockchain for education work?” 

12. What do you think could be changed or improved regarding the education 
records if they were stored in blockchain?  

13. What new opportunities you would have? Could you think of an example? 
14. We have discussed about the new opportunities and the improvements that 

blockchain could offer to education records. Besides the benefits, could you 
think of any risks? Could you give us an example?  
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Appendix C. Focus Group Presentation 
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Appendix D. Code map of the categories and 
themes resulting from the thematic analysis of 
the focus groups interview 

 


