
Author: Sarmed Almjamai
Supervisor: Arslan Musaddiq
Examiner: Rüdiger Lincke
Semester: Spring 2022
Subject: Network Security

Bachelor Degree Project

A Comprehensive Taxonomy of
Attacks and Mitigations in IoT
Wi-Fi Networks
physical and data-link layer



Abstract

The number of Internet of Things (IoT) devices is rising and Wireless Fidelity
(Wi-Fi) networks are still widely used in IoT networks. Security protocols such as
Wi-Fi Protected Access 2 (WPA2) are still in use in most Wi-Fi networks, but Wi-Fi
Protected Access 3 (WPA3) is making its way as the new security standard. These se-
curity protocols are crucial in Wi-Fi networks with energy and memory-constrained
devices because of adversaries that could breach confidentiality, integrity, and avail-
ability of networks through various attacks. Many research papers exist on single
Wi-Fi attacks, and the strengths and weaknesses of security protocols and Wi-Fi
standards. This thesis aims to provide a detailed overview of Wi-Fi attacks and cor-
responding mitigation techniques against IoT Wi-Fi networks in a comprehensive
taxonomy. In addition tools are mentioned for each Wi-Fi attack that allows, e.g.,
professionals or network administrators to test the chosen Wi-Fi attacks against their
IoT networks. Four types of attack (categories) were defined, Man-in-the-Middle
(MitM), Key-recovery, Traffic Decryption, and Denial of Service (DoS) attacks. A
set of Wi-Fi attack features were defined and decribed. The features included the
security protocol and security mode, the layer (physical or data-link) that an attack
targets, and the network component interaction required to allow a Wi-Fi attack to
execute successfully. In total, 20 Wi-Fi attacks were selected with relevance to IoT in
Wi-Fi networks based on some criteria. Additonally, each Wi-Fi attack consist of a
description of possible consequences/results an adversary can achieve, such as eaves-
dropping, data theft, key recovery, and many more. Flow charts were also added to
give the reader a visual perspective on how an attack works. As a result, tables were
created for each relevant security protocol and the Open Systems Interconnection
(OSI) layers to create a overview of mitigations and available tools for each attack.
Furthermore, WPA3 was discussed on how it solves some shortcomings of WPA2
but has vulnerabilities of it own that lie in the design of the 4-way and dragonfly
handshake itself. In conclusion, development and proper vulnerability tests on the
Wi-Fi standards and security protocols have to be conducted to improve and reduce
the possibility of current and upcoming vulnerabilities.

Keywords: Attack, Mitigation, Tools, Vulnerability, Security protocol, WPA2, WPA3,
Wi-Fi, IoT, physical layer, data-link layer, MitM, DoS, Key-recovery, Traffic decryp-
tion
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1 Introduction
This is a 15 HP thesis for a Bachelor’s in Computer Science for Linnaeus University.

This project will focus on attacks and security measures for IoT in a Wi-Fi Wireless Lo-
cal Area Network (WLAN). Wi-Fi is one of the most common WLAN technologies used
for communication between devices in a Local Area Network (LAN). Multiple security
protocols have been developed to protect the integrity, confidentiality, and availability
of a Wi-Fi IoT network that includes Wired Equivalent Privacy (WEP), WPA, WPA2 and
WPA3. Newer technologies like Wi-Fi 6 (802.11ax IEEE) have been implemented to han-
dle the scaling of the increased number of IoT devices and WPA3 for improved security
[1, 2].

There is a large variety of published papers by researchers and books about, e.g., IoT,
physical and data-link layer, Wi-Fi security protocols, and the corresponding exploits and
mitigations.

Therefore this paper focuses on Wi-Fi (802.11 IEEE) as the WLAN technology for
IoT communication. The relevant layers for this are the physical and data-link layers
based on the OSI model [3].

A taxonomy of attacks is included based on the availability of information, recent
documentation, and the relevance to IoT. The attacks included in the taxonomy occur in
the physical and data-link layer and are classified into four types of attacks, i.e., MitM,
DoS, key recovery, and traffic decryption.

A MitM attack allows an attacker to secretly listen and relay traffic communication
between a device and an AP. It enables an adversary to eavesdrop, modify, replay and
drop frames which can give the attacker access to credentials, use services and appli-
cations with the victim’s authorized account, or perform other malicious actions [4]. A
Key-recovery attack is performed when an attacker wants to recover, e.g., the Pre-Shared
Key (PSK) that a network is associated with. This PSK allows an adversary to access a
network and launch different attacks against the AP or associated client devices [5]. Fur-
thermore, a Traffic Decryption attack is when an adversary has captured encrypted frames
in a network and then attempts to decrypt them to be able to read the data in plain text.
Recovered encryption keys allow an adversary to read and modify individual frames for,
e.g., spoofing or eavesdropping [6]. On the other hand, DoS is when legitimate users are
denied access to system/application resources. An attacker can perform a DoS attack by,
e.g., overloading a system or device with frames until it is not able to handle any more
requests and stops working as a result [6].

The number of IoT devices is constantly increasing [7, 8]. Therefore security mech-
anisms such as WPA3 have been developed to fix or mitigate the vulnerability shortcom-
ings of previous WPA versions [2].
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1.1 Background
1.1.1 Internet of Things
Devices connected to the internet/intranet have grown exponentially [7, 8]. Communi-
cation has become faster and easier, and devices can easily be connected to the inter-
net/intranet using a Wi-Fi-capable chip which is usually integrated within a microcon-
troller of a device. These devices have low cost and low power consumption, also referred
to as the Internet of Things, or IoT devices. Refrigerators, coffee machines, light bulbs,
and many more smart devices are examples of IoT that interact and operate autonomously
and transmit data in real-time [8].

1.1.2 WLAN and IoT layers
WLANs wirelessly exchange data between an AP and client devices. The common stan-
dard used in WLANs is IEEE 802.11, also referred to as Wi-Fi, developed by the Wi-Fi
Alliance [9]. The 802.11 standard allows for the creation of WLANs and operates on the
physical and data-link layer of the OSI. The data-link layer consists of two sub-layers,
i.e., Media Access Control (MAC) and Logical Link Control (LLC) [10].

The MAC layer is responsible for providing link-to-link data transfer and has a few
functions to aid in the transmission, e.g., Carrier Sense Multiple Access Collision Avoid-
ance (CSMA/CA) channel access, addressing, frame validation of management, control,
and data frames, error detection, and security mechanisms [11]. The 802.11 standards use
one of many security mechanisms like WPA that occur in the LLC sub-layer [12].

The physical layer is responsible for sending and receiving bits in the air using a
transmission medium such as radio frequency or infrared. IoT devices usually receive
data through sensors that gather information about the surrounding environment and have
the possibility to act on the collected data through, e.g., actuators to produce mechanical
functions/movements [13].

1.1.3 Wi-Fi Protected Access (WPA)
WPA standards are used to provide security and authentication to networks using an AP.
Two security modes, Personal and Enterprise, exist for the WPA protocols [6].

The older WPA2 used the Temporal Key Integrity Protocol (TKIP) but was proven to
be insecure, and now WPA2 normally uses Advanced Encryption Standard (AES). WPA2-
Personal also referred to as WPA2-PSK, utilizes the PSK and the four-way handshake for
the initial exchange of encryption keys. WPA2-Enterprise or WPA2-EAP uses an Extensi-
ble Authentication Protocol (EAP) to further authenticate with an external authentication
server [14].

On the other hand, WPA3-Personal utilizes the Simultaneous Authentication of Equals
(SAE) as the exchange protocol instead of the four-way handshake. In addition, it has the
mandatory Protected Management Frames (PMF), which further improves the security.
SAE is also known as the dragonfly key exchange. WPA3-Enterprise or WPA3-EAP uses
the EAP to further authenticate with an external authentication server and uses stronger
encryption. There is also an optional WPA3 192-bit mode which further boosts the ro-
bustness of enterprise networks [2].

WPA2 has some well-known vulnerabilities, which the newer WPA3 partially solves,
e.g., the 4-way handshake that associates the client with the network can be captured by an
adversary, and then, later on, an offline dictionary or brute force attack can be performed
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to acquire the password, which is currently near impossible with WPA3 taking hardware
limitation to consideration [6, 2].

1.1.4 Wi-Fi Attacks Tools
To perform Wi-Fi attacks, a special wireless adapter is required that supports monitor
mode and packet injection. Setting a wireless network adapter interface to monitor mode
allows it to receive all traffic on a wireless channel without the need of associating with
an AP. Packet Injection is when the network adapter allows captured data packets to be
modified/forged [15].

In combination with the hardware tools, different software and frameworks exist with
the purpose of testing if Wi-Fi networks are vulnerable to specific attacks.

As IoT manufacturers increase the hardware capabilities of IoT devices, better and
stronger security algorithms can be used. WPA3 is a good example of a security protocol
that is fit for IoT devices. It adds features such as Easy Connect that allow devices to
quickly connect to a network using QR codes [16].

1.2 Related work
This thesis is a contribution to the closest related research paper, “A Comprehensive Tax-
onomy of Wi-Fi Attacks” by Mark Vink. Mark Vink’s taxonomy contains information
about Wi-Fi networks, and the (WPA) security protocols and has sections on different
Wi-Fi attacks, how they work, and their countermeasures [6]. The related taxonomy re-
search paper does not include IoT, nor is specific to the physical and data-link layer. This
thesis additionally includes more up-to-date tables of attacks and addresses some of the
future work from Mark Vink’s taxonomy, which is to extend the taxonomy by adding
more attacks and covering more tools.

Another related article was “Assessing risks and threats with a layered approach to the
Internet of Things security”. It mentions the different layers in IoT and a brief overview
of threats, attack types, vulnerabilities on each layer, and general countermeasures for the
IoT layers [13]. It does not mention specific attacks in detail nor corresponding counter-
measures for each attack. Tools to test an IoT network for vulnerabilities are also not a
part of the related research paper.

A similar article, “A Comprehensive IoT Attacks Survey based on a Building-blocked
Reference Model” was another article that is similar to this thesis. It contains information
about the IoT layers, attacks on each layer, and countermeasures [17]. But the mentioned
research paper is not very extensive, only describe attacks briefly, and does not include
any tools for network vulnerability scanning.

Another article, “Perception layer security in the internet of things” covers different
attack methods on the IoT perception layer and how to prevent them (the perception layer
is similar to the OSI stack, which corresponds to the physical and data-link layer) [18].
The research paper only briefly mentions the general classification of attacks and their
corresponding countermeasures and does not include tools. It also focuses mostly on
physical attacks and does not mention any security protocols such as WPA2 and WPA3.

In addition, “A Comprehensive Attack Flow Model and Security Analysis for Wi-Fi
and WPA3” is an article that mentions protocol details, limitations, and a detailed expla-
nation of different Wi-Fi attacks with a focus on WPA3 [5]. The research paper only
focuses on WPA3 and describes only a few attacks in detail. Additionally, it does not
include any tools for network vulnerability scanning.
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The most significant difference between all the mentioned related research papers and this
thesis is that they either mention security issues and their countermeasures in WLANs but
without combining IoT or not being specific to the physical and data-link layer. Tools are
not mentioned in most of the related research papers, and some also do not include the
WPA2 and WPA3 security protocols and additionally only mention a few attacks/attack
types briefly and without detailed explanation.

1.3 Problem formulation
As more IoT devices are being introduced into households and industries, the need for
improved security arises. Private individuals and companies should not be worried about
their IoT networks being compromised. Security is one important aspect of communica-
tion between networks and devices. For reasons like that, WPA3 was developed to patch
the vulnerabilities of the previous protocols such as WPA2 [2].

According to the 2022 PSA Security Report, "90% of respondents surveyed have seen
security increase in importance over the last 12 months" and "almost 9 out of 10 respon-
dents agree that security is a top 3 priority for their business (88%), and it has increased
as a business priority in the past 18 months (81%). The highest priority was ensuring
there is a “security first” culture in the company (42%)" [19]. Furthermore, "96% of re-
spondents believe having security in their products positively impacts their bottom line"
[19]. The report also states, "Despite cost being a perceived barrier, 95% believe that if
the industry increased its rate of certification, it would only be beneficial" [19].

According to the security service provider Kaspersky, cyber attacks on IoT have sig-
nificantly increased by more than double only during the first two quarters of the year
2021. The attacks were mostly related to, e.g., sensitive data theft and Distributed Denial
of Service (DDoS) [20].

A more recent Kaspersky report from the year 2022, "Pushing the limits: How to ad-
dress specific cybersecurity demands and protect IoT”, revealed that 43% of some parts
of the IoT infrastructures in businesses lack protection, and the main barrier is the imple-
mentation of cybersecurity solutions which are costly and affect the performance of IoT
products [21].

The PSA Security report shows that there is a great interest in implementing improved
security in IoT. Businesses are headed towards prioritizing security despite the cost being
the barrier. This thesis will present a clearer picture of known vulnerabilities and how to
mitigate them for businesses and private individuals using IoT since the balance between
cost and security is a big blocker.

This thesis will answer the following research questions:

• RQ1: Did WPA3 solve the shortcomings of WPA2 based on the chosen attacks?

• RQ2: Based on the chosen attacks, what are the critical consequences of an un-
patched insecure IoT Wi-Fi network in private and enterprise environments?

• RQ3: How can IoT professionals and network administrators mitigate the chosen
attacks in the physical and data-link layer?

IoT has several communication protocols for both short range and long range, including,
e.g., Wi-Fi, Near Field Communication (NFC), Bluetooth Low Energy (BLE), Zigbee,
Cellular, etc. [22].
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Wi-Fi is one of the most researched wireless communication protocols because of its
age and common usage. However, there is a lack of in-depth research regarding Wi-Fi
security in IoT. Therefore this thesis aims to contribute to the current research on Wi-Fi
attacks in IoT WLANs, by presenting specific vulnerabilities of Wi-Fi networks and IoT
devices. The research questions will be answered based on the taxonomy information in
Section 3.7, which will include how each chosen attack works, the outcome of each attack,
the corresponding mitigation techniques, and tool support for testing if an IoT network is
vulnerable.

1.4 Motivation
By applying a scientific analysis, researchers will gain insights into issues that are maybe
not clear from previous research. Therefore a taxonomy of vulnerabilities and mitigations
will contribute to existing research too.

Additionally, IT professionals in the IoT domain will also benefit from this research
by using it as complementary material when migrating an IoT network’s security to more
robust security protocols such as WPA3. It will aid in solving challenges before any
issues can arise and affect the work of professionals handling IoT, Wi-Fi networks, and
their security.

Private individuals will also benefit from this research as it can help them understand
what attack vectors are possible in their IoT environments and learn how to be aware of
the current threats and how to effectively mitigate and test for them with supported tools
to improve their sense of security.

1.5 Results
This study contributes to existing research in a structured manner and investigates the
vulnerabilities, mitigations, tools, IoT, protocols, and the relevant layers with the help of
literature research.

Two tables have been created that focus on attacks against the data-link layer, one with
WPA2 and the second with WPA3. A third table was also created with a focus on attacks
on the physical layer. The tables include the attack name, an overview of mitigation
techniques, and tool availability for each attack.

The taxonomy and tables with attacks were the contributors to the results which aided
in drawing conclusions and answering the research questions.

1.6 Scope/Limitation
The taxonomy will include mainly 20 attacks in the physical and data-link layer of the
IoT layer stack (OSI), which are relevant to the Wi-Fi (802.11) standards. Only attacks
with the availability of information, recent documentation, and relevance to IoT will be
the scope. The mitigation techniques will act as a general guideline for each attack.

1.7 Target group
This thesis primarily aims to educate IoT specialists and developers but also researchers
interested in technical specifications of IoT security in Wi-Fi networks. The reason for the
primary target group is that both the description and mitigation methods for each attack
are more in-depth explanations that require domain-specific knowledge. Nonetheless,
private individuals with a background in IT (e.g., network administrators and penetration
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testers) will also benefit from this thesis and use it to be aware of the threats around their
home or business IoT Wi-Fi networks.

1.8 Outline
The thesis is organized as follows. Section 2 describes the research project and method.
Section 3, first introduces in Section 3.1 what IoT is and its architecture and components,
followed by a description of the Wi-Fi standards and relevant layers in Section 3.2. Sec-
tion 3.3 describes Wi-Fi management frames. Section 3.4 gives an introduction to Wi-Fi
security protocols and how they are distributed in networks. Section 3.5 describes Wi-Fi
security modes and introduces WPA2 and WPA3. Section 3.6 mentions two different Wi-
Fi protocols that make authentication to a network smoother. Section 3.7 is the taxonomy
that describes 20 different attacks against IoT Wi-Fi networks, the corresponding mitiga-
tion techniques, and tools that can be used to test a network for weaknesses. Section 4
presents the results in tables containing an overview of mitigations and available tooling
from the attacks in the taxonomy. Section 5 discusses the problems of security protocols,
IoT devices, and Wi-Fi networks. Section 6 briefly concludes this thesis and gives insight
into future work that can be done to improve this thesis.
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2 Method
This section covers the selection of the methodology. To answer the research questions
mentioned in Section 1.3, a few research methods were examined based on feasibility and
time availability. Section 2.1, mentions the factors that led to a literature study method.
Section 2.2, provides a brief description of why that method was chosen as the most
suitable for this thesis. Section 2.3 displays the review process. Section 2.4 explains how
the review was conducted based on the review process. Finally, Section 2.5 and 2.6 focus
on the reliability and validity, and the ethical considerations of the gathered articles and
information.

2.1 Research Project
The goal of this thesis was a taxonomy of attacks on IoT in Wi-Fi networks. Therefore,
it required a Systematic Literature Review (SLR) as a primary method. The intermediate
results were to see if newer security technologies improved security. Previously docu-
mented mitigation techniques were expected to be still relevant today. The objective of the
taxonomy was to gather information from literature studies on attacks, their correspond-
ing mitigation techniques, and required tools that can be used to perform vulnerability
tests. The focus was IoT in Wi-Fi networks, in both the physical and data-link layers of
the OSI model. The security protocol WPA2 residing in the data-link layer was included
since it is still widely used, and therefore, relevant, but the taxonomy was more aimed at
attacks on the newer security protocol, WPA3.
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2.2 Research Method
Primarily, a literature study was conducted to collect data which was gathered from arti-
cles that were published on reputable websites.

Literature review from documented studies was the best method of obtaining data
because it would answer the research questions mentioned in Section 1.3. A case study
would not be optimal because the objective was to investigate multiple relevant attacks
for the chosen layers and not to focus on an individual case which would be too difficult
to implement.

Interviews with experts in this domain about mitigation techniques were considered
but the idea was discarded because it would not be time efficient to set a meeting with
multiple experts for each specific attack. The required specific information for each attack
was already available in published papers. Therefore it would not have contributed to the
taxonomy as a literature study considering the time limitation.

2.3 Review Process
According to Kitchenham’s (2004) guideline for performing a SLR, the review process in
this thesis consisted of three phases which are briefly described below [23]. Figure 2.1
displays the phases in a diagram.
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Figure 2.1: SLR process, based on [23].
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• Planning Phase:

– Identification of the need for a SLR: The need for an SLR arises from the need
to summarize existing information about a subject in an accurate and unbiased
manner to draw generalized conclusions compared to individual studies. The
necessity for a SLR has to be determined first before conducting it [23].

– Development of a review protocol: A review protocol is necessary to spec-
ify methods that initiate a chosen SLR. It is essential to pre-define a review
protocol to reduce any possible bias [23].

• Conducting Phase: Once the review protocol has been established and agreed on,
the review can then be conducted. The conducting phase involves five activities
which are discussed below [23].

– Search strategy: The search is performed using search strings consisting of
keywords (related to the research questions) that are used in, e.g., search en-
gines and digital libraries. Additionally, Boolean operators can be used to
extend the search [23].

– Inclusion and Exclusion criteria: Inclusion and exclusion criteria are required
to identify primary studies that provide evidence for the research questions.
To reduce the chance of bias, inclusion and exclusion criteria of studies based
on the research questions have to be identified [23].

– Quality assessment: It is crucial to assess the "quality" of primary studies
using, e.g., a quality assessment form to reduce bias and increase internal and
external validity [23].

– Data extraction: Data extraction forms are created to collect information ob-
tained from primary studies. The information is then stored in the form as data
items [23].

• Reporting Phase:

– Results summary: This stage concludes and summarizes the SLR. The results
are formed, and conclusions are written [23].

2.4 Conducting the Review
The review process of this SLR is conducted with the help of five activities:

• 1) Search strategy

• 2) Inclusion and Exclusion criteria

• 3) Quality assessment

• 4) Data extraction

2.4.1 Search Strategy
The search strategy consisted of a main search and an extended search.
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• Main Search: included relevant research papers and books. The databases that
were used to find relevant research papers and books were primarily: IEEE Xplore,
ResearchGate, and Google Scholar. An automated search was performed with
Boolean operators (AND, OR) but with the inclusion of all metadata, i.e., full text,
abstract, etc. The keywords were directly related to the defined research questions.
Asterisk (*) was used after a keyword to include different versions of the word, for
example vuln* returned vulnerability, vulnerabilities, etc. After the identification
of articles from the automated search, a manual search was performed to further
find keywords within the articles which would be used for the extended search. The
main search included articles from 2014 to 2022.

• Extended Search: The extended search included more specific keywords and ref-
erences found in the research papers from the main search. The extended search
was necessary to find specific information, to increase the correctness of informa-
tion by using the original source, and finding additional primary articles. Some
keywords that targeted the search for attacks also resulted in findings of mitigation
techniques and tools for the corresponding attacks.

Table 2.1 and Table 2.2, shows the keywords used to find relevant articles using the
main search and extended search. Articles found through references in primary research
papers were not included in the search strings.

Table 2.1: Main Search
Digital Library Search String

IEEE Xplore

(wi-fi AND attacks AND iot),
(wpa3 OR wpa2 AND mitigation*),
(iot AND security), (iot AND attack*),
(iot AND vuln*), (iot AND wi-fi AND vuln*)

ResearchGate

(wpa3 AND vuln*), (iot AND security),
(wpa3 OR wpa2 AND mitigation*),
(wpa3 OR wpa2 AND vuln*),
(iot AND attack*), (iot AND vuln*)

Google Schoolar
(wi-fi networks AND vuln*), (wi-fi attacks),
(physical attacks AND iot), (wi-fi attacks AND iot),
(wpa3 OR wpa2 AND mitigation*)

Table 2.2: Extended Search
Digital Library Search String

IEEE Xplore (dragonblood), (hardware AND trojan AND attack*),
(energy AND depletion AND attack*)

ResearchGate (hardware AND trojan AND attack*),
(energy AND depletion AND attack*)

Google Schoolar
(side-channel AND attack*), (FRAGattacks),
(key reinstallation AND attack*),
(wpa3 AND downgrade AND attack*)
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2.4.2 Inclusion and Exclusion Criteria
Inclusion: All inclusion criteria are not required to be meet for an article to be included
in the review. The inclusion criteria are displayed below.

• Inclusion 1: An article describes a chosen attack in-detail.

• Inclusion 2: An article is related to Wi-Fi networks.

• Inclusion 3: An article contains mitigation techniques for a chosen attack.

• Inclusion 4: An article mention challenges, open issues, and outcomes for a chosen
attack.

• Inclusion 5: Information from an article is applicable to IoT networks.

Exclusion: An article is excluded from the review, if any of the exclusion criterion are
meet. The exclusion criteria are displayed below.

• Exclusion 1: An article achieves a quality score of 1 or less than 1 based on the
quality assessment in Table 2.3.

• Exclusion 2: An article is not written in English.

• Exclusion 3: An article is duplicate (same article could appear in two different
libraries/databases).

2.4.3 Quality Assessment
The purpose of the Quality Assessment (QA) stage was to perform a quality check on
each article. According to [23], it is significant to avoid bias. Therefore, the QA aided
in reducing the bias in this thesis. The QA form is specified in Table 2.3 and consists of
quality items. Each QA Item (QAI) provided an article a maximum score of 1 QA point
if the individual QAI was fulfilled, 0.5 points on average, and 0 points if the QAI was not
met. The highest score an article could achieve was 4 points.
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Table 2.3: Quality assessment item form

Quality Assessment Item Quality Assessment Options

QAI1

Is the information of the article general
(not limited to a specific device or software)?

(1) The article does not limit the information to a
specific device or software.
(0.5) The article partially limits the information to a
specific device or software.
(0) The article limits the information to a
specific device or software.

QAI2

Is a problem described in the article?

(1) The article describes and addresses the problem.
(0.5) The article partially describes the problem or in general.
(0) The problem is not described.

QAI3

Is a methodology described in the article?

(1) The article describes how the research is conducted.
(0.5) The article partially describes the methodology.
(0) The article does not describe a methodology.

QAI4

Does the article contain a discussion or conclusions?

(1) The article contains a discussion and draws clear conclusions.
(0.5) The article contains a partial conclusion or discussion.
(0) The article does not have a discussion or conclusions.

2.4.4 Data Extraction
The extracted data from each article was necessary for the collection of general informa-
tion and to aid in answering the research questions. The data extraction was performed
with a Data Extraction Item (DEI) form based on Kitchenhams guidelines [23]. The DEI
form is displayed in Table 2.4.

The data extraction items DEI1, DEI2, and DEI3 focus on the documentation of gen-
eral information in the included articles. DEI4 aims to present the quality score received
from the quality assessment form specified in Table 2.3. DEI5 collects information about
a Wi-Fi attack, how it works, and the consequences. DEI6 documents mitigation tech-
niques for Wi-Fi attacks. Primary study data extraction items for DEI1, DEI2, DEI3, and
DEI4 are displayed in Table 6.17, 6.18, and 6.19.
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Table 2.4: Data extraction item form
Data Extraction Item Information to extract Category
DEI1 Title General
DEI2 Year General
DEI3 Authors General
DEI4 Quality Assessment Score RQ1, RQ2, RQ3
DEI5 Wi-Fi attack method RQ1, RQ2
DEI6 Wi-Fi mitigation techniques RQ2, RQ3

2.5 Reliability and Validity
The method and process for data collection and analysis have been defined in detail in
Section 2.3 and 2.4 to avoid reliability issues. A replication of this SLR should be possible
based on the defined activities. The purpose, scope, and audience have been defined
based on Brown [24] to avoid validity issues. The purpose of this thesis is motivated in
Section 1.4, the scope is defined in Section 1.6, and the audience is defined in Section 1.7.
Furthermore, several validity issues exist. The three important issues based on [25] are:

• Construct Validity: The interpretation of the theoretical construct can differ from
the author’s interpretation and other individuals [25]. Therefore, general terms were
used and explained to mitigate these issues.

• Internal Validity: An example of internal validity is biasing, which can occur when
an author decides which articles and information are included based on previous
knowledge. Additionally, the results and conclusion have to match the information
from the gathered data. Articles have to follow the same criteria to reduce bias
[25]. Therefore, a list of inclusion and exclusion criteria were defined in Section
2.4.2. Furthermore, a data extraction form was defined in Section 2.4.4 to ensure
that similar information was extracted from the included research.

• External Validity: It concerns the justification of the generality of results. The
generality of results for an SLR can be the choice of digital libraries, or bias [25].
Therefore, three digital libraries were used to find articles, IEEE Xplore, Research-
Gate, and Google Scholar. Additionally, the information in articles could be biased
towards a specific device or software. QAI1 was defined in Section 2.4.3 to mitigate
that issue.

2.6 Ethical considerations
This SLR only collected information from articles as evidence and for educational pur-
poses. Confidential and personal information about the authors of the included articles in
this SLR was not gathered. The digital libraries and articles required no permission to be
used as evidence, and only proper referencing was needed.
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3 Theoretical Background
This chapter shows the theoretical research on IoT, its architecture, the physical and data-
link layer, 802.11 standards, management frames, and Wi-Fi security protocols. These
sections are useful as a more in-depth explanation to understand Section 3.7.

3.1 IoT Architecture
This subsection presents general information on IoT and how it works from a hardware
and firmware perspective.

3.1.1 Reference Models
There are a few models that could reference the IoT architecture. One of these models is
the OSI which contains seven layers: Physical, Data-link, Network, Transport, Session,
and Application layer [3].

There is also a basic reference model for the IoT architecture with only three layers
(three-layer IoT architecture) which includes the Perception, Network, and Application
layers [26].

This thesis focuses on the physical and the data-link layer based on the OSI reference
model. The OSI reference model was chosen because each layer has a specific func-
tionality compared to the more broad three-layer IoT architecture that contains multiple
functionalities in each layer.

Table 3.5 displays the OSI and three-layer architecture reference model with the corre-
sponding main functionalities [27, 3, 26].

Table 3.5: OSI stack in IoT and three-Layer Architecture
OSI-layers three-layer Major Functions

Application Application
Specifies how a user application program should interact
with a network using sharing protocols and interface methods.

Presentation Application
Handles data compression to minimize the number of bits being transferred
and provides data encryption such as Secure Sockets Layer (SSL).

Session Application
Establishes a connection between application processes and
synchronizes the session layer data using acknowledgment messages.

Transport Network
Provides reliability with, e.g., flow control and error checking using
connection-oriented (TCP) or connection-less (UDP) communication protocols.

Network Network
Handles Internet Protocol (IP) to MAC address mapping using
Address Resolution Protocol (ARP) and routes data packets between networks.

Data-link Perception
Consists of the MAC and LLC.
Handles, e.g., flow control and error checking of data frames.

Physical Perception
Specifies, e.g., the physical structure of a network and data rates.
Sensors and actuators reside in this layer using transmission media such as radio.

3.1.2 Hardware
Devices can have different functionalities depending on the underlying hardware. There
are major components that dictate if a device falls into the IoT category. This subsection
will present the main building blocks of IoT, general hardware security, and firmware.
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3.1.2.1 Components

IoT hardware is mainly built from three key component modules, data acquisition, data
processing, and communication module [28]:

• Data acquisition module: is focused on acquiring signals externally, e.g., from
the environment or other sources and transforming them into digital signals. For
example sensors (3.1.2.2) reside in this building block.

• Data processing module: handles the processing of acquired data. An IoT device
can additionally have data storage capabilities that store data to perform operations
later on it (depending on the application) or transmit the data to another third-party
device that will perform the storing and processing instead.

• Communication module: is responsible for the communication between the de-
vice and cloud-specific platforms or third-party components.

3.1.2.2 Sensors

Most IoT devices have sensors to collect data signals from the environment that are read
in the form of voltage which is later transformed and processed by other components into
digital signals. Sensors allow IoT devices to be "aware" of their surroundings and are usu-
ally components that consume low power, have a low cost, and are small in size. Some
examples of sensors are temperature, motion, pressure, humidity, infrared, and proximity
sensors which are used for different applications [26].

3.1.2.3 Actuators

Actuators are mechanical systems that convert energy into motion. For example, col-
lected data from sensors could be used as input to an actuator which would trigger and
output a mechanical motion. The power source for actuators can be hydraulic, electric,
pneumatic, etc. [26].

3.1.2.4 Security

Security is an important aspect of IoT, the Integrated Circuits (ICs) are vulnerable to at-
tacks. Therefore, hardware has to be secured using cryptographic encryption algorithms
[29] such as AES [30], XTEA [31], HIGHT [32], Piccolo [33], and KLEIN [34] which are
suitable for IoT devices because of their memory and speed efficiency [35]. The choice
of the encryption algorithm is dependent on the application and the chip, which can vary
depending on the manufacturer [36].

3.1.3 Firmware
Firmware is embedded into the hardware of a device, usually stored in non-volatile mem-
ory such as Read-Only Memory (ROM), Erasable Programmable Read-Only Memory
(EPROM), or flash memory. The firmware provides instructions on how the electron-
ics of a device should operate. It gives IoT devices low-level control by performing, e.g.,
monitoring and data processing without the need of an operating system. Firmware is
usually installed permanently in a device and can not be changed during its lifetime but
updates and upgrades are still possible through different methods [37].
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3.2 Layers
The layers covered in this subsection are the physical and the data-link layer based on the
OSI reference model.

3.2.1 IEEE 802.11 Standards
Maintained and developed by the IEEE 802 LAN/MAN Standards Committee (LMSC), the
IEEE 802.11 standards define the physical layer and MAC specifications that implement
the WLAN. The 802.11 WLANs consist of various versions with different specifications
and features defined in the physical and the data-link layer [38].

Table 3.6 presents the main Wi-Fi standards and their specifications [38, 39]:

Table 3.6: Physical Layer 802.11 Standards
Release Date Standard Frequency Band (GHz) Bandwidth (MHz) Modulation MIMO Data Rate (Mbit/s)
1997 802.11 (Wi-Fi 0) 2.4 GHz 20 MHz QPSK (DSSS / FHSS) N/A 1 - 2 Mbit/s
1999 802.11b (Wi-Fi 1) 2.4 GHz 20 MHz QPSK (DSSS) N/A 1 - 11 Mbit/s
1999 802.11a (Wi-Fi 2) 5 GHz 20 MHz 64QAM (OFDM) N/A 6 - 54 Mbit/s
2003 802.11g (Wi-Fi 3) 2.4 GHz 20 MHz 64QAM (DSSS / OFDM) N/A 6 - 54 Mbit/s

2009 802.11n (Wi-Fi 4) 2.4 / 5 GHz 20 / 40 MHz 64QAM (OFDM)
MIMO
up to 4 spatial streams 72 - 600 Mbit/s

2013 802.11ac (Wi-Fi 5) 5 GHz 20 / 40 / 80 / 160 MHz 256QAM (OFDM)
MU-MIMO
up to 8 spatial streams 433 - 6933 Mbit/s

2021 802.11ax (Wi-Fi 6) 2.4 / 5 GHz 20 / 40 / 80 / 80 + 80 / 160 MHz 1024QAM (OFDMA)
MU-MIMO
up to 8 spatial streams 600 - 9608 Mbit/s

TBA (2024) 802.11be (Wi-Fi 7) 2.4 / 5 / 6 GHz
20 / 40 / 80 / 160 / 160 + 160 /
240 + 180 /160 + 80 MHz 4096QAM (OFDMA)

MU-MIMO
up to 16 spatial streams 40000 Mbit/s

3.2.2 Physical Layer
The physical layer is the lowest layer of the OSI model. Sensors, actuators, and other
objects reside in the physical layer which generates data based on the surroundings and
acts on the collected data. [13].

The physical layer translates logical frames from the data-link layer into raw bit-
specific operations defined by the hardware and vice-versa. The raw bits are then trans-
mitted and received over a wireless/wired medium through, e.g., radio, infrared, copper,
or optical fiber [40].

3.2.2.1 Frequency Band

Wireless devices that use radio waves as a form of communication have different fre-
quency ranges, called frequency bands. Wi-Fi commonly uses 2.4 GHz, 5 GHz, or 6 GHz
frequency bands. Radio waves can be ubiquitous and using the frequency spectrum re-
sources randomly will cause interference issues. It is therefore important that the wireless
communication protocols divide the frequency ranges into channels. Higher frequencies
transmit electromagnetic waves that have more powerful direct radiation with increased
data transmission but cover shorter distances because of rapid attenuation [41].

3.2.2.2 Bandwidth

Bandwidth is the part of a frequency spectrum that a network can use. If a network
operates between two frequencies, the bandwidth is received by subtracting the two fre-
quencies. More sophisticated technologies with high data rates use broadband bandwidth
which is measured in Mega-Hertz (MHz) [42].
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3.2.2.3 Max Data Rate

Max data rate is the maximum amount of bits that can be transmitted over some time,
commonly measured in bits/second. Two theorems are used to calculate the max data
rate, i.e., Nyquist’s theorem specifies the max data rate in noiseless conditions, while the
Shannon theorem specifies the max data rate under noisy conditions [43].

3.2.2.4 Modulation

To transmit useful data, modulation is required by changing the analog/digital signals
with the help of different modulation techniques. Amplitude, frequency, and phase are
the three groundwork aspects that can be modified in a signal to achieve various modula-
tion methods and data rates. The 802.11 standards use multiple modulation techniques to
achieve a higher bit rate and more efficient and reliable data transmission per signal [44].

3.2.2.4.1 Analog Modulation

Analog modulation is only concerned with raw signals and is not related to bits (1’s and
0’s) [44].

• Amplitude Modulation (AM): is used to modify the amplitude of a carrier signal
where the frequency and phase are constant. Figure 3.2 display a signal (top) that is
sent and combined with the (middle) carrier frequency which results in the (bottom)
waveform and is further transmitted out from the antenna [44]:

Figure 3.2: Signal before and after amplitude modulation [44].

• Frequency Modulation (FM): is used to modify the frequency of a carrier signal
where the amplitude and phase are constant. Figure 3.3 display a signal (top) is
sent and combined with the (middle) carrier frequency which results in the (bot-
tom) waveform and is further transmitted out from the antenna [44]:
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Figure 3.3: Signal before and after frequency modulation [44].

• Phase Modulation (PM): is used to modify the phase of a carrier signal (where the
waveform is based on the time in a cycle), where the amplitude and frequency are
constant [44, 45].

3.2.2.4.2 Digital Modulation

Digital modulation is only concerned with bits (1’s and 0’s) [46].

• Quadrature Amplitude Modulation (QAM): this technique allows the transmis-
sion of more data bits per signal. The preceding number in QAM gives an indication
of how many states a modulated digital signal can assume. 4-QAM (also referred
to as QPSK) can assume 4 states and can go up to 4096 states in 4096-QAM using
the new upcoming Wi-Fi 7 standard (802.11be) [46].

3.2.2.4.3 Spread Spectrum

Spread spectrum methods are used on generated bandwidth signals that are, e.g., pur-
posely spread in the frequency domain to achieve a signal with a wider bandwidth. Spread
Spectrum techniques are used for different reasons such as secure communication, in-
creased resistance to jamming, natural interference and noise, prevention of detection,
and multiple access communication [47, 48].

• Frequency Hopping Spread Spectrum (FHSS): this is a technique used to trans-
mit radio signals by changing the carrier frequency among other frequencies of a
spectral band. The carrier frequency changes are handled by a code known to both
the transmitter and receiver. FHSS offers, e.g., reduced interference, prevention
of eavesdropping, and Code Division Multiple Access (CDMA) communication,
allowing several radio transmitters to simultaneously send data over a single com-
munication channel [49, 48].

• Direct-Sequence Spread Spectrum (DSSS): is a technique used in WLANs to
divide user data based on a specific spreading ratio which occurs when a station
transmits a data signal that is combined with a pseudo-random spreading sequence
to achieve a high bit data rate. DSSS offers, e.g., resistance to jamming, multi-user
sharing over a single channel, and reduced noise [50, 51].
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3.2.2.5 Frequency-Division Multiplexing (FDM)

Frequency-Division Multiplexing (FDM) is a method used to divide the total bandwidth in
a communication medium into multiple non-overlapping frequency bands which in turn
each carry a separate signal. This method allows a communication medium with a single
transmission capability to be used by multiple independent signals [52].

• Orthogonal Frequency-Division Multiplexing (OFDM): is a method that strate-
gically allocates the frequencies which allow wireless APs to distinguish between
data transmissions over channels. Signals can overlap and still be recognizable
which makes it possible to include more data in lower frequencies [53].

• Orthogonal Frequency-Division Multiple Access (OFDMA): is a later imple-
mentation of OFDM. OFDMA subdivides channels into even smaller sections by
utilizing the AP Resource Units (RUs) that carry the data [53].

Figure 3.4 displays how OFDM and OFDMA utilize the frequency channels [53]:

Figure 3.4: OFDM vs OFDMA [53].

3.2.2.6 Multiple Input, Multiple Output (MIMO)

Multiple Input, Multiple Output (MIMO) is the technology that allows antennas in a wire-
less device to transmit and receive data simultaneously which results in faster data transfer
rates [54].

• Multi-User Multiple Input, Multiple Output (MU-MIMO): is an extension of
the traditional MIMO which in addition supports simultaneous transmission and
reception of data for multiple devices [54].

3.2.3 Data-Link Layer
The data-link layer is the second layer of the OSI model. It focuses on logical concepts
that include the identification of systems in a network with the help of addressing schemes.
These schemes define how data packets should be formed into frames and how integrity
is maintained through the use of error correction procedures. The data-link layer contains
two sub-layers, MAC and LLC [55].
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3.2.3.1 Media Access Control (MAC)

The MAC sub-layer acts as an interface between the physical layer and LLC sub-layer.
The MAC sub-layer assigns each device a unique address (MAC address) in a network
that can either be set manually or by the manufacturers [55].

The MAC sub-layer is also responsible for managing access to the physical medium in
a network. The main goal is to reduce/avoid data frame collisions within the transmission
medium for increased reliability [56].

3.2.3.1.1 Carrier Sense Multiple Access (CSMA)

CSMA is used to avoid collisions by listening to the transmission medium to determine if
the channel is occupied before data can be sent [57].

• Carrier Sense Multiple Access Collision Avoidance (CSMA/CA): is a modified
version of CSMA used in WLANs. It tries to avoid collisions by using packet
Acknowledgment (ACK) sent from a receiving device to the original sender of the
data device to confirm that the data frame was transmitted successfully and in-
tact. CSMA/CA is the most effective when the transmission medium is not heavily
loaded because it allows devices to transmit data with a small delay. Collisions
are still susceptible to happen when multiple devices sense that the transmission
medium is free and try to send data simultaneously. The MAC layer identifies these
collisions and handles them by re-transmitting the data frames without the aid of
other layers [58].

3.2.3.2 Logical Link Control (LLC)

The LLC sub-layer supplies the logic for the data link layer which handles synchroniza-
tion, flow control, and error handling [59].

3.2.3.2.1 Synchronization

Frame synchronization in the LLC sub-layer is a process that involves the identification
of special bit patterns from an incoming stream which are a short sequence of bits (e.g.,
0111110 - DATA - 0111110). The special bit sequence is distinguished from the actual
data bits to determine the start (preamble) and end (post-amble) of a frame.

3.2.3.2.2 Flow Control

The receiving device has a frame buffering capacity. This capacity limits the number
of frames each device can process over time. If a device transmits more data than a re-
ceiver can handle, a buffer overflow can occur and frames could be lost. Flow control
mitigates these problems [60].

3.2.3.2.3 Error Detection

Bit errors can occur because of, e.g., signal attenuation and electromagnetic noise which
can cause a bit to change from 0 to 1 or vice versa. When such bit errors occur, the LLC
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sub-layer provides mechanisms to detect these bit errors with the help of the transmitting
device that sets error detection bits in a frame which then the receiving device performs
an error check on that frame [60].

3.2.3.2.4 Error Correction

After bit errors have been detected in a frame, the receiving end determines exactly where
in the frame an error has occurred and corrects them accordingly [60].
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3.3 Wi-Fi Management Frames
There are three types of frames in 802.11 Wi-Fi communication, management, control,
and data frames. Management frames are used to manage the Basic Service Set (BSS)
and establish and maintain a connection between an AP and clients. A BSS is a group of
wireless devices that are associated with another device such as an AP. The control frames
are used for acknowledgment of received data frames. The data frames contain the actual
information that is going to be used for services/applications [61]. Multiple management
frames are transmitted when a client attempts to establish a connection with an AP. The
process is displayed in Figure 3.5 [6].

Figure 3.5: Wi-Fi Connection Process [6].

3.3.1 Beacon
APs send beacon frames periodically to state the presence and share the Service Set Iden-
tifier (SSID) which is the name of the AP, Basic Service Set Identifier (BSSID) which is
the same as the MAC address and other network information with devices that are within
the range [38].
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3.3.2 Probe Request and Probe Response
• Probe Request Frame: is transmitted when a device requests information from

another network device [38].

• Probe Response Frame: is sent from an AP after receiving a probe request which
contains information such as data rates and other device network capabilities [38].

3.3.3 Authentication
The 802.11 authentication frame is sent when a device wants to authenticate with an
AP. A single authentication frame that contains the identity of the device is sent to the
AP. The AP then responds with an authentication frame that either accepts or rejects the
authenticating device [38].

3.3.4 Association Request and Association Response
• Association Request Frame: is sent from a device to an AP. The AP then synchro-

nizes and allocates resources based on the transmitted frame request information
[38].

• Association Response Frame: is sent from an AP to a device with the information
if the device has been accepted or rejected. If accepted, the association response
frame will include data with an association identification and other network capa-
bilities [38].

3.3.5 Disassociation and Deauthentication
• Deauthentication Frame: is sent if a device wants to terminate the connection

with an AP [38].

• Disassociation Frame: is sent from a device that wants to terminate the connection
gracefully by relinquishing allocated memory and removing the Wireless Network
Interface Controller (WNIC) from the association table in the AP [38].

3.3.6 Re-association Request and Re-association Response
• Re-association Request Frame: is sent when a device loses range with a currently

associated AP and senses another AP with a stronger signal. The new AP receives
and handles the data from the previous AP buffer [38].

• Re-association Response Frame: is sent from the AP and contains the data of
acceptance or rejection of the re-association request frame. If the re-association
is accepted, information about identification and other network capabilities is sent
[38].

3.3.7 Protected Management Frames (PMF)
PMF are used on management frames that are sent unprotected. PMF are designed to
mitigate attacks such as honeypots, deauthentication/disconnect, and evil twin attacks.
PMF protect the integrity and confidentiality of management frames and are mandatory
when using WPA3 as the security protocol [61, 2].
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3.4 Wi-Fi Security Protocols
This section provides some information on the older WEP, and WPA security protocols
and more extensive background information on the more common and latest security
protocols WPA2 and WPA3.

Wi-Fi security protocols are used to protect the wireless communication between
clients and an AP. The security protocols supply a Wi-Fi network with authentication
and algorithms that ensure data integrity and confidentiality [6].

Table 3.7 displays a comparison of features between the security protocols [6].

• Release Date: when the protocol was first introduced.

• Encryption: the algorithm used for packet encryption to protect confidentiality.

• Key size: the size of the encryption key produced by an encryption algorithm.

• Integrity: an algorithm for providing message integrity.

• Forward Secrecy (FS): whether the protocol offers Forward Secrecy. FS protects
transmitted data traffic despite a compromised password.

• PMF: if the protocol supports Protected Management Frames (Mentioned in Sec-
tion 3.3.7).

• Deprecated: if and when the protocol is deprecated.

Table 3.7: Comparison of Wi-Fi Security Protocols
WEP WPA WPA2 WPA3

Release Date 1997 2003 2004 2018

Encryption RC4 TKIP AES-CCMP
AES-CCMP
AES-GCMP

Key Size 64-bit / 128-bit 128-bit 128-bit 128-bit / 256-bit
Integrity CRC-32 64-bit MIC CBC-MAC SHA-2
FS No No No Yes
PMF Not available Available but optional Available but optional Required

Security Modes WEP-Open
WEP-Shared

WPA-PSK
WPA-Enterprise

WPA2-PSK
WPA2-Enterprise

WPA3-Personal
WPA3-Enterprise

Deprecated Yes (2004) Yes (2012) No No

3.4.1 Distribution of Wi-Fi Security Protocols (Wigle.net)
Devices continuously scan for available Wi-Fi networks when they are ON by sending
probe requests to APs in proximity. APs respond with a probe response to let devices
know their presence. Wardriving is a technique used to abuse the probe request/response
by collecting details and the location of wireless networks. The collected information is
then uploaded to the website (wigle.net) that creates statistics based on the data. Wigle.net
currently as of 07/2022 has approximately 905 million unique networks in the database
including which security protocol was used [62, 6].

Table 3.8 displays scanned networks from the beginning of each year (2010-2022).
The table shows the migration of weaker protocols to stronger ones. Currently, the highest
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number of networks are secured with WPA2 which means that there is a higher chance of
WPA2 vulnerabilities that could be exploited. WPA3 is on the rise which is shown in the
years 2018-2022 [6].

Table 3.8: Distribution of security protocols (Wigle.net)

Unencrypted Unknown WEP WPA WPA2 WPA3
2010 33.7% 15.96% 45.05% 2.83% 2.47% 0%
2011 27.06% 18.67% 38.61% 6.57% 9.06% 0%
2012 21.77% 18% 30.32% 10.04% 19.85% 0%
2013 18.52% 14.51% 24.35% 11.68% 30.93% 0%
2014 14.33% 14.44% 19.56% 11.64% 40.02% 0%
2015 10.75% 17.26% 15.19% 10.39% 46.46% 0%
2016 8.29% 18.99% 12.06% 9.12% 51.75% 0%
2017 6.47% 19.77% 9.63% 7.87% 56.47% 0%
2018 5.07% 19.79% 7.77% 6.79% 60.74% 0.00001%
2019 4.09% 19.38% 6.42% 5.88% 64.37% 0.00001%
2020 3.59% 19.23% 5.59% 5.28% 66.43% 0.00001%
2021 3.1% 18.62% 4.89% 4.7% 68.78% 0.00015%
2022 2.7% 17.67% 4.31% 4.2% 71.19% 0.00678%
2022 (July) 2.56% 17.6% 4.1% 4.01% 71.79% 0.01%

26



3.5 Wi-Fi Security Modes
Wi-Fi networks use WPA security protocols that were developed by the Wi-Fi Alliance
and they are available in different modes, Personal and Enterprise. Depending on the se-
curity protocol, the security modes use either TKIP (Legacy), Advanced Encryption Stan-
dard with Counter Mode CBC-MAC Protocol (AES-CCMP), or Galois/Counter Mode
Protocol (GCMP) as the encryption protocol. WPA-Personal networks are a better fit
for home networks that use a PSK for authentication. Enterprise networks use the IEEE
802.1X standard that makes use of an EAP for authentication which redirects the authen-
tication to a server like Remote Authentication Dial-In User Service (RADIUS) [6].

3.5.1 Personal
WPA-Personal also known as WPA-PSK is the common security mode used in home or
small business Wi-Fi networks. The authentication of clients to an AP is done through
a PSK that is derived from a passphrase. Any third-party authentication server is not
required instead, the PSK is used which is the same for every client device in a network.
If the PSK is changed in a network, it will require all client devices to also re-authenticate
with the new key. In personal networks, the PSK is also known as Pairwise Master Key
(PMK) since it is the same key used for the four-way handshake between client devices
and APs. An adversary can capture the four-way handshake and attempt to perform an
offline brute-force attack to recover the PSK. If the PSK is successfully recovered then
encrypted traffic between a client device and AP can be decrypted. Open networks use
the same PSK for all client devices on a network and since the PSK is known, only the
handshake is required to decrypt traffic. On the other hand WPA3-PSK (WPA3-SAE)
offer protection against offline brute-force attacks and dictionary attacks [6].

3.5.2 Enterprise
The WPA-Enterprise mode authenticates client devices with an authentication server such
as RADIUS with the help of an EAP which differs from the personal mode that uses PSK
for authentication. EAP is a framework used in enterprise networks that aid in authenti-
cating a client device to an authentication server. Multiple authentication protocols exist
such as EAP-TTLS/PAP and PEAP-MSCHAPv2 and certificates like EAP-TLS. The en-
terprise network AP acts as a broker that handles authentication between the client and
the authentication server. Client devices connecting to an enterprise network are required
to provide some form of credentials/certificates to be identified and verified by the au-
thentication server. After successful authentication to the back-end authentication server,
the AP can then produce a PMK and corresponding derived keys for the current active
session. The client devices are then allowed access to resources on the enterprise network
[6].

Figure 3.6 shows a diagram of a client device authenticating with an authentication
server through an AP [6].

Figure 3.6: Enterprise network authentication with EAP [6].
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3.5.3 Wi-Fi Protected Access II (WPA2)
WPA2 was released in 2004 by the Wi-Fi Alliance as a replacement for WEP and WPA.
The early WPA2 used TKIP for data encryption but was proven to be insecure and now
WPA2 uses AES-CCMP instead. WPA2 still support TKIP for backward compatibility
[6, 14].

3.5.3.1 Authentication

WPA2-Personal uses a mechanism called the four-way handshake which enables clients
and APs to establish an exchange of communication keys. A passphrase is essential
in generating a 256-bit PSK/PMK using a Password-Based Key Derivation Function 2
(PBKDF2) algorithm. A Pairwise Temporary Key (PTK) is then generated from the four-
way handshake and the encryption and integrity keys are then installed. The PTK consists
of three 128-bit subkeys, the Key Confirmation Key (KCK), Key Encryption Key (KEK),
and Temporal Key (TK). The TK is used for encryption [63, 64].

WPA2-Enterprise is similar to WPA2-Personal but additionally uses an EAP to verify
the identity of devices in a WPA2-Enterprise network [14].

The handshake procedure can be explained in four steps for both multicast and unicast
communication [6]:

1. The AP sends a nonce called ANonce to a client device. A nonce is a generated
random number used in the cryptographic communication.

2. The client device then generates its nonce called SNonce and calculates a Message
Integrity Code (MIC) based on the received nonce from the AP. The SNonce and
MIC are then sent to the AP.

3. The AP then verifies the MIC based on the ANonce. The AP then creates a Group
Temporal Key (GTK) (multicast) and PTK (unicast) if the verification pass and cal-
culates the MIC based on the client device SNonce. The GTK/PTK and MIC are
then sent from the AP to the client.

4. When receiving the frame, the client verifies the MIC based on the SNonce. If it is
verified, the client device sends a confirmation frame to the AP which installs the
encryption and integrity keys on both of the devices.

Image 3.7 displays the exchange of keys.
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Figure 3.7: The 4-way handshake [6].

3.5.3.2 Data integrity and confidentiality

Counter Mode CBC-MAC Protocol (CCMP) is the encryption algorithm that is used in
WPA2 networks. Compared to the previously used TKIP which uses RC4 as the encryp-
tion algorithm, CCMP has superiority when it comes to security with the help of the AES
encryption algorithm. AES-CCMP improves the protection of the integrity and confiden-
tiality of data [6].

3.5.4 Wi-Fi Protected Access III (WPA3)
WPA3 was released in 2018 by the Wi-Fi Alliance as the latest security claiming to solve
multiple vulnerabilities of the previous WPA versions. A newly introduced feature of
the WPA3 is the Opportunistic Wireless Encryption (OWE) which is used instead of open
authentication in public Wi-Fi networks. Each client device has a different encryption key
which does not allow traffic decryption of other connected devices [2].

An update to WPA3 was done by Wi-Fi Alliance in 2020 which included two new
main features Simultaneous Authentication of Equals - Public Key (SAE-PK) and Transi-
tion Disable that provide additional protection. SAE-PK protects against evil twin attacks
on WPA3-Personal public networks and Transition Disable protects against downgrade at-
tacks on client devices that use the WPA3-Personal or WPA3-Enterprise transition mode
[65].
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3.5.4.1 Authentication

SAE is the algorithm used in WPA3-Personal instead of the four-way handshake. WPA3-
Personal replaces the predecessor WPA2-PSK with SAE which is an algorithm that is stur-
dier to password guessing attacks while client devices attempt to establish a connection.
WPA3-Enterprise uses EAP methods similar to WPA2-Enterprise. WPA3-Enterprise with
192-bit authentication is done with Extensible Authentication Protocol–Transport Layer
Security (EAP-TLS) using Elliptic Curve Diffie-Hellman (ECDH) for key exchange and
Elliptic Curve Digital Signature Algorithm (ECDSA) with a 384-bit elliptic curve [2].

Figure 3.8 displays a simple diagram of the SAE handshake initial key exchange.

Figure 3.8: SAE handshake (Simplified Diagram) [6].

3.5.4.2 Data integrity and confidentiality

Depending on the WPA3 mode, more bits are used for encryption, key derivation, and
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verification but also either use CCMP or GCMP as the encryption protocol. GCMP is
more efficient and secure compared to CCMP. WPA3-Enterprise is encrypted with a min-
imum 128-bit AES-CCMP (AES-CCMP 128). Key derivation and verification are done
with a minimum 256-bit Hash Message Authentication Code with Secure Hash Algorithm
(HMAC-SHA256). WPA3-Enterprise with 192-bit mode use 256-bit Galois/Counter Mode
Protocol (GCMP-256) for encryption. Key derivation and verification are achieved with
a 384-bit Hashed Message Authentication Mode with Secure Hash Algorithm (HMAC-
SHA384) [2].
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3.6 Wi-Fi Connection Protocols
Standard personal networks require a client device to know the SSID and PSK. The Wi-
Fi Alliance has developed two connection protocols that are built on top of WPA2 and
WPA3. They make it quicker and simpler to connect devices to a network [6].

3.6.1 Wi-Fi Protected Setup (WPS)
The Wi-Fi Protected Setup (WPS) is an optional feature used to make new device connec-
tions to WPA2 personal networks easier. On some routers, WPS is enabled by default.
WPS offers one of three different methods of establishing a new connection. Personal
Identification Number (PIN), Push-Button Configuration (PBC), or NFC [66, 67].

• PIN: A device is added to a network with the PIN method by using a generated
identifying number that consists of 8-digits. The identifying number distinguishes
each device being added to the network and mitigates malicious unauthorized de-
vices [66, 67].

• PBC: A device is added to a network with the PBC method by pushing a button on
an AP (usually labeled WPS) [66].

• NFC: A device is added to a network with the NFC method by using an NFC tag
or another NFC-capable device near each other [67].

3.6.2 Device Provisioning Protocol (DPP) - Easy Connect
The Wi-Fi Device Provisioning Protocol (DPP) is a newer protocol used for both WPA2
and WPA3. DPP is also an optional feature that Wi-Fi Alliance has developed as a re-
placement for WPS. Wi-Fi Easy Connect makes configuration and connection/enrollment
of devices to a network easier with the help of, e.g., QR codes, NFC tags, or user config-
urators such as smartphones or tablets [16].

Figure 3.9 from Wi-Fi Alliance displays how Easy Connect is used.

Figure 3.9: Device Provisioning Protocol (DPP) - Easy Connect (Figure by the Wi-Fi
Alliance) [16].
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3.7 Taxonomy of IoT Wi-Fi Attacks
Previous sections introduced some basic background information on IoT, physical and
data-link layer, Wi-Fi management frames, Wi-Fi networks, security protocols, security
modes and connection protocols, and their corresponding components and features. This
section presents a comprehensive overview of attacks on IoT using Wi-Fi as the WLAN
in both the physical and data-link layers. It first describes which attack types and features
will be used to group individual attacks and then dive deeper into how each attack work,
how to mitigate them, and if there are tools that can be used to check if a network is
vulnerable.

Table 3.9 display information on all the chosen attacks in both the physical and data-
link layer.

3.7.1 Wi-Fi Attack Types
An adversary can attempt to breach the confidentiality, integrity, and availability of IoT
devices on a Wi-Fi network. Each attack can be grouped into four attack types, Man-in-
the-Middles, Key-recovery, Traffic Decryption, and Denial of Service attacks.

NOTE: Some attacks can also fit into other attack types, but they are assigned to
the most relevant type for the reason of not creating duplicate entries.

3.7.2 Wi-Fi Attacks Features
To make a comparison between the Wi-Fi attacks in this taxonomy, four features were
identified and used in Table 3.9:

• Attack Type: to which group an individual attack belongs based on the actions an
adversary can perform (Man-in-the-Middles, Key-recovery, Traffic Decryption, and
Denial of Service attacks).

• Protocol: which security protocol and security mode the attack is effective on. In
this taxonomy, WPA2 and WPA3 are the focus. Some attacks can either target
Personal or Enterprise networks. The combination of the security protocol and se-
curity mode will be used as shown in the list below (WPA2-*/PSK/EAP or WPA3-
*/PSK/EAP ):

– WPA()-*: The attack targets the WPA() security protocol on both Personal
and Enterprise networks.

– WPA()-PSK: The attack targets the WPA() security protocol on Personal net-
works.

– WPA()-EAP: The attack targets the WPA() security protocol on Enterprise
networks.

• Interaction: describes with which component of a network an adversary have to in-
teract (transmit frames) to be able to perform an attack successfully. Either actively
through client or AP by performing, e.g., offline brute force attack or passively by,
e.g., eavesdropping.

– Passive: An adversary is not required to interact with clients or APs. The
adversary can listen for frames that are broadcasted.
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– Active (client): An adversary interacts with a client device.

– Active (AP): An adversary interacts with an AP (AP).

• Layer: which layer the attack occurs on, either in the physical layer or the data-link
layer.

Table 3.9 display information on all chosen attacks using the mentioned features.

Table 3.9: All chosen attacks in the physical and data-link layer
Type Attack Name Protocol Interaction Layer Source

M
an

-i
n-

th
e-

M
id

dl
e Evil Twin Attack

(3.7.2.1.1)
WPA2-*
WPA3-* Active (client) Data-Link [4, 5, 6]

Invalid Curve Attack
(3.7.2.1.2)

WPA3-EAP Active (AP) Data-Link [68]

Reflection Attack
(3.7.2.1.3)

WPA3-* Active (AP) Data-Link [68]

Aggregation Attack
(3.7.2.1.4)

WPA2-*
WPA3-* Active (client) Data-Link [69]

Fragment Cache Attack
(3.7.2.1.5)

WPA2-*
WPA3-* Active (AP) Data-Link [69]

Hardware Trojan
(3.7.2.1.6) - Active (client) Physical [70]

Node Replication Attack
(3.7.2.1.7) - Active (client) Physical [71, 72]

K
ey

-R
ec

ov
er

y

Downgrade Attack Against WPA3-Transition
(3.7.2.2.1)

WPA3-PSK Active (client) Data-Link [68]

Security Group Downgrade Attack
(3.7.2.2.2)

WPA3-PSK Active (client/AP) Data-Link [68]

Timing-Based Side-Channel Attack
(3.7.2.2.3)

WPA3-PSK Active (AP) Data-Link [68]

Cache-Based Side-Channel Attack
(3.7.2.2.4)

WPA3-PSK Active (AP) Data-Link [68]

Dictionary Attack
(3.7.2.2.5)

WPA2-PSK
Passive
Active (client) Data-Link [73, 74]

PMKID Hash Dictionary Attack
(3.7.2.2.6)

WPA2-PSK Active (AP) Data-Link [5, 75]

WPS Pixie Dust Attack
(3.7.2.2.7)

WPA2-PSK Active (AP) Data-Link [76, 77]

BadUSB Attack
(3.7.2.2.8) - Active (client) Physical [78, 79]

Tr
af

fic
D

ec
ry

pt
io

n

KRACK Attacks
(3.7.2.3.1) WPA2-* Active (client/AP) Data-Link [80, 81, 5]

D
en

ia
lo

fS
er

vi
ce

Dragonfly Resource Exhaustion Attack
(3.7.2.4.1)

WPA3-PSK Active (AP) Data-Link [68]

Deauthentication Flooding Attack
(3.7.2.4.2)

WPA2-* Active (AP) Data-Link [6]

Energy Depletion Attack
(3.7.2.4.3)

-
- Active (AP) Data-Link [82, 83]

Node Frequency Jamming
(3.7.2.4.4) - Active (client/AP) Physical [84]
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3.7.2.1 Man-in-the-Middle (MitM)

A MitM is an attack type that allows an adversary to eavesdrop, relay, replay, modify
or deny packets/traffic communication between a client device and an AP on a Wi-Fi net-
work. An adversary can then obtain the necessary credentials, display forged information,
use services on the authority of the victim, etc. A MitM attack can be performed by an
adversary with the help of a rogue AP that appears as a legitimate AP to victim devices
[4, 85]

Public networks are very susceptible to MitM attacks because of the lack of user
awareness when it comes to security and recognizing an unsafe network or rogue AP.
A survey was conducted by researchers at University College London with the aim of
understanding if users of a public network are aware of the risks a MitM attack can pose.
The survey stated that "The majority of participants said they would use public Wi-Fi
under circumstances where the risks taken are not consistent with maximizing utility."
[86].

Table 3.10 display information on all the chosen MitM attacks.

Table 3.10: Man-in-the-Middle Attacks
Attack Name Impact of Attack
Evil Twin Attack Information leaks through routing to, e.g., a rogue AP
Invalid Curve Attack Bypass authentication
Reflection Attack Authenticate as another user
Aggregation Attack Interception of traffic using encrypted malicious transported

data
Fragment Cache Attack Information leak by injecting a malicious fragment into the

fragment cache in the AP
Hardware Trojan Modify the integrated circuit to access the firmware and

sensitive data
Node Replication Attack Node acts as a normal node in the network that relays data

frame
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Data-Link Attacks

3.7.2.1.1 Evil Twin Attack

An Evil Twin attack is a type of Rogue AP attack where an attacker sets up a fake network
with the help of an AP (Evil Twin) that has monitor and injection mode (1.1.4) capabili-
ties. It can be achieved by impersonating the legitimate AP using the same BSSID/MAC
address and SSID as the target network. An attacker then has to trick the target device
into connecting with the Evil Twin AP using different methods such as a deauthentica-
tion attack (3.7.2.4.2) to disconnect the device from the legitimate AP and use a stronger
signal for the Evil Twin AP or use social engineering to trick the user in connecting to
the attackers Evil Twin AP since it will be an open network. After successfully tricking a
target into connecting to the attacker’s Evil Twin AP, the attacker is then a MitM and can,
e.g., eavesdrop, manipulate and forward traffic being sent from and to the target device.
Since private networks use a PSK to authenticate a client device and encrypt communica-
tion, the PSK would still be unknown to the attacker. Therefore an additional attack can
be used to capture the PSK of the target private network. A captive portal can be used,
which is a fake web page (phishing page) that for example has the same appearance as the
original router admin web page. The attacker can then serve this fake page to the client
device that is connected to the Evil Twin AP and make the user enter the real credentials
thinking that it is a legitimate admin web page. The attacker then receives the creden-
tials without the user’s knowledge and can further exploit the network and the devices
connected to it [6, 4, 5].

• Attack Flow: Figure 3.10 displays a flow diagram on how the Evil Twin attack
works.

Figure 3.10: Evil Twin Attack Flow Diagram.

• Mitigations: From a client device perspective it is important to double-check which
Wi-Fi network a client device is connected to. After, e.g., a deauthentication attack
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it can be easy for a user to just reconnect a device to a Wi-Fi network with the same
SSID as the legitimate network because the user is unaware that an attack is hap-
pening and instead thinks it is just a normal signal loss or malfunction. Therefore
the user has to consider some other factors such as the signal strength of the AP
and if the network properties match the legitimate network properties before con-
necting to the private network. Another mitigation would be to disable the Wi-Fi
interfaces if the device is not using any network actively. Disabling auto-connection
and forgetting networks is also a way to not allow a device to connect to any previ-
ously known networks without the knowledge of the user. Using a Virtual Private
Network (VPN) can also be a deciding factor in preventing an Evil Twin attack
because there is another layer of encryption that an attacker has to pass and only
the encrypted traffic from the VPN is observable. To avoid being deauthenticated
from an AP, PMF should be activated in the AP which is mandatory in WPA3.
In case of any fake web pages being served by an attacker, they are mostly using
an unencrypted connection, the Hypertext Transfer Protocol (HTTP) and therefore
it is important to see if the connection uses Hypertext Transfer Protocol Secure
(HTTPS) that has digitally signed certificates and also if the certificates are from
trusted authorities since certificates can also be forged. Security organizations have
created deployable Wireless Intrusion Detection Systems (WIDS) that can monitor
the wireless spectrum, detect any rogue APs and alert the user or administrator of
any anomalies. The WPA3-EAP security protocols have taken additional steps of
authenticating a client device with an authentication server. Instead of accepting
and trusting any certificate or skipping certificate validation, an administrator can
constrain how certificates are obtained and only allow client devices to send authen-
tication information with the user’s consent [6, 87].
(SAE-PK) mentioned in Section 3.5.4, is a feature that should be considered which
provides additional protection. SAE-PK protects against evil twin attacks on WPA3-
Personal networks [65].

• Tools: Airbase-ng is a tool that is included in the Aircrack-ng suite and allows the
setup of a malicious AP. Another tool is Airgeddon which also has the capability of
performing an Evil Twin attack with the integration of other tools. Airgeddon can
automate the whole process, target selection, deauthentication of a target device,
handshake capture, AP setup, deployment of a captive portal, and traffic eavesdrop-
ping without any excessive interaction from the operator. Eaphammer is another
toolkit that is designed to automatically exploit WPA2-Enterprise networks and is
capable of capturing authentication server credentials such as RADIUS and launch-
ing malicious captive portal attacks [6].
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3.7.2.1.2 Invalid Curve Attack

The Invalid Curve attack against the WPA3 dragonfly handshake was discovered by the
researchers Mathy Vanhoef and Eyal Ronen. It is an attack that exploits the Elliptic Curve
Cryptography (ECC) and can be executed by sending forged elliptic curve points which
allow an adversary to bypass authentication completely. Invalid curve attacks can be used
against Wi-Fi networks with WPA3-EAP or against a client device and only require a
valid username. The WPA3-EAP implementations do not validate the element or scalar
received in a frame and an attacker can therefore abuse this by sending a point that is used
on an invalid curve that has a significantly smaller number of elements that make the key
K guessable. K is the finite field of random characteristics [88, 68].

To be able to execute an invalid curve attack against the AP (i.e., authentication server
such as RADIUS), a Commit frame is sent with an invalid point, and the server then sends
the corresponding confirmation frame. The key K value can then be guessed with brute
force by verifying each guess with the help of reconstructed server confirmation frames
that are compared with the received confirmation frames. To target a client device, an
invalid point is sent that causes the key K to only have three possible values, a point at
infinity and two points with the same x-coordinate. The key K is then guessed similarly to
using an invalid curve attack against an authentication server. The chance that a guess is
correct is 66% since the value K is based on the x-coordinates of K. If the guess is correct,
the target client device responds with a confirmation frame. In both cases, attacks against
a client device or an AP, authentication is bypassed [68].

• Attack Flow: Figure 3.11 displays a flow diagram on how the Invalid Curve attack
works.

Figure 3.11: Invalid Curve Attack Flow Diagram.

• Mitigations: The invalid curve attack can be prevented by removing the elliptic
curve points that do not reside on the elliptic curve that is being used and also
deleting the point at infinity [68].

• Tools: Dragonslayer is a tool developed by the researchers Mathy Vanhoef and
Eyal Ronen which can test if a client device or AP (authentication server) is vulner-
able to the Invalid Curve attack using just a valid username [68].
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3.7.2.1.3 Reflection Attack

The Reflection attack against the WPA3 dragonfly handshake was discovered by the
researchers Mathy Vanhoef and Eyal Ronen. It is an attack that exploits the ECC. The re-
flection attack does not reveal any session keys K but allows an adversary to authenticate
as the victim. Only WPA3-EAP authentication servers are vulnerable to reflection attacks
and not client devices because clients do not initiate the EAP handshake. An adversary
could set up a rogue AP to finish the SAE handshake but would not be able to intercept the
traffic because the session key K is unknown. Additionally Mathy Vanhoef and Eyal Ro-
nen mention in their research paper that iNet wireless daemon (iwd) is one of the wireless
implementations that was vulnerable to another reflection attack because it did not verify
the received scalar which could be exploited by sending a scalar that is equal to the order
of the elliptic curve so that it equals a point in infinity. A valid point is then constructed so
when iwd performs a computation, it will also equal a point in infinity which causes K to
be zero. An attacker can force the iwd to use that modified curve which gives the attacker
the ability to launch a rogue AP and intercept all traffic that the client device transmits
[68].

• Attack Flow: Figure 3.12 displays a flow diagram of how the Reflection attack
works.

Figure 3.12: Reflection Attack Flow Diagram.

• Mitigations: The Reflection attacks can be prevented by performing a comparison
of the element and scalar from a client device and an authentication server. The
handshake should be aborted if either of them is the same [68].

• Tools: Dragonslayer is a tool developed by the researchers Mathy Vanhoef and
Eyal Ronen which can test if an AP (authentication server) is vulnerable to the
Reflection attacks. [68].
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3.7.2.1.4 Aggregation Attack

An Aggregation attack exploits the design flaw in the frame aggregation feature of the
Wi-Fi standards. Frame aggregation allows small-sized frames to be combined into larger
aggregated frames which increases the throughput and speed of a network. Each frame
has a header that contains a flag that indicates if the transported encrypted data is a single
frame or a combination of small frames (aggregated frame). Figure 3.13 displays a frame
structure with the aggregated flag [69].

Figure 3.13: Frame structure with "is Aggregated" flag [69].

The "is aggregated" flag in an A-MSDU frame is unprotected because it is not authen-
ticated. Mathy Vanhoef discovered that an adversary can modify this flag which can trick
a target device into processing the actual encrypted data in an undesirable manner. This
allows the attacker to, e.g., inject arbitrary frames to trick a target device into connecting
to a malicious server and then change the flag of specific frames to further exploit the
target [69].

• Attack Flow: Figure 3.14 displays a flow diagram on how the Aggregation attack
works.

Figure 3.14: Aggregation Attack Flow Diagram.

• Mitigations: The aggregated frame attack design flaw can be prevented by au-
thenticating the "is aggregated" flag (in the A-MSDU frame). Wi-Fi already has
a feature that authenticates this flag with the help of Signaling and Payload Pro-
tected A-MSDU (SPP A-MSDU) frames. Devices use the Robust Security Network
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Element (RSNE) that contains a flag that indicates if a device supports this feature
of authenticating the A-MSDU flag. If a device has not set the A-MSDU flag but
has the authenticated (SPP) required flag set, it will not receive or transmit any A-
MSDU frames at all which prevents all possible aggregation attacks. If it is not
feasible to drop unauthenticated A-MSDU frames, the aggregated attacks can also
be mitigated by dropping the full A-MSDU frames if the MAC addresses of the
sub-frames are not a part of the network (this mitigation does not prevent all aggre-
gation attacks). VPN can also be used (similarly in many attacks) to mitigate data
theft [69].

• Tools: The author of the specific aggregated attack has created a tool fragattack,
that tests if client devices or APs are vulnerable to the design and implementation
flaws. The tools support more than 45 test cases and work in both PSK and EAP
networks [69].

3.7.2.1.5 Fragment Cache Attack

A Fragmentation Cache attack is a design flaw in the Wi-Fi frame fragmentation fea-
ture. Mathy Vanhoef discovered when a client device is disconnected from a network, it
is not required to remove fragments from its memory that are non-reassembled. Hotspot
networks such as eduroam and enterprise networks where client devices do not trust each
other can be abused. An adversary can extract specific selected data transmitted by a target
device. This can be achieved with the help of injected malicious fragments in the memory
of an AP. When a client device connects to the AP and transmits a fragmented frame, the
selected fragments will be reassembled with the fragments injected by the attacker [69].

The attack is displayed in Figure 3.15 where an adversary first injects a fragment
into the fragment memory of the AP (fragment cache). The adversary then disconnects
from the network but the injected fragment stays in the fragment cache. A client device
connects to the AP and transmits a fragment. Finally, the fragment of the client device
is reassembled with the injected fragment of the adversary which allows the extraction of
data [69].

• Attack Flow: Figure 3.15 displays a flow diagram on how the Fragment Cache
attack works.

Figure 3.15: Fragment Cache Attack Flow Diagram (Figure by Mathy Vanhoef ).
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• Mitigations: The fragment cache attack can be prevented if client devices empty
the fragment cache every time a re-connection or re-association with a network oc-
curs. An AP can do the same when a client device either re-connects, re-associates,
or disconnects from the network. The Wi-Fi (802.11) standard should also be up-
dated to apply the mentioned mitigation actions [69].

• Tools: The author of the specific fragment cache attack has created a tool fragat-
tack, that tests if client devices or APs are vulnerable to the design and implemen-
tation flaws. The tools support more than 45 test cases and work in both PSK and
EAP networks [69].

Physical Attacks

3.7.2.1.6 Hardware Trojan

A Hardware Trojan is an attack that targets ICs. Hardware Trojans perform malicious
modifications in an IC and are typically integrated during untrusted design and fabrica-
tion of devices and are almost impossible to remove without a whole hardware overhaul.
These modifications can cause undesired functionality behaviors and provide an adver-
sary with back doors to the device which can leak sensitive data. Advanced Hardware
Trojans are stealthy, hard to detect and consist of a large variety of activation mechanisms
(triggers) and payloads. An adversary can sabotage, eavesdrop, or gain illegal access to
a secure system through a Hardware Trojan infected device. A simple diagram of the
Hardware Trojan is displayed in Figure 3.16 where a normal trigger input is executed and
under certain conditions being triggered (trigger logic) leading to Signal S being modified
to S’ based on the payload logic which results in arbitrary action or code execution [70].

• Attack Flow: Figure 3.16 displays a flow diagram on how the Hardware Trojan
attack works.

Figure 3.16: Hardware Trojan Attack Flow Diagram [70].

• Mitigations: The Mitigation of Hardware Trojans can be solved in three different
approaches, Trojan detection, Design For Security (DFS), and runtime monitoring.
The Trojan detection approach uses pre-silicon or non-destructive techniques dur-
ing post-silicon manufacturing using a trust validation process. Trojan detection
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can further use either logic testing which generates test patterns for the detection or
side-channel analysis which detects Trojans based on measurable parameters such
as temperature, delay, power, and electromagnetic radiation. DFS attempts to insert
hard-detected Trojans to make detection easier during post-silicon validation. DFS
is not always reliable against a large variety of Trojan attacks. The runtime monitor-
ing approach can be effective against undetected Hardware Trojans by employing
online circuit operation monitoring. These approaches aid in containing activated
Trojans by, e.g., entering a fail-safe mode [70].

• Tools: There are no tools that can be used. Devices have to be accessed directly to
modify the integrated circuit.

3.7.2.1.7 Node Replication Attack

A Node Replication attack is where legitimate client devices are replicated (i.e., copied)
in a network by an adversary using the same node identifiers as the legitimate nodes. A
node replicated by an adversary in a network can cause major disruptions to communi-
cation by, e.g., forwarding frames through wrong routes that could lead to false sensor
readings. If an adversary has additionally physical access, it gives the possibility of copy-
ing cryptographic keys which can be used to forge and decrypt frames to further disrupt
and extract information from a network [71, 72].

• Attack Flow: Figure 3.17 displays a flow diagram on how the Node Replication
attack works.

Figure 3.17: Node Replication Attack Flow Diagram.

• Mitigations: Using strong encryption, lightweight cartographic mechanisms and
hash-based techniques are key to mitigating a node replication attack [71].

Another mitigation is to use efficient multicast algorithms such as the witness model
that can detect malicious client devices based on node IDs. A client device is as-
signed the responsibility to keep track of legitimate nodes [72].

• Tools: No tools are available.
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3.7.2.2 Key-Recovery

A Key-recovery attack is performed when an attacker wants to recover, e.g., the PSK
that a network is associated with. This PSK allows an adversary to access a network and
launch different attacks against the AP or associated client devices [5].

Table 3.11 display information on all the chosen Key-Recovery attacks.

Table 3.11: Key-recovery Attacks
Attack Name Impact of Attack
Downgrade Attack Against WPA3-
Transition

A client connects to WPA2 instead of WPA3

Security Group Downgrade Attack
Weaker security
(Less secure connection)

Timing-Based Side-Channel Attack Leak password information
Cache-Based Side-Channel Attack Access patterns in the memory that reveals password infor-

mation
Dictionary Attack Recovery of, e.g., PSK using a list of password/hashes
PMKID Hash Dictionary Attack Recovery of the WPA2 PSK with the help of the identifier

PMKID
WPS Pixie Dust Attack Recovery of the WPA2 PSK by guessing the nonces
BadUSB Attack E.g., extract WPA2 or WPA3 PSKs
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Data-Link Attacks

3.7.2.2.1 Downgrade Attack Against WPA3-Transition

The Downgrade Attack Against WPA3-Transition was discovered by the researchers
Mathy Vanhoef and Eyal Ronen. It is an attack that exploits the backward compatibility
of WPA3. WPA3 specifies a transition mode that enables older client devices that only
support WPA2 to also be able to be a part of a WPA3 network. When transition mode is
enabled, Wi-Fi networks can support both WPA2 and WPA3 client devices using the same
password. The attack allows an adversary to create a rogue AP with a WPA2 network and
force client devices supporting WPA3 into connecting to the rogue WPA2 network. The
WPA2 handshake can then be captured and used to recover the password of the target
network using brute-force or dictionary (3.7.2.2.5) attack methods. MitM position is not
required to perform the attack [68].

An adversary can perform this attack by modifying beacon frames and transmitting
them to trick a client device into believing that the AP only supports WPA2, despite
that, the client device will detect a downgrade attack during the WPA2 4-way handshake
because the 4-way handshake has an authenticated RSNE that contains a list with the
supported cipher suites in the AP which allows a client device to detect if an attacker
has forged RSNEs in the beacon frames. This shows the forward secrecy that WPA3
supports even when WPA3-SAE transition mode is used. Although a downgrade attack
was detected by the WPA2 4-way handshake, an adversary has gathered enough data from
a single authenticated 4-way handshake message to be able to execute a dictionary attack
(3.7.2.2.5). Only the SSID and being in proximity to the client device are required to be
able to perform a downgrade attack (no MitM position) by broadcasting a WPA2 network
through a rogue AP and forcing the client device to connect to it. Since the first 4-way
handshake message is not authenticated, an adversary can forge it. The victim will then
respond and transmit the second message of the 4-way handshake which is authenticated.
The second authenticated message allows for a dictionary attack to be performed [68].

• Attack Flow: Figure 3.18 displays a flow diagram on how the Downgrade Attack
Against WPA3-Transition works.

Figure 3.18: Downgrade Attack Against WPA3-Transition Flow Diagram.

• Mitigations: To mitigate a downgrade attack, after a successful connection a client
device should remember and store data on if a network supports WPA3-SAE. If a
client device wants to initiate a connection to a network using a weaker handshake,
it should be denied and the client device user could be prompted for the network
password again. Secure Shell (SSH) and HTTPS uses a similar (trust-on-first-usage)
idea. Networks that have APs that only support WPA3 could use a flag added to
RSNE which indicates that only some APs of a network support WPA3 to highlight
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that downgrade attacks against the network cannot be warded off. Another powerful
mitigation technique without the need for software patches is the deployment of
separate WPA2 and WPA3 networks that would use different passwords [68].

• Tools: There are no tools released by the authors of the attack. However, Wireshark
can be used to inspect the WPA3 frames and used in combination with other brute-
forcing and dictionary-attacking tools to be able to recover a PSK.

3.7.2.2.2 Security Group Downgrade Attack

The Security Group Downgrade Attack was discovered by the researchers Mathy Vanhoef
and Eyal Ronen. It is an attack that exploits the WPA3 SAE handshake itself by forcing
a target to use a weaker security group. When a client device wants to connect to an AP,
it transmits a Commit frame that includes the desired security group and a valid scalar
and element on the ECC curve. If an AP does not support the security group desired by
the client, it will reply with a Commit frame that includes an "unsupported group" status
field. The client device will be able to send a new commit frame with the next preferred
security group and a new scalar and element. This process will continue until a client
device has selected a curve that the AP supports. This process of negotiating a security
group can be exploited because no mechanism detects if the interference of the process
has occurred. An adversary can forge a Commit frame and force a client device into using
a different security group [68].

The attack (Illustrated in Figure 3.19) can be performed by first letting a client de-
vice send a Commit frame that requests a specific security group 21 (curve P-521). An
adversary stops the Commit frame from arriving at the AP. The adversary can then forge
a Commit frame indicating that the AP does not support the requested group. The client
device will respond and choose the second preferred security group 19 (curve P-256).
The security group negotiation process is not validated therefore the security downgrade
attack is not detected. An upgrade attack can also be performed which instead forces a
client device to use a stronger security group to exploit the upgraded security group by
allowing an adversary to perform security group-specific attacks [68].

• Attack Flow: Figure 3.19 displays a flow diagram on how the Security Group
Downgrade Attack works.

46



Figure 3.19: Security Group Downgrade Attack Flow Diagram [68].

• Mitigations: The Security Group Downgrade attacks can be mitigated with the help
of a bitmap that holds data about supported security groups in the RSNE during a
4-way handshake. This will allow a client device or AP to detect if a security
downgrade attack has occurred and can in turn abort the handshake [68].

• Tools: There are no tools released by the authors of the attack.

47



3.7.2.2.3 Timing-Based Side-Channel Attack

The researchers Mathy Vanhoef and Eyal Ronen discovered that the time it takes for
an AP to respond to a Commit frame can leak data about the PSK. APs that use security
groups that are based on National Institute of Standards and Technology (NIST) ellip-
tic curves (all WPA3 devices are required to support), no timing information is leaked.
APs support either Brainpool curves or Multiplicative Security Groups Modulo A Prime
(MODP groups), the response time will depend on the PSK and multiplicative group (22,
23, or 24) that is being used. The information from the time-based leak can be abused
to perform a dictionary attack (3.7.2.2.5) by simulating the time it would take for an AP
to process each password in the dictionary and compare it to the observed timings. An
adversary can on average with only one timing measurement learn the outcome of mul-
tiple iterations. The MAC addresses (i.e., identities) of other devices can also influence
the results of the Key Derivation Function (KDF) which in turn affects the number of
performed iterations. An adversary can attack both client devices and APs by spoofing
MAC addresses and measuring the number of iterations for each address [68].

• Attack Flow: Figure 3.20 displays a flow diagram on how the Timing-Based Side-
Channel attack works.

Figure 3.20: Timing-Based Side-Channel Attack Flow Diagram.

• Mitigations: To mitigate the mentioned timing attacks, a solution would be to use
the constant time hash-to-curve method. MAC addresses (i.e., identities) of other
devices should also be excluded from the computation of the password element.
Additionally, iterations should always be executed and not bypassed [68].

• Tools: Dragontime is an experimental tool created by Mathy Vanhoef and Eyal
Ronen that can perform timing attacks against the SAE handshake only if MODP
groups 22, 23, or 24 are supported. Additionally, Dragonforce is another experi-
mental tool that can be used to perform a partitioning attack (similar to a dictionary
attack) with the information gathered from the Timing-Based Side-Channel Attacks
[68].
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3.7.2.2.4 Cache-Based Side-Channel Attack

The researchers Mathy Vanhoef and Eyal Ronen discovered that an adversary can observe
memory access patterns on a target client by controlling any application or even injecting
JavaScript code into browsers. During the Dragonfly handshake, the target constructs a
Commit frame, which can reveal information about the PSK through memory access pat-
terns. The leaked information from the patterns can be used to perform dictionary attacks
(3.7.2.2.5) by simulating memory access patterns that correspond to a guessed password
and comparing them to measured access patterns [68].

• Attack Flow: Figure 3.21 displays a flow diagram on how the Cache-Based Side-
Channel attack works.

Figure 3.21: Cache-Based Side-Channel Attack Flow Diagram.

• Mitigations: Since an adversary have direct control of applications and can inject
code, it is more difficult to mitigate Cache-Based Side-Channel Attacks, but can still
be done by excluding extra information such as MAC addresses from the password
encoding methods in the dragonfly handshake or using algorithms with constant-
time [68]. Another more complex mitigation is the modification of hardware and
implementation of different techniques that randomize and partition the cache and
main memory [89].

• Tools: The authors have not released a tool that tests if a device is vulnerable to a
Cache-Based Side-Channel Attack. But Dragonforce is an experimental tool that
can be used to perform a partitioning attack (similar to a dictionary attack) with the
information gathered from the Cache-Based Side-Channel Attacks [68].
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3.7.2.2.5 Dictionary Attack

Plain text passwords are usually not stored in a system instead the corresponding hash
output is stored. A hash value is generated from a hashing algorithm that will always
produce the same hash value if the same string value is provided. I.e., the string value
"Taxonomy" will always produce the hash value:
"e2bf13a2c387970e0e5483da7065241e74ba870d" using the SHA-1 algorithm. Hashing
is a one-way function, it is almost impossible to reverse the hash value to the correspond-
ing string value with the current technology [73].

A Dictionary is a predefined word list of potential passwords which are later hashed by
software. When, e.g., a WPA2 handshake is captured, a dictionary attack can be launched
to match a password’s hash value from the predefined list with the hash value of the
handshake which results in identifying the original password. Other types of dictionary
attacks exist, such as Hybrid attacks which change, append, or prepend characters in
a word from a dictionary before hashing is done to be able to crack passwords faster,
or another dictionary attack method Rainbow tables which contain a dictionary of pre-
computed password hash values instead of plain text passwords, but takes a longer time
to generate but is more effective compared to a traditional dictionary attack. A brute-
force attack is a method that calculates hash values for every password combination. The
complexity and uniqueness of a password matter because a brute force attack relies on the
processing speed of hardware which is the limitation [73].

• Attack Flow: Figure 3.22 displays a flow diagram on how the Dictionary attack
works.

Figure 3.22: Dictionary Attack Flow Diagram.

• Mitigations: To mitigate dictionary attacks for users, a complex and unique pass-
word should be used. The password should not have any relation to the creator of
the password which can include a pet’s name, liked foods, hobbies, etc. Another
mitigation technique is to add a "salt" to the password which is an additional value
added to the password to essentially make it harder for a dictionary attack to be
successful [74]. Stronger security protocols can also be used such as WPA3, which
is resistant to offline dictionary attacks.

• Tools: Multiple tools can be used to capture a 4-way handshake such as Aircrack-
ng and Airgeddon. The password can then be recovered with the help of tools such
as Hashcat or John the Ripper and many more [6].
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3.7.2.2.6 PMKID Hash Dictionary Attack

The PMKID Hash Dictionary attack was discovered by Jens Steube ("atom"). The
procedure on how the attack work is posted on the hashcat forum [75]. Using this at-
tack, an offline dictionary attack can be performed without needing to capture the 4-way
handshake. It exploits the Robust Security Network Information Element (RSN IE) of an
EAPOL frame. This frame is received in the authentication phase, before the 4-way hand-
shake. After examining the captured EAPOL frame, the RSN IE PMKID can be seen as
a hash value (In the capturing tool Wireshark, under the section: WPA Key Data). The
PMKID is calculated using the PMK, PMK Name, MAC address of the AP, and the MAC
address of the authenticating device. This information allows an adversary to compute a
PMK based on a predefined word list of passwords and verify the PMKID hash against
the PMKID in the EAPOL frame. If the hash values from the PMKIDs match then the
original password is known [5].

• Attack Flow: Figure 3.23 displays a flow diagram on how the PMKID Hash Dic-
tionary attack works.

Figure 3.23: PMKID Hash Dictionary Attack Flow Diagram.

• Mitigations: The PMKID Hash Dictionary attack can be prevented using the SAE
protocol in WPA3 which protects against offline dictionary attacks. A complex and
unique password should be used. The passwords should not have any relation to the
creator of the password which can include a pet’s name, liked foods, hobbies, etc.
[5, 74].

• Tools: Wireshark or hcxdumptool and hcxtools packet capturing tools can be used
to get the RSN IE PMKID hash value. The tool Hashcat can then be used to perform
an offline dictionary attack to recover the original network password [5, 75].
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3.7.2.2.7 WPS Pixie Dust Attack

Section 3.6.1 gives an introduction to WPS. The WPS PIN code consists of 8 digits,
therefore 100.000.000 possible combinations should exist which would take 115.74 days
to try all possible combinations if each attempt requires 1.3 seconds. Since the last digit
is a checksum and the first four digits are separated from the remaining three, the num-
ber of tries would then be 10.000 + 1000 (=11.000). If a brute force attack would then
be performed (1.3 seconds per attempt), it would require 3.06 hours for all combinations
[90].

The WPS Pixie Dust attack was discovered by Dominique Bongard. The attack allows
an adversary to crack a WPS PIN in a few seconds. Some APs generate nonces (E-S1 and
E-S2) in a weak manner. Each one of the two nonces (E-S1 and E-S2) hashes corresponds
to a part of the WPS PIN which is supposed to be secret. If an adversary can figure out
what these nonces are, the attacker can then find out the WPS PIN of an AP since the AP
has to provide the nonces to a client device in a hash form during the exchange process
to be able to prove that it also knows the WPS PIN and that the client device is not
connecting to a malicious AP. By knowing all the information needed, an adversary can
then obtain the WPA2 PSK of a network. The ease of guessing the nonces depends on
the chipset used by an AP. Some chipsets use weak random number generators or static
nonces [76, 77].

• Attack Flow: Figure 3.24 displays a flow diagram on how the WPS Pixie Dust
attack works.

Figure 3.24: WPS Pixie Dust Attack Flow Diagram.

• Mitigations: To mitigate the vulnerability, chipsets with stronger random number
generators have to be implemented. The best option would be to fully disable WPS.
If WPS is going to be used, a temporary lockdown state functionality should be
implemented (most newer APs have this implemented) which allows an adversary
to attempt to crack the PIN with only a few attempts before the AP disables the
WPS temporarily. [76, 91]

• Tools: Pixiewps, Reaver, and Bully are tools that can be used to execute a WPS
Pixie Dust attack [77].
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Physical Attacks

3.7.2.2.8 BadUSB Attack

A BadUSB is a Universal Serial Bus USB (typically a thumb drive) that has some ar-
bitrary payload on it and can be physically inserted into a device by an adversary or a
person unaware of the malicious USB drive. A BadUSB usually targets the firmware of a
target device, it is recognized as a legitimate drive because it exploits the trust-by-default
characteristics. A BadUSB can act as, e.g., a virtual keyboard that can inject malicious
commands, and extract information such as cryptographic keys and Wi-Fi credentials, etc.
[78, 79].

• Attack Flow: Figure 3.25 displays a flow diagram on how the BadUSB attack
works.

Figure 3.25: BadUSB Attack Flow Diagram.

• Mitigations: Using External Hardware Authorization is one way to limit a BadUSB
from affecting device firmware. Another mitigation proposition is to distrust an
external device/USB by default (Distrust-by-Default) which rejects unauthorized
devices but requires authorization from a user [79].

A GoodUSB can be used which is a software solution that protects devices from
BadUSB attacks. The software displays a message to the user that shows the ex-
pected functionalities of the newly plugged-in device/USB [78].

• Tools: A USB capable of injecting code.

53



3.7.2.3 Traffic Decryption

A Traffic Decryption attack is when an adversary has captured encrypted frames in a
network and then attempts to decrypt them to be able to read the data in plain text. Re-
covered encryption keys allow an adversary to read and modify individual frames for, e.g.,
spoofing or eavesdropping [6].

Table 3.12 display information on all the chosen Traffic Decryption attacks.

Table 3.12: Traffic Decryption Attacks

Attack Name Impact of Attack
KRACK Attacks Decrypt traffic by tricking a client to use active keys with

the help of forged cryptographic handshake messages that
are replayed
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Data-Link Attacks

3.7.2.3.1 KRACK Attacks

Mathy Vanhoef discovered significant vulnerabilities in WPA2. By being in the range
of a Wi-Fi network an adversary can exploit client devices using the Key Reinstallation
Attacks (KRACKs). The KRACK attacks allow an adversary to read and steal sensitive
data including passwords, messages credit card numbers, etc., and depending on the net-
work configuration it also gives the possibility to manipulate and inject data, ransomware,
and other malware into, e.g., websites. What makes this attack devastating is that it works
against modern Wi-Fi networks since the weakness is not in any implementation or prod-
ucts but the Wi-Fi standards themselves. When a client device connects to a network,
the 4-way handshake is executed to negotiate new encryption keys. The key is installed
when message 3 is received in the 4-way handshake. After the key has been installed, data
frames will then be encrypted using this newly installed key. If the AP did not receive
any acknowledgment as a response from the client device because of a lost or dropped
frame it will attempt to retransmit message 3. This can lead to an AP sending multiple
"message 3" frames which will reinstall the same encryption key resulting in the reset of
an incremental transmit frame number (nonce) and the acquisition of a replay counter that
the encryption protocol uses. An adversary can abuse the nonce resets that occur as a re-
sult by acquiring and replaying message 3 and 4 retransmissions of the 4-way handshake
to force the reuse of nonces. This gives an adversary the ability to, e.g., replay, decrypt
and forge data frames. This KRACK attack is an older version and is mostly patched but
is still viable [80].

After the discovery of the KRACK against WPA2, the author also discovered new
attack techniques that bypass the mitigation methods that were implemented against the
older KRACK attacks. The techniques allow an adversary to replay broadcast and mul-
ticast frames and are targeted against the not yet widely applied Fast Initial Link Setup
(FILS) and Tunneled direct-link setup Peer Key (TPK) handshakes [81].

• Attack Flow: Figure 3.26 displays a flow diagram on how the KRACK attacks
work.
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Figure 3.26: KRACK Attacks Flow Diagram [6].

• Mitigations: Mitigation against the KRACK attacks were proposed by the author
and can be mitigated by the implementation of the data-confidentiality protocol to
check if a key that is already in use is being installed. If that is the case, the replay
counter and nonces should not be reset. It is also important that a particular key is
only installed one time in the 4-way handshake. For instance, the session key should
only be installed once, if a client device receives a retransmitted message 3 it should
reply appropriately but not reinstall any session keys. This can be done with the help
of a boolean variable which is initially false but changed to true when a new PTK
is generated in PTK-START. If the boolean variable is already true when in PTK-
DONE stage, the PTK is then installed which should reset the boolean to its initial
false value. If it is false in the PTK-DONE stage, it should omit the installation of
the PTK. After the attack was disclosed the Wi-Fi standard was modified as follows:
"When the Key, Address, Key Type, and Key ID parameters identify an existing
key, the MAC shall not change the current transmitter TSC/PN/IPN counter or the
receiver replay counter values associated with that key.". It is therefore important
to update APs and get the latest APs to mitigate KRACKs [81].

For the newer and upcoming KRACK attacks, a simplification (high-level descrip-
tion) of the Wi-Fi standard and the 4-way handshake would help in the analysis and
could lead to easier engagement and collaboration of actors in improving the stan-
dard. The Wi-Fi Alliance should not only perform tests related to interoperability
but also perform vulnerability scans [81].
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• Tools: The author of the KRACKs has released scripts and a detailed explanation
of how to use these scripts to perform the KRACK attacks.
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3.7.2.4 Denial of Service (DoS)

A DoS is when legitimate users are denied access to system/application resources. An
attacker can perform a DoS attack by, e.g., overloading a system or device with frames
until it is not able to handle any more requests and stops working as a result [6].

Table 3.13 display information on all the chosen DoS attacks.

Table 3.13: Denial of Service Attacks
Attack Name Impact of Attack
Dragonfly Resource Exhaustion Attack Prevents or delays clients connecting to an AP
Deauthentication Flooding Attack Disconnects client from an AP
Energy Depletion Attack Depletes the energy of battery-charged devices
Node Frequency Jamming Disrupts the frequency signal with, e.g., a jamming device

to hinder communication
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Data-Link Attacks

3.7.2.4.1 Dragonfly Resource Exhaustion Attack

A resource exhaustion attack is an attack that makes a system unavailable by consuming
as many of its resources as possible so that the system’s processor and memory capac-
ity reaches its limit until it is unavailable to respond to further incoming requests from
client devices. An adversary can achieve this kind of DoS by flooding an AP with differ-
ent kinds of frames, for example, probe requests, authentication requests, or association
requests [6].

The Dragonfly Resource Exhaustion, DoS attack discovered by the researchers Mathy
Vanhoef and Eyal Ronen abuses the defenses of known side-channels and SAE because of
the high overhead in the algorithms. The analysis of the dragonfly overhead showed that
the number of operations in the dragonfly hash-to-curve method that were required was
larger than other alternative methods. The high overhead is caused by a try-and-increment
loop where at minimum 40 iterations are executed to mitigate timing leaks, similarly
using Dragonfly with Brainpool curves 80 iterations is the minimum. Additionally, a
multiplication factor would add more iterations depending on the technique which in turn
makes the algorithm even less efficient. The Dragonfly designers realized that an attacker
can abuse the high overhead with spoofed commit frames in a DoS attack and developed
an anti-clogging mechanism against it and added it to SAE. The defensive mechanism
requires a client device to reflect a cookie that is sent by an AP before the AP handles the
Commit frame sent by the client device. This prevents an adversary from using spoofed
MAC addresses but this can be bypassed using a real MAC address in forged frames
to throttle the frames based on their source address. The problem is that it is simple
to spoof MAC addresses and also capture and replay secret cookies. The researchers
performed experiments that revealed how devastating the Dragonfly Resource Exhaustion
Attack is despite having modern security protocols. The experiments also showed that the
attacks can be performed on any WPA3 network using cheap devices because of the high
overhead and can be achieved with only a small amount of transmitted commit frames per
second depending on the curve being used. The attack also shows that it is more efficient
than a simple DoS channel jamming attack. The attack makes an AP face long delays,
unresponsive, or not able to establish a connection at all [68].

• Attack Flow: Figure 3.27 displays a flow diagram on how the Dragonfly Resource
Exhaustion attack works.

Figure 3.27: Dragonfly Resource Exhaustion Attack Flow Diagram.

• Mitigations: A solution to mitigating the Dragonfly Resource Exhaustion DoS
attack is to modify the Dragonfly handshake so that the password element is not
dependent on other device MAC addresses (i.e., identities), then performing the
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calculation of the password element offline instead and reusing the results in all up-
coming handshakes. Another mitigation is to make use of hash-to-curve methods
that are more efficient such as Icart, SWU, or S-SWU. Mitigation against backward
compatibility is to derive the password element in a background thread with lower
priority. WPA3 client devices would still not be able to connect during a DoS at-
tack, but it would guarantee that other functionalities are not affected. Additionally,
MODP groups or curves that are larger could be disabled by default to reduce the
effect of the DoS attacks [68].

• Tools: Dragondrain is a tool created by the authors of the Dragonfly DoS attack.
It can be used to test if an AP is vulnerable to DoS attacks against the WPA3 SAE
handshake [68].

3.7.2.4.2 Deauthentication Flooding Attack

A Deauthentication Flooding attack is an attack where an adversary abuse spoofed man-
agement frames to disrupt other client devices connected to a Wi-Fi network. Manage-
ment frames (3.3) are used to establish and maintain a connection between a client device
and an AP. A client device can request to deauthenticate (terminate connection) with an
AP using deauthentication frames (3.3.5). These deauthentication frames are not authenti-
cated. An adversary can exploit these unauthenticated deauthentication frames to perform
a DoS attack by only being in proximity to the AP. An adversary can execute this attack
by crafting a deauthentication frame with the MAC address of the target client device as
the source address and the MAC address of the AP as the destination address. The adver-
sary can then repeatedly send these forged frames to an AP, resulting in the target client
device being disconnected from the network [6].

• Attack Flow: Figure 3.28 displays a flow diagram on how the Deauthentication
Flooding attack works.

Figure 3.28: Deauthentication Flooding Attack Flow Diagram.

• Mitigations: To prevent a deauthentication flooding attack, the PMF (3.3.7) op-
tional feature can be enabled. Another mitigation is to use the WPA3 security pro-
tocol because PMF is a mandatory feature and is enabled by default [6].

• Tools: A deauthentication flooding attack can be performed using tools such as
Aircrack-ng and Airgeddon [6].
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Physical Attacks

3.7.2.4.3 Energy Depletion Attack

An Energy Depletion attack exploits the energy consumption of energy-constrained de-
vices by making devices process and performs unexpected operations such as process-
ing unimportant data, resource-intensive data (which can depend on the encryption algo-
rithm) and unauthenticated frames, etc. This makes attacks such as the denial-of-sleep at-
tack possible, which exploits the sleep/wake functionality by keeping devices and sensors
awake. Additionally, radio communication requires a high amount of power which can be
problematic for constrained devices. For example, an adversary can transmit forged mali-
cious unencrypted frames or unauthenticated frames to a client device which requires the
client device to identify the forged frame and some arbitrary code to be executed which
can cause a higher consumption of energy. Jamming (3.7.2.4.4) attacks can also cause
energy depletion because devices must wait for a longer period to finish the transmission
of data. The energy depletion attacks cause devices to shut down because of depleted
batteries and increase the cost of electricity. [82, 83].

• Attack Flow: Figure 3.29 displays a flow diagram of how the Energy Depletion
attack works.

Figure 3.29: Energy Depletion Attack Flow Diagram.

• Mitigations: Some ways to mitigate energy depletion attacks is by implementing
an algorithm that can analyze battery consumption in a network with the help of,
e.g., a Cumulative Sums (CUSUM) method. The algorithm in CUSUM observes in-
coming arbitrary values which are values of sensor energy consumption per unit of
time. Reactive protective measures have to be activated when an attack is occurring
and deactivated in normal circumstances. It is therefore important that an intrusion
detection system can detect anomalies with high confidence keeping false positives
and false negatives on a satisfactory level. IoT devices must implement a collabo-
rative distributed intrusion detection system that can improve efficiency in finding
abnormalities, if one node detects an attack it will propagate a report to other nodes
in the network. Having intrusion detection systems on each device can be resource
intensive but it can be reasonable to trade off a bit of performance for security [83].
Devices have to be able to process data securely, therefore it is important to, e.g.,
reject unauthenticated and unimportant data [82].

• Tools: There is a large variety of tools that can be used to perform an energy exhaus-
tion attack. Aircrack-ng and Airgeddon are tools that can, e.g., perform deauthen-
tication attacks which causes higher energy consumption when the client devices
try to reauthenticate with the AP. Jamming tools with high-power radio transmitters
can also be used.
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3.7.2.4.4 Node Frequency Jamming

A Node Frequency Jamming attack is a type of DoS attack that disrupts the commu-
nication of devices by using a jamming device that overpowers legitimate signals in a
Wi-Fi network which denies client devices access to network resources. There exist var-
ious jamming methods that are more advanced. A Deceptive Jammer is one example
that can inject frames without any gaps between frame transmissions which will cause
a normal communication device to be deceived and receive frames. A Random Jammer
turns itself off and activates at random time intervals to make detection more complicated.
Another advanced jammer is a Reaction Jammer which is deactivated when a communi-
cation channel is idle and is only turned on when a communication channel is active again
[83, 84].

• Attack Flow: Figure 3.30 displays a flow diagram on how the Node Frequency
Jamming attack works.

Figure 3.30: Node Frequency Jamming Attack Flow Diagram.

• Mitigations: Using an anti-jammer can be one way to mitigate a jamming attack,
but other approaches can also be used such as statistical methods that collect mea-
surements based on different parameters such as carrier sensing time, frame deliv-
ery ratio, and signal strength. Two other approaches to detecting a jamming attack
with signal strength are comparing average signal magnitude or comparing a thresh
hold that is calculated from ambient noise levels. There are also evasive defen-
sive mechanisms against jamming attacks which are integrated into the frequency
modulation techniques such as spatial retreats and multiple channel hopping which
evades jamming signals physically or in the spectrum from an adversary jamming
device [82].

• Tools: A jamming device can be used to perform a frequency jamming attack.
Integrated advanced algorithms can be used in jamming devices to improve their
effectiveness.
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4 Results
Table 4.14, 4.15 and 4.16 display each attack using a specific protocol with an overview of
the corresponding mitigation techniques. The “Tools” column shows if tools for security
auditors are available to test a network for vulnerabilities. Values for the “Tools” column
are shown below:

• None - no tools are available

• + - a tool is available or a proof of concept exists

• ++ - multiple tools are available as a part of a framework/suite

Table 4.14: Attacks in the Data-link Layer (WPA2)
Attack Name (WPA2) Mitigations Tools

Evil Twin Attack

- Check signal strength and network properties.
- Disable Wi-Fi interfaces if not used actively.
- Disable auto-connect and forgetting unused networks.
- Use VPN.
- Use PMF or WPA3.
- Double-check if webpages use HTTPS.
- Use WIDS.

++

Aggregation Attack

- Authenticate the "is Aggregated" flag - (SPP A-MSDU).
- Only allow authenticated frames otherwise drop them.
- Only allow MAC addresses that are part of a network.
- Use VPN.

++

Fragment Cache Attack
- Empty fragment cache in AP and client device
every reconnection or deauthentication.
- Wi-Fi standards should be updated to apply mitigations.

++

Dictionary Attack
- Use unique and complex passwords.
- Use salts
- Use WPA3

++

PMKID Hash Dictionary Attack - Use unique and complex passwords.
- Use WPA3 ++

WPS Pixie Dust Attack

- Chipsets with stronger random number generators.
- Disable WPS fully.
- Enter a temporary lockdown state after a few
WPS connection attempts.

++

KRACK Attacks

- Implement data-confidentiality protocols
to check if a key is already installed.
- Reset replay counter and nonces if a key is already installed.
- Use a boolean variable to check if a key has been installed.
- Use the latest updates and APs.
- Simplify the Wi-Fi standard design and perform vulnerability tests.

++

Deauthentication Flooding Attack - Use PMF or WPA3. ++
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Table 4.15: Attacks in the Data-link Layer (WPA3)
Attack Name (WPA3) Mitigations Tools

Evil Twin Attack

- Check signal strength and network properties.
- Disable Wi-Fi interfaces if not used actively.
- Disable auto-connect and forgetting unused networks.
- Use VPN.
- Double-check if webpages use HTTPS.
- Use WIDS.
- Constrain how certificates are used and
only with the user’s consent in EAP.
- Use SAE-PK

++

Invalid Curve Attack - Remove elliptic curve points not residing on the used elliptic curve.
- Remove points at infinity. ++

Reflection Attack - Compare scalar and element between a client device and
authentication server, if they match abort the handshake. ++

Aggregation Attack

- Authenticate the "is Aggregated" flag - (SPP A-MSDU).
- Only allow authenticated frames otherwise drop them.
- Only allow MAC addresses that are part of a network.
- Use VPN.

++

Fragment Cache Attack

- Empty fragment cache in AP and client device
every reconnection or deauthentication.
- Wi-Fi standards should be updated to apply mitigations.
- Use VPN.

++

Downgrade Attack Against WPA3-Transition

- Client device should remember and store data
on if the network supports WPA3-SAE,
deny and prompt for password again if
weaker handshake/security used (trust-on-first-usage idea).
- Add a flag to RSNE in a WPA3 network indicating to other
APs that the downgrade attack can not be warded off.
- Deploy separate networks with different passwords
for WPA2 and WPA3.

None

Security Group Downgrade Attack - Use a bitmap that holds data about supported security groups
in the RSNE during the 4-way handshake, otherwise aborts handshake. None

Timing-Based Side-Channel Attack
- Use the constant time hash-to-curve method.
- Exclude MAC addresses from the password element computation.
- Always execute and not bypass iterations.

++

Cache-Based Side-Channel Attack

- Exclude extra information such as MAC addresses
from password encoding methods in the dragonfly handshake
or use constant time algorithms.
- Modify hardware and implementations of different techniques
that randomize and partition the cache and main memory.

++

Dragonfly Resource Exhaustion Attack

- Exclude MAC addresses from the password element computation.
- Perform password element computation offline instead and
reuse the result in upcoming handshakes.
- Use efficient hash-to-curve methods.
- Against backward compatibility derive password element
in a background thread with lower priority.
- Disable larger MODP groups or curves by default.

+
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Table 4.16: Attacks in the Physical Layer

Attack Name Mitigations Tools

Hardware Trojan
- Trojan detection.
- DFS.
- Runtime monitoring.

None

Node Replication Attack

- Use strong encryption.
- Use lightweight cartographic mechanisms.
- Use hash-based techniques.
- Use efficient multicast algorithms.

None

BadUSB Attack
- Use External Hardware Authorization.
- Distrust external devices by default.
- Use GoodUSB software.

+

Energy Depletion Attack
- Use algorithms that can analyze battery consumption.
- Implement a collaborative intrusion detection system.
- Reject unauthenticated and unimportant data.

++

Node Frequency Jamming

- Use anti-jammer.
- Use statistical methods that collect
measurements based on different parameters.
- Use the spatial retreats method.
- Use the multiple-channel hopping method.

+
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5 Discussion
This thesis aimed to gather information on relevant attacks in IoT Wi-Fi networks and
the corresponding mitigation techniques and tools that can be used by reviewing various
literature. The literature reviews helped in answering the research questions (RQ1, RQ2,
and RQ3) in Section 1.3.

Many of the chosen attacks showed similar consequences that could occur in an IoT
Wi-Fi network. Some attacks that belong to a specific attack type (category) could also
be used in other types but were placed according to where they fit best based on the re-
search. For example, the Evil Twin attack belongs in the MitM attack type but also fits in
the category of Key-Recovery since the Evil Twin could be used for phishing credentials.
Different actors, such as IoT or Wi-Fi professionals, developers, penetration testers, and
network administrators, can benefit from the chosen attacks in this report. More impor-
tantly, they can adopt the mitigation techniques and tools that can aid their needs.

RQ1 - "Did WPA3 solve the shortcomings of WPA2 based on the chosen attacks?":
This taxonomy showed that IoT Wi-Fi networks that use WPA2 or WPA3 as the secu-
rity protocol have a lot of vulnerabilities that are related to unpatched devices but also
because of design flaws within the security protocols and the Wi-Fi standard itself that
already existed from the beginning, such as design flaws that reside in the 4-way and
dragonfly handshake. A complete overhaul or redesign of the Wi-Fi standards and secu-
rity protocols is required to avoid many of the current and future problems. Additionally,
the taxonomy revealed that by default WPA3 solves some problems that WPA2 had such
as offline dictionary attacks that are prevented by the dragonfly handshake or deauthenti-
cation flooding attacks that are prevented by the mandatory use of PMF, but WPA3 still
has problems of its own that have a similar impact to WPA2 vulnerabilities if not worse in
some cases. Most WPA3 networks will operate in transition mode, which can be problem-
atic since transition mode enables an adversary to execute a downgrade attack to perform
a dictionary attack later.

RQ2 - "Based on the chosen attacks, what are the critical consequences of an un-
patched insecure IoT Wi-Fi network in private and enterprise environments?": There is
still a risk that unpatched devices and networks can allow an adversary to perform an
arbitrary amount of attacks which can result in gaining confidential information, unautho-
rized access, the ability to forward frames, eavesdropping on communication, malware
injection, disruption of networks, and much more.

RQ3 - "How can IoT professionals and network administrators mitigate the chosen
attacks in the physical and data-link layer?": Some of the mitigations in a chosen attack
can also be applied to other attacks. VPN is a good example of a strong mitigation tech-
nique that can be used for many attacks because it adds an additional layer of protection
by creating an encrypted channel between two nodes that makes it harder for an adver-
sary to eavesdrop or extract confidential data. Using strong, complex, and non-relatable
passwords is another way of increasing the difficulty for an adversary in gaining control
of an IoT Wi-Fi network. Related research showed similar findings to what this thesis
presented.

Research questions 1, 2, and 3 are answered in more detail for each attack in Section
3.7.

Additionally, IoT devices are low-power constrained devices, making them an easier
target because of their nature. They need to have algorithms fit for their needs because
of their limited memory and hardware. Security adds high overhead to constrained de-
vices, especially WPA3, which is why vendors have to come up with WPA3 variants that
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are more fit for lightweight devices. With today’s technology, it is a hard challenge to
overcome. Physical attacks are a bit harder to overcome since they exploit the physics of
nature, there are of course mitigations to make these attacks less effective but there are
limits and trade-offs that need to be considered such as security for performance or cost
and vice versa.

The majority of current networks consist of WPA2 security which makes it more prob-
able that a WPA2 network will be exploited.

People who are not as tech-savvy are more vulnerable to these attacks because they
do not know what is possible which therefore results in networks not being updated ac-
cordingly and the use of outdated devices. Other factors are also a reason why people do
not perform device updates [92].

The findings of this thesis will potentially educate any curious mind about the threats
in an IoT Wi-Fi network and the corresponding mitigation techniques. Anyone interested
in cybersecurity and who has the fundamental knowledge can benefit from this thesis.
Some tools are also available for anyone to try their IoT Wi-Fi network for vulnerabilities.
The findings also display the consequences of a successfully executed attack which can
be mission critical to governmental or non-governmental organizations that operate with
sensitive information or require constant up-time of a system that can potentially be life-
threatening to any life form. Additionally, the finding can aid network administrators of
an enterprise or private environment in deciding which security protocol would be the
best option when migrating from a WPA2 to a WPA3 network, or vice-versa since none
of the security protocols are perfectly safe. One choice can be better than the other,
depending on the goals and requirements of the network administrators. Manufacturers
and private individuals can also benefit from the findings in the developing and deploying
phase of a device to achieve greater confidence in their products. This thesis contributes
to the world of science with a detailed overview of common attacks, mitigations, and
tools. Furthermore, for anyone interested, the references could be used to dive deeper
into specifics. Researchers can also benefit from the findings and expand their research.
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6 Conclusions and Future Work
To conclude, the Wi-Fi standard and the security protocols need to adapt to new threats.
WPA2 has security vulnerabilities that an adversary can exploit, it is, therefore, important
to develop new security schemes and discontinue older ones to stay up to date. WPA3 is
a good example of an improved security protocol that fixes some of the shortcomings of
WPA2 such as an offline dictionary, deauthentication flooding, and KRACK attacks but
has some major vulnerabilities of its own such as downgrade and dragonfly exhaustion
attacks. If the downgrade attacks are not mitigated, WPA3 networks with transition mode
will be vulnerable to dictionary attacks. In addition to improved security protocols, safe
practices can be combined for better security such as the use of VPN. Security protocols
and Wi-Fi standards require proper analysis and fuzzing of vulnerabilities to avoid current
and future weaknesses.

This thesis aims to give a better understanding of current research and also help people
secure their networks and devices by displaying attacks, mitigations, and tools in an IoT
Wi-Fi network in an organized way. It is also a good base to aid in future research and
new emerging attacks.

This research could have been more extensive if time allowed it. Several things
could be improved and extended for future work such as including experiments on dif-
ferent router models and firmware. More attacks could be added to the taxonomy with a
more detailed explanation of each attack and corresponding mitigations. Tools mentioned
should not only be limited to official ones but also the inclusion of unofficial tools, in
addition, a comparison between different tools could be added. This taxonomy covers
mostly a general view of attacks, but each attack additionally has more sub-attacks within
the same category which could be added in the future. More WPA3 vulnerabilities could
also be added since WPA3 is on the rise and the number of devices supporting it is in-
creasing each year. The inclusion of newer security protocols that are derivatives of the
main protocols is also an option for future work.
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Table 6.17: Primary study data extraction items DEI1 - DEI4.
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Table 6.18: Primary study data extraction items DEI1 - DEI4.
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Table 6.19: Primary study data extraction items DEI1 - DEI4.
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