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Abstract 
This master thesis has been written at the School of Mathematics and System 
Engineering (MSI) at Växjö University in the field of computer science.  

IT security has become one of the main topics of every enterprise since they all use 
information technology in their business. Investments have to be done in order to 
achieve a high protection status of the IT environments. Specially small and medium-
sized enterprises need more knowledge and advisory how to handle their IT security. 
This thesis analyses management tools that have the goal to improve the IT security. 
The second and main part of the thesis is the design of a tool that should helps to solve 
the described problems.  
 

Keywords  
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1 Introduction 
This thesis introduces you to IT security, existing IT Security management tools and our 
own design of the tool “Daisy”.  

This chapter describes the general conditions of this thesis. We start by telling our 
motivation on this topic. After that we review the problem background and go further in 
to the problem description. The main part forms the goals and criteria, which we 
separated in primary goals and then general quality goals. We focus on the limitations 
that are set in this thesis and finally introduce the approach and methods used in this 
work.  
 

1.1 General background 
The purpose of this thesis is to describe how a system should look like, to help 
enterprises to improve their IT security. Security is one of the fundamental needs. We 
want to be safe in our home and be sure that our private data stays completely private. 
That includes a big focus on IT security nowadays. It can be defined as it is in the IEC 
61508 Standard as "Functional safety of electrical/electronic /programmable electronic 
safety-related systems", safety in general is the “… freedom from unacceptable risk of 
physical injury or of damage to the health of people, either directly, or indirectly as a 
result of damage to property or to the environment.” [International standard IEC TR 
61508]. By focusing on small and medium-sized enterprises and their IT security, we 
want to increase the awareness for IT security first of all. We consider this as the 
fundament of a successful IT security for every kind of enterprise.  

Nowadays nearly every business requires help and services of information 
technology. Business work without these services would be very hard or even 
impossible. Every part of our life includes information technology. How deep a 
business is linked to the IT shows up at most when the IT crashes down. 

Many workflows are stopped immediately or can not be finished because they 
depend on services provided by the information technology at some point. 

At the latest in this situation the responsible persons should realize that security has 
to be planned! There are many dangerous threats for an IT system, and it does not 
matter if these threats occur accidentally or intentionally. Enterprises have to be aware 
of those threats and notice the damage they might cause. 

Without a well planned security concept an enterprise will run into troubles sooner 
or later. The important issue for improving the IT security is to realise the dependence 
on information technology. 
 

1.2 Motivation 

As the master thesis is the final of our tertiary education we want it to be meaningful to 
us. Our education consists of a lot of frames from different fields of information 
technology and other bordering subjects of IT. Each field has its own unique 
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fascination. If you look on life and the environment around you, you see that everything 
is connected.  

During our work with different information technologies and systems it became clear 
that those different fields of computer science have one major aspect in common: We 
realised that the confidence in information is a major requirement if you are dealing 
with any information technology. Often we have to trust in information that are 
generated or processed by computer systems. 

With our thesis we want to develop more sensitivity for security in information 
technologies. The first step is to raise people’s awareness for the need of IT security. 
This may establish a solid basis to more IT security in enterprises.   

Raising more awareness for the need of IT security is the motivation for us to create 
this master thesis. 
 

1.3 Problem background 
In today’s enterprises IT is used in the whole business process. From the telephone 
system to the fax machine and the mail system everything depends on the running IT 
systems. In the last years most small and medium sized enterprises discovered the great 
possibilities of information technology. They set up homepages, ran marketing 
strategies over the internet and handled their tasks online. So they implement IT more 
and more into their business process. At the same time they have to fulfil the 
requirements of data protection act and other compulsory restrictions like before. So 
many enterprises depend almost complete on their IT without being aware of that direct 
dependency. That is the one of the main reasons why IT Security should become a top 
management topic.  

The first step is to design the IT security in an enterprise. An enterprise needs to 
have an overview of their IT systems and has to know where all the sensitive operative 
processes or the significant data is located. All these facts of direct and indirect impacts 
to a business lead to the crucial question “How much is IT security worth?” So the 
second step is to connect the costs of IT security to the advantages that the enterprise 
earns. Therefore it is absolutely important to be aware of the consequences if no 
measures for IT security are implemented. If an enterprise for example decides not to 
implement an authentication system on their computers, what might be reasonable, but 
the enterprise has to be aware of possible consequences and threats.  



3 

 

1.4 Problem description 
The problem is that small and medium sized enterprises do not know the exact status of 
their IT security. The process of analysing the IT system and detecting potential security 
leaks needs a lot of resources and you need IT security knowledge for that process. 

There are hardly any tools for small and medium sized enterprises to support them 
in this process that can be understood as a part of IT security management.  

It is clear that enterprises have different needs than big companies, which result from 
their size. So they can not employ a whole department of IT experts being in charge, or 
use the same management tools for IT security as big companies. For this reason they 
have to find other ways to handle the issues of IT security. 

Individual IT consulting would be the ideal way to have an efficient IT security. 
This consulting and mentoring by extern IT security experts or IT security enterprises is 
very expensive. This also assumes a dependency on the availability of consulting 
services. With the background that today’s enterprises try to save money by cutting 
down the IT budget, a leak of IT security can occur more often.  
 

1.5 Goal and criteria 
The goal of this Master thesis is to describe a tool that should help small and medium 
sized enterprises to handle their IT security. By searching for such tools we did not find 
many that would work without external experts or consulting. Therefore we want to 
define such a tool in our master thesis. We want to describe how such a tool should be 
defined to help detecting the current state of the IT security in an enterprise. The 
implementation and programming of this tool is not the intention of this thesis.  

The aim of the tool is to assist in the security assessment of IT security in an 
enterprise. This tool will be implemented as a dynamic questionnaire. It should also 
inform about risks and consequences if certain recommendations are not implemented. 
This is essential to develop a widely awareness for IT security.  

We summarized our description in two primary goals, which are described in the 
next section.  
 

1.5.1 Primary goals 
We want to define a tool that assists in improving the IT security of small and medium 
sized enterprises. To reach this target our tool should create the following results: 

The tool should help to draw the general risks of IT for enterprises and also to point 
out the remaining risk that have not been eliminated. The tool should give 
recommendations and the information, what risks have to be accepted if these 
recommendations are not implemented. There is no guarantee to find all needed 
recommendations, because all the results depend on the answers given by the users. If 
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the answers are not correct or not complete, then those missing information will 
adulterate the outcome of our tool.   

Another main point is that this tool should create an IT security as-is analysis that 
shows the current state of IT security of the enterprise. At the end the enterprise should 
get an overview of the security measures that should be done, and why they should be 
implemented. 

We created two main goals that our master thesis should fulfil. To reach those two 
goals we need to fulfil also some general quality goals, which are described in the next 
section. How these goals will be checked is described in section Description of 

approach and method. 
 

1.5.2 General quality goals 
To reach the primer goals, we need to fulfil also some quality goals, which are 
described as following:  
 

1. Interaction 
The system can be modified to fit the requirements of the user. The 
questionnaire changes by the answers and limitations which the user has given 
before. Questions that are not needed because the environment of the enterprise 
is for example smaller, will not be shown. The user can stop the questionnaire at 
every point and the already given answers will be saved. The user can continue 
the questionnaire later at the same point.  

 
2. Availability 

The person in charge to answer the questionnaire is not bound to a certain 
location or computer, if she/he wants to continue answering the questionnaire. 
There is also the possibility that more then one person is answering the 
questionnaire. The system can also have an extra login for external persons, 
which are providing services to the enterprise. By that, an external consulter 
might login and look up in what condition the IT security is and then present 
some products like anti-virus programs or firewall software to the enterprise. 
The enterprise itself decides if the recommendations of the system can be seen 
by an external person. 

 
3. Up-to-dateness 

The system is defined in a way that allows updating the questionnaire. If new 
security risks are rising they can be mentioned and considered by new questions. 
One example would be to ask for the state of a certain configuration because it is 
relevant for a new virus that could be a thread for the company’s system. The 
user itself can send comments on the questions and help in that way to improve 
the system.  

 
4. Usability 

Usability refers to experienced quality by interacting with a system. An ease of 
use and an utilisation related to the task of the system are seen as user-friendly. 
Usability in our certain context can be described in detail as: Every question can 
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also have information-boxes for extra information. This function supports the 
user to be able to understand the question. The user of the tool has to have a 
good knowledge of the IT structure and processes inside the enterprise. 
Therefore the user has to have a basic knowledge about IT in general. The 
process of answering the questions is the same every time. This consistency 
helps the user to have an easier interaction with the system.  

 

1.6 Limitations 
Restrictions for the master thesis 

• It will not include an executable program or prototype 
• It will only include a graphical example of the program 
• It will not include a full requirement specification 
• It will not include a complete set of questions and recommendations 
• Laws and orders might be different and can change in different countries – May 

not be valid in every country. 
• We are aware of the fact that a 100% security does not exist! The questionnaire 

deals with the possibilities of many risks and the recommendations are restricted 
by resources like money and manpower. It is not the aim of this thesis to find 
ways to motivate small and medium sized enterprises to invest more money in 
IT security.  

• Because this is just a design, we will not be able questioning actual users or 
evaluate the outcome with them. 

 
Restrictions for the system 

• It will not scan other IT systems for errors or faults on its own 
• It will not change any settings or security measures of an IT system on its own 
• The system can not consider every country’s laws and regulations 
• The questionnaire can not be answered by a person that do not know the 

company or does not have any IT knowledge. 
 
The tool does not replace IT experts in general. For evaluating the outcome of the tool 
and implementation of the recommendations a human being is still needed. Additionally 
the tool will not be able to include every possible field of IT security that could be 
interesting for a certain enterprise. 
 

1.7 Description of approach and method 
Managing the IT security has become an important issue in every enterprise. Small and 
medium sized enterprises do often have problems executing this task because they 
might not have enough human or financial resources. Small-sized IT budgets often 
cause a lack of IT security. That can be seen in the survey “IT-Security 2006” 
[InformationWeek 2006].  

We want to define a system which should be easy to use and be able to help quickly. 
Therefore we will search for existing programs and tools which are able to consider a 
whole IT system.  



6 

We have our own idea how a system should work to be suitable for small and 
medium sized enterprises and their requirements. So we will analyse and evaluate 
existing solutions and present the solutions in chapter Related work. We want to use 
these experiences to develop a concept for our tool. This will be done in chapter 4 using 
some Definitions from chapter 2. 

After describing our approach in chapter Daisy – a dialogue system, we have to 
construct a method to be able to compare our results with the different solutions. It will 
be a general list of essential features and parameters and a scale to rate the different 
benefits. Without a standardised method it would not be possible to compare different 
solutions together that easily. 

In the end we will be able to compare all solutions with each other to see how they 
fit the needs of a small and medium sized enterprise. We will also compare and discuss 
if and how our own solution fits our preset goals and ideas. This last part will be done in 
our chapter Results and Discussion. 
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2 Definitions 
Dealing with IT Security means to be familiar with a set of certain terms. The tricky 
thing is that those terms sound familiar to us. Every word or term we hear or read 
causes a certain picture in our brain. It is the meaning of this word or term that is bound 
to it. The question is: Do all the people have bound the same meaning to a word? That 
the answer to this question has to be “no” can be explained by a simple example. If 
someone says “I have a virus.”, then there are certain ways to understand the meaning. 
Without knowing the context of the conversation, two different persons would have 
different pictures in their mind. An IT system manager would maybe first think of a 
computer virus, which can infect data and the operation system. A medical scientist 
would have an illness in mind that can be caused by a virus.  

If we talk about certain terms in our master thesis, we want to be sure that the reader 
have the same picture in mind like we do. That is the reason why this chapter is 
concerning about definitions and definition problems. People are dealing with definition 
problem every day. Often a clear definition of a certain term does not exist. One of the 
first terms that turns out not to have a clear definition is “Small and middle-sized 
enterprises”. For that reason the next section is dealing with this definition.  
 

2.1 What is a SME? 
First of all we have to define what small and medium-sized enterprises (SMEs) are. 
About what kind of enterprises are we taking? Well, there is no official definition, 
because every country has a different view of the number of employees which work in a 
“small and medium-sized” enterprise, and when it is no longer a SME for example. This 
classification of enterprises is not bound to the legal form of an enterprise. 

99% of all European Enterprises are SMEs. They are the common enterprises in 
Austria or Sweden. 
Small and medium-sized enterprises are a collective name for enterprises to a certain 
size of employees and turnover.  
The European Commission recommend the following definition [EU Commission 
Recommendation 2003]: 
 
There are four categories which affects classification: 

1. Number of employees 
2. Turnover 
3. Balance sheet total 
4. Autonomy (Depending on whether they are autonomous, whether they have 

holdings which do not entail a controlling position (partner enterprises), or 
whether they are linked to other enterprises. The current limit of a 25 % holding 
below which an enterprise is considered autonomous, is maintained.) 
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Enterprise 
category 

Headcount Turnover or Balance sheet total 

medium-sized < 250 ≤ 50 million EUR ≤ 43 million EUR 

Small < 50 ≤ 10 million EUR ≤ 10 million EUR 

Micro < 10 ≤ 2 million EUR ≤ 2 million EUR 

Table 2.1: Categories for enterprises 
 
This table shows the enterprise category from the European Commission [link: EU 
Commission SME Definition], this one will also be the used definition for SMEs in this 
master thesis. 

Instead of the term SMEs it is also common to use the term “Small and Medium-
sized Businesses” (SMB), it has the same meaning. We decided to use “SME” in our 
master thesis.  
 

2.2 Server 
The name server is widely used nowadays. So it is barely possible to find a correct 
definition which covers all uses. For this thesis we decided to use the most common, 
general definition of a server in aspect to IT issues as following: 

The term server is used for an application running on a computer which is offering 
services in any way. The name server derives from the task to serve functions or 
information to others. These consumers are named client (see definition of a client). In 
order of the many different functions and information that can be served, we name the 
type of service with the server (e.g.: web server, update server, ect.) to make clear which 
type is used. 
 

2.3 Client 
In reference to the common definition of a client in an IT structure, we define a client as 
the server’s customer. In our thesis we separate between a client who is directly 
communicating with a server and a user. The user is working on a computer with some 
software which furthermore might be a client. The expression client always refers to the 
described part of software. 

The client might need the server to work at all, but might also be able to work alone. 
This depends on the implemented structure of the system and has to be described at the 
systems architecture. 
 

2.4 Client-server model 
The client-server model describes a system architecture where services and information 
are separated between a client and a server. Mostly both are connected via a network 
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which lasts from a direct connection between these two computers to a connection via 
internet. 

It does not define which services or information has to be stored or computed on the 
server or client, but it declares a certain use of services or information exchanges 
between the client and the server. 
A server might have any clients connected, and also a client might be connected to any 
servers. 

It is defined that the server offers services which are consumed by the client. The 
client itself does not act as a server. 
 

2.5 Platform architecture 
There are several possibilities of technical implementations for a digital questionnaire 
for multiple clients. This part will describe how an online questionnaire could be 
arranged. We checked some suitable platform architectures and will describe how they 
work in principle. 

For some detailed description about client and server architectures we used the book 
“Verteilte Systeme” as source [Tanenbaum 2003]. 

Because there are many solutions, we have to limit our scope to some requirements 
which will be described in the following breaks. 

We are interested in questionnaires that can be answered individually without other 
supporters. Another aim is to have the questionnaire completely digitalised. 
 

 

Figure 2.1: Desired scenario ���� no assistance is needed 
 

 

Figure 2.2: Unproductive scenario ���� user depends on someone else 
 
Further the questionnaire has to allow updates to its database in any way. Because we 
are going to define a system handling with IT security, there have to be updates from 
time to time. An update should be done as easily as possible but also quickly. So the 
quality of implementing the process of updates is relevant to the quality of the 
questionnaire itself. 
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Figure 2.3: Necessary ���� updates to the system and databases 
 
After defining these additional requirements, we will have a closer look at three possible 
architectures for this kind of application. 
 

2.5.1 Application only 

An easy way of designing software is creating an application which runs on every user’s 
computer. There is no need to care about a network or internet connection. To fulfil the 
requirement of updates another way must be chosen. An example of offline updates 
would be to send a CD per mail or maybe an executable update send by email. In both 
ways the user would be in charge for checking and installing the updates. The software 
would not be able to check if there is a new versions or any updates for the database. In 
case of an error during an update, the user would have to handle it somehow. So there is 
a serious risk because of missed or ignored updates to the questionnaire. 
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Figure 2.4: Application only ���� local client installed - updates by CD or email 
 

2.5.2 Client application - update server 

A system designed in a client-server structure will bring some advantages like easy 
updates to the questionnaire and access to these updates to multiple users at the same 
time. 

The questionnaire would be done by the user on the local installed client system. All 
databases used by the questionnaire and information entered are stored on the local 
client system. There might be an option to send debug information to the update server 
to support the developing process. Updates to the application or its databases would be 
checked continuously by the client application. This structure results in a higher security 
caused by continuously updates and the possibility of a feedback in case of a failure. 

A participating user does not have to care about the process of updating the database 
or questionnaire as long as the system is connected to the internet. An online platform 
for this system could offer additional content and further documentation. 

A server used for this update process must be highly trustable in order to prevent 
viruses or other uncertified data from being sent to the local clients. 
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Figure 2.5: Client – Server ���� local client gets updates from a server via internet 
 

2.5.3 Web server – internet browser 

Realizing the system as an interactive web site would bring some major advantages for 
users and also administrators. The web server might be administrated by an internet 
service provider who offers a reliable server structure and internet connection. 

Users would have to create an account on the website to identify them. All entered 
data is stored on a secured server location. Users do not have to care about a client 
installation, data loss on reinstallation or other program failures on the client side. Every 
computer with an internet browser and access to the internet can be used, so they are not 
even bound to a single computer. This structure of central stored data allows a high 
flexibility for each participating user and all other affected individuals. 

Updates to the system are very easily because changes have only to be pushed once 
on the web server. A user may not even notice an update proceeded on the web server. 

The web server itself has to be secured from some threats like viruses, network 
attacks and hijackings. The user’s credentials and data have to be controlled and secured 
to prevent unauthorized individuals to access it in any way. Every user of this system 
has to trust the web server and its security arrangements. 
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Figure 2.6: Web server – browser ���� software and data stays on the web server 
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3 Related work 
Our thesis has the goal to help small and middle-sized enterprises to improve their IT 
security. IT security has become an important topic for every enterprise nowadays. 
Therefore we first started looking for documents or tools that were created to help 
SMEs or enterprises in general to handle their IT security. We found two tools, the 
“GSTool” [link: Website about the GSTool by the BSI] and the “EISA-Projekt” [link: 
EISA-Projekt - „Enterprise IT-Security Analysis-Projekt“] which were designed to help 
enterprises to manage their IT security. Those tools give either advises or have 
questionnaires to help detecting the present IT security status.  

In this chapter we first of all want to describe those tools, show their surface and 
point out their important attributes. Afterwards we focused on the differences between 
those tools. We designed a classification scheme, which will be described in this 
chapter. This helps to see the differences between the found tools. 

We have assembled a list of fundamental functions and attributes for IT security 
management tools. By this list we will compare the existing tools together with our 
concept for a new tool. So we will be able to evaluate the different advantages and 
disadvantages in respect to the small and medium-sized enterprises needs. 

The classification scheme is a table which has to be filed in with short answers. Most 
of the attributes are just declared with a “yes” or “no” answer. The list represents 
attributes we consider as suitable to distinct the different tools. 
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# Attribute Value 

1 Assumes basic IT knowledge Yes / No 

2 Assumes advanced IT knowledge Yes / No 

3 External supervision Yes / No 

4 Support offered Yes / No 

5 Simple user interface Yes / No 

6 Shows current IT security status Yes / No 

7 Tool adjusts to particular needs Yes / No 

8 Multiuser capable Yes / No 

9 Repeatable execution is possible  Yes / No 

10 History of former executions Yes / No 

11 The tool can be updated Yes / No 

12 Secure data storage  Yes / No 

13 Automatic implementation of recommendations Yes / No 

14 The tool is platform independent Yes / No 

15 Tool is independent of a certain computer or place Yes / No 

16 
Tool is specifically build for small and medium 
sized enterprises 

Yes / No 

17 Approximate time to get results 
fast-medium-

long 

18 Costs of the tool/product EUR excl. tax 

19 Costs for executing the tool 
low-mid- 

high 

20 Cost approximation for recommendations Yes / No 

21 Direct advices how IT security could be improved Yes / No 

Table 3.1: Classification scheme for IT security tools 
 
 
No 1. - Assumes basic IT knowledge 
The user needs to have a basic knowledge about IT. That includes basic knowledge 
about IT architecture, the used operation systems and programs used in the enterprise. 
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The important thing is that the user knows where to look up the needed information. For 
example: 

• Where are certain network components located in the office? 
• Do I have the knowledge about the installed operation system or at least the 

knowledge about where to look that information up?  
• Which are the frequent used programs in the daily business? 

Value: Yes / No 
 
No 2. - Assumes advanced IT knowledge 
The user needs to have an advanced knowledge about IT. He/she has to know about 
frequently used terms and shortcuts. The workflow and configuration of the used 
systems have to be well known. 
Value: Yes / No 
 
No 3. - External supervision 
An external supervision is required to use this IT security tool. It does not depend on the 
users IT knowledge, but on the concept of the tool. Optional support for a tool is not 
supposed to be essential, so it is just targeting services like face-to-face interviews or 
external consulting. 
Value: Yes / No 
 
No 4. - Support offered 
There is some kind of support for this IT security tool offered. Users are allowed to 
contact the support if they have problems handling the tool. It is not only for technical 
problems with the tool or a software component. 
Value: Yes / No 
 
No 5. - Simple user interface 
The user interface of the tool is intuitively and easy to use. The user does not have to 
learn a program or take a training to be able to work with the given tool. 
Value: Yes / No 
 
No 6. - Shows current IT security status 
The IT security tool has a function to show a current IT security status after the 
enterprises IT structure has been inserted to the tool. This might be a list of components 
or a complete report. The user has to be able to recognize the given IT structure. 
Value: Yes / No 
 
No 7. - Tool adjusts to particular needs 
Depending on the size and components of a certain enterprise, the tool is able to fit in. 
The user does not have to complete each part of the tool if it is not applicable to his IT 
structure. 
Value: Yes / No 
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No 8. - Multiuser capable 
The tool allows multiple users to have their own access to the tool.  This might be done 
by different usernames and passwords or by configuring the software. It has to be 
distinguishable that actions were taken by different users. 
Value: Yes / No 
 
No 9. - Repeatable execution is possible 
It is possible and allowed for an enterprise to use the services of the IT security tool 
several times. The user does not have to pay extra license or reactivation fees.  
Value: Yes / No 
 
No 10. - History of former executions 
The user is able to see a history of former analyses if the tool was used before. This 
function should help an enterprise to visualize the development of its IT systems and the 
security concept. So it is possible to make a comparison between two results. In that 
way the tool supports the user to see difference in the field of IT security. 
Value: Yes / No 
 
No 11. - The tool can be updated 
The IT security tool can be updated or actualized to keep up with new developments 
and security issues. It does not matter if updates are done automatically or manually. 
Replacing the tool with a newer version including the loss of historical data does not 
fulfil this definition of an update. 
Value: Yes / No 
 
No 12. - Secure data storage 
All data used and entered to the IT security tool must be saved on secure data storages. 
Information about an enterprise’s IT system and IT security status are confidential and 
must not be published or accessible by unauthorized people. 
Value: Yes / No 
 
No 13. - Automatic implementation of recommendations 
The IT security tool is able to realize recommendations automatically after an analysis 
of the enterprise’s IT security status. The user has to decide if this implementation 
should be done or not. 
Value: Yes / No 
 
No 14. - The tool is platform independent 
The IT security tool is independent of the computers operating system, other programs 
installed on it or the enterprise’s IT architecture.  
Value: Yes / No 
 
No 15. - Tool is independent of a certain computer or place 
A user working with the IT security tool is independent of a certain computer or place. 
He/She does not have to install software on each computer or server where the tool 
should be used. The tool does not have to be installed on a certain computer. It can be 
used on any computer. 
Value: Yes / No 
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No 16. - Tool is specifically build for small and medium sized enterprises 
The IT security tool is designed to be used by small and medium sized enterprises. It is 
limited in its complexity and size to fit a small and medium sized enterprises needs. The 
costs for the tool and the execution are in a realistic and affordable range. 
Value: Yes / No 
 
No 17. - Approximate time to get results 
The approximate time an enterprise has to invest until it will get a constructive outcome 
of the tool. This value might depend on the enterprise’s size and IT structure, but an 
approximate description should be determined. 
Value: fast-medium-long 

• Fast: A single person using the tool gets results in about one day. 
• Medium:  A single or multiple persons using the tool get results in about a few 

days. 
• Long: A single or multiple persons using the tool get results at the earliest in 

about a week. 
 
No 18. - Costs of the tool/product 
This value represents the initial costs of the IT security tool. If the costs depend on facts 
like the size of an enterprise we will give an approximate range. 
Value: costs in EUR excl. tax / range (from-to) 
 
No 19. - Costs for executing the tool 
All costs incurred indirectly by the IT security tool until the enterprise has a final 
outcome. This might be additional hardware and employees, trainings and 
documentation. Because this is a variable fact, we will give an approximate range 
depending on the services included with the tool. The costs for implementing the 
recommendations and measures are not included here. 
Value: low-mid-high 

• Low:  It is not needed to have an extra budget to cover the costs that are direct or 
indirect caused by executing the tool.  

• Mid:  The investment costs are up to 1 - 2 thousand Euros excl. tax. Due to the 
approximate time that is needed to use the tool, the labour costs might be higher 
then usual.  

• High:  The investment costs are more then two thousand Euros excl. tax. Due to 
the approximate time that is needed to use the tool, the labour costs are going to 
be higher then usual. 

 
No 20. - Cost approximation for recommendations 
The outcome of the IT security tool includes an approximation about the costs of 
implementing the given recommendations. 
Value: Yes / No 
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No 21. - Direct advices how IT security could be improved 
The IT security tool will directly recommend procedures and measures to improve the 
enterprise’s IT security. 
Value: Yes / No 
 
In section GSTool by the BSI the detailed description of the tools are done. The last 
section Review contains the classification scheme for each tool. 
 

3.1 GSTool by the BSI 
As a result of our search for existing IT security tools we located a product distributed 
from the German federal office for information technology. The fact that it is well 
described on their homepage and that it fits on our topic, lead us to the decision to 
analyse the tool in detail. 

The following description is given from our personal view of IT security in respect 
of suitability for SMEs. It does not claim to be a complete program description. It 
highlights more on topics that belong to the needs of a SME. 
 

3.1.1 Short description 
Name:  GSTOOL Version 4.0 [link: Website about the GSTool by the BSI] [link: 

Website about the GSTool (english summary) by the BSI] 
Produced by: BSI (Bundesamt für Sicherheit in der Informationstechnik) 
  steria mummert consulting 
 
The GSTOOL is a powerful tool which helps IT agents in an enterprise to develop an IT 
security concept and review its realization. This concept can be used for the whole 
enterprise, a section, or even just a project. The tool is processed in six steps: 

1. Enter all relevant objects into the tool (e.g. computers, networks, employees, 
etc.) 

2. Define how all these objects are connected to each other 
3. Classify their security level 
4. Check the constructed plan with the objects in the real world 
5. Optional: construct special processes in the GSTOOL for completing the plan 
6. Let you generate every kind of report from the tool (e.g. finished vs. unfinished 

procedures, costs for your system, etc.) 
 

3.1.2 Detailed description 
The BSI provides the GSTOOL Version 4 (which is the actual version in August 2007) 
as a 30 day free testing trail. During this time it is possible to use all functions, 
afterwards all save functions are disabled. Licenses are sold by the BSI and start at 
998.38 EUR (information from the BSI homepage in August 2007 for a single license, 
tax included). 

The given choice of standard objects and security recommendations are based on the 
BSI “IT-Grundschutz-Kataloge” (a detailed description of IT security from basics till 
advanced).  
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Figure 3.1: Logo of GSTOOL developed witch is developed and distributed by the 
BSI 

 
IT agents using this tool should be familiar with the BSI standards to guarantee a usable 
and consistent security concept. For a better assistance a handbook for the tool, 
explaining all implemented functions, and a web course, describing an example step by 
step, are provided. 

Before someone starts working with the tool, the actual structure of all components 
has to be documented. So the person in charge for this task must be aware of all used it 
structures, computers, networks, programs, employees and so on.  

After the application has been installed and the database (see Figure 3.2: Opening the 
GSTOOL database), where all entered data is stored, is set up, the user starts to create 
the companies or the projects structure. 

Therefore the tool provides different types of objects (also see Figure 3.3: GSTOOL 
interface and object types): 

• IT asset set 

• building 

• room 

• IT system 

• network 

• application 

• employee 
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Figure 3.2: Opening the GSTOOL database 
 

 

Figure 3.3: GSTOOL interface and object types 
 
All types have numerous subtypes describing special attributes. It is possible to create 
new special subtypes if necessary. 

To simplify the structure, objects belonging together and having the same security 
level, can be defined as a single object with the number of real objects noted. 
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For each object data like the name, a short name, a subtype (see Figure 3.4: Numerous 
object subtypes) and the quantity has to be stored. Furthermore notes can be saved to 
each object, describing the function or other important information. Depending on the 
type of the object, special information fields can and should be filled in. For example a 
level of importance can be set together with an explaining statement. Most of the object 
types require a definition of the security level (see Figure 3.5: Defining security levels) 
concerning confidentiality, integrity, availability and in total. Every definition has to be 
commented so that it is comprehensible why this level has been defined. Commenting 
and documenting is important to be able to reconstruct the way of decisions, especially 
for those who have not built in the concept. 
 

 

Figure 3.4: Numerous object subtypes 
 
If you have entered all objects, you also have to define dependencies between them. For 
example which rooms belong to a building, or which applications are used by an 
employee or a department. 

Some links were created automatically together with the objects (all objects relate to 
the IT network). Now the whole IT system and its dependencies should be mapped in 
the application. It is possible to use the tree view of all objects ordered by types or by 
dependencies. 

After that, the object’s security level must be defined for confidentiality, integrity 
and availability (Risk assessment) (see Figure 3.5: Defining security levels). As default 
there are four levels defined: 

• not rated: the object is not important or there are no reasonable threats to it 
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• normal: loss or damage to this object could only cause minimal damage to the it 
system / enterprise 

• high: negative influences to this object could cause medium to large failures or 
costs for the it system / enterprise 

• very high: this object might be important for the existence of the it system / 
enterprise 

 

 

Figure 3.5: Defining security levels 
 
This rating is passed by to all superior objects as a default security level. 
It is possible to change these existing levels and add new security levels, but it is not 
recommended to have more than five levels at maximum. For each security definition 
should be documented why it reaches this level. This is also very helpful for thinking of, 
and collecting all possible threats. 

Changing to the point “Modelling” will show a standard set of possible threats and 
safeguards to the defined objects. The list should now be checked by setting each single 
safeguard implementation to “yes”, “no”, “partly done” or “doesn’t matter”. This gives 
an overview of unsecured areas and forgotten threats. Here it’s also necessary to 
document a status and reasons for given decisions. The standard set of possible threats 
is generated from the GSHB (“IT-Grundschutzhandbuch/IT-Grundschutz-Kataloge”) by 
the type of objects. For individual objects the possible threats have to be defined (see 
Figure 3.6: List of threats defined for an object). 
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Additional the costs, responsible persons, revision notes and general notes can be stored 
here. This information is later used to create reports. 
 

 

Figure 3.6: List of threats defined for an object 
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All countermeasures to those threats are dedicated to the different steps of certificates: 
 

Class Description 

ABC 
necessary for all steps of the “IT-Grundschutz” 
certificate 

-BC 
necessary for the enhanced-level with attestation, and 
the “IT-Grundschutz” certificate 

--C necessary only for the “IT-Grundschutz” certificate 

--- only a recommendation 

Table 3.2: Different classes for countermeasures 
 
Now the input of data is finished and numerous different reports can be created (see 
Figure 3.7: List of predefined reports). A choice of reports for costs, revisions, 
implementation and some more is given. These reports can be modified or extended 
using filters. 
 

 

Figure 3.7: List of predefined reports 
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Reports are created as HTML sites and can easily be exported. After this step the 
analysis of the tool is finished. It is now the users turn to review the reports and decide 
about measures to implement. 
 

3.1.3 BSI “IT-Grundschutz Zertifikat” (basic-level certif icate) 

In 2002 the BSI introduced the “IT-Grundschutz Zertifikat”, a new possibility for 
enterprises to prove that they have fulfilled a defined level of measures to provide 
security within their IT system. 

This certificate belongs to processes and methods described by the “IT-
Grundschutzhandbuch” which is also provided by the BSI and mostly used in Germany. 

The process of certification may be done in several steps (see Figure 3.8: Levels of 
qualifications). An enterprise is allowed to declare a certain level of IT security of the 
“IT-Grundschutz” as reached by them self. Each declaration or self-defined level of 
security can be approved by a licensed auditor. After a self-declaration has been 
approved, it gets the extension “mit Testat” (with attestation). 

A self-declaration with and without this extension is valid for two years. After this 
period it has to be recertified to a higher level, until the complete certification level is 
reached (“IT-Grundschutz Zertifikat”).  

A certification by the BSI “IT-Grundschutz Zertifikat” can be done with or without 
any of the pre-certificates. The certification process involves a licences auditor from the 
BSI or its partners and all persons inside the enterprise responsible for IT security. 
 

 

Figure 3.8: Levels of qualifications translated from the web course “Einführung in 
das IT-Grundschutzhandbuch” [link: Levels of qualif ications] 
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By offering a certification model with multiple steps, enterprises should be encouraged 
to start paying more and more attention to their IT security. 

To change a running IT system where no security aspects where observed during the 
design and building section, to a certificated well secured IT system could cost a lot 
time and money. Mostly both of these resources are not big enough for small 
enterprises, even if they depend on their IT. 

With the implementation of cost-saving self certificates even smaller companies 
should be attracted to reach a certain security level. 

The BSI also provides tools, tips and kind of an IT information and warning system 
for SME and private users for basic IT security. 

Information about computer basics, threats and risks can be found at the specific 
homepage [link: BSI for SME and private users]. 
Known software problems and latest security warnings can be subscribed as a 
newsletter from their homepage [link: Buerger-cert]. These two sites together can help 
people with a basic knowledge of computers to secure them at least to a basic level. 

When the BSI introduced the “IT-Grundschutz Zertifikat”, they tried to distribute a 
new standard for IT security which should be practicable for enterprises at every 
business. Actually the number of certificated IT systems is not very high. When I 
looked up the public list [link: BSI certification] of valid certificates at the BSIs 
homepage, I just counted 21 entries.  
 

3.1.4 Review 

Over-all the GSTOOL is a powerful tool for planning and reviewing an IT security 
concept. Because of its design it is maybe not very useful for small and medium sized 
enterprises because of the following reasons: 

1. It needs an IT agent who knows the companies IT system to enter all needed 
data. Most small enterprises do not have their own IT agent and can not afford 
one to learn the system and set up the GSTOOL. 

2. Many threats and measures are just oversized for small and medium enterprises, 
so they have to cut off a lot of recommendations or otherwise they would 
implement insignificant recommendations. 

 
In the following table the GS-Tool will be reviewed using the classification scheme 
which was described in the earlier section Description of approach and method. 
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# Attribute Value 

1 Assumes basic IT knowledge Yes 

2 Assumes advanced IT knowledge Yes 

3 External supervision No 

4 Support offered Yes 

5 Simple user interface No 

6 Shows current IT security status Yes 

7 Tool adjusts to particular needs No 

8 Multiuser capable Yes 

9 Repeatable execution is possible  Yes 

10 History of former executions Yes 

11 The tool can be updated Yes 

12 Secure data storage  Yes 

13 Automatic implementation of recommendations No 

14 The tool is platform independent No 

15 Tool is independent of a certain computer or place No 

16 Tool is specifically build for SMEs No 

17 Approximate time to get results medium 

18 Costs of the tool/product ~ 800 EUR 

19 Costs for executing the tool low to mid 

20 Cost approximation for recommendations Yes 

21 Direct advices how IT security could be improved Yes 

Table 3.3: classification scheme for the GS-Tool 
 
Some ratings will be commented to clarify their intention. The attribute no. 4 “Support 
offered” intends a support for any problems with the tool. The BSI and contractors do 
offer support for the GS-Tool, but it is not for free. Contacting a support will be charged 
with an extra fee. 

The ability to update mentioned by attribute no. 11 is supported by the GS-Tool. A 
major update might change the main version of the tool which is not included in the 
license. So updates can not be applied any more if the main version has been changed.  
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All data entered into the tool is stored in a proper database on the local computer. 
The attribute no. 12 is answered with “yes”, because the security of data depends on the 
local computer. 

Attribute no. 17 relates to the time until results can be gathered. This depends on the 
size of the certain SME and how many details are reproduced in the tool. Because no 
external consulter is essential to finish the tool, it should be possible to do it within a 
few days. 

The costs for executing the tool are also depending on the SME’s size and 
reproduced details. The more details are inserted, the more dependencies and values 
have to be defined. A small SME would not have to spend extra money to execute the 
GS-Tool. In case of a medium or big SME there might be extra costs because of 
investigations or an increased workload. 
 
The attribute no. 20 relates to a cost approximation for recommendations. This function 
is offered by the GS-Tool but only if the costs of every single measure are defined. 
These definitions have to be done before any reports about cost approximations can be 
created. 
 

3.2 The “EISA-Projekt” 

After searching for computer based tools we expanded our search on other products and 
services in general. First of all we had a look on enterprises that provide IT security 
services. Those enterprises often offer services for implementing or consulting IT 
security. At all they do not have a special or standard way to do this. Due to the fact that 
we were searching for a tool that provides a broad support for IT security issues, we had 
to look elsewhere. In the sector of consulting we found one consulter that specialised in 
IT security. The enterprise “F.-J. Lang IT-Security Consulting GmbH” developed a 
system called the „EISA – Projekt“ (the complete name is „Enterprise IT-Security 
Analysis-Projekt“) to carry out an IT security audit.  

By doing researches about the EISA-Projekt the first and most important source was 
the website www.eisa-projekt.de of the project. We established a contact to the 
consulting company and got a short questionnaire for initialising an offer. Further we 
got a CD with an example project and more information about EISA-Projekt. Because 
the product is copyright protected and does not have a trial version, we had no 
possibility to test the tool with our own examples. Our review and opinion we obtain by 
reading and analysing the information from the website and the example project.  
All the information that is mentioned here is from the websites of the enterprise “F.-J. 
Lang IT-Security Consulting GmbH”.  
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3.2.1 Short description 

Name:  „EISA – Projekt“ („Enterprise IT-Security Analysis-Projekt“) © 2002-
2004 by Stefan Klein, Sonja Eschenlohr-Lang, Thomas Trick 

Produced by: F.-J. Lang IT-Security Consulting GmbH 
Foundation:  2002  
Legal form: GmbH -  Gesellschaft mit beschränkter Haftung  („limited liability 

corporation“)  
Head Office:  Munich  
References: [link: Websites of EISA-Projekt] 
Costs:  Go from 1.200, -- EUR up to 25.000, -- EUR (plus travel expenses and 

sales tax) 
 

 

Figure 3.9: Logo of the EISA-Projekt from [link: Websites of EISA-Projekt] 
 
The „EISA-Projekt“ is a short cut for „Enterprise IT-Security Analysis-Projekt“ and has 
it own websites [link: Websites of EISA-Projekt], which have the same content. This 
so-called project offers the possibility to make an IT-Security-Audit and to create a 
company-wide policy. 
The possible outcome of EISA-Projekt can be shortly summarized as 

• Data collection and IT security analysis, 
• First-time recording of the as-is state, 
• Repeated recording of the as-is state (inventory), 
• IT security state, 
• Catalogue of weak points, 
• Catalogue of measures, 
• Comparison between two points of time and 
• Comparison between IT fields (Benchmarking). 

 
The costumer can order a certain outcome, according to the customer’s needs and 
wishes the price varies. 

This project is provided by a consulting company (F.-J. Lang IT-Security Consulting 
GmbH, Landberger Straße 302, 80687 Munch, Germany). The “EISA-Projekt” has the 
goal to create an analysis of the IT-Security in an enterprise by the “EISA-Projekt-
Check”. It is a proprietary consulting program developed for security checks (audits) to 
reach certain certifications like the ISO/IEC 27001 for example.  
 
The EISA-Projekt is carried out as a phase model. The four phases are: 

1. Workshop 
2. As-is analysis with interviews when indicated also technical verifying 
3. IT security analysis 
4. Prioritizing the recommended measures 
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This phase model ends with some of the above mentioned outcomes and concluding a 
meeting where results and open questions can be discussed. 
 

3.2.2 Detailed description 
The “EISA-Projekt” is a combination of consulting and computer-assisted methods to 
analysis the IT security of every IT field in an enterprise. It is based on the methods of 
an audit and includes individual consulting.  

First of all the customer has to fill out a small questionnaire to get a consulting offer 
afterwards.  This questionnaire is used to get the basic contact information about the 
costumer and to find out what kind of consulting services the costumer would like to 
have. One question is for example:  
 
What elements should the project documentation contain? 

• final report including recommendations  
• recommendations considering the risks and benefits 
• organisational recommendations 
• technical recommendation 
• product recommendations 
• presentation of final results 

 
Note:  Minimum required components are available in any case, even if it was not 
chosen.  

This questionnaire is available if you send a request to the F.-J. Lang IT-Security 
Consulting GmbH and is attached in the appendix under section EISA-Projekt 
questionnaire. After filling in the questionnaire it has to be sent back to the enterprise. 
At this point you already get the advice to send the answers just in an encrypted email 
due to security reasons. Providing the first offer is free of charge, after accepting the 
offer, it becomes binding. The prices depend on the results you want to gain and will be 
described in the following section Levels and prices. Not only the enterprise F.-J. Lang 
IT-Security Consulting GmbH can be consulted for carrying out the EISA-Projekt. 
Other consulters that have a concession are also allowed to carry out the EISA-Projekt.  

The used questionnaires for the analyses are not free of charge. Only enterprises 
which accept the offer and processed the EISA-Projekt can see them. The website of 
EISA-Projekt [link: EISA-Projekt - Demonstration project] contains a small 
demonstration project there some results are given. The topics of the audit scope for an 
interview regarding organisational security are for example: 

• security policy 
• reaction due to breach of the security policy 
• security processes 
• IT security rules 
• IT security documentation 
• IT security: information about rules 
• IT security inspection 
• hard- and software: purchase and inventory 
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The list contains 27 topics and the report indicates that this means 300 questions about 
IT security.  

The document also offers a look at the design of the results. The IT security status 
will be displayed as bar graphs. The diagram always contains a percentage value about 
the following topics: 

• Total status 
• Confidentiality 
• Integrity 
• Availability 
• Authenticity 
• Obligation  
• Deficits because unclear responses 

 

 

Figure 3.10: An example for results of an IT security status by the EISA-Projekt 
from [link: EISA-Projekt - Example for results] 

 
Zero percentage would be “unsecure” and 100 percentages would represent “secure”. 
The EISA-Projekt always evaluates the existing IT security and does an as-is analysis. 
A possible IT security will be described in a to-be concept. Then the actual and the to-
be concept will be compared. 
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Figure 3.11: An example for detailed results of an IT security status by the EISA-
Projekt from [link: EISA-Projekt - Example for resu lts] 

 
The task is to evaluate the risks to reach the to-be concept for IT security. The result of 
the evaluation is the IT security status. The IT security status can be shown for every 
aspect separately as a bar graph in the Figure 3.11.  

Details about the used phase model in the EISA-Projekt, the costs and the offered 
services of the consulting enterprise will be described in the following sections. 
 

3.2.2.1 The Enterprise behind the EISA-Projekt 

The enterprise “F.-J-Lang IT-Security Consulting GmbH” describes itself on their 
website [link: F.-J. Lang IT-Security Consulting GmbH] as a qualified consulting 
provider in the area of security in information technology and IT risk management.  

It is specialised in guiding and consulting the management of enterprises and 
government agencies of every size and branches. 

According to their statement they have done 30 IT security checks with EISA-
Projekt. There is no information about a specific period they are providing or executing 
the EISA-Projekt. In the course of the EISA-Projekt the enterprise F.-J-Lang IT-
Security Consulting GmbH provides also some more services listed on their website: 

• IT security audit with data acquisition, risk evaluation and IT security analysis 

• Review of the IT security policy and concept 

• Optional random sampling to control the given answers 

• Optional supporting technical audits for single IT systems 
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• data acquisition by interview (if the costumer does not want to do it on his own) 

• the summaries are according the hierarchy of the persons working in the 
enterprise 

• list of immediately measures 

• trainings  
 

3.2.2.2 Phase model of the EISA-Projekt 

According to F.-J. Lang IT-Security Consulting GmbH the EISA-Projekt is build up as 
a phase model. It has to be considered that not every level of the services provided by 
the EISA-Projekt contains every phase. As it can be seen in the section Levels and 

prices, it depends on what results are ordered. The prioritisation of measures for 
example has to be ordered separately.  
 
The four phases are 

1. workshop, 
2. as-is analysis, 
3. IT security analysis and 
4. prioritisation. 
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Figure 3.12: The phase model of the EISA-Projekt from [link: EISA-Projekt - 
Phase model] (translated in English). 

 
The red points in the Figure 3.12 are decision points for the management. At those 
points the management of the costumer have to decide the course of further actions. 
This is also possible between every phase. The beginning of the project is by accepting 
the offer and starting an IT audit. That is the first decision that has to be done. 

The workshop is a meeting of the costumer with the IT security experts of the EISA-
Project. The workshop team defines: 

• which parts of the enterprise should be analysed (parts can be systems, 
departments, locations, data, etc.) 

• the scope of the examination for each part in the enterprise 
• classification of protection for the data handled in the enterprise 
• the level of IT security for every part of the enterprise that should be reached 

 
Afterwards the as-is analysis starts. It is arranged as an IT security audit executed by 
interviews. Those interviews can also be done autonomously. Check lists are used to 
gather all significant information. These check lists are based on the ISO 27001 IT 
security management standard [link: ISO/IEC 27001 Security Management Standard]. It 
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is possible to order a technical verifying by an IT expert to prove the given answers, but 
that will be charged extra. 

As next step the IT security analysis is made for the gathered information. The phase 
“as-is analysis” just collects and proves information regarding their integrity. It is an 
assessment of the facts referring to possible risk which is the main task of this phase. 
The weak points and deficits but also advantages and strengths of the IT systems will be 
analysed and evaluated. 

The last task is to prioritise the evaluated measures. All the measures that should be 
implemented have different importance. They also cause different benefits. The 
enterprise has to work economical and implement the measures after their significance. 
All those aspects will be considered in that phase. 

All produced reports can be ordered in German or in English. The generated 
information will be stored in a database of F.-J. Lang IT-Security Consulting GmbH for 
further analysis.  
 

3.2.2.3 Levels and prices 
The start of the EISA-Projekt is a mail questionnaire without any commitment. So 
project leader can get basic information about the enterprise and performance the 
enterprise can expect from the project. Attendant there is an advance dialogue between 
project leaders and the responsible person in the enterprise. They have to decide witch 
level of output would be useful for the enterprise. Every level has another limit of 
prices. It is also possible that an enterprise gets an individual offer. The presented levels 
are used to see the estimated costs with the performance and time period. The computer-
based evaluation should provide a saving of costs. To save expenses the advanced 
dialogues takes place on the phone. Just from level #4 a personal dialogue is included. 
All the presented prices are net costs.  
The description is taken from the website [link: EISA-Projekt - Levels and prices]. 
 
Level #1: initial analysis 
Level with 1 day consulting. 

• A checklist that contains 50 questions will be filled out. It can be found on their 
homepage [link: EISA-checklist] 

• Immediate evaluation 
• A written interpretation of the evaluation though a consulter with max. 10 pages 

Price: from 1.200, -- EUR plus travelling expenses 
 
Level #2: basic security analysis 
Level with 3 days consulting. 

• A basic checklist that contains 200 questions will be filled out. 
• With weak-point analysis and risk evaluation 
• With written report of the consulter 

Price: from 3.600, -- EUR plus travelling expenses 
 
Level #3: standard security analysis 
Level with 5 days consulting. 

• A basic checklist that contains 200 questions will be filled out. 
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• With weak-point analysis and risk evaluation, also a catalogue of measures but 
without prioritisation 

• With written report of the consulter 
Price: from 6.000, -- EUR plus travelling expenses 

• Optional random sampling: 300, -- EUR for each sample with a report 
• Optional presentation: 1.200, -- EUR plus travelling expenses 

 
Level #4: professional security analysis 
Level with 8 days consulting. 

• Project management 
• A “IT-Security” checklist that contains 500 questions will be filled out. 
• With weak-point analysis and risk evaluation, also a catalogue of measures but 

without prioritisation 
• With written report of the consulter 
• Management-summary 

Price: from 9.600, -- EUR plus travelling expenses 
• Optional random sampling: 300, -- EUR for each sample with a report 
• Optional presentation: 2.400, -- EUR plus travelling expenses 

 
Level #5: premium security analysis 
Level with 12 days consulting. 

• Project management 
• A Workshop is arranged to analyse the business process within the enterprise. A 

“IT-Security” checklist that contains 500 questions will be filled out. 
• With weak-point analysis and risk evaluation, also a catalogue of measures but 

without prioritisation 
• With written report of the consulter 
• Management-summary 

Price: from 14.400, -- EUR plus travelling expenses 
• Optional random sampling: 300, -- EUR for each sample with a report 
• Optional presentation: 2.400, -- EUR plus travelling expenses 

 
Level #6: extended - premium security analysis 
Level with 16 days consulting. 

• Project management 
• A workshop is arranged to analyse the business process within the enterprise. A 

“IT-Security” checklist that contains 500 questions will be filled out. 
• With weak-point analysis and risk evaluation, also a catalogue of measures but 

without prioritisation 
• A workshop for prioritizes the measures  
• With written report of the consulter 
• Management-summary 

Price: from 19.200, -- EUR plus travelling expenses 
• Optional random sampling: 300, -- EUR for each sample with a report 
• Optional presentation: 2.400, -- EUR plus travelling expenses 
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Level #7: enterprise security analysis (corporate-level) 
Level with 24 days consulting. 

• Project management 
• A workshop is arranged to analyse the business process within the enterprise. A 

“IT-Security” checklist that contains 1.200 questions will be filled out, 
containing Firewall, Unix, Windows, Applications 

• With weak-point analysis and risk evaluation, also a catalogue of measures but 
without prioritisation 

• A workshop for prioritizes the measures, a presentation of the results and a 
written report of the consulter 

• Management-summary 
Price: from 25.000, -- EUR plus travelling expenses 

• Optional random sampling: 300, -- EUR for each sample with a report 
• Optional further regions (one more time filling in the checklist): 4.800, -- EUR 

for each region plus travelling expenses 
• Optional further management-summary: 1.200, --  

 

3.2.3 Review 
The analysis of the EISA-Projekt was limited by the fact that just costumers get the 
complete documents and tools. If you are interested in the EISA-Projekt the website 
provides a lot of information and there is the possibility to order a CDROM from F.-J. 
Lang IT-Security Consulting GmbH with a demo-case of an EISA-Projekt. That is one 
of the first challenges: It is difficult to get an overview about the EISA-Projekt with the 
given information. That is also the reason why certain attributes in the classification 
scheme from section Description of approach and method can not be answered clearly. 
The other main reason is that the provided services are a matter of money.  
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# Attribute Value 

1 Assumes basic IT knowledge Yes 

2 Assumes advanced IT knowledge Yes 

3 External supervision Yes 

4 Support offered Yes 

5 Simple user interface No 

6 Shows current IT security status Yes 

7 Tool adjusts to particular needs Yes 

8 Multiuser capable n/a 

9 Repeatable execution is possible  Yes 

10 History of former executions No 

11 The tool can be updated Yes 

12 Secure data storage  n/a 

13 Automatic implementation of recommendations No 

14 The tool is platform independent n/a 

15 Tool is independent of a certain computer or place n/a 

16 
Tool is specifically build for small and medium 
sized enterprises 

No 

17 Approximate time to get results long 

18 Costs of the tool/product 
1.200 to 

25.000 EUR  

19 Costs for executing the tool high 

20 Cost approximation for recommendations Yes 

21 Direct advices how IT security could be improved Yes 

Table 3.4: Classification scheme for the EISA-Projekt 
 
Although the website and CDROM offers more then 160 documents and website 
content, many questions remained unanswered. The question how the computer-based 
questionnaire or interview works is not answered at all. There is no hint if the used tools 
are multiuser capable, that’s why attribute no. 8 can not be answered. At the same time 
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it seemed logical that more then one person of the costumer’s enterprise is involved in 
the process.  

Depending in the persons involved in the EISA-Projekt those persons need different 
levels of knowledge. If the costumer wants to safe costs and fills out the questionnaire 
on its own, specific knowledge is needed. The questionnaire provided on the website is 
sometimes not easy to understand, often additional explanation is needed.  

Further that was the reason why attribute no. 5 was answered with “no”. The 
provided documents and the website do not give a good overview. As the used tools are 
not available for free, it was not possible to have a look at the design. 

The tool can be adjusted to the personal needs as attribute no. 7 describes, if the 
enterprise notes that in the first questionnaire before the offer. Those adaptations have to 
be paid extra. The same applies for attribute no. 9. For repeating the EISA-Projekt you 
need a new offer and have to pay again. 

The attribute no. 10 can not be answered clearly. The EISA-Projekt has no 
component that has a history of older questionnaires. It is also not a part of the project 
to take care of the archival storage. On the other hand all produced documents will be 
hand over to the costumer. The enterprise F.-J. Lang IT-Security Consulting GmbH 
declares that they record and store all results on their costumers to analyse them. But if 
a costumer is processing the EISA-Projekt with another consulter, it can not be assumed 
that this consulter has this old results and documentation. The storage of the results with 
no information what kind of analyses F.-J. Lang IT-Security Consulting GmbH is doing, 
could be seen as problematically. The website should provide more information about 
the IT security F.-J. Lang IT-Security Consulting GmbH uses for their own enterprise.  

There is no information provided about updates handled in the EISA-Projekt like 
attribute no. 11 covers. But it can be assumed that the IT experts were trained and are 
up-to-date.  

The documents and the website provide no information about the secure data 
storage which is the issue in attribute no. 12. So that can not be answered correctly.  

The implementation of recommendations and measures is not a fixed element of the 
EISA-Projekt. If the costumer needs help the enterprise can offer or arrange qualified 
experts.  
 
The attributes no. 14 and 15 are not explicit described in the documentation. It can be 
assumed that there is no dependence to certain platforms because the questionnaire can 
be filled out by hand. The enterprise F.-J. Lang IT-Security Consulting GmbH is located 
in Munich so the travelling expenses have to be considered by the costumer.  

The project has the disadvantage that in the beginning and also later a lot of 
communication is needed. Appointments for the workshop and meetings have to be 
arranged. Also the response time between the single steps in the project has to be 
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considered. If the costumer needs help for filling out the questionnaire the whole 
process will take longer.  

It has to be considered that those actions cause more costs for the project. To get 
usable results that include measures and risk evaluations a SME has to invest more then 
6.000 EUR. If a cost approximation with a prioritised list of measures is also needed, 
the investment is more the 20.000 EUR. 

After all it can be said that the EISA-Projekt concentrate on organisational IT 
security, analysing business procedures and IT policy. It refers more to major 
enterprises and government agencies and wants first of all to inform and consult the 
management. Technical recommendation and measures are not a fixed part of EISA-
Projekt and have to be ordered separately.  
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4 Daisy – a dialogue system 

After discussing related systems we want to present our concept of a solution. This 
section will give a description of your tool called Daisy – “Dialogue Advisory I t 
System”. The tool is communicating with the user through a questionnaire and it results 
with advices for improving the IT security.  

It is clear that Daisy should be simple to use, and offer a low-cost way to improve 
security within the enterprise. By automating as many steps as possible the user can 
save time and money very easily. The person or team delegated to use the tool does not 
have to wait for an appointment with an expert or consulter, or explain the whole 
SME’s workflow. The tool’s questions can be answered at every time and can be 
interrupted and continued afterwards if needed. 

One more major reason for such a system is that the user answering the questions 
does not have to be an expert of IT security. Just a basic knowledge about IT and an 
overview of used IT systems inside the enterprise is enough to get a suitable result. 
The questions asked, cover a broad field of topics. So it becomes possible to use the tool 
for every type of enterprise. It is not cut down to a special hierarchy or business model. 
Each question can be as general so that it fits on many systems, but by generating a 
systematical and dynamical order of questions it generates specialized security 
recommendations for every enterprise. 

The reader will get a comprehensible introduction into the system by this chapter. 
First of all the construction will be described. Then the architecture and the interaction 
of the tool Daisy will be shown. Afterwards the main components of the tool will be 
specified in detail. At the end we will show how Daisy could look in action. 
 

4.1 Main structure  

The tool is a set of questions and rules which are connected. The questionnaire can be 
interrupt at any time and the answers saved, to continue later on. If all the questions 
have been answered the recommendations will be displayed. Also all the answers and 
recommendations can be saved. 

All information needed for the analysis will be provided by the dynamical 
questionnaire. The tool cannot get any information by itself. Functions like scanning a 
computer or network for some attributes might be a nice idea, but leads also to many 
problems. For example the benefit of mobility would disappear because the tool would 
have to run the diagnostics on the correct computer.  

So all needed information must be gathered from the answers to the questionnaire. 
The questions must be clearly formulated and easy to answer. The whole system is 
based on the background that each problem can be split up to smaller sub problems until 
there is a defined solution for it. We are aware that not every problem can be split up, 
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and some problems are more complex to solve, but we are facing the numbers of 
problems which are relatively easy to solve. 

The process of recognizing problems, splitting them up and finding a solution for it 
is done by the three main modules: 

• questions 

• rules 

• results 
 
All of them are stored in a database which is the hearth of Daisy. The parts will be 
described in detail in the section Architecture. 

The workflow of Daisy is very easy to describe, because the user’s task is limited to 
answer the questionnaire. It is possible to start Daisy without setting any obligatory 
settings. Additional settings like the user management are optional. 

Figure 4.1 shows the workflow of Daisy in a simple form: 
 

 

Figure 4.1: Three main parts of Daisy 
 
As defined in the Primary goals (section 1.5.1), the tool must be able to be updated. In 
most cases of updates, all modules are concerned because they are strongly connected. 
More information about how updates are done will be given in the section Updating 

Daisy. 
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The concept of Daisy does not need a permanent support centre, but at least support 
by mail. A user has always to option to send comments to certain question to the 
support team. Another way to alleviate the work with Daisy is the availability of 
additional information boxes. They will give more detailed information about the 
question or explain certain terms used. 

If a user is nevertheless able to answer a question, he/she always has the option to 
skip that question. If the user wants to generate results, he/she will be noted about the 
number of skipped questions and the possible consequences. This information is 
important because a leak of information will affect the quality of the results. More 
information about that is given in the section The questionnaire. 

The whole system is planned as a server-client concept. The database with all data is 
provided by a web server on the internet. The clients are using their usual web browsers 
to work on Daisy. This platform architecture has some advantages: 

• users do not have to install any software 

• users are not bound to a certain computer 

• there might be multiple users for a single SME 

• updates are applied automatically 

• the system is independent of the users operating system 

• the user decides on his own about the size of fonts and images 
 
There are some facts about a web solution which are also considered. The connection to 
the server and all data stored on the server must be secured to prevent any loss or 
unauthorized access to it. 

The system will save all given answers and results. It offers the possibility to 
compare former answers and results to track changes. How this function is used and its 
advantages are described in the section History of Questionnaires. 
 

4.1.1 Architecture 

The architecture of Daisy is built on the three main parts which are the questionnaire, 
rules and results. 

Die questionnaire is implemented dynamical, so that each question might release 
further questions. While answering the questionnaire a question graph is built up. After 
this step the rules will get all answers as input. In the end those input with the rules 
create the results of Daisy. 
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The following figure shows a simple example about the workflow of Daisy: 

 

 

Figure 4.2: Workflow of Daisy 
 
Unless the questionnaire is finished or the user demands to create results, the rules will 
not be applied. As long as the user is working on the questions, the rules do not have 
any affect on the questionnaire. 

Once the rules start working with the answers, they will create the results. Rules can 
create new facts which relate to other rules and so create results in the end. If the 
questionnaire is changed afterwards, the rules have to be restarted to apply these 
changes to the results. 

The exact results of Daisy depend on the precise implementation of the system. They 
are defined as a list of measures and advices to counteract the identified security issues. 

Daisy does not intend to implement any of the given measures automatically. As the 
figure shows, it starts with die questionnaire and ends with a list of results. The user has 
to take care about any further actions and implementations. 
 

4.1.2 Platform architecture 

We want to have a platform architecture that is able to support our quality goals at best. 
In this section we have to find a suitable way to get the system up and running in a 
SME. 

In section 2.5Platform architecture we have already discussed the possible 
architectures. These three architectures where: 

• A standalone application on the users computer  

• A standalone application on the users computer, but with continuous updates 
from a server 

• A web server based system without any installation required. 
 
After reviewing this server and client based systems, we have to decide which way 
would be the best for Daisy. 
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All forms would work for our tool, but they differ in the way of communication 
between the user and the application. 
Below the requirements are summarised in a table and the options of the three platforms 
are compared. 
 

Requirement 
local 

Application 
local application 

with updates 
web 

server 
self-contained work is possible yes yes yes 

Web access is needed no yes (for updates) yes 

updates are possible yes yes yes 

automated updates no yes yes 

system is available from different 
locations 

no no yes 

System is accessible by different 
users 

yes (only 
locally) 

yes (only locally) yes 

Table 4.1: comparison of platform architectures 
 
The table shows that implementing Daisy with a web server will fit our requirements at 
most.  

So the preferred platform architecture for Daisy is a web server based system. We 
assume that a web browser is installed or provided by the operating system. The 
operators or the support team of Daisy does not have to take care about problems with 
client sided installation problems. The system is running on a web server which is easily 
to maintain compared to local installations. We also assume that the users are used to 
work with a web browser on the company’s computers, so they do not have to learn to 
handle new software. 

The questionnaire is not bound to a certain web browser and neither to a certain 
operating system. This fact allows the user to work on his/her familiar computer without 
installing any new software.  
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Figure 4.3: preferred platform architecture of Daisy 
 
All connections going through the internet must be done encrypted. The data transferred 
must be secured from unauthorized actions to prevent any harm to the SME. 

Using a web server as central access point to Daisy assumes a permanent access to 
the internet for each user. Without being online, the questionnaire is not available. This 
precondition is accepted because we assume that most security issues are concerning the 
internet in any way. So an internet connection is essential while answering the 
questionnaire and generating the results. If there are already results created, they can be 
saved to the local computer. 
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4.1.3 User Management 

The tool Daisy has a user management system. We distinguish between user accounts 
and enterprise accounts. To work with Daisy, an enterprise has to apply for an account 
in the tool. The created account is an administration account for this enterprise. It has a 
unique username and a password. With this account the user can go trough the 
questionnaire. The administrators account has all of the following rights: 

• Read permission: The right to read questions and their already given answers. 

• Write permission: The right to write or change answers of questions. This 
includes the permission to read the questions and already given answers.  

• Results read permission: The right to see and read the created results and 
recommendations by Daisy. This right always includes seeing all the given 
results. 

• Questionnaire – start permission: The right to start the questionnaire once again. 
A new period of the questionnaires history will be generated which can be 
compared to others.  

• History of questionnaire – read permission: The right to see the already finished 
questionnaires and their results. 

• History of questionnaire – comparison permission: The right to compare two 
completed questionnaires and get an analysis about the differences.  

 
An enterprise may have more then one account for the tool. Only the administration 
account has the right to create or delete other accounts for this certain enterprise. The 
administrator user decides also which of the above described permissions a new account 
should get. Those created accounts are always bound to the main administration 
account. An enterprise can not have two administration accounts.  

The administrator user defines the other created user accounts and decides about the 
rights they should have in the tool. If the administration account is deleted then all the 
other accounts are also deleted. If a user account is deleted, the results and comments 
from this user will be saved to keep the history. The deleted account will be disabled for 
further work.  

The administrator user has the possibility to change the permissions for one account 
at any time. He/she has the right to set a new password for the other accounts. Basically 
a user should get the minimum rights he/she needs to do his work. Permissions of the 
administrator account can not be changed by the administrator or any other accounts. 
The permission to send a comment to the support team of Daisy is a right that every 
user has, it can not be taken. 

With the possibility to give every user a different permission the multiple user 
system has some advantages. First of all, the enterprise gets the possibility to see which 
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user has inserted certain information. In that way also the answering of the 
questionnaire can be split up among multiple employees. At the same time the 
enterprise can decide that not every employee can see the given results. So the 
employees can answer the questions without bias.  

Every question has a note who answers it and at what date and time. If the same or 
another user edits the answer, this user and a timestamp will be noticed. Those notes are 
for internal usage only and will not be used to save a history of changes. If a change of 
the answer effects following questions, the user will get a notice about that.  

If a user is answering questions or editing the questionnaire, then he/she is the only 
one at that time, other users can not edit questions. This procedure should guarantee that 
the questionnaire and the results have a defined state at every time. Two users 
answering questions could affect each other, because the questionnaire is dynamic and 
one answer may effect other questions. 

Due to the multiuser system and the permission levels this tool can offer one major 
advantage. Persons outside the enterprise can get an account to the information stored in 
Daisy. The enterprise itself decides which permissions those user can have. For 
example, a contractor can get the permission to see the results for creating an offer, but 
not changing the questionnaire or the results. So the answers to the questions can be 
kept confidential. Another example could be that a consulter should see the answers of 
the questions, but not the results. In that way the enterprise would be able to compare 
the results with the recommendations of the consulter.  
 

4.1.4 Updating Daisy 

One of the important points of IT security is the actuality of information. Every day new 
threads appear as viruses, worms or any other security vulnerability. At the same time 
techniques for protecting an IT infrastructure getting better and more comprehensive.  
This is the reason why the tool Daisy is defined to provide actuality. Updates are done 
on the following three levels: 

• questionnaire 

• rules 

• results 
 
The questionnaire is updated when new questions or answers were added. So the update 
function just adds new questions. There is no possibility to delete questions, because in 
that case some answers users have already given might be deleted too. Especially for the 
history of the questionnaires and their comparison this fact is important. If a question is 
not used any more or should be replaced by other questions it will be marked as “old” in 
the database. If a user starts a questionnaire, the old questions will not be displayed 
anymore. If this new questionnaire would be compared with an old questionnaire, the 
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“old” questions will be displayed again. The most important rule is that no information 
should get lost by updating the tool.  

Adding new questions and answers to the tool, requires adding new rules to 
assimilate the obtained information. Further new results might be added. 
 

 

Figure 4.4: concept for updating Daisy 
 
Practically those updates just add new lines of information in a database. In that way the 
user does not have to take care of updates, the tool is using an online database which is 
always kept updated. If a user is answering the questions then he/she will get a message 
that new questions are added which might affect his questionnaire. The user has the 
possibility to answer those questions and then continue at the exact point where he/she 
stopped his questionnaire before.  

To keep the tool up to date and user-friendly it also needs the participation of the 
users. So the user itself can send some comments on the questions and help to improve 
the system. 
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4.1.5 History of Questionnaires  

It is important for us to give the SMEs the option to see the changes of their IT security. 
Questions like: 

• What has changed since the last year?  

• Did we have an improvement of IT security after the last changes?  

• Does the new IT security policy make a difference? 
 
Therefore it is important not just comparing the answers from historical questionnaires, 
but also the differences of results. The enterprise can get an overview witch measures 
were already implemented. Changes inside the organisation and their effect on the IT 
security can be analysed. 

Due to the fact, that Daisy has an update function, not every difference in the 
questionnaire can be displayed, if a question was not part of the last questionnaire.  

Daisy does not give a deadline for answering questions. The user can insert all 
answers in one day or might take 2 months to complete the questionnaire. 

To compare two periods in time, the user itself has to define when a period is 
finished. Therefore Daisy has a function to start a new questionnaire. By starting a new 
questionnaire, the already given answers and generated results will be saved, but they 
can not be edited any more. Further the user gets the possibility to load the old answers 
into the new started questionnaire. This option is provided to save time by obtaining 
double work for entering hard facts like the location, Numbers of servers, operation 
systems, etc. that have not changed. Nevertheless the user has to go though the answers 
and confirm them that those facts indeed have not changed. This is important and can 
not be skipped by the user. Because the questionnaire could be updated meanwhile, and 
new questions could be released by the imported answers.  

Afterwards the user has the possibility to compare this questionnaire and results with 
old ones. There is also the possibility to compare two old questionnaires with each 
other.  
Every question together with its answer is displayed beside the same question with its 
answer of another version. Differences are marked red. If the questions and answers are 
the same they are marked in gray. New questions and answers are marked green, which 
where not answered the last time or added by updates to the tool. The newer version is 
always on the right side of the comparison. 
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Version from <Date/Time> 
 

Version from <Date/Time> 

Q: Do you use email? Q: Do you use email? 

A: Yes A: Yes 
 
  Q: Do you have a local email client 

installed? 

  A: Yes 
 
Q: Do you have any anti-virus software 

in use? 
Q: Do you have any anti-virus software 

in use? 

A: No A: Yes 
 

 
Figure 4.5: example for comparison of two questionnaires 

 
To get a better overview which answers are different there is the possibility to fade out 
equal questions and answers.  
 

4.2 The questionnaire 

It is important to realise that the tool Daisy obtains all the processed information by a 
user. Therefore the questionnaire is the central component of Daisy, which will be 
described here. First of all we will take a closer look at the structure of the 
questionnaire. We will show the central attributes of a dynamic questionnaire and how 
it looks like. Then we will picture the questions and the characteristics. Further the 
content of the questionnaire will be discussed.  

4.2.1 Structure of the questionnaire 

The main characteristic of the used questionnaire is that it is build up dynamical. So 
every given answer manipulates the construction of the questionnaire. Nevertheless the 
questionnaire needs to be structured. Therefore the questionnaire is build up like similar 
to a tree, but it does not follow the rules of a tree structure used in computer science.  
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Figure 4.6: Example of a question graph 
 
One question is followed by the next one which can release a sub-question. That is the 
reason why every question has a unique identification number. Every question contains 
beside the possible answers the information which question will be next. This question 
will be placed in a question queue.  
 

 

Figure 4.7: Example of a question graph and queue. User has answered Question 1 
and 2. Now question 3 is displayed. 

 
Answers can release questions too, that information is also stored in a question. If a 
certain answer is given that releases another question, this question is queued too. The 
questions will be shown in order of the question queue.  
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Figure 4.8: Example of a question graph and queue after inserting sub-questions. 
User has answered Question 1, 2 and 3. Question 3 released 2 sub-questions, which 

are inserted in the queue. Now question 3.1 is displayed. 
 
It is possible that an answer releases more then one sub-question. Answers to a sub-
question can recursively release other questions again. After all released questions are 
processed the next main question will be shown. This process guarantees that all 
questions are connected. The amount of displayed questions just depends on the given 
answers. Every question is a part of the question branch, which means that at least one 
other question points at it. The only exception is the very fist question. 

If an answer to a question is given the system saves the date, time and the name of 
the user with the answer. Just users with write permissions on the questionnaire and 
administration users have the possibility to edit the questionnaire.  

This dynamical structure is the reason why not more then one user of an enterprise 
can edit the questionnaire at the same time.  

This dynamic structure still gives the user the freedom to skip a question and make a 
shortcut though the questionnaire. When a question is displayed the user has the option 
to skip it. In this case all possibly sub-questions would also be skipped. Beside that 
option the user has the possibility to say that he/she is not able to answer that question. 
Then also all possible sub-questions will not be displayed. 

Further every user has the possibility to write a comment to a question that is 
displayed. This function is independent from the fact that a question might not be 
answered or might be skipped. Those comments should provide help if the user has any 
problems understanding the question. A noticed comment on a question can be seen by 
all users of an enterprise which has read permission for the questionnaire. The comment 
function should be used as an aid to memory for situations like: 

• A user has to skip a question because the answer has to be discussed with a 
college which is on holiday at the moment. A note next to the questions reminds 
him why he/she had skipped the question. 

• A user does not know the answer, but leave a note who might know the answer 
to this question. 

• A user answers a question and note that this answer will be wrong in one week 
because some configurations will be changed soon. 
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The questionnaire itself is arranged in groups of topics belonging together. This 
provides a better usability and also helps to structure new added questions by an update. 
This build-up will be described in the section Content of the questionnaire. 
 

4.2.2 Type of questions 
The construction of the questions has a significant influence on the success of the 
questionnaire. A question has to be easily understood and formulated in a common 
phrasing.  
Questions in general can be classified in these categories: 

• Open questions 
• Closed questions 

o dichotomous question 
o alternative question 

• Suggestive questions 
 
This classification is based on the type of answers you can give and is inspired by Porst, 
Rolf (2008). In the following the different categories with some examples regarding IT 
security in general are shown. They will be evaluated if questions of this category are 
useful in the questionnaire of Daisy: 
 

• Open questions:  
An open question offers the chance for a broad range of possible answers. Those 
questions are good at the beginning of a conversation and offer people the 
possibility to influence the further course of the conversation. 
 
Examples: 
What is the IT security policy of your enterprise? 
What are the main issues of your IT security emergency plan? 
Who decides about IT security investments? 
 
Evaluation: 
This category of questions is used in conversations between human beings, but 
rarely in IT-based systems. Those questions are not useful for the tool Daisy, 
because the given answers are hardly computable for an IT system.  
Some questions will still be open, for example when a numerical answer should 
be given. There are also some open questions where an answer can be given that 
support the user himself with the questionnaire. An example could be: The first 
question is “How many servers do you have?” which is an open question where 
a numerical answer is expected. A supplementary question is “Write the names 
of the servers, so that they can be used in further questions as reference!”. This 
open question is not needed for gaining any results, but it will help the user to 
answer further questions. The given names of the servers will be displayed next 
to further questions because the user will memorise much better to a certain 
server name then to names like “Server #1”, “Server #2”, etc. 
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• Closed questions 

o dichotomous question 
Those kinds of questions give just the possibility to answer with a “Yes” 
or a “No”. Those questions used to be called polar questions, because the 
person who is answering has to decide for one side. 
 
Examples: 
* Do you use email?  
* Do you have a local email client installed? 
* Do you have any anti-virus software in use? 
 
Evaluation:  
Dichotomous questions fit perfectly for a computer based questionnaire. 
Facts and certain issues can be request and be evaluated easily. Those 
questions are very useful for the as-is analysis on the enterprise to 
identify what kind of IT infrastructure the enterprise has. 
 

o alternative question 
Questions asked with the alternative technique give a person only the 
possibility to choose from two or more predetermined answers. 
Alternative questions can be sub-divided into single- and multiple-choice 
questions. In this case it is important that the list of predetermined 
answers is complete. The user should have the possibility to let the 
system know that his answer is not contained in the list of answers. That 
can be easily provided by giving the option to answer: “None of the 
above answers is the right one for me”. Those questions have some 
attributes in common with open questions. The difference is that you do 
not choose between “Yes” and “No” but also between two or more 
declarations.  
 
Examples: 
* Do you use an external or an internal email server? 
   External email server (outside our enterprise, from a certain provider) 
   Internal email server (located in our enterprise and it is hosted by our 
   enterprise) 
* Which local email client do you use? 
   Possible answers in alphabetic order: 
   Microsoft Outlook Express 
   Microsoft Outlook 
   Mozilla Thunderbird  
   Netscape Communicator  
   Sylpheed 
   Ritlabs The Bat 
   None of the above 
* Which attributes does your server room have? 
   One or more windows 
   Fireproof door 
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   Located in the basement 
   Located in the top floor 
   Air-conditioned 
 
Evaluation: 
Those questions are very useful in the tool Daisy when it comes to 
detailed questions. By providing a possible list of answers the user has a 
sort of open question, because he/she is not just answering “Yes” and 
“No”. In that way not every issue has to be asked in a since question like 
“Do you use the email client Microsoft Outlook Express?”, “Do you use 
the email client Microsoft Outlook?”, etc. It is important to be aware that 
the displayed list of answers might be incomplete. Therefore it is 
necessary that the user has the option to answer: “None of the above 
answers is the right one for me”. This answer could point out the support 
team of Daisy that the list of answers might be incomplete and has to be 
extended. So the user supports the correctness and actuality of Daisy. 

  
• Suggestive questions:  

A suggestive question is identifiable as a supposedly correct answer is already 
provided in the question, usually by a rating hidden in the composition of the 
question itself. 
 
Examples: 
* Do you think that IT security is an important issue, for doing a successful 
   business, which depends more and more on IT systems?  
* Do you agree that every enterprise should have an Anti-spam program if email 
   is important to you? 
* Do you need a firewall, or wouldn’t you mind publishing all your internal 
   data? 
 
Evaluation: 
Those questions are not allowed in the questionnaire. They manipulate the user 
and the gained information can not be seen as autonomous. So those questions 
have no constructive elements at all. 

  
The type of question does not only influence the possible answer, it also manipulates the 
questionnaire because a certain answer can release sub-questions. Nevertheless the user 
has always the possibility to skip questions or say “I can not answer this question”. 
Those questions will be marked and can be edit the next time if desired. To have a better 
overview all the questions are arranged to topics.  
 

4.2.3 Content of the questionnaire 
The system comes as a dynamic and easily to answer questionnaire. Depending on 
previews answers, the following topics and questions are generated. It cuts the whole 
process of answering questions down to a least reasonable minimum. At the same time 
it is able to specialize to a topic if it is needed. So the main body of the system is a 
database of a few hundreds or even thousands questions, topics and their dependencies. 
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By following a well sophisticated structure it is able to identify the IT security status of 
an SME. 
 
Nearly all questions are handling one of those central categories: 

1. As-is analysis of the enterprise 
2. Policy, rules and guidelines implemented or not implemented in the enterprise 
3. Classification of protection requirements for components of the enterprise 

 
Beside the general categories the questions are summarized to topics to provide a better 
overview for the user. The topics also help the support team of Daisy if they want to 
update the questionnaire.  

Ordered by the central issues the questionnaire might contain the following topics: 
 
Category: As-is analysis of the enterprise 
The enterprise’s actual structure has to be entered into the system. General questions 
about the enterprise and the background will be asked. This could be the number of 
employees, the enterprise’s location, which operating processes are outsourced, if 
external persons are entering the building, if there is a person in charge for IT security, 
entry- and access rights and so on. Questions about the kind of IT systems and hardware 
are used. What kind of communication systems, like a telephone system or mobile 
phones, places where server and computers are located, security standards actually 
followed, and used products and manufacturer etc. are in use. 
 
Examples for topics of the category: 

• IT infrastructure 
o Basic facts 
o Active IT network components 

� Servers 
� Storage systems 
� Workstations 
� Mobile Workstations 
� Printers / Plotters 

o Passive IT network components 
� Network cables 
� distribution pillars 

• Web access in the enterprise 
o Firewall 

• WLAN (Wireless Local Area Network) 
o Components 
o Configuration / Access 
o Security configuration 

• User management 
• Backup  
• Website (enterprises own website) 
• … 
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Category: Policy, rules and guidelines implemented or not implemented in the 
enterprise 
All questions regarding rules and common behaviour in an enterprise are here 
summarized. Especially all work instructions regarding the use of it systems are 
important. There are also questions about the common behaviour like “How often do 
employees have to change their passwords? Is it compulsive to change the password in 
a certain period of time?”. Also guidelines and instructions from the head quarter or the 
government can be handled in this category. 
 
Examples for topics of the category: 

• rules and instructions for external personal 
• terms and conditions for outsourced processes 
• user right policy and management 
• law: privacy policy 
• quality and security conditions regarding ISO standards 

 
Category: Classification of protection requirements for components of the 
enterprise 
Those are questions about the workflow in the enterprise - especially questions about 
the importance of data and technical environment for the workflow process. It is also 
important to know which data and systems are essential for the enterprise to run its 
business. Mostly there are some little systems or data nobody recognized as being very 
important to something or someone else.  

Questions from this category could be for example: Do you have personalized data 
in your local files? Do you have sensitive data under legal storage rules in your email 
traffic? 
 
Examples for topics of the category: 

• classification of data regarding demand of protection 
• classification of IT systems and components regarding demand of availability 
• need of long term data storage 
• DRP (disaster recovery process) for data 

 
Those are just examples of topics. The number and order of topics depend on the 
implementation and can be enlarged at any time.  
 

4.3 Creating the results 
In this section we will describe how the gathered information from the dynamic 
questionnaire will be processed to a set of results. For our research we were inspired by 
concepts of knowledge engineering and artificial intelligence. We found very interesting 
procedures and theoretical concepts in the literature of Georg Gottlob (1990), Patrick H. 
Winston (1993) and Frank Puppe (1991). 

To create results that are individual adjusted to a certain enterprise we use rules. 
Those rules take the entered information gathered by the questionnaire and draw the 
conclusions out of it as results.  
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The rules represent the knowledge of an IT security expert. Rules express the 
commands, strategies and recommendations on a human being in a formal way.  

The basic principle behind the idea is that a complete recommendation according IT 
security can be split up to single conclusions based on known facts. Every answered 
question generates one or more facts and their coherence to each other might generate a 
new fact. This new fact can be a result like an IT security recommendation. This fact 
might also be generated to become part of other coherences. Further a problem can be 
split up to single fragments which will be solved by rules each. The tool Daisy uses the 
rules to interpret knowledge, which is represented in form of facts and draw conclusions 
out of it. 
 
Construction of rules 
Generally rules are used to demonstrate coherences. Therefore IF-THEN statements are 
used. A rule consists of an assumption (the IF-part) and a conclusion (the THEN-part). 
The assumption can also be called precondition and the conclusion action.  
 
So the design of a rule can be pictured in general as the following: 
IF <assumption> 
THEN <conclusion> 
 
An example for a rule would be: 
IF no login password for account is set 
THEN set login password for account 
 
The conclusion can just be reached if the assumption is “true”.  
Every part can consist of more then one value and be connected by a logical operation.  
 
Those logical operations are: 
 

 AND 

 OR 

 NOT 

Table 4.2:  Logical operators used in the rules 
 
If the assumption contains more then one part the logical operators examine the degree 
of truth. Truth-tables like used in the Boolean algebra provide information about an 
operation on two logical values. 

Truth-tables for AND-/OR-operators need two values which are cut short as “V1” 
and “V2”. The NOT-operator is used for a single value or a whole expression, which 
would also be handled as a single value. Therefore it uses just the V1 short cut. 
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AND-operator: 

V1 V2 Result 

False False False 

False True False 

True False False 

True True True  

OR-operator: 

V1 V2 Result 

False False False 

False True True 

True False True 

True True True  

NOT-operator: 

V1 Result 

False True 

True False  

Table 4.3: Truth-tables for AND-/ OR-/ NOT-operators 
 
So a rule with more then one part as assumption and conclusion will look like this:  

IF (<assumption #1> 
AND <assumption #2>) 
OR <assumption #3> 
THEN <conclusion #1> 
AND < conclusion #2> 
AND < conclusion #3> 
 
An example for a rule like this would be: 

IF (no login password for account is set 
AND user account has the permission to change password) 
OR user account is used for the first time 
THEN user has to set login password for account 
AND use capital letters and numbers in the password 
AND password should be longer then 5 characters 
 
In this example the rules create three conclusions. The created conclusions do not 
contain the text of the result itself, they just relate to a text in the database, which will 
be displayed to the users. In that way it is a possible to offer this tool in different 
languages, because just the displayed texts have to be translated. Further an extra 
illustration for every conclusion might be added. This information would easily be 
stored in a database.  
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A conclusion can also be used to become an assumption in another rule. Using the 
example above, that would be: 
 
Rule #1: 

IF no login password for account is set 
THEN user has to set login password for account 
Rule #2: 

IF user has to set login password for account 
THEN use capital letters and numbers in the password 
 
So the above rule with more then one part as assumption and conclusion is now split up 
into two rules. In that way the rules become more modular and also more changeable. 
This example shows that knowledge can be split up in smaller pieces by rules. In that 
way knowledge can be changed and updated easily. That is an advantage that supports 
the update functions of Daisy.  

If a conclusion becomes an assumption in another rule, we speak of forward 
chaining rules. These rules have a sequence of execution. That is also a part of the 
knowledge that is represented by the system.  

To have a picture in mind about forward chaining rules the above used example will 
be integrated in a more complex set of rules.  
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Figure 4.9: Example for forward chaining rules 

 

F1 = starting operation system without entering a password  
F2 = account user has permission to change his password 
F3 = user know administration password  
F4 = operation system has to be reinstalled 
F5 = new employee hired 
F6 = user account is damaged 
C1 = no login password for account is set 
C2 = user is able to change password  
C3 = new user account has to be created 
C4 = user has to set login password for account 
 
This figure shows a graph containing five rules. It is shown that more then one way can 
generate the conclusion “user has to set login password for account”. So if for example 
just two facts like F2 and F3 are given, they can generate the new fact C2 “user is able 
to change password”. Nevertheless no other rule can be executed because just those 
three facts are given, the forward chaining stops working. How many facts are given 
depend on the questionnaire. If some questions are unknown or skipped then those facts 
are not given. This causes that fewer results will be shown. 

By this example you can imagine that a lot of those rules are needed to solve a 
moderate problem. A lot of know-how and experience is needed to formulate those rules 
and compose their cooperation. The advantage is that this system is able to solve 
problems which would not be solvable with a single rule. The individuality of the 
results depends on the modularity and number of the rules and questions.  

The results in form of recommendations regarding IT security are the product of 
those rules. They will be shown in a report to the user. Those reports are saved in the 
system and can be exported to be saved locally. 
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4.4 Output of Daisy 

After answering a lot of questions the user wants to see the output of his work. The 
results are the most important part of Daisy from the user’s point of view. Therefore the 
editing and design has to be considered.  

The crux of the matter is that the user can create the results at any point of the 
questionnaire. After answering just a few questions the system has not enough facts and 
information to make expedient results. The user has the possibility to skip or not to 
answer questions. The number of skipped or not answered questions will be counted by 
the system and displayed to the user. Therefore a remark is displayed with the results. 
The user is advised to consider that the results might be incomplete and inexpedient if 
some answers are missing.  

The outcome of Daisy can be classified in two main points: 

• As-is analysis 

• Recommendations 
 
Of course by reading an as-is analysis you might identify a recommendation. We 
understand the as-is analysis not just as a repetition of the given answers. In fact it 
should be a conditioned summary of all given facts. The use of tables in the summary 
should provide a good overview. This option depends a lot on the achievement of the 
questions and the way Daisy will be implemented in detail.  

The second part of the outcome is a list of recommendations. The list will be 
sectioned and will group the recommendations in that way. Instead of getting a text as 
an overall assessment the result will be a detailed list of single recommendations and 
measures.  

Further the given results should be in a printable format. A manageable design 
should support the user. Also all given results can be exported and saved on a local 
storage.  
 
 

As-is analysis 
The as-is analysis contains the important facts about the IT system and surrounding of 
an enterprise. The purpose is to get an overview of the IT infrastructure and security 
with supplementary details in a simple format. 
 
The beginning of the analysis might look like the following: 

Name of company:  My enterprise  
Legal form:   Limited Liability Corporation 
Head Office:   Vienna, Austria, European Union 
Address:   Wiedner Hauptstraße 8-10  
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Information about the IT network infrastructure might be displayed in a table or 
diagram: 
 

System Nr. 1 2 3 4 

Name TU-ps TU-fs Workstations TU-dc 

Platform Windows NT 
4.0 SP 3 

Windows 2003 
Server SP 3 

Windows XP 
Prof. SP 3 

Linux 

Describtion Printserver Fileserver Workstations 
for employees 

Domain 
controller 

Number 1 1 10 1 

Network LAN LAN LAN LAN 

Location 
building 

Building C Building C Building A, B, 
C 

Building C 

Location room room C233 room C232 Offices of 
employees 

room C232 

Administrator Ms. Muster Ms. Muster Ms. 
Mustermann 

Ms. Muster 

User Whole building 
C 

Head office employees All users 

Table 4.4: An example for an as-is analysis of an IT infrastructure  
 
A graphical diagram could also show the IT network infrastructure. That will depend on 
the complexity of the implementation.  

The as-is analysis should also inform about protectable parts of the IT system 
infrastructure. This can also be shown in a table: 
 

Number Name  
Platform  

Protection 
Requirements 

1 TU-ps Middle 

2 TU-fs High 

3 Workstations Low 

4 TU-dc High 

Table 4.5: An example for an as-is analysis that inform about protectable parts of 
the IT system infrastructure. 
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This can be extended if the protection of every IT room is considered in detail. That 
might be implemented in the following way: 
 

Name  room C233 room C232 Office 3 

Type Server room Server room Office 

Room  

Location building  Building C Building C Building B 

 IT system TU-ps TU-fs, TU-
dc 

Workstations 

Confidentiality Middle  High  Middle  

Integrity Low High Middle 

Protection 
Requirements 

Availability High High  High  

Table 4.6: An example of an as-is analysis that contains a detailed description of 
the protection of ever IT room. 

 
And again this description is depending on the coverage of the questionnaire. If those 
kinds of questions are implemented in Daisy then this tables can be filled out. If the 
information is gathered, the designing and filling of those tables is easy to implement. 
On the other side they have the advantage to give a good overview of the as-is situation 
in a compact way. This is the main requirement for the as-is analysis. 
 
Recommendations 
Based on the as-is analysis Daisy will generate recommendations to handle IT security 
issues identified within the SME. The recommendations are shown as a list of measures. 
Each part is described with a short but significant sentence. Additional there is a 
detailed description offered. It contains a list of risks and dangers if these measures 
would not be implemented. Depending on the measure it might contain examples of 
implementations. 

The list of recommendations does not include priorities. The measures will be 
arranged to the following three main groups: 
 
Organisational measures 
Depending on the size of the SME these recommendations have to be implemented by 
or at least in cooperation with the management. Examples are emergency providence or 
infrastructural changes. The system itself can not create disaster recovery processes or 
change any regional conditions. Daisy will suggest certain measures to fit the security 
requirements specialised for the SMEs structure. 
Examples would be: 

• The servers should be in a separate room. 
Details: The servers should not be available for everyone. By moving them to a 
separate room they could be locked up. Also a separate air conditioning system 
could be installed and reduce the dust and heat around the servers. 
Risks: The servers could be sabotaged by internal or external personal. The bad 
air conditioning system and the overcharge of dust and heat could reduce the 
economic life-time of the servers. 
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• Backup tapes should be archived in fireproof a facility. 
Details: The backup system might have no efficiency if the backup tapes are not 
stored in a secure facility. A safe in the enterprise or outside would be a safe 
depository. 
Risks: Backup tapes are not secure now. In case of fire or flood they can be 
damaged. In this case a backup would not be available.  

 
Personnel measures 
All recommendations concerning directly the employees belong to this group. This 
might be the implementation of a password management system, trainings, working 
instructions for a system, deputise arrangements or communication improvements. 
These measures have to be worked out by the management and the employees together. 
No one will be able to accomplish them alone. 
Examples would be: 

• Instructions about password handling should be publish to all employees. 
Details: Those instructions should provide information about a secure password. 
The employees should get information about the secure handling of password, 
and in which cases they have to change their password. Those instructions 
should be discussed in a meeting to get a response from the employees. 
Risks: Unauthorised persons can get access to the IT system if the passwords 
were not chosen carefully. Employees that have quit might have knowledge of 
passwords and use them, if the passwords were not changed.  

• The representation of IT responsible persons should be regulated. 
Details: Who will get administration passwords in case of illness or vacation? A 
secure location for the storage of administration passwords has to be defined. 

 
Technical measures 
Those measures contain suggested changes that have to be done in the IT systems. 
Those recommendations deal with firewalls, anti virus programs, logging and storage. 
Those measures are often interlace and strongly bound to each other. Depending on the 
questionnaire they can be more or less detailed.  
Examples would be: 

• Install an anti virus program on very workstation, and not only on the servers. 
Details: Every workstation needs an anti virus program. To install the software 
on every workstation maybe a software distribution function can be used. Many 
anti virus programs provide that function. It can also handle weekly scans and 
updates of the workstations. 
Risks: In case of inserting data over a CD or an USB storage the workstation 
could get infected by viruses. 

• Users should not have permission to install, uninstall or configure an anti virus 
program. 
Details: Just the administrator should change configurations in an anti virus 
program. An employee should not have the possibility to remove an anti virus 
program. The functioning of the anti virus program should be described to the 
employees so that they are familiar with messages of the program. 
Risks: Untrained employees could delete the settings of the anti virus program 
and infect the workstation or the whole network accidentally. 
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4.5 Architecture in action 
In the sections 4.1 to 4.5 the attributes and architecture of the tool Daisy were described. 
To get a better imagination we want to present the face of Daisy as a foresight. 

The tool is a dynamical website, regarding the fact that we use server-client 
architecture. By the fact that all information is stored at one central point, the user is not 
bound to a certain place or computer. This allows also that different employees of an 
enterprise are able to consecutively finish the questionnaire.  

That specially communication between the users who represent the employees of 
enterprises and the tool Daisy is the topic of the section Practicing man-machine 
communication. The challenges of communication with a dialog advisory system will 
be discussed and the approaches of Daisy to solve them.  

Afterwards we will show a draft of Daisy and will describe different uses of the tool.  
 

4.5.1 Practicing man-machine communication 
There are different ways to ask a question. It depends on your accent, diction, gesture 
and the possibilities you give to respond to a question. Aspects like accent and gesture 
do not matter if an IT system is asking questions to a person. Therefore the other aspects 
become more important. While you are talking to a person you have the possibility to 
ask if your dialogue partner understands a question. Until now an IT system can not 
have the same conversation with a human being, like two human beings can have. An 
IT system like Daisy has to find other ways to be understandingly.  

One point is to have information boxes next to every question, where technical terms 
and coherences are explained. They should support users to answer questions they 
would have to skip otherwise. It is intended to gain as much answers as possible from 
the user. 

Users have the possibility to send comments on the questions to the support team of 
Daisy. The option will help to improve the support in two ways. At first the user will get 
a direct feedback from the support team. On the other side the support team gets 
information about the users problems. They can be used to improve the system. For 
example descriptions might be changed and extended, or questions might be 
reformulated. 

Additional to those comments for the support team, a user can write comments 
which will be saved with the question. These comments might be useful for later 
reviews or to other users reading the questionnaire. In this case it does not matter if the 
question was answered or skipped. For example a user might answer a question but 
writes a comment for a colleague to check the answer again. Another use would be to 
write some information about the affected part of the IT system. 

Another simple but important feature is that the user is able to stop the questionnaire 
at every point and continue later where he/she stopped. Each given answer is saved 
automatically with date, time and username so that nothing will be lost even if the 
questionnaire is interrupted unintentionally. 

If a user is unable to answer a certain question but wants to continue the rest of the 
questionnaire he/she will have two options: 
First:  He/she will answer the question with the option “I can not answer this question” 
and continues the questionnaire. 
Second: He/she will choose the option to skip the question for now. In this case no 
answer to this question will be saved. 
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In both options the question will be counted as unanswered. The user will get the 
possibility to answer his unknown and skipped questions later. When the system 
generates the results and there are still unanswered questions, the system will display 
the number of unknown and skipped questions together with a notice that this might 
reduce the quality of the result. 

The aim of splitting the option up to “I can not answer this question” and “Skip this 
question” is to improve the usability. It is supposed that as “unknown” marked 
questions will not be answered anymore because the user does not have the information. 
The user does not have to care about any longer. The skipped questions are supposed to 
be answered later because the user will get some needed information later or someone 
else has to answer it. 

Offering an SME to create multiple accounts for their access to Daisy has many 
reasons. At first they might hire external staff to answer the questionnaire but do not 
want them to view the results. Some different uses are possible by setting the access 
rights which are described in the section User Management. The only point which has 
to be kept in mind is that only one user is able to modify the questionnaire at the same 
time. 

On some questions it will be needed to formulate an open question with numerical 
answers as described in the section Type of questions. An example would be “Enter the 
number of servers”. In such a case the user will be asked to name the servers. In 
principal it would not be required for creating results or applying the rules, but it will 
ease the questionnaire for the user. Further questions about one of these servers can use 
the specific name to be distinguishable for the user.  
 

4.5.2 Using Daisy 
The first aspect in our tool is an interface where a user gets information about this tool 
and how it works. It must be clear that the correctness of the entered data is important 
for a good analysis and output of recommendations. All entered data will be stored on a 
trustable location and will be secured from unauthorized access. A lock sure login page 
where the user name and password has to be entered is part of the start page. 

The tools questionnaire is designed to be dynamical. Further a comparison between 
different historical phases can be done to analyse the development of IT security. 

Users are able to comment questions with their individual thoughts and also send 
comments to the support team of Daisy. This should improve the questionnaire’s quality 
and usability.  

To lighten and also accelerate the process of answering questions, users can skip 
questions if they are not able to answer them at this moment. Users might answer 
skipped questions later by looking up some information or getting help from someone 
else. Therefore it is possible to stop and resume the questionnaire at any time. Entered 
information will be stored at the server continuously. 
A certain level of IT knowledge is needed to get a qualitative evaluation. The better the 
user’s previous knowledge, the better the evaluation’s quality might be. 

In the following we describe our imagination how the interface of Daisy could look 
like. The workflow and all main functions of Daisy are defined in the section 4.1. The 
design and details of the implementation are not part of this thesis. So the presented 
interfaces below should be understood as a draft proposal. 
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The start page of Daisy will show the main login screen for registered users. A menu 
bar on the left side offers some more options. Users might register and request a new 
account for Daisy. A short description about Daisy is available with the title “What is 
Daisy”. The last option “How is it working” will give a principal overview about the 
functioning of the system. On the lower bottom of the site some news about the system 
or any other interesting topic will be shown. 
 

 

Figure 4.10: Start page of Daisy 
 
After a user has logged on to the system he/she will have a site with all options 
available for the account. The following figure shows an example menu for an 
administrator. All options are arranged into three groups to have a clear view. 

The group “questionnaire” contains buttons for continuing the last questionnaire, 
view all skipped or as unknown marked questions and comments. At last the user is 
allowed to start a new questionnaire. 

Under the “outcome” the links to view and export results are offered. Additionally 
the comparison of questionnaires is located here. The functionality is described in detail 
in the section History of Questionnaires. 

The administrator account is allowed to view, edit, add and remove users. The 
corresponding functions are listed in the group “user management”.  
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Figure 4.11: Menu page of Daisy 
 
The next figure shows an example of a question in Daisy. The concept is that the 
interface should be clearly arranged and offers an easy workflow. As long as the user 
does not need additional information about a question, he/she just chooses an answer 
and continues. 

The possible answers are shown in a light blue box to highlight them from the 
question. If the question was answered before, the chosen answer is highlighted in light 
green and the user is displayed at the bottom line when and who answered this question. 

Between the answers and the bottom line the user will find buttons for answering 
and skipping a question. The function to view the already answered questions is offered 
by the button “previous”. On the right hand side the user is able to view the current 
results. 
On top of the question the user will find additional information to the question and the 
options to write a comment and send a comment how it is described in the section 
Practicing man-machine communication. 
Below these buttons a short information is displayed about the actual topic processed by 
the questionnaire. In this example the question is related to the topic “client \ software \ 
email”. 
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Figure 4.12: Example of answering a question in Daisy 
 
After a user has chosen the option “comparison of questionnaires” at the start page 
he/she will get to the following site. Two lists are showing all versions of questionnaires 
side by side. On each side the user has to select a version by date and time of 
completion. The button “compare” will start the comparison like it is described in the 
previous section History of Questionnaires. 
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Figure 4.13: Example of comparing questionnaires in Daisy 
 
To draw a few examples of the work with Daisy we will construct some tasks and 
explain how they are completed within the system. 
 
Task 1 
A user has started a questionnaire before and is now going to continue it. Meanwhile 
he/she noticed that the last answer he/she gave was not correct, so he/she wants to 
correct it now. 
 
Solution 1 
After the login page, the user will be displayed the menu page where he/she has to 
choose the option “continue last”. The questionnaire will be started at the last 
unanswered question where he/she left it before. 

To correct the last answer the user has to use the button “previous”. The system will 
show the last question and answer with the notice of date, time and user who edited the 
answer. After choosing the right answer, the user will continue as usual by the button 
“answer”. The questionnaire will be continued until the user wants to break again or 
finishes. 
 
Task 2 
An SME has finished the questionnaire and would like to have the answers checked by 
an external person. This person should not be able to change anything within the system 
or view the results. 
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Solution 2 
In order to limit the rights for the external person it would be the best to create a new 
account in Daisy. The administrator has to login and choose the option “add user” from 
the menu page. At this point a username and password have to be set for the new user. 
If the new user is created in the system, the administrator has to set the rights for the 
new user. As it is requested that the user should not be allowed to change the 
questionnaire or be able to view the results, the only permission required is a “read” on 
the questionnaire. The new added user will not be able to change the existing 
questionnaire or start a new one. Neither he/she is able to view the results or compare 
previous versions of the questionnaire. 

After the administrator has completed these actions, the new user is able to log into 
Daisy immediately and complete his/her task. 
 
Task 3 
A SME has finished the questionnaire and would like to have the results checked by an 
external enterprise. Because the external enterprise is working on a competitive product 
they are not allowed to use Daisy. 
 
Solution 3 
Any user of the SME who has an account at Daisy and is allowed to view the results is 
able to solve this issue easily. As mentioned in the section Creating the results it is 
possible to export the results from Daisy and save them locally. This report can be sent 
to the external enterprise by mail or email so that they do not need to enter Daisy at any 
time. 
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5 Results and Discussion 
The aim of this thesis was to define a concept for a new tool which handles IT security 
for small and medium sized enterprises. During our researches we worked across 
masses of information about IT security and different plans how to handle it. We tried 
to pitch on the best practices and consider common problems with planning IT security 
within SMEs. During the period of time it was proven many times that IT security is a 
growing issue for all enterprises. News about stolen or lost confident data has been 
reported over and over again. On the other side the European Union and thereby local 
governments conclude more and more laws and directions concerning the accumulation, 
handling and storage of digital data. 

We will now discuss how our concept fits the requirements and goals we defined in 
the beginning of this thesis. The classification scheme is an important tool to compare 
the concept with other tools we have tested and described in chapter 3. 
 

5.1 Classification scheme 
After defining the tool Daisy in chapter 4 we want to compare our tool with the other 
tools we have evaluated in chapter 3. Therefore we are using the classification scheme 
we described in the chapter Related Work. First of all we have to fill in the classification 
scheme for our tool Daisy. 
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# Attribute Value 

1 Assumes basic IT knowledge Yes 

2 Assumes advanced IT knowledge No 

3 External supervision No 

4 Support offered Yes 

5 Simple user interface Yes 

6 Shows current IT security status Yes 

7 Tool adjusts to particular needs Yes 

8 Multiuser capable Yes 

9 Repeatable execution is possible  Yes 

10 History of former executions Yes 

11 The tool can be updated Yes 

12 Secure data storage  Yes 

13 Automatic implementation of recommendations No 

14 The tool is platform independent Yes 

15 Tool is independent of a certain computer or place Yes 

16 
Tool is specifically build for small and medium 
sized enterprises 

Yes 

17 Approximate time to get results 
Fast to 

medium 

18 Costs of the tool/product n/a 

19 Costs for executing the tool low 

20 Cost approximation for recommendations No 

21 Direct advices how IT security could be improved Yes 

Table 5.1: Classification scheme for the tool Daisy 
 
To handle issues of IT security a basic knowledge in the field of IT and IT security is 
needed. The user of Daisy has to know what components the IT infrastructure contains. 
Further a basic IT knowledge about declared operation systems and applications in 
general is required. As described in attribute no. 2 the user does not need to have an 
advanced IT knowledge.  
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The tool does not include a personal supervision or consulting as attribute no. 3 
shows. The user has to fill in the questionnaire on his own. A basic support should be 
offered by the support team. The users have the possibility to send comments on the 
questions and report in that way problems with the tool. This attribute no. 4 also 
includes help with technical problems.  

Our architecture is supporting a simple interface as the drafts in section Using Daisy 
show. The design is supposed to be similar to common user interfaces and by that make 
the usage of the tool simple. Nevertheless the final design of the tool will be defined by 
implementing Daisy. 

One of the outcomes of Daisy is an as-is analysis of the enterprise’s IT security. 
That’s why attribute no. 6 “Shows current IT security status” is answered with “Yes”. 
The as-is analysis contains a summary of all important information gained by the 
questionnaire. It can be used as a documentation of the IT security status. This as-is 
analysis fits the size and components of the enterprise, as the attribute no. 7 shows. 

Further the tool Daisy is described as a multi-user system. This enables the 
possibility to distinguish the actions of each user. An administration account is the 
management tool of this multi-user system. 

Another part of the tool is the possibility to repeat the execution of the 
questionnaire. The enterprise can do the questionnaire several times, as attribute no. 9 
shows. Afterwards those former executions will be saved and can be used for a 
comparison with actual results. That gives a view of the development of the IT security 
in time. 

The questionnaire of Daisy can be extended by detailed questions or new chapters. 
Simultaneously more rules can be added to process the obtained information. The 
construction of the architecture of Daisy supports those updates, as it is described in 
section Updating Daisy. 

As attribute no. 12 shows the obtained data from an enterprise is stored safely. Daisy 
is not able to realize recommendations automatically after an analysis of the enterprise’s 
IT security status. The user has to decide if this implementation should be done or not. 
Attribute no. 13 is answered with “no”, because the user also has to do the 
implementation himself. 

To fit in every enterprise’s system organisation the tool is independent of a certain 
platform or web browser (attribute no. 14). It is not bound to a certain computer or 
location, because no software has to be installed or data saved (attribute no. 15). All 
those functions are constructed to fit small and medium sized enterprises of every size 
and branches (attribute no. 16). The approximate time to get results depends directly on 
the enterprise’s size and its IT system. It is also important if all the information that is 
needed for the questionnaire is available. Every interruption extends the approximate 
time to get any results. That is the reason why the value for attribute no. 17 is “fast to 
medium“.  

Attribute no. 18 tells that the costs of the tool are not applicable because it is planned 
to be a free tool. The implementation of the tool needs a lot of resources. That might 
lead to a commercialisation of the tool. Our ideal conception is a free tool that should 
help to improve IT security everywhere. 

Daisy does not cause extra costs during the execution. The enterprise invests the 
time of their employees to use the tool and answers the questionnaire. It is not needed to 
have an extra budget to cover the costs that are direct or indirect caused by executing 
the tool.  
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As attribute no. 20 shows that the tool Daisy does not give a cost approximation for 
the given recommendations. That function would depend on to many factors and can 
not be implemented. The results of Daisy include direct advices how the IT security can 
be improved.  
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The classification scheme from the reviews of the GSTool and the EISA-Projekt 
combined with the values of Daisy results in that table:  
 

  GSTool 
EISA-

Projekt 
Daisy 

# Attribute Value Value Value 

1 Assumes basic IT knowledge Yes Yes Yes 

2 Assumes advanced IT knowledge Yes Yes No 

3 External supervision No Yes No 

4 Support offered Yes Yes Yes 

5 Simple user interface No No Yes 

6 Shows current IT security status Yes Yes Yes 

7 Tool adjusts to particular needs No Yes Yes 

8 Multiuser capable Yes n/a Yes 

9 Repeatable execution is possible  Yes Yes Yes 

10 History of former executions Yes No Yes 

11 The tool can be updated Yes Yes Yes 

12 Secure data storage  Yes n/a Yes 

13 Automatic implementation of recommendations No No No 

14 The tool is platform independent No n/a Yes 

15 
Tool is independent of a certain computer or 
place 

No n/a Yes 

16 
Tool is specifically build for small and medium 
sized enterprises 

No No Yes 

17 Approximate time to get results medium long 
Fast to 
medium 

18 Costs of the tool/product ~ 800 EUR 

1.200 to 
25.000 
EUR  

n/a 

19 Costs for executing the tool Low to mid high low 

20 Cost approximation for recommendations Yes Yes No 

21 
Direct advices how IT security could be 
improved 

Yes Yes Yes 

Table 5.2: comparison of classification schemes for GSTool, EISA-Projekt and 
Daisy 
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As a part of this thesis we developed a classification scheme to be able to compare the 
existing tools with our described tool Daisy. Some major differences can be represented 
clearly of the scheme. The scheme shows well-arranged the attributes that all three 
tools, GSTool, EISA-Projekt and Daisy, have in common and also all their differences. 

All these tools require at least a basic IT knowledge for using the features of the 
tools. The user has to identify basic IT components, to know what kind of operation 
systems are running on the IT engines, or is aware of single applications that are 
installed on the computers of the enterprise. For the tools GSTool and EISA-Projekt 
there is also an advanced IT knowledge needed. The tool Daisy offers information 
boxes and other features to be not only used by IT experts. Like at the GSTool there is 
no external supervision offered. The EISA-Projekt on the other side has an external 
supervision and consulting part as core procedure.  

Another attribute that all three tools have in common, is that all tools offer a certain 
level of support. Here is a distinction between online and face-to-face support done. 
While the EISA-Projekt offers a personal support at any time (that increase the costs in 
some cases), the two other tools have a free online support and a communication via E-
Mail with the users.  

The usability of interfaces is extensive to capture and analyse. The GSTool contains 
many features and utilities but the usage of the interface is not very intuitively. In the 
EISA-Projekt there are not many interfaces the users have to handle with. The 
questionnaire is compacted on a few printed pages. Daisy has a clear structured user 
interface. The design is kept simple and is not changing if another feature of the tool is 
accessed.  

Although the three tools use different methods and features they have one result in 
common: All the tools show the current IT security status of the analysed enterprise. 
The current IT security status is shown in every tool differently, because they used 
different methods and features. One important attribute is that the used tools can be 
adjusted to the individual needs of an enterprise. That criterion matches on the EISA-
Projekt and Daisy. 

It is also relevant how many people are able to work together with the tool. The 
GSTool and Daisy are capable for multi-user access and work. If that attribute is 
available in the EISA-Projekt could not be determined. Every tool has the possibility to 
repeat the execution again and again. But one major difference is that in the EISA-
Projekt the repetition of the tool means doubling the cost of execution. This is not the 
case for the GSTool and Daisy. In the EISA-Projekt it is also not secured whether the 
history of former executions is available, or if the enterprise itself has to take care of it.  

Nowadays it is essential to have the possibility to update software. Hence, it is not 
surprising that all three tools have an update-feature. Regarding to the fact that those 
tools handle crucial data and information, the secure data storage is an important issue. 
This requirement is fulfilled by the GSTool and Daisy. Again this attribute can not be 
evaluated for the EISA-Projekt due to missing information that just can be obtained as a 
customer. One main part of the provided results of every tool is the recommendations to 
improve the IT security. None of the tools provide the feature to automatically 
implement those recommendations. Beside that personal and organizational 
recommendations can not be implemented by a computer tool.  

The independence from certain platforms, computers or locations for the execution 
of the tool is a major characteristic of Daisy. The GSTool does not offer a platform 
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independence, because it needs a Microsoft operation system (Microsoft Windows XP 
or Microsoft Windows 2000) installed. As soon as it is installed on a computer, it is 
bound to this certain machine and its location. This attributes could not be defined for 
the EISA-Projekt, because the used features are not available for the public.  

We also had a closer look on the aim of every single tool. We focused then on the 
question if the tool is specified for the needs of small and medium sized enterprises. The 
GSTool can be used for enterprises of every size. The extensive number of modulation 
features can be better used for large enterprises with many IT components. The GSTool 
do not offer the possibility to have a mode or version for small and medium sized 
enterprises. The tool Daisy focus on simple interface and a lower level of needed IT 
knowledge to use the tool. Those attributes are just some few that were adjusted to the 
needs of small and medium sized enterprises. On the other side Daisy can be complex 
for large enterprises. The questionnaire is getting larger if the IT system is bigger and 
takes care of those additional components. At some point the questionnaire can not get 
all relevant parts of the IT system, because the number of question is finite. This shows 
that the tool Daisy can not replace human consulting at a certain point.  

Although the EISA-Projekt is not explicitly specified for small and medium sized 
enterprises it can be used for enterprises of every size. After having a look on the costs 
of the tool, it can be seen that a high-value evaluation starts at 6.000, -- EUR. That kind 
of evaluation makes sense for a larger IT system. Regarding the fact that small and 
medium sized enterprises might have a low budget for IT security reviews, the EISA-
Projekt would be too expensive and so much more reasonable for large sized 
enterprises.  

The analyzed tools also differ in the approximate amount of time that is needed to 
get the single results, which every tool offers. The EISA-Projekt is most time 
consuming. We took the “standard security analysis” to measure the needed time for 
results, because the results of the standard security analysis in the EISA-Projekt are at 
the same level as results of GSTool or Daisy. The lower levels take less time, but have 
also fewer results for the costumer. Beside the questionnaire, there is a lot of 
communication between the costumer as an enterprise and the consulting enterprise that 
are processing the EISA-Projekt. That communication usually takes a lot of time. Also 
appointments for meetings and local analyses have to be arranged between these two 
enterprises. Here the time of travelling and the availability of single persons are 
involved and have to be considered. 

It takes a medium amount of time, regarding our scale, to get results by the GSTool. 
In this case it has to be considers that some certain training is needed to get familiar 
with the tool. Afterwards the enterprise can start to map their IT system in the tool. That 
process itself takes some considerable time, because every single component has to be 
described and put in relations to others in detail. 

Getting results in Daisy takes a small to medium amount of time and depends 
strongly on the size of the enterprise. If the IT system has more components there are 
going to be more questions about it in the questionnaire. If the user of the system is not 
answering all questions now, or a team is answering the questions together then the 
results will take more time. There is no additional communication with a consulter 
necessary to execute the tool, beside support or internal researches are needed. 
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One of the most important issues for every enterprise is costs. We differ between the 
costs in three attributes: 

• costs that have to be paid to get the permission to use the tool, 
• all additional costs that were caused by executing the tool in the enterprise, 
• and at last we focused on the costs that the recommendations could cause for the 

enterprises if they want to implement the recommendations to improve their IT 
security. 

 
To get the permission to install and use the GSTool an enterprise has to pay about 800 
EUR (without taxes). This permits the enterprise to work with the tool for as often and 
as long as they like. 

The afterwards caused additional costs are low to mid. They depend on the skills of 
the persons using the tool. If they do need additional training for the tool, time and 
money has to be spent to get the first results out of the tool. The tool itself provides 
recommendations and an approximation of costs to implement them in the enterprise as 
results.  

The cost of executing the EISA-Projekt starts at 1.200 EUR and goes up to 25.000 
EUR. Here the individual travelling costs and taxes are not included. Further the 
enterprise needs employees and management staff to prepare any needed information 
for the consulting process. The reports then have to be discussed and optionally changed 
in cooperation with the consulting enterprise. Those actions increase the additional costs 
that were caused by executing the tool. 

In addition to the recommendations the enterprise might order a detailed cost 
approximation for the recommendations to improve the IT security. This service has to 
be paid extra at the EISA-Projekt. 

The tool Daisy should be free for usage, it is not planned to be executed with any 
fees. For executing the tool at least one employee is needed. It has to be considered that 
the enterprise needs an internet connection to use Daisy. Overall the costs are low for 
executing the tool. The results of Daisy are an as-is-analysis and recommendations for 
improving the IT security. Those recommendations do not include a cost approximation 
for the single measures.  

The achievement of the gained results differs from tool to tool. Also the detailed 
advised measures depend on the way how the tool works. All in all the three tools give 
direct advices and recommendations how the IT security of an enterprise can be 
improved.  
 

5.2 Discussion 
The goal of this thesis was to describe a tool which is able to support small and 
medium-sized enterprises by handling their IT security. It was also part of this thesis to 
find and evaluate existing tools in this business. This chapter will discuss which of these 
goals have been fulfilled and how they satisfy the expectations. 

The described system was not intended to do the analysis on its own, so a user would 
have to work with the system and give all the relevant information. In return, the system 
would give the user information about the IT security status of the IT system and 
recommendation how to change it. 

A direct review on the general quality goals shows, that the concept of Daisy fulfils 
the main requirements for the system. 
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The interaction between a user and Daisy has been described as a dynamical 
questionnaire which offers additional, descriptive information to each question. By 
running the whole system online, a user does not have to care about saving or backup of 
the questionnaire. A web-server database does handle this and it makes many other 
issues easier for all users. So it is possible to start, stop and continue single sessions, but 
might also be allowed to have multiple sessions running at the same time without caring 
about interferences.  

The system is described to be available to any authorized person at any time and any 
location. This feature assumes the user to have a computer and access to the internet. 
Any other devices capable to surf the internet might also be used. Daisy does not need 
any specific software installed on the user’s devices, so it is platform independent. A 
permanent connection to the internet is a requirement which had to be preconditioned to 
gain the described advantages of an online solution in section 2.5.3 and chapter 4. 

These chapters do also cover the process of getting updates and changes done and 
how they might affect ongoing analyses. The specified feedback system allows a user to 
get answers from a support team and might bring in new suggestions and 
improvements. 

A user does not have to learn much about the system itself. A basic knowledge about 
IT and a detailed knowledge about the own IT system will suffice the user requirements. 
The interface of Daisy is described as an easy-to-use web interface with mostly self-
explaining processes and functions. A lot of documentation and help is provided by the 
system but is not essential to be able to use it. All methods of in- and output are 
standard procedures as they are used on many other websites for webmail, online shops 
or official homepages. Simple forms for multiple or single choice boxes and description 
fields are the primary construction components. The objects are placed in a way that 
allows an intuitive handling of the tool. Because this thesis is a theoretical description of 
the system, the implementation might differ from these specifications. A total 
evaluation of usability in real life environment can be done when the system is 
implemented and tested on real users. 

The sections 4.1 to 4.5 show that the described system blends well with the set goals. 
During this theses there where more aspects discovered which might be considered in 
further work. 

In principal an IT system works the same way around the world, but depending on its 
purpose and location there might be different regulations. They might be given by the 
business or by the state. Simple examples are regulations depending data privacy 
protection. Most countries have strict specifications what kind of private data is allowed 
to store and how it has to be protected. Such areas are difficult to handle in general to fit 
every ones requirements. 

Such a problem could be solved by adjusting the system to different locations or 
regulations. This will depend very much on the way how the questionnaire would be 
implemented in detail. 

The complexity of IT systems is also a topic that differs widely. How deep a system 
will be analyzed depends on the implemented type and amount of questions and rules. 
Nevertheless it is impossible to create a tool which is able to cover every part of every 
system. The described system is arranged to address most common IT security problems 
for small and medium-sized enterprises. IT experts often deal with these problems that 
are similar and many enterprises have them in common. That is the point where the tool 
Daisy is needed. Every enterprise wants to improve their products and services, and 
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become more efficient and qualitative. By improving the working conditions the 
employee’s motivation can be raised. This can be reached by reducing the error rate and 
optimizing standard tasks. In the field of IT security the tool Daisy can provide that. 
Being stressed by routine tasks is discouraging and might cause inattentions. Some of 
those standard tasks are supported by Daisy for example documentation. So an IT 
employee can handle more complex tasks. On the other side the enterprise is less 
depending on this one employee. If the person in charge is not available any more the 
information does not get lost. Through the as-is analyses a lot of information can be 
passed to the successor.  

The amount and quality of questions affect the whole analysis and outcome of the 
system. In the beginning an as-is analysis of the given IT system is done. An incomplete 
as-is analysis won’t be able to consider special needs of a small and medium-sized 
enterprise. This fact enforces the requirement of well formulated and balanced questions 
through the different topics. A detailed theoretical and practical knowledge of IT 
security is needed to implement the questions, rules and associated recommendations.  

Because a minimum amount of question is needed to get a reasonable analysis and a 
useful output it is not possible to take shortcuts through the questionnaire. The 
dynamical structure of the questionnaire will cut off inapplicable topics and questions. 
If a user would additionally skip to many questions, the system would work on 
insufficient or even wrong facts. For some reasons a user is allowed to decide on each 
question to skip it, but he/she has to be warned that too many skipped questions might 
bastardise any results. 

That could lead the enterprise to believe the enterprises IT system is in a good 
condition. This could have dramatically outcome. It has to be clear that the results and 
recommendations depend a lot on the correctness and completeness of the given 
answers. Further it has to be pointed out that IT security is not being improved by only 
using Daisy and doing an analysis. The tool creates documentation and can address 
common IT security problems by recommendations. But the tool can not implement 
those. It also can not inspect the IT systems automatically. The recommendations have 
to be implemented and reviewed to have an improved IT security. If a server attribute 
has been inserted wrong into the system, the associated recommendation might be 
wrong. At last a person has to check if the recommendations were implemented 
correctly. That task can not be carried out by a machine, neither the responsibility that 
comes with it. The enterprise has to know that a hundred percent guarantee for IT 
security can never be provided. 

Another important fact is that the system is not able to check for wrong answers. It 
depends completely on the user’s answers and its stored rules. The process of analysing 
the IT structure is not able to detect inconsistency of given answers in respect to the real 
system. Some inconsistencies might be identified by different questions about the same 
topic, but would have to be handled by separate questions. An overview on the as-is 
analysis might help a user to check for missing components, but always has to be done 
by the user. 

Independent from any user, the whole system’s quality and efficiency depends on 
the created questions and rules. It is very important that this part of the system is 
developed and implemented with great attention. A lot of work is needed to choose 
questions and decide about topics which are taken care of. Also the process of updating 
the pool of questions might be intensive, because there could be many dependencies 
from different rules. 
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If this part is not processed as carefully as needed, it will be a weak point of the 
whole system. 

It is clear that such a system can not replace a human IT expert. The system will 
always act on its programmed rules unlike a person which will take intuitive actions or 
guesses. Further human IT experts can solve problems by using fragmentary and 
unconfident knowledge [Gottlob 1990]. 

Another main aspect is the awareness of missing knowledge. The advisory system is 
not able to recognise missing questions or rules. A human expert will at least be able to 
identify a leak of knowledge and in consequence, he/she is able to react on that 
individually [Puppe 1991]. This weak point can be softened by the possibility to insert 
new questions and rules. That can be done though the update function. 

One of the systems purposes is also to create and develop a certain amount of 
awareness for IT security. Unless a user does not know about IT security issues he/she 
will not take any actions. The user has to take a closer look on his system to fill in the 
questionnaire, this step on its own might help exploring security issues or weak points. 
So even experienced users will take profit from the systems questionnaire because of 
the guided evaluation of a running IT system. 
 

5.3 Didactical methods and aspects of this master thesis 
This part will discuss the didactical methods used by the described tool and how they 
could be applied in different situations.  
The aim is to make the thesis more valuable than just for technical uses. We tried to 
consider measures and methods to improve usability and keep the whole system as 
simple as possible. 

There are different social-learning theories about how the process of studying 
proceeds. 

Behaviorism describes the process of learning as a reaction to a given impulse 
[Hubwieser 2003]. In the beginning of the 20th century Iwan Petrowitsch Pawlow has 
experimented with the behaviour of dogs before getting fed. He/she trained them to 
expect food by hearing special sounds and proofed it by detecting salivation. This 
theory describes the process of learning, as a trained reaction to an impulse. The person 
does not have to think about the impulse, because the reaction is already programmed. 
An instructor is teaching the impulse and reaction until it is completely learned. 

Small exercises can be done by using behavioristic methods, but complex 
knowledge has to be separated into smaller parts.  

Cognitivism focuses on the trained individual and the way of communication 
[Hubwieser 2003]. It came up at the end of the 20th century and partly replaced the 
behaviorism. Additional to an external impulse, the person considers his knowledge and 
other conditions to come to a reaction. Different people might come to different 
reactions because of their previous knowledge, the way of interpreting the impulse and 
their conception. Solving a problem situation and understanding the concept of 
solutions can be trained by using cognitive methods. The instructor is teaching the 
impulse and reaction, the student adds the reaction and to his own knowledge. The 
impulse might be a complex situation where the student has to find a solution. If he/she 
has more then one reaction learned, he/she might construct a new reaction from the 
others, applied to the given problem. 



86 

The third theory is the constructivism [Schulmeister 1996]. The impulse is a problem 
but the trained reaction is a set of concepts. The student has to find his own solution. 
Depending on the instructors feedback on to the reaction the student will learn a correct 
reaction. It might happen that a student creates a new solution, better than the 
instructor’s solution, so the student changes roles with the instructor. 

For each theory certain methods of teaching are possible, but it always depends on 
the given problem. A mix of different methods is often most effective. 
 

5.3.1 Didactical components of Daisy 
The system is designed to support users in analyzing an IT system. The system might 
also be used to learn about IT systems. The questionnaire covers considerable parts of 
an IT system for a security analysis. The graphical interface of Daisy, as first point of 
contact, will show the theoretical background of an IT security analysis. The user will 
be shown which input is needed. He/she has to go through the questionnaire and study 
the given information. Therefore the interface is kept clear and simple. Users should not 
be distracted by unessential options and buttons. Also the use of colours and 
categorising all functions will support the usage. Written names and descriptions is one 
way to impart knowledge. It is important to use multiple channels to communicate 
information. Written text can be supported by graphics and drawings to be ease 
understandable and recall. 

The next step is the usage of information boxes next to every question. They explain 
technical terms and coherences and offer information about the questions aim. That 
information has to be well prepared and easily understandable for untrained persons. 
This part is important for comprehension, because these boxes give information about 
the relevance of a question to certain parts of the system. The information boxes also 
offer the possibility to present information with multimedia content. If the boxes were 
implemented with dynamical animation they would support four didactical functions: 

1. demonstrating a sequential operation which is needed to study procedures 
2. simulation of causal models of complex systems 
3. the explicit representation of an invisible function and invisible performance 
4. illustration of a problem or exercise that can hardly be described. 

 
Examples for such a usage of animations would be: 

1. demonstrating the procedure when a user log into a network though a VPN 
connection  

2. simplified simulation how a network of the enterprise could look like  
3. a detailed view how IP addresses are assigned when a computer is added to the 

network 
4. illustrating by screenshots or images how and where the status of a certain IT 

system can be detected or illustrating how a certain IT component look like, so 
that the user will be supported to identify it. 

 
This additional functions and information are supposed to support the user to get though 
the questionnaire. In case a question is still to complicated or unclear, it is possible to 
send a comment to the support team on that specific part. By sending comments and 
getting a reply on that, a user will get a coherent answer to the question. A user might 
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get additional information about a problem and is able to introduce his individual 
knowledge as feedback. 

The designed system is not aimed to teach certain rules or coherences. By reading 
the questions and their explanations and getting the system’s result, the user will be able 
to reproduce most of the rules.  
 

5.3.2 Didactical usage of Daisy 
Beside the original aim of getting an IT system analysed, Daisy can be used for 
educating persons. In the last years the computer assisted learning environment is 
changing. Internet-based learning platforms are replacing the offline offered learning 
media like CDs or DVDs. This change has also a big influence on the image and 
functions of learning environments. For Example it is easier to implement multimedia 
content into the learning materials. It is also easier to update the information via 
internet. That are components together with other didactical methods that the tool Daisy 
has included. The tool should not just improve the IT security but also help the IT staff 
in an enterprise to comprehend their IT systems and the IT security problems. 

A single user will get through the questionnaire without an instructor. He/she could 
get all needed information from the questions descriptions or might consult external 
documentation. Following a behaviouristic conduction, the student will read the 
question and learn the consequences and possible results from the description. After a 
few attempts he/she should be able to start understanding the basic relation between the 
questionnaire’s answers and the created results. 

Similar to that, an instructor could teach some basic IT knowledge ahead and go 
through parts of the questionnaire together. This might result in a much more effective 
way to get into IT security analyses, depending on the student’s previous knowledge. 

In this scenario the instructor might also be replaced by a previous training or an 
online course which offers the possibility to adjust the educational objective to a defined 
field. 

A constructivism way of education would be to go through the questionnaire and all 
descriptions, but without having the system’s results. The tool Daisy supports this 
possibility with the user management system. A user can be allowed to do the 
questionnaire without access to the generated results.  

A comparison of the own and the system’s result will show the respected 
coherences. Additional to the behaviorism lesson, the student will have to understand 
the more complex rules and exceptions. On the other side the student will also learn 
how to deal with insecure information. He/she will see that the tool acts different than a 
human being. He/she can understand in that way the given limitations of the tool. 
He/she also can analyse the cases were an IT expert can not be replaced by the tool. 

Daisy can also be used as a training tool for IT responsible employees or consulters. 
The trainee has to interview a person that knows about the IT system of an enterprise 
and has to get all relevant information about the status of the IT security. With the 
gained information the trainee has to answer the questionnaire of Daisy. While 
answering the questions the IT officer learns what information is needed to evaluate the 
status of IT security and how to make recommendations on that. The trainee will get an 
insight how to ask questions and gain information from a person that is not specialised 
on IT.  
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In that case the trainee has to learn how to filter given information and interpret them to 
answer the tool’s questionnaire. The aim to filter and interpret information is an 
important ability for every person in charge for IT. Another goal of this training is the 
improvement of so-called soft skills. Every IT specialist needs to have good 
communication abilities when they have to talk about IT related topics to persons from 
another profession.  

Daisy is also useable for blended learning. Thorne defines that “Blended learning 
represents an opportunity to integrate the innovative and technological advances offered 
by online learning with the interactional and participation offered in the best of 
traditional learning.” [Thorne 2003:2] 

Daisy can be used as a supplementary tool that supports the learning process. In the 
process of learning it is important to find effective ways to remember the learned 
information. That can be reached by exercising the gained information at practical work. 
The tool can provide a platform to do exercises regarding IT security. For example the 
student could analyse the actual situation of an enterprise and use the recently learned 
information about IT security to give recommendations. Afterwards he/she could 
compare it with the results of the tool. It that way the trainee will get the possibility to 
use his knowledge in a practical environment.  

For educational reasons the system might also be used as part of an examination. An 
IT system environment is described to the trainee and he/she would have to get all 
relevant information for an IT security analysis. Getting the exact context of an IT 
system is very important for any analysis or changes. Here the ability of comprehension 
and understanding of complex coherences could be tested. 

At last the system could also be used as a verification tool. In case the IT security 
analysis is done by someone else, the results could be compared. These results may 
differ in details, but it should be possible to check if there are any raw mistakes or 
unconsidered parts. It can also be checked if all parts and aspects of IT security have 
been considered.  
 

5.4 Future work 
Due to the fact, that every thesis is limited in time and manpower, there is some more 
which could be done. During our thesis we did a lot of research and came up with new 
ideas how to enlarge our tool and the field of study. This chapter should provide our 
thoughts and ideas for more detailed researches and developments. 

As we mentioned the tool Daisy should be free of charges and fees, the costs for 
developing and running have to be paid by someone else. Developing, and providing 
such software needs a lot of expert manpower. We have seen projects by the Austrian 
Federal Economic Chamber to support IT security reviews with special discounts. This 
institution would support and finance tools that improve the IT-security. Another might 
be a sponsorship by the European Union. Daisy could be published as open source 
software. So everyone can help to improve the software or enlarge the questionnaire. 
People could extend the questionnaire by adding new questions or modifying existing 
questions. Then those changes would be evaluated by a commission of IT-security 
experts. The European Union could also help to translate Daisy and its questionnaire to 
other languages, so that every small and medium sized enterprise in the European Union 
can use this software. That can be seen as an investment into research and security, 



89 

considering how much IT-security-lacks cost and that the majority of enterprises in the 
European Union are SMEs. 

The German BSI developed an extensive library for IT security measures over the 
last fifteen years. Their “IT-Grundschutz Catalogues” consists of thousands of pages 
with detailed descriptions about security issues and recommendations. This might be a 
good guideline to create questions for the questionnaire. 

We are aware of the fact that the main effort is not developing Daisy, it is creating 
the questionnaire with correlation to rules and results. Gaining the knowledge and 
building up the questionnaire can only be done in teamwork. The founded tools and 
their libraries can be used as a basic knowledge source. By implementing Daisy, it 
would be possible to test the tool on real users. The obtained conclusions could help to 
further improve the introduced functions of Daisy and survey the usability and 
interaction of the tool. 

The weak point of every man-machine communication is capturing of the problem. 
While human experts have many interactive and verbal skills, the machine has certain 
limitations to filter problem-relevant data. This communication problem occurs due to 
the ambivalent human languages on the one hand and the strict and formal language of 
computers on the other hand. It is also difficult to filter the data or to interpret all given 
data. The most difficult thing is testing for authenticity. In the future Daisy could be 
supplied with sensors that can scan computers, networks and other electronic systems. 
That way Daisy could gain more information and has not to rely on the information 
obtained by a man-machine communication. That would also shrink the questionnaire 
and therefore make the whole process faster.  

One large step to more authenticity would be an automatically evaluation of the 
given answers. The system itself could detect inconsistent and false answers and 
counterbalance them.  

Concluding, this system gives a lot of possibilities to enlarge it with new functions 
and to add more information.  
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7 Appendix 
 

7.1 EISA-Projekt questionnaire 
This questionnaire is provided by F.-J. Lang IT-Security Consulting GmbH. It is a small 
questionnaire to get a consulting offer afterwards for a EISA-Projekt. This questionnaire 
is used to get the basic contact information about the costumer and to find out what kind 
of consulting services the costumer would like to have. The questionnaire is available in 
German and was translated in English. 
 
Declaration to delivery address for the offer 
(essential information) 
 
Nr Declaration to delivery of the offer  
01 Who is the client in case of an 

assignment. (on the customers side) 
 
 

02 Address of the company  
 
 

03 Contact person for an offer 
(name, department, email) 
 

 
 
 

05 Offer should be delivered by Mail / fax / email 
 

04 Delivery address for an offer 
(if delivered by mail) 

 
 
 

06 Email encryption 
PGP / other / none 

 
 
 

07 Further declarations, messages, notes 
 
 

 

 



95 

Declarations to preliminary talk 
(please correct or extend) 
 

Nr Declaration to preliminary talk Information / agreements / wishes 

01 Cause 
 

 

02 Invitation by / meeting with 
 

 

03 Date 
 

 

04 Time 
 

 

05 End time 
 

 

06 Participants Lang GmbH 
 

 

07 Participants customer 
 

 

08 Other participants  
 

 

Which project outcome do you expect from us? 
 

Nr. Expected project outcome  
01 Short description of central points of 

the offer from the view of Lang 
GmbH 
(as far as you got it) 
 

 

02 Description about essential central 
points from the view of 
(essential to fill in) 
 
 
 
 

 

03 Further wishes 
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Which precise consulting services do you want from us? 
 

Nr. Potentially needed consulting 
services… 

Underline or mark correct values 

01 Assist defining IT security policy / IT 
security concept 
 

Yes / No 
 

02 Executing a security analysis 
 

Yes / No 

03 Executing a risk analysis 
 

Yes / No 

04 Develop tools / software 
 

Yes / No 

05 Audit based on BS17799 or ISO 
27000 
 

Yes / No 

06 Audit for exam by a certified 
accountant 
 

Yes / No 

07 Project management by us 
 

Yes / No 

08 Suggestions about approaches from 
your view 
 
 

 
 
 

 

Which elements should the project documentation contain? 
 

Nr. Project report should contain… Underline or mark correct values 

01 Final report incl. recommendations 
 

Yes / No 
 

02 Recommendations in respect to risks 
and the certain cost/benefit 
 

Yes / No 
 

03 Organisationally recommendations 
 

Yes / No 
 

04 Technically recommendations 
 

Yes / No 
 

05 Product recommendations 
 

Yes / No 
 

06 Final presentation Yes / No 
 

 

Hint: 
Some components are absolutely included within the offer, even if they are marked with 
No. If so they might have to be ordered separately. 
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Which departments might be affected by this project in your opinion? 
That means they have to take part on decision processes. 
 

Nr. Affected departments Underline or mark correct values 

01 Common PC-users 
 

Yes / No 
 

02 Administration Yes / No 
 

03 Helpdesk Yes / No 
 

04 Outsourcing-partner Yes / No 
 

05 IT-administration Yes / No 
 

06 Departments Yes / No 
 

07 Multiple headquarters Yes / No 
 

08 Multiple divisions Yes / No 
 

09 Subsidiary enterprises Yes / No 
 

10 Concern (Management, directorate) Yes / No 
 

11 Business partners Yes / No 
 

12 Clients / customers Yes / No 
 

13 Others Yes / No 
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Declarations to existing security policy / security standards 
(Please add the IT-environment if you estimate it relevant) 
 

Nr. Security policy / standards Underline or mark correct values 

01 Who is in charge for IT security 
 
 

Central / locally 
Locally on departments 
 
 

02 Is there a written IT security policy 
 

Yes / Partly / No 
 

03 If partly or no: 
Should we assist in a IT-security 
policy 
 

Yes / No 
 
 

04 If yes: 
Should we check the IT-security 
policy 
 

Yes / No 
 
 

05 If yes: 
Should we work the outcome of this 
project into the IT-security policy 

Yes / No 
 
 

06 Are there written concepts 
 

Yes / Partly / No 
 
The most important concepts are… 
 

07 If partly or no: 
Should we assist in a IT-security 
concept 
 

Yes / No 
 

08 If yes: 
Should we check the IT-security 
concept 
 

Yes / No 
 

09 If yes: 
Should we work the outcome into the 
IT-security concept 
 

Yes / No 
 

10 Are there former outcomes of 
analyses and can we use them 
 

Yes / No 
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Wishes concerning our advisory notices 
(Please answer if it is important for you) 
 

Nr. Advisory notices, implementation 
 

Underline correct values 

01 Emphasis to max. security 
0=unimportant, 4=very important 
Please underline 

0   1   2   3   4  
 

02 Emphasis to max. economics 
0=unimportant, 4=very important 
Please underline 

0   1   2   3   4 
 
 

03 Emphasis to max. adequacy 
0=unimportant, 4=very important 
Please underline 

0   1   2   3   4 
 
 

04 Emphasis to rapid implementation 
0=unimportant, 4=very important 
Please underline 

0   1   2   3   4 
 
 

05 Horizon until measures get active 
 

short-term / medium-term / long-term 
 

06 Should we assist by implementing 
measures? 

Yes / No / maybe 
 
 

07 Is there an own security standard 
planned? 
 

Yes / No 
 
 
 

08 Should an existing standard be 
extended? 

Yes / No 
 

09 Should the outcome be digitalised 
useable and editable afterwards (e.g. 
Word document instead of PDF). 

Yes / No 
 
 

 

Enterprise IT-Security Analysis –  
Global, companywide security analysis 
 

 EISA - security analysis Underline or mark correct values 

 Should an EISA-security analysis be 
included in the offer? 

Yes / No 
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Which topics should the EISA-security analysis contain? 
(Answer only if an EISA-security analysis is desired) 
 

Nr. EISA – security analysis Underline or mark correct values 

01 Technical sampling desired 
 

Yes / No 
 

02 Check of organisatorical regulations 
and concepts ()org. IT-security, basic 
check, basic security) 

Yes / No 
 

02a Check of physical security 
Possible „critical infrastructure“ HSE 

Yes / No 
 

03 Check of operating systems 
Windows NT / 2000 / XP / other  
versions 

Yes / No 
 

04 Check of operating systems 
Unix / Linux / other variants 

Yes / No 
 

05 Check of operating systems 
Mac / others 

Yes / No 
 

06 Check of SAP R/3-access concept 
 

Yes / No 
 

07 Check of data privacy of SAP R/3 
 

Yes / No 
 

08 Check of Lotus Notes Yes / No 
 

09 Firewall basic check / special 
products 

Yes / No 
 

10 Other network components Yes / No 
 
Please specify network components: 
 

11 Other systems Yes / No 
 
Please specify IT-system: 
 

12 Data centre Yes / No 
 

13 Clients / Server Yes / No 
 

 

7.2 The IT-Grundschutz-Catalogues  
The BSI is a large organisation with a very high expertise on IT security. Beside the 
reviewed GSTool, it also provides the “IT-Grundschutz-Catalogues”. Its purpose is to 
support enterprises and organisations on finding suitable measures for identified IT-
security lacks in this catalogues. 
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Here is an outline of the topics and modules that the catalogues contain (IT-
Grundschutz-Catalogues 2005, p. 6 et seqq.): 
 
M … Module catalogues contain a brief description of the reviewed - components, the 
methodology and IT systems. The modules are grouped following the IT-Grundschutz 
layer model. 
It is sub-divided in the following layers: 
B 1: Generic aspects of IT  
B 2: Security of the infrastructure  
B 3: Security of the IT systems  
B 4: Security in the network  
B 5: Security of applications 
 
T … Thread catalogues contain a description of the thread and threat scenarios for the 
individual modules. 
It is sub-divided in the following layers: 
T 1: Force majeure  
T 2: Organisational shortcomings  
T 3: Human failure  
T 4: Technical failure  
T 5: Deliberate acts 
 
S… Safeguard Catalogues describe the IT security safeguards in detail.  
The safeguards are grouped into six layers:  
S 1: Infrastructure  
S 2: Organisation  
S 3: Personnel  
S 4: Hardware and software  
S 5: Communication  
S 6: Contingency planning 
 
 
Each of those layers split up into single topics which declare a more specific field of IT-
security. 
 
You will find the following modules in the layer "Generic Aspects of IT security":  
B 1.0 IT Security Management  
B 1.1 Organisation  
B 1.2 Personnel  
B 1.3 Contingency Planning  
B 1.4 Data Backup Policy  
B 1.5 Data Privacy Protection  
B 1.6 Concept of computer virus protection  
B 1.7 Crypto-concept  
B 1.8 Handling of security incidents  
B 1.9 Hardware- and Software-Management  
B 1.10 Standard software  
B 1.11 Outsourcing  
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B 1.12 Archiving  
B 1.13 IT security awareness and training 
 
You will find the following modules in the layer "Security of the Infrastructure":  
B 2.1 Building  
B 2.2 Cabling  
B 2.3 Office  
B 2.4 Server Room  
B 2.5 Data Media Archives  
B 2.6 Technical Infrastructure Room  
B 2.7 Protective cabinets (room)  
B 2.8 Working place at home  
B 2.9 Computer Centres  
B 2.10 Mobile Workplace  
B 2.11 Meeting, event and training rooms 
 
You will find the following modules in the layer "Security of IT systems":  
B 3.101 General Server  
B 3.102 Servers under Unix  
B 3.103 Servers under Windows NT  
B 3.104 Servers under Novell NetWare 3.x  
B 3.105 Servers under Novell NetWare Version 4.x  
B 3.106 Windows 2000 Server  
B 3.107 S/390 and zSeries mainframes  
B 3.201 General client  
B 3.202 General stand-alone IT systems  
B 3.203 Laptops  
B 3.204 Unix client  
B 3.205 Windows NT client  
B 3.206 Windows 95 client  
B 3.207 Windows 2000 client  
B 3.208 Internet PCs  
B 3.209 Windows XP Client  
B 3.301 Security gateway (firewall)  
B 3.302 Routers and switches  
B 3.401 Telecommunications system  
B 3.402 Fax Machine  
B 3.403 Answering Machine  
B 3.404 Mobile Telephones  
B 3.405 PDAs 
 
You will find the following modules in the layer "Security in the network":  
B 4.1 Heterogeneous Networks  
B 4.2 Network and System Management  
B 4.3 Modem  
B 4.4 Remote Access Service  
B 4.5 LAN connection of an IT system via ISDN 
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You will find the following modules in the layer "Security of applications":  
B 5.1 Peer-to-peer services  
B 5.2 Exchange of Data Media  
B 5.3 E-Mail  
B 5.4 Web server  
B 5.5 Lotus Notes  
B 5.6 Fax servers  
B 5.7 Databases  
B 5.8 Telecommuting  
B 5.9 Novell eDirectory  
B 5.10 Internet Information Server  
B 5.11 Apache Webserver  
B 5.12 Exchange 2000 / Outlook 2000 
 
You will find the following modules in the layer "Force Majeure”: 
T 1.1 Loss of personnel  
T 1.2 Failure of the IT system  
T 1.3 Lightning  
T 1.4 Fire  
T 1.5 Water  
T 1.6 Burning cables  
T 1.7 Inadmissible temperature and humidity  
T 1.8 Dust, soiling  
T 1.9 Loss of data due to intensive magnetic fields  
T 1.10 Failure of a wide area network  
T 1.11 The effects of catastrophes in the environment  
T 1.12 Problems caused by big public events  
T 1.13 Storms  
T 1.14 Loss of data due to strong light  
T 1.15 Degradation due to changing application environment  
T 1.16 Failure of patch fields due to fire 
 
You will find the following modules in the layer "Organisational Shortcomings“: 
T 2.1 Lack of, or insufficient, rules  
T 2.2 Insufficient knowledge of rules and procedures  
T 2.3 A lack of compatible, or unsuitable, resources  
T 2.4 Insufficient monitoring of IT security measures  
T 2.5 Lack of, or inadequate, maintenance  
T 2.6 Unauthorised admission to rooms requiring protection  
T 2.7 Unauthorised use of rights  
T 2.8 Uncontrolled use of resources  
T 2.9 Poor adjustment to changes in the use of IT  
T 2.10 Data media are not available when required  
T 2.11 Insufficient route dimensioning  
T 2.12 Insufficient documentation on cabling  
T 2.13 Inadequately protected distributors  
T 2.14 Impairment of IT usage on account of adverse working conditions  
T 2.15 Loss of confidentiality of sensitive data in the UNIX system  
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T 2.16 Non-regulated change of users in the case of laptop PCs  
T 2.17 Inadequate labelling of data media T 2.18 Improper delivery of data media  
T 2.19 Inadequate key management for encryption  
T 2.20 Inadequate or incorrect supply of consumables  
T 2.21 Inadequate organisation of the exchange of users  
T 2.22 Lack of evaluation of auditing data  
T 2.23 Security flaws involved in integrating DOS PCs into a server-based network  
T 2.24 Loss of confidentiality of sensitive data of the network to be protected  
T 2.25 Reduction of transmission or execution speed caused by Peer-to-Peer functions  
T 2.26 Lack of, or inadequate, test and release procedures  
T 2.27 Lack of, or inadequate, documentation  
T 2.28 Violation of copyright 
T 2.29 Software testing with production data  
T 2.30 Inadequate domain planning  
T 2.31 Inadequate protection of the Windows NT system  
T 2.32 Inadequate line bandwidth  
T 2.33 Siting of Novell Netware Servers in an insecure environment  
T 2.34 Absence of, or inadequate activation of Novell Netware security mechanisms  
T 2.35 Lack of auditing under Windows 95  
T 2.36 Inappropriate restriction of user environment  
T 2.37 Uncontrolled usage of communications lines  
T 2.38 Lack of, or inadequate, implementation of database security mechanisms  
T 2.39 Complexity of a DBMS  
T 2.40 Complexity of database access  
T 2.41 Poor organisation of the exchange of database users  
T 2.42 Complexity of the NDS  
T 2.43 Migration of Novell Netware 3.x to Novell Netware Version 4  
T 2.44 Incompatible active and passive network components  
T 2.45 Conceptual deficiencies of a network  
T 2.46 Exceeding the maximum allowed cable/bus length or ring size  
T 2.47 Insecure transport of files and data media  
T 2.48 Inadequate disposal of data media and documents at the home work place  
T 2.49 Lack of, or inadequate, training of teleworkers  
T 2.50 Delays caused by a temporarily restricted availability of teleworkers  
T 2.51 Poor integration of teleworkers into the information flow  
T 2.52 Longer response times in the event of an IT system breakdown  
T 2.53 Inadequate regulations concerning substitution of teleworkers  
T 2.54 Loss of confidentiality through hidden pieces of data  
T 2.55 Uncontrolled use of electronic mail  
T 2.56 Inadequate description of files 
T 2.57 Inadequate storage of media in the event of an emergency  
T 2.58 Novell Netware and date conversion to the year 2000  
T 2.59 Operation of non-registered components  
T 2.60 Strategy for the network system and management system is not laid down or 
insufficient  
T 2.61 Unauthorised collection of person related data  
T 2.62 Inappropriate handling of security incidents  
T 2.63 Uncontrolled use of Faxes  
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T 2.64 Lack of or defective rules for the RAS system  
T 2.65 Complexity of the SAMBA Configuration  
T 2.66 Lack of or Inadequate IT Security Management  
T 2.67 Inappropriate administration of access rights  
T 2.68 Absence of or Inadequate Planning of Active Directory  
T 2.69 Lack of, or inadequate, planning of the use of Novell eDirectory  
T 2.70 Lack of, or inadequate, planning of partitioning and replication in Novell 
eDirectory  
T 2.71 Lack of, or inadequate, planning of LDAP access to Novell eDirectory  
T 2.72 Inadequate migration of archive systems  
T 2.73 Inadequate audit trail of archive systems  
T 2.74 Inadequate indexing keys for archives  
T 2.75 Inadequate capacity of archival storage media  
T 2.76 Inadequate documentation of archive accesses  
T 2.77 Ineffectual transfer of paper data to electronic archives  
T 2.78 Ineffectual regeneration of data stocks during archiving  
T 2.79 Ineffectual regeneration of digital signatures during archiving  
T 2.80 Ineffectual auditing of archiving procedures  
T 2.81 Ineffectual destruction of data media during archiving  
T 2.82 Poor planning of the archive system location  
T 2.83 Flawed outsourcing strategy  
T 2.84 Unsatisfactory contractual arrangements with an external service provider  
T 2.85 Inadequate provisions for termination of the outsourcing project 
T 2.86 Dependency on an outsourcing service provider  
T 2.87 Insecure protocols in public networks  
T 2.88 Negative impact of an outsourcing project on the organisational climate  
T 2.89 Inadequate IT security during the outsourcing implementation phase  
T 2.90 Weaknesses in the connections with an outsourcing service provider  
T 2.91 Poor planning of the migration of Exchange 5.5 to Exchange 2000  
T 2.92 Poor control of browser access to Exchange  
T 2.93 Inadequate contingency planning concept with outsourcing  
T 2.94 Inadequate planning of the use of IIS  
T 2.95 Inadequate concept for linking other e-mail systems to Exchange/Outlook  
T 2.96 Outdated or incorrect information on a website  
T 2.97 Inadequate contingency planning with an Apache web server  
T 2.98 Incorrect planning and design of the use of routers and switches  
T 2.99 Inadequate or incorrect configuration of the zSeries system environment  
T 2.100 Errors on applying for and managing Internet domain names  
T 2.101 Inadequate contingency planning for a security gateway  
T 2.102 Insufficiant awareness of IT security  
T 2.103 Insufficiant training of employees  
T 2.104 Incompatibility between external and own IT systems  
T 2.105 Violation of statutory regulations and contractual agreements  
T 2.106 Disturbance to business processes as a result of IT security incidents  
T 2.107 Uneconomic use of resources as a result of an inadequate IT security 
management 
 
You will find the following modules in the layer "Human Failure“: 
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T 3.1 Loss of data confidentiality/integrity as a result of IT user error  
T 3.2 Negligent destruction of equipment or data  
T 3.3 Non-compliance with IT security measures  
T 3.4 Inadmissible connection of cables  
T 3.5 Inadvertent damaging of cables  
T 3.6 Hazards posed by cleaning staff or outside staff  
T 3.7 Failure of the PBX due to operating errors  
T 3.8 Improper use of the IT system  
T 3.9 Improper IT system administration  
T 3.10 Incorrect export of file systems under UNIX  
T 3.11 Improper configuration of sendmail  
T 3.12 Loss of data media during transfer  
T 3.13 Transfer of incorrect or undesired data records  
T 3.14 Misjudgement of the legal force of a fax  
T 3.15 Improper use of answering machines  
T 3.16 Incorrect administration of site and data access rights  
T 3.17 Incorrect change of PC users  
T 3.18 Sharing of directories, printers or of the clipboard  
T 3.19 Storing of passwords for WfW and Windows 95  
T 3.20 Unintentional granting of read access for Schedule+ 
T 3.21 Improper use of code keys  
T 3.22 Improper modification of the registry  
T 3.23 Improper administration of a DBMS  
T 3.24 Inadvertent manipulation of data  
T 3.25 Negligent deletion of objects  
T 3.26 Inadvertent sharing of the file system  
T 3.27 Improper time synchronisation  
T 3.28 Inadequate configuration of active network components 
 
You will find the following modules in the layer "Technical Failure“: 
T 4.1 Disruption of power supply  
T 4.2 Failure of internal supply networks  
T 4.3 Failure of existing safety devices  
T 4.4 Impairment of lines due to environmental factors  
T 4.5 Cross-talk  
T 4.6 Voltage variations / overvoltage / undervoltage  
T 4.7 Defective data media  
T 4.8 Discovery of software vulnerabilities  
T 4.9 Disruption of the internal power supply  
T 4.10 Complexity of access possibilities to networked IT systems  
T 4.11 Lack of authentication possibilities between NIS Server and NIS Client  
T 4.12 Lack of authentication possibilities between X Server and X Client  
T 4.13 Loss of stored data  
T 4.14 Fading of special fax paper  
T 4.15 Fax transmission errors  
T 4.16 Fax transmission errors       dropped 
T 4.17 Technical defects of fax machines  
T 4.18 Discharged or fatigued emergency power supply in answering machines  
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T 4.19 Information loss due to exhausted storage medium  
T 4.20 Data loss due to exhausting storage medium  
T 4.21 Transient currents on shielding T 4.22 Software vulnerabilities or errors  
T 4.23 Automatic CD-ROM-recognition  
T 4.24 File name conversion when backing up data under Windows 95  
T 4.25 Still active connections  
T 4.26 Failure of a database  
T 4.27 Circumvention of access control via ODBC  
T 4.28 Loss of data in a database 
T 4.29 Loss of data in a database caused by a lack of storage space  
T 4.30 Loss of database integrity/consistency  
T 4.31 Failure or malfunction of a network component  
T 4.32 Failure to dispatch a message  
T 4.33 Poor-quality or missing authentication  
T 4.34 Failure of a cryptomodule  
T 4.35 Insecure cryptographic algorithms  
T 4.36 Mistakes in encrypted data  
T 4.37 Lack of time authenticity in e-mail  
T 4.38 Failure of components of a network management system or system management 
system  
T 4.39 Software conception errors  
T 4.40 Unsuitable fitting out of the RAS client operational environment  
T 4.41 Non-availability of the mobile communication network  
T 4.42 Failure of the mobile phone  
T 4.43 Undocumented functions  
T 4.44 Failure of Novell eDirectory  
T 4.45 Delayed access to archive information  
T 4.46 Poor synchronisation of index data during archiving  
T 4.47 Obsolescence of cryptomethods  
T 4.48 Failure of an outsourcing service provider’s systems  
T 4.49 Insecure default settings on routers and switches  
T 4.50 z/OS operating system overload  
T 4.51 Inadequate security mechanisms on PDAs  
T 4.52 Loss of data when using a portable device 
 
You will find the following modules in the layer "Deliberate Acts”: 
T 5.1 Manipulation or destruction of IT equipment or accessories  
T 5.2 Manipulation of data or software  
T 5.3 Unauthorised entry into a building  
T 5.4 Theft 
T 5.5 Vandalism  
T 5.6 Attack  
T 5.7 Line tapping 
T 5.8 Manipulation of lines 
T 5.9 Unauthorised use of IT systems 
T 5.10 Abuse of remote maintenance ports 
T 5.11 Loss of confidentiality of data stored in PBX installations 
T 5.12 Interception of telephone calls and data transmissions 
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T 5.13 Eavesdropping of rooms 
T 5.14 Call charges fraud 
T 5.15 "Inquisitive" staff members 
T 5.16 Threat posed by internal staff during maintenance/administration work 
T 5.17 Threat posed by external staff during maintenance work 
T 5.18 Systematic trying-out of passwords 
T 5.19 Abuse of user rights 
T 5.20 Abuse of administrator rights 
T 5.21 Trojan horses 
T 5.22 Theft of a mobile IT system 
T 5.23 Computer viruses 
T 5.24 Replay of messages 
T 5.25 Masquerading 
T 5.26 Analysis of the message flow 
T 5.27 Repudiation of a message 
T 5.28 Denial of services 
T 5.29 Unauthorised copying of data media 
T 5.30 Unauthorized use of fax machine  
T 5.31 Unauthorised reading of incoming fax transmissions  
T 5.32 Evaluation of residual information in fax machines  
T 5.33 Impersonation of wrong sender on fax machines  
T 5.34 Deliberate re-programming of the destination keys on fax machines  
T 5.35 Overload due to incoming fax transmissions  
T 5.36 Deliberate overloading of answering machines  
T 5.37 Determining access codes 
T 5.38 Misuse of remote inquiry  
T 5.39 Infiltrating computer systems via communication cards 
T 5.40 Monitoring rooms using computers equipped with microphones 
T 5.41 Misuse of a UNIX system with the help of uucp 
T 5.42 Social engineering 
T 5.43 Macro viruses 
T 5.44 Abuse of remote access ports for management functions of Private Branch 
Exchanges 
T 5.45 Trying out passwords under WfW and Windows 95 
T 5.46 Masquerading under WfW 
T 5.47 Deleting the post office 
T 5.48 IP spoofing 
T 5.49 Abuse of source routing 
T 5.50 Abuse of the ICMP protocol 
T 5.51 Abuse of routing protocols 
T 5.52 Misuse of administrator rights in Windows NT systems 
T 5.53 Deliberate misuse of protective cabinets for reasons of convenience 
T 5.54 Deliberately causing an Abnormal End 
T 5.55 Login bypass 
T 5.56 Temporary free-access accounts 
T 5.57 Network analysis tools 
T 5.58 Hacking Novell Netware 
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T 5.59 Misuse of administrator rights in the Novell Netware network 3.x 
T 5.60 By-passing system guidelines 
T 5.61 Misuse of remote access to management functions on routers 
T 5.62 Misuse of resources via remote IT systems 
T 5.63 Manipulation via the ISDN D-channel 
T 5.64 Manipulation of data or software in database systems 
T 5.65 Denial of services in a database system 
T 5.66 Unauthorised connection of IT systems to a network 
T 5.67 Unauthorised execution of network management functions 
T 5.68 Unauthorised access to active network components 
T 5.69 Higher risk of theft from a working place at home 
T 5.70 Manipulation by family members or visitors 
T 5.71 Loss of confidentiality of classified information 
T 5.72 Misuse of e-mail services 
T 5.73 Impersonation of a sender 
T 5.74 Manipulation of alias files and distribution lists 
T 5.75 Overload due to incoming e-mails 
T 5.76 Mail bombs 
T 5.77 Unauthorised monitoring of E mails 
T 5.78 DNS spoofing 
T 5.79 Unauthorised acquisition of administrator rights under Windows NT 
T 5.80 Hoaxes 
T 5.81 Unauthorised use of a cryptomodule 
T 5.82 Manipulation of a cryptomodule 
T 5.83 Compromising cryptographic keys 
T 5.84 Forged certificates 
T 5.85 Loss of integrity of information that should be protected 
T 5.86 Manipulation of management parameters 
T 5.87 Web spoofing 
T 5.88 Misuse of active contents 
T 5.89 Hijacking of network connections 
T 5.90 Manipulation of address books and distribution lists 
T 5.91 Disabling of RAS access security mechanisms 
T 5.92 Use of the RAS client as RAS server 
T 5.93 Permitting use of RAS components by third parties 
T 5.94 Misuse of cards 
T 5.95 Bugging of indoor conversations over mobile phones 
T 5.96 Tampering with mobile phones 
T 5.97 Unauthorised transfer of data over mobile phones 
T 5.98 Interception of mobile telephone calls 
T 5.99 Analysis of call data relating to the use of mobile phones 
T 5.100 Abuse of active contents on access to Lotus Notes 
T 5.101 Hacking Lotus Notes 
T 5.102 Sabotage 
T 5.103 Misuse of webmail 
T 5.104 Espionage 
T 5.105 Disruption of archive system services 
T 5.106 Unauthorised overwriting or deletion of archival media 
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T 5.107 Disclosure of data to third parties by the outsourcing service provider 
T 5.108 Exploitation of system-specific vulnerabilities in IIS 
T 5.109 Exploitation of system-specific vulnerabilities with Apache web server 
T 5.110 Web bugs 
T 5.111 Misuse of active content in e-mails  
T 5.112 Manipulation of ARP tables  
T 5.113 MAC spoofing  
T 5.114 Misuse of spanning tree  
T 5.115 Overcoming the boundaries between VLANs  
T 5.116 Tampering with the z/OS system configuration  
T 5.117 Covering up tampering in z/OS  
T 5.118 Obtaining high level rights in the RACF by unauthorised means  
T 5.119 Use of other IDs in z/OS systems  
T 5.120 Tampering with the Linux/zSeries system configuration  
T 5.121 Attacks on z/OS systems using TCP/IP  
T 5.122 Misuse of RACF attributes in z/OS  
T 5.123 Bugging of indoor conversations using portable terminal devices 
T 5.124 Misuse of information on portable terminal devices  
T 5.125 Unauthorised transfer of data using portable terminal devices  
T 5.126 Unauthorised photography and filming with portable terminal devices  
T 5.127 Spyware 
 
You will find the following modules in the layer "Infrastructure”: 
S 1.1 Compliance with relevant DIN standards/VDE specifications  
S 1.2 Regulations governing access to distributors  
S 1.3 Adapted segmentation of circuits  
S 1.4 Lightning protection devices  
S 1.5 Galvanic separation of external lines  
S 1.6 Compliance with fire-protection regulations  
S 1.7 Hand-held fire extinguishers  
S 1.8 Room allocation, with due regard to fire loads  
S 1.9 Fire sealing of trays  
S 1.10 Use of safety doors and windows  
S 1.11 Plans detailing the location of supply lines  
S 1.12 Avoidance of references to the location of building parts requiring protection  
S 1.13 Layout of building parts requiring protection  
S 1.14 Automatic drainage  
S 1.15 Closed windows and doors  
S 1.16 Selection of a suitable site  
S 1.17 Entrance control service  
S 1.18 Intruder and fire detection devices  
S 1.19 Protection against entering and breaking  
S 1.20 Selection of a cable types suited in terms of their Physical/mechanical properties  
S 1.21 Sufficient dimensioning of lines  
S 1.22 Physical protection of lines and distributors  
S 1.23 Locked doors  
S 1.24 Avoidance of water pipes  
S 1.25 Overvoltage protection  
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S 1.26 Emergency circuit-breakers  
S 1.27 Air conditioning  
S 1.28 Local uninterruptable power supply (ups)  
S 1.29 Adequate siting of an IT system 
S 1.30 Safeguarding of data media containing data on telecommunications charges  
S 1.31 Remote indication of malfunctions  
S 1.32 Suitable locations for printers and copiers  
S 1.33 Safe keeping of laptop PCs during mobile use  
S 1.34 Safe keeping of laptop PCs during stationary use  
S 1.35 Pooled storage of portable IT systems  
S 1.36 Safekeeping of data media before and after dispatch  
S 1.37 Suitable locations for fax machines  
S 1.38 Suitable installation of a modem  
S 1.39 Prevention of transient currents on shielding  
S 1.40 Appropriate siting of protective cabinets  
S 1.41 Protection against electromagnetic irradiation  
S 1.42 Secure siting of Novell Netware servers  
S 1.43 Secure installation of active network components  
S 1.44 Suitable configuration of a home workplace  
S 1.45 Suitable storage of official documents and data media  
S 1.46 Use of anti-theft devices  
S 1.47 Separate fire cut  
S 1.48 Fire alarm system  
S 1.49 Technical and organisational requirements for the computer centre  
S 1.50 Smoke protection  
S 1.51 Fire load reduction  
S 1.52 Redundancies in the technical infrastructure S 1.53 Video surveillance  
S 1.54 Early detection of fires / fire extinguishing technology  
S 1.55 Perimeter protection  
S 1.56 Secondary power supply  
S 1.57 Up-to-date infrastructure and building plans  
S 1.58 Technical and organisational requirements for server rooms  
S 1.59 Suitable siting of archive systems  
S 1.60 Appropriate storage of archival media  
S 1.61 Appropriate choice and usage of a mobile workplace 
S 1.62 Fire protection of patch panels 
 
You will find the following modules in the layer "Organisation“: 
S 2.1 Specification of responsibilities and of provisions for the use of IT  
S 2.2 Resource management  
S 2.3 Data media control  
S 2.4 Maintenance / repair regulations  
S 2.5 Division of responsibilities and separation of functions  
S 2.6 Granting of site access authorisations  
S 2.7 Granting of (system/network) access authorisations  
S 2.8 Granting of (application/data) access authorisations  
S 2.9 Ban on using non-approved hardware and software  
S 2.10 Survey of the software held  
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S 2.11 Provisions governing the use of passwords  
S 2.12 Services and counselling for IT users  
S 2.13 Correct disposal of resources requiring protection  
S 2.14 Key management  
S 2.15 Fire safety inspection  
S 2.16 Supervising or escorting outside staff/visitors  
S 2.17 Entry regulations and controls  
S 2.18 Inspection rounds  
S 2.19 Neutral documentation in distributors  
S 2.20 Monitoring of existing connections  
S 2.21 Ban on smoking  
S 2.22 Escrow of passwords  
S 2.23 Issue of PC Use Guidelines  
S 2.24 Introduction of a PC Checklist Booklet  
S 2.25 Documentation on the system configuration  
S 2.26 Designation of an administrator and his deputy  
S 2.27 Dispensing with remote maintenance of the PBX  
S 2.28 Availability of external telecommunications advisory services  
S 2.29 PBX operating instructions for users  
S 2.30 Provisions governing the configuration of users and of user groups 
S 2.31 Documentation on authorised users and on rights profiles  
S 2.32 Establishment of a restricted user environment  
S 2.33 Division of administrator roles under Unix  
S 2.34 Documentation on changes made to an existing IT system  
S 2.35 Obtaining information on security weaknesses of the system  
S 2.36 Orderly issue and retrieval of a portable (laptop) PC  
S 2.37 Clean desk policy  
S 2.38 Division of administrator roles in PC networks  
S 2.39 Response to violations of security policies  
S 2.40 Timely involvement of the staff/factory council  
S 2.41 Employees` commitment to data backup  
S 2.42 Determination of potential communications partners  
S 2.43 Adequate labelling of data media for dispatch  
S 2.44 Secure packaging of data media  
S 2.45 Controlling the exchange of data media  
S 2.46 Appropriate key management  
S 2.47 Designating a person in charge of the fax system  
S 2.48 Designating authorised fax operators  
S 2.49 Procurement of suitable fax machines  
S 2.50 Appropriate disposal of consumable fax accessories and spare parts  
S 2.51 Producing copies of incoming fax messages  
S 2.52 Supply and monitoring of consumable fax accessories  
S 2.53 Deactivation of fax machines after office hours  
S 2.54 Procurement/selection of suitable answering machines  
S 2.55 Use of a security code  
S 2.56 Avoidance of confidential information on answering machines  
S 2.57 Regular playback and deletion of record messages  
S 2.58 Limitation of message time  
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S 2.59 Procurement of a suitable modem  
S 2.60 Secure administration of a modem  
S 2.61 Requirements document for modem usage 
S 2.62 Software acceptance and approval Procedure  
S 2.63 Establishing Access Rights  
S 2.64 Checking the log files  
S 2.65 Checking the efficiency of User separation on an IT System  
S 2.66 The importance of certification for procurement  
S 2.67 Defining a security strategy for peer-to-peer network users  
S 2.68 Implementation of security checks by the peer-to-peer network users  
S 2.69 Establishing standard workstations  
S 2.70 Developing a concept for security gateways  
S 2.71 Establishing a policy for a security gateway  
S 2.72 Requirements on a firewall       removed 
S 2.73 Selecting a suitable firewall  
S 2.74 Selection of a suitable packet filter  
S 2.75 Selection of a suitable application gateway  
S 2.76 Selection and implementation of suitable filter rules  
S 2.77 Integration of servers in the security gateway  
S 2.78 Secure operation of a Firewall  
S 2.79 Determining responsibilities in the area of standard software  
S 2.80 Drawing up a requirements catalogue for standard software  
S 2.81 Preselection of a suitable standard software product  
S 2.82 Developing a test plan for standard software  
S 2.83 Testing standard software  
S 2.84 Deciding on and developing the installation instructions for standard software  
S 2.85 Approval of standard software  
S 2.86 Guaranteeing the integrity of standard software  
S 2.87 Installation and configuration of standard software  
S 2.88 Licence management and version control of standard software  
S 2.89 De-installation of standard software  
S 2.90 Checking delivery 
S 2.91 Determining a security strategy for the Windows NT client-server network  
S 2.92 Performing security checks in the Windows NT client-server network  
S 2.93 Planning of a Windows NT network  
S 2.94 Sharing of directories under Windows NT  
S 2.95 Obtaining suitable protective cabinets  
S 2.96 Locking of protective cabinets  
S 2.97 Correct procedures for code locks  
S 2.98 Secure installation of Novell Netware servers  
S 2.99 Secure set-up of Novell Netware servers  
S 2.100 Secure operation of Novell Netware servers  
S 2.101 Revision of Novell Netware servers  
S 2.102 Relinquishing activation of the remote console  
S 2.103 Setting up user profiles under Windows 95  
S 2.104 System guidelines for restricting usage of Windows 95  
S 2.105 Optaining PBX units  
S 2.106 Purchase of suitable ISDN cards  
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S 2.107 Documentation of the configuration of ISDN cards  
S 2.108 Relinquishment of remote maintenance of ISDN gateways  
S 2.109 Assigning rights for remote access  
S 2.110 Data privacy guidelines for logging procedures  
S 2.111 Keeping manuals at hand  
S 2.112 Regulation of the transport of files and data media between home workstation 
and institutions  
S 2.113 Requirements documents concerning telecommuting  
S 2.114 Flow of information between the telecommuter and the institution  
S 2.115 Care and maintenance of workstations for telecommuting  
S 2.116 Regulated use of communications facilities  
S 2.117 Regulation of access by telecommuters  
S 2.118 Determination of a security policy for the use of e-mail  
S 2.119 Regulations concerning the use of e-mail services  
S 2.120 Configuration of a mail centre 
S 2.121 Regular deletion of e-mails  
S 2.122 Standard e-mail adresses  
S 2.123 Selection of a mail provider  
S 2.124 Selection of a suitable database software  
S 2.125 Installation and configuration of a database  
S 2.126 Creation of a database security concept  
S 2.127 Inference prevention  
S 2.128 Controlling access to a database system  
S 2.129 Controlling access to database information  
S 2.130 Ensuring the integrity of a database  
S 2.131 Separation of administrative tasks for database systems  
S 2.132 Provisions for configuring database users / user groups  
S 2.133 Checking the log files of a database system  
S 2.134 Guidelines for database queries  
S 2.135 Save transfer of data to a database  
S 2.136 Observance of rules concerning workstations and working environments  
S 2.137 Procurement of a suitable data backup system  
S 2.138 Structured data storage  
S 2.139 Survey of the existing network environment  
S 2.140 Analysis of the existing network environment  
S 2.141 Development of a network concept  
S 2.142 Development of a network realisation plan  
S 2.143 Development of a network management concept  
S 2.144 Selection of a suitable network management protocol  
S 2.145 Requirements for a network management tool  
S 2.146 Secure operation of a network management system  
S 2.147 Secure migration of Novell Netware 3.x servers to Novell Netware 4.x 
networks  
S 2.148 Secure configuration of Novell Netware 4.x networks  
S 2.149 Secure operation of Novell Netware 4.x networks  
S 2.150 Auditing of Novell Netware 4.x networks  
S 2.151 Design of an NDS concept  
S 2.152 Design of a time synchronisation concept  
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S 2.153 Documentation of Novell Netware 4.x networks 
S 2.154 Creation of a computer virus protection concept  
S 2.155 Identification of IT systems potentially threatened by computer viruses  
S 2.156 Selection of a suitable computer virus protection strategy  
S 2.157 Selection of a suitable computer virus scanning program  
S 2.158 Reporting computer virus infection  
S 2.159 Updating the computer virus scanning programs used  
S 2.160 Regulations on computer virus protection  
S 2.161 Development of a cryptographic concept  
S 2.162 Determining the need to use cryptographic procedures and products  
S 2.163 Determining the factors influencing cryptographic procedures and products  
S 2.164 Selection of a suitable cryptographic procedure  
S 2.165 Selection of a suitable cryptographic product  
S 2.166 Provisions governing the use of crypto modules  
S 2.167 Secure deletion of data media  
S 2.168 IT system analysis before the introduction of a system management system  
S 2.169 Developing a system management strategy  
S 2.170 Requirement to be met by a system management system  
S 2.171 Selection of a suitable system management product  
S 2.172 Developing a concept for using the Web  
S 2.173 Determining a Web security strategy  
S 2.174 Secure operation of a Web server  
S 2.175 Setting up a Web server  
S 2.176 Selection of a suitable Internet service provider  
S 2.177 Security during relocation  
S 2.178 Stipulation a set of security guidelines for the use of faxes  
S 2.179 Procedures controlling the use of fax servers  
S 2.180 Setting up a fax mail centre  
S 2.181 Selection of a suitable fax server  
S 2.182 Regular revision of IT security measures  
S 2.183 Performing a RAS requirements analysis 
S 2.184 Development of a RAS concept  
S 2.185 Selection of a suitable RAS system architecture  
S 2.186 Selection of a suitable RAS product  
S 2.187 Definition of a set of RAS security guidelines  
S 2.188 Security guidelines and rules for the use of mobile phones  
S 2.189 Blocking of the mobile phone in the event of its loss  
S 2.190 Setting up a mobile phone pool  
S 2.191 Etablishment of the IT security process  
S 2.192 Drawing up an Information Security Policy  
S 2.193 Establishment of a suitable organisational structure for IT security  
S 2.195 Drawing up an IT security concept  
S 2.196 Implementation of the IT security concept in accordance with an 
implementation plan  
S 2.197 Drawing up a training concept for IT security  
S 2.198 Making staff aware of IT security issues  
S 2.199 Maintenance of IT security  
S 2.200 Preparation of management reports on IT security  
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S 2.201 Documentation of the IT security process  
S 2.202 Preperation of an IT Security Organisational Manual  
S 2.203 Establishment of a pool of information on IT security  
S 2.204 Prevention of Insecure Network Access  
S 2.205 Transmission and Retrieval of Personal Data  
S 2.206 Planing the use of Lotus Notes  
S 2.207 Defining security guidelines for Lotus Notes  
S 2.208 Planing of the domain and certificate hierachy of Lotus Notes  
S 2.209 Planing the use of Lotus Notes in an intranet  
S 2.210 Planing the use of Lotus Notes in an intranet with browser access  
S 2.211 Planing the use of Lotus Notes in a demilitarised zone  
S 2.212 Organisational requirements regarding cleaning contractors  
S 2.213 Maintenance of the technical infrastructure  
S 2.214 Concept of IT operations 
S 2.215 Error handling  
S 2.216 Approval procedure for IT components  
S 2.217 Careful classification and handling of information, applications and systems  
S 2.218 Procedures regarding the personal transportation of data media and IT 
components  
S 2.219 Continuous documentation of information processing  
S 2.220 Guidelines for access control  
S 2.221 Change management  
S 2.223 Security objectives for the use of standard software  
S 2.224 Precautions against Trojan horses  
S 2.225 Assignment of responsibility for information, applications and IT components  
S 2.226 Procedures regarding the use of outside staff  
S 2.227 Planning the use of Windows 2000  
S 2.228 Drawing up a set of Windows 2000 security guidelines  
S 2.229 Planning Active Directory  
S 2.230 Planning of Active Directory Administration  
S 2.231 Planning of group policy under Windows 2000  
S 2.232 Planning the Windows 2000 CA structure  
S 2.233 Planning the migration from Windows NT to Windows 2000  
S 2.234 The design of Internet PCs  
S 2.235 Guidelines for the use of Internet PCs  
S 2.236 Planning the use of Novell eDirectory  
S 2.237 Planning of partitioning and replication in Novell eDirectory  
S 2.238 Specification of Security Guidelines for Novell eDirectory  
S 2.239 Planning the use of Novell eDirectory on the Intranet  
S 2.240 Planning the use of Novell eDirectory on the Extranet  
S 2.241 Procedure for carrying out a teleworkstation requirements analysis  
S 2.242 Electronic archiving objectives  
S 2.243 Development of an archiving concept  
S 2.244 Determination of the technical influencing factors for electronic archiving 
S 2.245 Determination of the legal influencing factors for electronic archiving  
S 2.246 Determination of the organisational influencing factors for electronic archiving  
S 2.247 Planning the Use of Exchange/Outlook 2000  
S 2.248 Definition of Security Guidelines for Exchange/Outlook 2000  
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S 2.249 Planning the Migration of Exchange 5.5 Servers to Exchange 2000  
S 2.250 Determining an outsourcing strategy  
S 2.251 Specification of the security requirements for outsourcing projects  
S 2.252 Choice of a suitable outsourcing service provider  
S 2.253 Contractual arrangements with the outsourcing service provider  
S 2.254 Creation of an IT security concept for the outsourcing project  
S 2.255 Secure migration in outsourcing projects  
S 2.256 Planning and maintenance of IT security during ongoing outsourcing operations  
S 2.257 Monitoring of the memory resources of archival media  
S 2.258 Consistent indexing of documents during archiving  
S 2.259 Introduction of a high-level document management system  
S 2.260 Regular auditing of the archiving procedure  
S 2.261 Regular market surveys of archive systems  
S 2.262 Control of archive system usage  
S 2.263 Regular regeneration of archived data resources  
S 2.264 Regular regeneration of encrypted data in archiving  
S 2.265 Proper use of digital signatures in archiving  
S 2.266 Regular replacement of technical archive system components  
S 2.267 Planning the use of IIS  
S 2.268 Definition of a security policy for IIS  
S 2.269 Planning the use of an Apache web server  
S 2.270 Planning the use of SSL on the Apache web server  
S 2.271 Determining a security strategy for web access  
S 2.272 Setting up a web editorial team 
S 2.273 Prompt installation of security-relevant patches and updates  
S 2.274 Deputisation arrangements for e-mail  
S 2.275 Setting up function-specific e-mail addresses  
S 2.276 Functional description of a router  
S 2.277 Functional description of a switch  
S 2.278 Typical operational scenarios in which routers and switches are used  
S 2.279 Drawing up a security policy for routers and switches  
S 2.280 Criteria for the procurement and selection of suitable routers and switches  
S 2.281 Documentation of the system configuration of routers and switches  
S 2.282 Regular checking of routers and switches  
S 2.283 Software maintenance on routers and switches  
S 2.284 Secure withdrawal from operation of routers and switches  
S 2.285 Determining standards for z/OS system definitions  
S 2.286 Planning and use of zSeries systems  
S 2.287 Batch job planning for z/OS systems  
S 2.288 Drawing up a security policy for z/OS systems  
S 2.289 Use of restrictive z/OS IDs  
S 2.290 Use of RACF exits  
S 2.291 Security reporting and security audits under z/OS  
S 2.292 Monitoring of z/OS systems  
S 2.293 Maintenance of zSeries systems  
S 2.294 Synchronisation of z/OS passwords and RACF commands  
S 2.295 System administration of z/OS systems  
S 2.296 Basic factors to consider with z/OS-transaction monitors  
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S 2.297 Deinstallation of z/OS systems  
S 2.298 The administration of internet domain names  
S 2.299 Drawing up a security policy for a security gateway  
S 2.300 Secure withdrawal from operation or replacement of components of a security 
gateway  
S 2.301 Outsourcing the security gateway 
S 2.302 Security gateways and high availability  
S 2.303 Determining a strategy for the use of PDAs  
S 2.304 Security policy and rules governing PDA usage  
S 2.305 Selection of suitable PDAs  
S 2.306 Reporting losses  
S 2.307 Well-ordered termination of an outsourcing service relationship  
S 2.308 Moving out of buildings  
S 2.309 Security policies and rules for the use of mobile IT  
S 2.310 Appropriate selection of laptops  
S 2.311 Planning protective cabinets  
S 2.312 Design of a security training and awareness program  
S 2.313 Securely registration at internet services  
S 2.314 Use of high-availability architectures for servers  
S 2.315 Planning the use of a server  
S 2.316 Defining a security policy for a general server  
S 2.317 Procurement criteria for a server  
S 2.318 Secure installation of a server  
S 2.319 Migration of a server  
S 2.320 Well-ordered disposal of a server  
S 2.321 Planning the use of client-server networks  
S 2.322 Defining a security policy for a client-server network  
S 2.323 Well-ordered disposal of a client  
S 2.324 Planning the implementation of Windows XP  
S 2.325 Planning the Windows XP security policy  
S 2.326 Planning the Windows XP Group Policies  
S 2.327 Secure remote access under Windows XP  
S 2.328 Use of Windows XP on mobile computers  
S 2.329 Implementation of Windows XP SP2  
S 2.330 Regular checks of the Windows XP security policies and their implementation  
S 2.331 Planning rooms for meetings, events and training  
S 2.332 Equipping meeting, event and training rooms  
S 2.333 Secure use of meeting, event and training rooms  
S 2.334 Selection of an appropriate building 
S 2.335 Defining the IT security objectives and strategy  
S 2.336 Acceptance of overall responsibility for IT security at the management level  
S 2.337 Integration of IT security in organisation-wide workflows and processes  
S 2.338 Creating target group oriented IT security policies  
S 2.339 Cost-effective use of resources for IT security  
S 2.340 Consideration of legal framework conditions 
 
You will find the following modules in the layer "Personnel”: 
S 3.1 Well-regulated familiarisation/training of new staff with their work  
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S 3.2 Commitment of staff members to compliance with relevant laws, regulations and 
provisions  
S 3.3 Arrangements for substitution  
S 3.4 Training before actual use of a programm  
S 3.5 Training on IT security safeguards  
S 3.6 Regulated procedure as regards termination of employment  
S 3.7 Point of contact in case of personal problems  
S 3.8 Avoidance of factors impairing the organisation climate  
S 3.9 Ergonomic workplace  
S 3.10 Selection of a trustworthy administrator and his substitute  
S 3.11 Training of maintenance and administration staff  
S 3.12 Informing all staff members about possible PBX warning motices, warning 
symbols and acoustic alarm signals  
S 3.13 Increasing staff awareness of potential threats to the PBX  
S 3.14 Briefing personnel on correct procedures of exchanging data media  
S 3.15 Information on the use of fax machines for all emplyees  
S 3.16 Briefing personnel on the operation of answering machines  
S 3.17 Briefing personnel on modem usage  
S 3.18 Log-out obligation for PC users  
S 3.19 Instructions concerning the correct use of the security functions in peer-to-peer 
services  
S 3.20 Instructions concerning the operation of protective cabinets  
S 3.21 Training and further education of telecommuters as regards security-related 
issues  
S 3.22 Regulations concerning substitution of telecommuters  
S 3.23 Introduction to basic cryptographic terms 
S 3.24 Training on the Lotus Notes system architecture for Administrators  
S 3.25 Training on Lotus Notes security mechanisms for users  
S 3.26 Instructing staff members in the secure handling of IT  
S 3.27 Training to Active Directory-Administration  
S 3.28 User training on Windows 2000/XP security mechanisms  
S 3.29 Training on the administration of Novell eDirectory  
S 3.30 Training on the use of Novell eDirectory Client Software  
S 3.31 Administrator Training on Exchange 2000 System Architecture and Security  
S 3.32 User Training on Outlook 2000 Security Mechanisms  
S 3.33 Security vetting of staff  
S 3.34 Basic training on the administration of the archive system  
S 3.35 Basic user training on how to use the archive system  
S 3.36 Administrator training on the secure installation and configuration of IIS  
S 3.37 Training the administrators of an Apache web server  
S 3.38 Administrator training on routers and switches  
S 3.39 Introduction to the zSeries platform  
S 3.40 Introduction to the z/OS operating system  
S 3.41 Introduction to Linux and z/VM for zSeries systems  
S 3.42 Training z/OS operators  
S 3.43 Training the security gateway administrators  
S 3.44 Making management aware of IT security issues  
S 3.45 Planning training contents on IT security  
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S 3.46 Contact persons for security questions  
S 3.47 Performing simulations on IT security  
S 3.48 Selection of trainers or training providers  
S 3.49 Training the IT Grundschutz methodology  
S 3.50 Selection of employees  
S 3.51 Appropriate concept for assignment and qualification of employees 
 
You will find the following modules in the layer "Hardware & Software”: 
S 4.1 Password protection for IT systems  
S 4.2 Screen lock  
S 4.3 Periodic runs of a virus detection program  
S 4.4 Correct handling of drives for removable media and external data storage  
S 4.5 Logging of PBX administration jobs  
S 4.6 Audit of the PBX configuration (target/performance reconciliation)  
S 4.7 Change of preset passwords  
S 4.8 Protection on the PBX operator´s console  
S 4.9 Use of the security mechanisms of X-Window  
S 4.10 Password protection for PBX terminals  
S 4.11 Screening of PBX interfaces  
S 4.12 Disabling of unnecessary PBX performance features  
S 4.13 Careful allocation of identifiers  
S 4.14 Mandatory password protection under Unix  
S 4.15 Secure log-in  
S 4.16 Restriction on access to accounts and/or terminals  
S 4.17 Blocking and erasure of unneeded accounts and terminals  
S 4.18 Administrative and technical means to control access to the system-monitor and 
single-user mode  
S 4.19 Restrictive allocation of attributes for Unix system files and directories  
S 4.20 Restrictive allocation of attributes for Unix user files and directories  
S 4.21 Preventing unauthorised acquisition of administrator rights  
S 4.22 Prevention of loss of confidentiality of sensitive data in the Unix system  
S 4.23 Secure invocation of executable files  
S 4.24 Ensuring consistent system management  
S 4.25 Use of logging in Unix systems  
S 4.26 Regular security checks of Unix systems  
S 4.27 Laptop access protection 
S 4.28 Software reinstallation in the case of change of laptop users  
S 4.29 Use of an encryption product for portable IT systems  
S 4.30 Utilisation of the security functions offered in application programs  
S 4.31 Ensuring power supply during mobile use  
S 4.32 Physical deletion of data media before and after usage  
S 4.33 Use of a virus scanning program on exchange of data media and during data 
transfer  
S 4.34 Using encryption, checksums or digital signatures  
S 4.35 Pre-dispatch verification of the dato to be transferred  
S 4.36 Blocking fax recipient numbers  
S 4.37 Blocking fax sender numbers  
S 4.38 Deactivation of unnecessary service features  
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S 4.39 Deactivation of answering machines for periods of absence  
S 4.40 Preventing unauthorised use of computer microphones  
S 4.41 Use of a appropriate security products for IT systems  
S 4.42 Implementation of security functions in the IT application  
S 4.43 Fax machine with automatic envelopment sealing system  
S 4.44 Check of incoming files for macro viruses     removed 
S 4.45 Setup of a secure peer-to-peer environment under WfW  
S 4.46 Use of the log-on password under WfW and Windows 95  
S 4.47 Logging of security gateway activities  
S 4.48 Password protection under Windows NT/2000/XP  
S 4.49 Protection of the boot-up procedure for a Windows NT/2000/XP system  
S 4.50 Structured system administration under Windows NT  
S 4.51 User profiles to restrict the usage possibilities of Windows NT  
S 4.52 Device Protection under Window NT/2000/XP  
S 4.53 Restrictive allocation of access rights to files and directories under Windows NT  
S 4.54 Logging under Windows NT  
S 4.55 Secure installation of Windows NT 
S 4.56 Secure deletion under Windows operating systems  
S 4.57 Disabling automatic CD-ROM recognition  
S 4.58 Sharing of directories under Windows 95  
S 4.59 Deactivating of ISDN board functions which are not required  
S 4.60 Deactivation of ISDN router functions which are required  
S 4.61 Use of security mechanisms offered by ISDN components  
S 4.62 Use of a D-channel filter  
S 4.63 Security-related requirements for telecommuting computers  
S 4.64 Verification of data before transmission / elimination of residual information  
S 4.65 Testing of new hardware and software  
S 4.66 Novell Netware - safe transmission to the year 2000   removed 
S 4.67 Locking and deleting database accounts which are no longer required  
S 4.68 Ensuring consistent database management  
S 4.69 Regular checks of database security  
S 4.70 Monitoring a database  
S 4.71 Restrictive utilisation of database links  
S 4.72 Database encryption  
S 4.73 Specifying upper limits for selectable data records  
S 4.74 Networked Windows 95 computers  
S 4.75 Protection of the registry under Windows NT/2000/XP  
S 4.76 Secure System version of Windows NT  
S 4.77 Protection of administrator accounts under Windows NT  
S 4.78 Careful modifications of configurations  
S 4.79 Secure access mechanisms for local administration  
S 4.80 Secure access mechanisms for remote administration  
S 4.81 Auditing and logging of activities in a network  
S 4.82 Secure configuration of active network components  
S 4.83 Updating / upgrading of software and hardware in network components  
S 4.84 Use of BIOS security mechanisms  
S 4.85 Design of suitable interfaces for crypto modules 
S 4.86 Secure separation of roles and configuration with crypto modules  
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S 4.87 Physical security of crypto modules  
S 4.88 Operating system security requirements when using crypto modules  
S 4.89 Emission security  
S 4.90 Use of cryptographic procedures on the various layers of the ISO/OSI reference 
model  
S 4.91 Secure installation of a system management system  
S 4.92 Secure operation of a system management system  
S 4.93 Regular integrity checking  
S 4.94 Protection of WWW files  
S 4.95 Minimal operating system  
S 4.96 Deactivating DNS  
S 4.97 One service per server  
S 4.98 Restricting communication to a minimum with packet filters  
S 4.99 Protection against subsequent change to information  
S 4.100 Security Gateways and active content  
S 4.101 Firewalls and encryption  
S 4.102 C2 security under Novell 4.11  
S 4.103 DHCP server under Novell Netware 4.x  
S 4.104 LDAP Services for NDS  
S 4.105 Initial measures after a Unix standard installation  
S 4.106 Activation of system logging  
S 4.107 Use of vendor resources  
S 4.108 Simplified an secure network management with DNS services under Novell 
NetWare 4.11  
S 4.109 Software reinstallation on workstations  
S 4.110 Secure installation of the RAS system  
S 4.111 Secure configuration of the RAS system  
S 4.112 Secure operation of the RAS system  
S 4.113 Use of an authentication server within RAS access  
S 4.114 Use of the security mechanisms provided on mobile phones  
S 4.115 Safeguarding the power supply of mobile phones 
S 4.116 Secure installation of Lotus Notes  
S 4.117 Secure configuration of Lotus Notes server  
S 4.118 Configuration as a Lotus Notes server  
S 4.119 Instituting restrictions on access to Lotus Notes servers  
S 4.120 Configuration of access control lists for Lotus Notes databases  
S 4.121 Configuration of rights of access to the Lotus Notes Name and Address Book  
S 4.122 Configuration for browser access to Lotus Notes  
S 4.123 Configuration of SSL-protected browser access to Lotus Notes  
S 4.124 Configuration of authentication mechanisms with browser access to Lotus 
Notes  
S 4.125 Instituting restrictions on access to Lotus Notes databases with browser access  
S 4.126 Secure configuration of a Lotus Notes client  
S 4.127 Secure configuration of browser access to Lotus Notes  
S 4.128 Secure operation of Lotus Notes  
S 4.129 Secure handling of Notes ID files  
S 4.130 Security measures following the creation of a new Lotus Notes database  
S 4.131 Encryption of Lotus Notes databases  
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S 4.132 Monitoring of a Lotus Notes system  
S 4.133 Appropriate choice of authentication mechanisms  
S 4.134 Choise of suitable data formats  
S 4.135 Restrictive granting of access rights to system files  
S 4.136 Secure installation of Windows 2000  
S 4.137 Secure configuration of Windows 2000  
S 4.138 Configuration of Windows 2000 as domain-controller  
S 4.139 Configuration of Windows 2000 as server  
S 4.140 Secure configuration of important Windows 2000 services  
S 4.141 Secure configuration of the DDNS under Windows 2000  
S 4.142 Secure configuration of the WINS under Windows 2000  
S 4.143 Secure configuration of the DHCP under Windows 2000 
S 4.144 Use of the Windows 2000 CA  
S 4.145 Secure configuration of RRAS under Windows 2000  
S 4.146 Secure operation of the Windows 2000/XP  
S 4.147 Secure use of EFS under Windows 2000/XP  
S 4.148 Monitoring a Windows 2000/XP system  
S 4.149 File and share authorisation under Windows 2000/XP  
S 4.150 Configuration of Windows 2000 as workstation  
S 4.151 Secure installation of Internet PCs  
S 4.152 Secure operation of internet computers  
S 4.153 Secure installation of Novell eDirectory  
S 4.154 Secure installation of the Novell eDirectory client software  
S 4.155 Secure configuration of the Novell eDirectory  
S 4.156 Secure configuration of the Novell eDirectory client software  
S 4.157 Setting of access authorisations to Novell eDirectory  
S 4.158 Setting of the LDAP access to Novell eDirectory  
S 4.159 Secure operation of Novell eDirectory  
S 4.160 Monitoring of Novell eDirectory  
S 4.161 Secure installation of Exchange/Outlook 2000  
S 4.162 Secure configuration of Exchange 2000 servern  
S 4.163 Access rights to objects of Exchange 2000  
S 4.164 Browser access to Exchange 2000  
S 4.165 Secure configuration of Outlook 2000  
S 4.166 Secure operation of Exchange/Outlook 2000  
S 4.167 Monitoring and logging of Exchange 2000 systems  
S 4.168 Choise of a suitable archival system  
S 4.169 Use of appropriate archival media  
S 4.170 Choise of suitable data formats for the archival storage of documents  
S 4.171 Protection of the integrity of the archive system index database  
S 4.172 Logging of the archival accesses  
S 4.173 Regular function and recovery tests for archiving  
S 4.174 Preparing the WindowNT/2000 installation for IIS  
S 4.175 The secure configuration of Windows NT/2000 for IIS 
S 4.176 Selection of an authentication method for web offerings  
S 4.177 Assuring the integrity and authenticity of software packages  
S 4.178 Protection of Administrator and user accounts with IIS  
S 4.179 Protection of security-critical files with IIS  
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S 4.180 Configuration of authentication mechanisms for access to the IIS  
S 4.181 Running IIS in a separate process  
S 4.182 Monitoring of the IIS system  
S 4.183 Ensuring the availability and performance of the IIS  
S 4.184 Deactivation of unnecessary Windows system services with IIS  
S 4.185 Protection of virtual directories and web applications with IIS  
S 4.186 Removing the sample files and administration scripts in IIS  
S 4.187 Removal of the FrontPage Server extension of IIS  
S 4.188 Validation of user inputs where IIS is used  
S 4.189 Protection against unauthorised program calls with IIS  
S 4.190 Removal of RDS support in IIS  
S 4.191 Verification of the integrity and authenticity of Apache packages  
S 4.192 Configuration of the operating system for an Apache web server  
S 4.193 Secure installation of an Apache web server  
S 4.194 Secure basic configuration of an Apache web server  
S 4.195 Configuration of access control under the Apache web server  
S 4.196 Secure operation of an Apache web server  
S 4.197 Server extensions for dynamic web pages where the Apache web server is used  
S 4.198 Installation of an Apache web server in a chroot cage  
S 4.199 Avoiding dangerous file formats  
S 4.200 Handling of USB storage media  
S 4.201 Secure basic local configuration of routers and switches  
S 4.202 Secure basic network configuration of routers and switches  
S 4.203 Configuration checklist for routers and switches 
S 4.204 Secure administration of routers and switches  
S 4.205 Logging on routers and switches  
S 4.206 Protection of switch ports  
S 4.207 Use and protection of system-related z/OS terminals  
S 4.208 Protecting the start process of z/OS systems  
S 4.209 Secure basic configuration of z/OS systems  
S 4.210 Secure operation of the z/OS operating system  
S 4.211 Use of the z/OS security system RACF  
S 4.212 Protection of Linux for zSeries  
S 4.213 Protecting the login process under z/OS  
S 4.214 Administration of data media under z/OS systems  
S 4.215 Protection of z/OS utilities that are critical to security  
S 4.216 Stipulation of the system limits of z/OS  
S 4.217 Workload management for z/OS systems  
S 4.218 Information on character set conversion in z/OS systems  
S 4.219 Licence key management for z/OS software  
S 4.220 Protection of Unix System Services on z/OS systems  
S 4.221 Parallel Sysplex under z/OS  
S 4.222 Correct configuration of security proxies  
S 4.223 Integration of proxy servers into the security gateway  
S 4.224 Integration of virtual private networks into a security gateway  
S 4.225 Use of a logging server on a security gateway  
S 4.226 Integration of virus scanners into a security gateway  
S 4.227 Use of a local NTP server for time synchronisation  
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S 4.228 Using the built-in security mechanisms on PDAs  
S 4.229 Secure operation of PDAs  
S 4.230 Central administration of PDAs  
S 4.231 Use of additional security tools for PDAs  
S 4.232 Secure use of extended memory cards  
S 4.233 Blocking of no longer required RAS accounts  
S 4.234 Disposal of IT systems  
S 4.235 Comparison of stored data on laptops  
S 4.236 Central administration of laptops 
S 4.237 Secure basic configuration of an IT system  
S 4.238 Use of a local packet filter  
S 4.239 Secure operation of a server  
S 4.240 Setting up a testing environment for a server  
S 4.241 Secure operation of clients  
S 4.242 Setting up a reference installation for clients  
S 4.243 Windows XP administration tools  
S 4.244 Secure Windows XP system configuration  
S 4.245 Basic settings for Windows XP GPOs  
S 4.246 Configuration of the system services under Windows XP  
S 4.247 Restricitve assignment of rights under Windows XP  
S 4.248 Secure installation of Windows XP  
S 4.249 Keeping Windows XP systems up to date  
S 4.251 Working with external IT systems  
S 4.252 Secure configuration of training computers  
S 4.253 Protection against Spyware  
S 4.254 Secure usage of wireless keyboards and mouses  
S 4.255 Use of the IrDA interfaces 
 
You will find the following modules in the layer "Communications”: 
S 5.1 Removal, or short-circuitting and grounding, of unneeded lines  
S 5.2 Selection of an appropriate network topography  
S 5.3 Selection of cable types appropriate in terms of communications technology  
S 5.4 Documentation on, and marking of, cabling  
S 5.5 Damage-minimising routing of cables  
S 5.6 Mandatory use of a network password     removed 
S 5.7 Network management  
S 5.8 Regular security checks of the network  
S 5.9 Logging at the server  
S 5.10 Restrictive granting of access rights  
S 5.11 Blocking the server console       removed 
S 5.12 Setting up an additional network administrator    removed 
S 5.13 Appropriate use of equipment for network administrator  
S 5.14 Shielding of internal remote access  
S 5.15 Shielding of external remote access  
S 5.16 Survey of network services  
S 5.17 Use of the NFS security mechanisms  
S 5.18 Use of the NIS security mechanisms  
S 5.19 Use of the sendmail security mechanisms  
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S 5.20 Use of the security mechanisms of rlogin, rsh and rcp  
S 5.21 Secure use of the telnet, ftp,tftp and rexec  
S 5.22 Compatibility check of the transmission and reception systems  
S 5.23 Selecting suitable types of dispatch for data media  
S 5.24 Use of a suitable fax cover sheet  
S 5.25 Using transmission and reception logs  
S 5.26 Announcing fax messages via telephone  
S 5.27 Acknowledging successful fax reception via telephone  
S 5.28 Acknowledging correct fax origin via telephone  
S 5.29 Periodic checks of destination addresses and logs  
S 5.30 Activating an existing call-back option 
S 5.31 Suitable modem configuration  
S 5.32 Secure use or communication software  
S 5.33 Secure remote maintenance via modem  
S 5.34 Use of one time passwords  
S 5.35 Use of UUCP security mechanisms  
S 5.36 Encryption under Unix and Windows NT  
S 5.37 Restricting Peer-to-Peer functions in a server-supported netork  
S 5.38 Secure integration of DOS-PCs into a Unix network   removed 
S 5.39 Secure use of protocols and services  
S 5.40 Secure integration of DOS-PCs into a Windows NT network  removed 
S 5.41 Secure configuration of remote access under Windows NT  
S 5.42 Secure configuration of TCP/IP network administration under Windows NT  
S 5.43 Secure configuration of TCP/IP network services under Windows NT  
S 5.44 One-way connection setup  
S 5.45 Security of Web browsers  
S 5.46 Installing stand-alone-systems for Internet use  
S 5.47 Configuration of a Closed User Group  
S 5.48 Authentication via CLIP/COLP  
S 5.49 Callback based on CLIP/COLP  
S 5.50 Authentication via PAP/CHAP  
S 5.51 Security-related requirements for communications links between telecommuting 
workstations and the institution  
S 5.52 Security-related requirements for communications computers  
S 5.53 Protection against mail bombs  
S 5.54 Protection against mail overload and spam  
S 5.55 Checking of alias files and distribution lists  
S 5.56 Secure operation of a mail server  
S 5.57 Secure configuration of mail clients  
S 5.58 Installation of ODBC drivers  
S 5.59 Protection against DNS spoofing  
S 5.60 Selection of a suitable backbone technology 
S 5.61 Suitable physical segmentation  
S 5.62 Suitable logical segmentation  
S 5.63 Use of GnuPG or PGP  
S 5.64 Secure Shell  
S 5.65 Use of S-HTTP        removed 
S 5.66 Use of SSL  
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S 5.67 Use of a time stamp service  
S 5.68 Use of encryption procedures for network communications  
S 5.69 Protection against active content  
S 5.70 Network address translation (NAT)  
S 5.71 Intrusion detection and intrusion response systems  
S 5.72 Deactivation of unneccessary network services  
S 5.73 Secure operation of a fax server  
S 5.74 Maintenance of fax server address books and distribution lists  
S 5.75 Protecting against overloading the fax server  
S 5.76 Use a suitable tunnel protocols for RAS communication  
S 5.77 Establishment of Subnetworks  
S 5.78 Protection against mobile phone usage data being used to create movement 
profiles  
S 5.79 Protection against call number identification during use of mobile phones  
S 5.80 Protection against bugging of indoor conversations using mobile phones  
S 5.81 Secure transmission of data over mobile phones  
S 5.82 Secure Use of SAMBA  
S 5.83 Secure Connection of an External Network with Linux FreeS/WAN  
S 5.84 Use of encryption procedures for Lotus Notes communication  
S 5.85 Use of encryption procedures for Lotus Notes e-mail  
S 5.86 Use of encryption procedures with browser access to Lotus Notes  
S 5.87 Agreement regarding connection to third party networks  
S 5.88 Agreement regarding the exchange of data with third parties 
S 5.89 Configuration of the Secure Channel under Windows 2000/XP  
S 5.90 Use of IPSec under Windows 2000/XP  
S 5.91 The Use of Personal Firewalls for Internet PCs  
S 5.92 Secure Connection to the Internet of Internet PCs  
S 5.93 Security Issues Relating to the Use of Web Browsers by Internet PCs  
S 5.94 Security Issues Relating to the Use of E-Mail Clients by Internet PCs  
S 5.95 Secure e-commerce Using Internet PCs  
S 5.96 The Secure Use of Webmail  
S 5.97 Protection of Communications with Novell eDirectory  
S 5.98 Protection from misuse of chargeable dial-in numbers  
S 5.99 SSL/TLS Protection for Exchange 2000  
S 5.100 Use of Encryption and Signature Procedures for Exchange 2000 
Communication (optional)  
S 5.101 Deletion of unnecessary ODBC drivers where IIS is used  
S 5.102 Installation of URL filters with IIS  
S 5.103 Removal of all network shares with IIS  
S 5.104 Configuration of TCP/IP filtering with IIS  
S 5.105 Prevention of SYN attacks on the IIS  
S 5.106 Removal of non-trusted root certificates with IIS  
S 5.107 Use of SSL in the Apache web server  
S 5.108 Cryptographic protection of e-mail  
S 5.109 Use of an e-mail scanner on the mail server  
S 5.110 Protection of e-mail with SPHINX (S/MIME)  
S 5.111 Configuration of access control lists on routers  
S 5.112 Security aspects of routing protocols  
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S 5.113 Use of the VTAM Session Management Exit under z/OS  
S 5.114 Protection of the z/OS trace functions  
S 5.115 Integration of a web server into a security gateway  
S 5.116 Integration of an e-mail server into a security gateway  
S 5.117 Integration of a database server into a security gateway  
S 5.118 Integration of a DNS server into a security gateway 
S 5.119 Integration of a web application with web, application and database servers into 
a security gateway  
S 5.120 Handling of ICMP on the security gateway  
S 5.121 Secure communication when travelling  
S 5.122 Secure connection of laptops to local networks  
S 5.123 Securing network communication under Windows XP  
S 5.124 Network connections in meeting, event and training rooms 
 
You will find the following modules in the layer "Contingency Planning”: 
S 6.1 Development of a survey of availability requirements  
S 6.2 Definition of "emergency", person-in-charge in an "emergency"  
S 6.3 Development of an Emergency Procedure Manual  
S 6.4 Documentation on the capacity requirements of IT applications  
S 6.5 Definition of "restricted IT operation"  
S 6.6 Study of internally and externally available alternatives  
S 6.7 Responsibilities in an emergency  
S 6.8 Alert plan  
S 6.9 Contingency plans for selected incidents  
S 6.10 Contingency plans for breakdown of data transmission  
S 6.11 Development of a post-incident recovery plan  
S 6.12 Emergency preparedness exercises  
S 6.13 Development of a data backup plan  
S 6.14 Replacement procurement plan  
S 6.15 Agreements with suppliers  
S 6.16 Taking out insurance  
S 6.17 Alert plan and fire drills  
S 6.18 Provision of redundant lines  
S 6.19 Data backup on PCs        removed 
S 6.20 Appropriate storage of backup data media  
S 6.21 Backup copy of the software used  
S 6.22 Sporadic checks of the restorability of backups  
S 6.23 Procedures in the event of computer virus infection  
S 6.24 PC emergency floppy disk  
S 6.25 Regular backup of the server hard disk     removed 
S 6.26 Regular backup of PBX configuration data  
S 6.27 Secure update of BIOS  
S 6.28 Agreement on the delivery deadlines for "vital" PBX units  
S 6.29 PBX base line for emergency calls  
S 6.30 Emergency circuit 
S 6.31 Procedural patterns following a loss of system integrity  
S 6.32 Regular data backup  
S 6.33 Development of a data backup policy  
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S 6.34 Determining the factors influencing data backup  
S 6.35 Stipulating data backup procedures  
S 6.36 Stipulating a minimal data backup policy  
S 6.37 Documenting data backup procedures  
S 6.38 Back-up copies of transferred data  
S 6.39 Listing dealerships for re-procurement of fax products  
S 6.40 Regular battery checks/replacements  
S 6.41 Training data reconstruction  
S 6.42 Creating start-up disks for Windows NT  
S 6.43 Use of Redundant Windows NT/2000 Servers  
S 6.44 Data back-up under Windows NT  
S 6.45 Data backup under Windows 95  
S 6.46 Creation of rescue disks for Windows 95  
S 6.47 Storage of backup copies as part of telecommuting  
S 6.48 Procedures in case of a loss of database integrity  
S 6.49 Data backup in a database  
S 6.50 Archiving database  
S 6.51 Restoring a database  
S 6.52 Regular backup of configuration data of active network components  
S 6.53 Redundant arrangement of network components  
S 6.54 Procedures in case of a loss of network integrity  
S 6.55 Reduction of restart times for Novell Netware servers  
S 6.56 Data backup when using cryptographic procedures  
S 6.57 Creation of an emergency plan for the failure of the management system  
S 6.58 Establishment of a management system for handling security incidents  
S 6.59 Specification of responsibilities for dealing with security incidents  
S 6.60 Procedural rules and reporting channels for security incidents  
S 6.61 Escalation strategy for security incidents 
S 6.62 Specifying priorities for handling security incidents  
S 6.63 Investigation and assessment of a security incident  
S 6.64 Remedial action in connection with security incidents  
S 6.65 Notification of parties affected  
S 6.66 Evaluation of security incidents  
S 6.67 Use of detection measures for security incidents  
S 6.68 Testing the effectiveness of the management system for the handling of security 
incidents  
S 6.69 Contingency planning and operational reliability of fax servers  
S 6.70 Creation of a contingency plan for failure of the RAS system  
S 6.71 Data backup for a mobile IT system  
S 6.72 Precautions relating to mobile phone failures  
S 6.73 Creation of a contingency plan for failure of the Lotus Notes system  
S 6.74 Emergency archive  
S 6.75 Redundant communication links  
S 6.76 Creation of a Contingency Plan for Failure of a Windows 2000 Network  
S 6.77 Creation of rescue disks for Windows 2000  
S 6.78 Data backup under Windows 2000  
S 6.79 Protection of Data on Internet PCs  
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S 6.80 Creation of a Contingency Plan for Failure of a Novell eDirectory Directory 
Service  
S 6.81 Creation of data backups for Novell eDirectory  
S 6.82 Creation of a Contingency Plan for the Failure of Exchange Systems  
S 6.83 Contingency planning with outsourcing  
S 6.84 Data backup and archiving of e-mails  
S 6.85 Creation of a contingency plan covering failure of IIS  
S 6.86 Protection against harmful code on the IIS  
S 6.87 Data backup on the IIS  
S 6.88 Creation of a contingency plan for the web server  
S 6.89 Contingency planning for an Apache web server  
S 6.90 Data backup and archiving of e-mails  
S 6.91 Data backup and recovery on routers and switches 
S 6.92 Contingency planning for routers and switches  
S 6.93 Contingency planning for z/OS systems  
S 6.94 Contingency planning for security gateways  
S 6.95 Data backups and other precautions relating to PDAs  
S 6.96 Contingency planning for a server 
 

7.3 Basic Security Check by BSI 
The BSI provides an “IT-Grundschutz-Profile for a Small Organisation” (see source 
https://www.bsi.bund.de/cae/servlet/contentblob/471448/publicationFile/28012/Profile_
small_organisation_pdf.pdf, last visited: 15.05.2009) that should introduce small 
organisations into the field of IT-security. It contains security checks, instructions how 
to set up a security policy or an IT-security concept and information about the self-
assessment. It makes a connection to the “IT-Grundschutz-Catalogues” and describes 
how to use them. We want to show this and further we want to illustrate how a Basic 
Security Check by BSI looks like. 

IT-Grundschutz Catalogues can be used to check which measures of IT-security are 
implemented to which extend. The following tables show an example how the IT-
Grundschutz Catalogues can be used to check certain safeguards in small organisations 
(IT-Grundschutz-Profile - An IT-Grundschutz-Profile for a Small Organisation, p. 53-
59). The left-hand table column refers to the corresponding numbering in the IT 
Grundschutz Catalogues. There more detailed information on the respective safeguards 
can be found. The table gives the possibility to indicate in the columns at the right 
whether you have implemented the safeguard completely (Y), partially (P) or not at all 
(N). If the user thinks the safeguard is dispensable, he/she indicates this in column (D).  
 
 Data Backup Policy B 1.4 Y D P N 
S 2.41  Employees’ commitment to data backup      
S 2.137  Procurement of a suitable data backup system      
S 6.20  Appropriate storage of backup data media      
S 6.21  Backup copy of the software used      
S 6.22  Sporadic checks of the restorability of backups      
S 6.32  Regular data backup      
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S 6.33  Development of a data backup policy      
S 6.34  Determining the factors influencing data backup      
S 6.35  Stipulating data backup procedures      
S 6.36  Stipulating a minimal data backup policy      
S 6.37  Documenting data backup procedures      
S 6.41  Training data reconstruction      
S 2.41  Employees’ commitment to data backup      
S 2.137  Procurement of a suitable data backup system      
S 6.20  Appropriate storage of backup data media      
S 6.21  Backup copy of the software used      
S 6.22  Sporadic checks of the restorability of backups      
S 6.32  Regular data backup      
S 6.33  Development of a data backup policy      
S 6.34  Determining the factors influencing data backup      
S 6.35  Stipulating data backup procedures      
S 6.36  Stipulating a minimal data backup policy      
S 6.37  Documenting data backup procedures      
S 6.41  Training data reconstruction      
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 General Server B 3.101  Y D P N 

S 1.28  Local Uninterruptible Power Supply (UPS)      
S 2.22  Escrow of passwords      
S 2.32  Establishment of a restricted user environment      
S 2.35  Obtaining information on security weaknesses of the system     
S 2.138 Structured data storage      
S 2.204 Prevention of Insecure Network Access      
S 2.273 Prompt installation of security-relevant patches and updates      
S 2.314 Use of high-availability architectures for servers      
S 2.315 Planning the use of a server      
S 2.316 Defining a security policy for a general server      
S 2.317 Procurement criteria for a server      
S 2.318 Secure installation of a server      
S 2.319 Migration of a server      
S 2.320 Well-ordered disposal of a server      
S 4.7  Change of preset passwords      
S 4.15  Secure log-in      
S 4.16  Restrictions on access to accounts and/or terminals      
S 4.17  Blocking and erasure of unneeded accounts and terminals      
S 4.24  Ensuring consistent system management      
S 4.40  Preventing unauthorised use of computer microphones      
S 4.93  Regular integrity checking      
S 4.237 Secure basic configuration of an IT system      
S 4.238 Use of a local packet filter      
S 4.239 Secure operation of a server      
S 4.240 Setting up a testing environment for a server      
S 5.8  Regular security checks of the network      
S 5.9  Logging at the server      
S 5.10  Restrictive granting of access rights      
S 5.37  Restriction of Peer-to-Peer Functions in a Server-Supported 

Network  
    

S 6.24  PC emergency floppy disk      
S 6.96  Contingency planning for a server      
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 General Client B 3.201     
S 2.23  Issue of PC Use Guidelines      
S 2.25  Documentation of the system configuration      
S 2.273 Prompt installation of security-relevant patches and updates      
S 2.321 Planning the use of client-server networks      
S 2.322 Defining a security policy for a client-server network      
S 2.323 Well-ordered disposal of a client      
S 3.18  Log-out obligation for PC users      
S 4.2  Screen lock      
S 4.3  Periodic runs of a virus detection program      
S 4.4  Correct handling of drives for removable media and external 

data storage  
    

S 4.40  Preventing unauthorised use of computer microphones      
S 4.41  Use of a appropriate security products for IT systems      
S 4.93  Regular integrity checking      
S 4.200 Handling of USB storage media      
S 4.237 Secure basic configuration of an IT system      
S 4.238 Use of a local packet filter      
S 4.241 Secure operation of clients      
S 4.242 Setting up a reference installation for clients      
S 5.37  Restricting Peer-to-Peer functions in a server-supported 

netork  
    

S 5.45  Security of Web browsers      
S 6.24  PC emergency floppy disk      
S 6.32  Regular data backup      

 



134 

 
 E-mail B 5.3     
S 2.30  Provisions governing the configuration of users and of user 

groups  
    

S 2.42  Determination of potential communications partners      
S 2.46  Appropriate key management      
S 2.118 Determination of a security policy for the use of e-mail      
S 2.119 Regulations concerning the use of e-mail services      
S 2.120 Configuration of a mail centre      
S 2.121 Regular deletion of e-mails      
S 2.122 Standard e-mail addresses      
S 2.123 Selection of a mail provider      
S 2.274 Deputisation arrangements for e-mail      
S 2.275 Setting up function-specific e-mail addresses      
S 4.33  Use of a virus scanning programm on exchange of data 

media and during data transfer  
    

S 4.34  Using encryption, checksums or digital signatures      
S 4.64  Verification of data before transmission / elimination of 

residual information  
    

S 4.199 Avoiding dangerous file formats      
S 5.22  Compatibility check of the transmission and reception 

systems 
    

S 5.32  Secure use of communications software      
S 5.53  Protection against mail bombs      
S 5.54  Protection against mail overload and spam      
S 5.55  Checking of alias files and distribution lists      
S 5.56  Secure operation of a mail server      
S 5.57  Secure configuration of mail clients      
S 5.63  Use of GnuPG or PGP      
S 5.67  Use a time stamp service      
S 5.108 Cryptographic protection of e-mail      
S 5.109 Use of an e-mail scanner on the mail server      
S 5.110 Protection of e-mail with SPHINX (S/MIME)      
S 6.38  Back-up copies of transferred data      
S 6.90  Data backup and archiving of e-mails      

 
The checklist shown below helps doing a self-assessment (IT-Grundschutz-Profile - An 
IT-Grundschutz-Profile for a Small Organisation, p. 49 et seqq.): 
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No.  Question  
QUESTION 1 Have the following issues been defined in your IT security policy?  

- Importance of IT security and relevance of the IT to your company  
- Definition of IT security objectives  

QUESTION 2  Have your employees been made sufficiently aware as regards IT security?  
QUESTION 3  

 
In the past 12 months have you updated the security policy, the protection 
requirement assessment and the PC passports or are you just about to do it?  

QUESTION 4  
 

In the PC passport have you already entered the contact and the hotline telephone 
numbers for all IT systems?  

QUESTION 5  
 

Do you have a specific contact to turn to when problems occur with the computers, 
programs/applications, and have you entered his/her telephone number (hotline 
telephone number) in the PC passport?  

QUESTION 6  
 

Have you informed your employees that a password  
• needs to be changed on a regular basis,  
• must include at least 8 characters,  
• should not be easy to guess (like husband’s first name, own car ID etc.) and  
• must be recorded and stored in a closed envelope?  

QUESTION 7  
 

Do you have a shredder in your organisation?  

QUESTION 8 
 

Do you tell new employees about the security policy and its contents?  

QUESTION 9  Do you have a checklist you work through when an employee  
• joins and  
• leaves the organisation?  

QUESTION 10  Does a deputisation arrangement (for vacation/sick leave) exist for employees 
responsible for the IT?  
Does it ensure that the e-mails of an absent employee are answered?  

QUESTION 11  Have you determined which data are to be backed up regularly and which person is 
responsible for data backup (change of media)? Do you check regularly whether 
data backup functions properly?  

QUESTION 12  Are the backup media (tapes, CD-ROMs) kept in a safe place (e.g. in a safe-
deposit box in a bank; safe)?  

QUESTION 13  When new programs and equipment are introduced, are your employees instructed 
and trained how to use them?  

• Virus protection  
• Database  
• Use of laptops  
• Operating system (Windows 2000/XP etc.)  
• PBX / telecommunications system  
• Fax machine  
• Answering machine  

QUESTION 14  Have you prohibited your employees from installing their own software on the 
computers?  

QUESTION 15  Do you use virus scanners and are they automatically updated on a regular basis?  

QUESTION 16  Do you and your employees know how to operate the virus scanners and what to 
do if a virus is reported?  
Do you inform yourself of new viruses regularly?  
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QUESTION 17  Are data carriers (e.g. C-ROMs, floppy disks) checked for viruses before they are 
passed on?  

QUESTION 18  Are the data carriers (floppy disks, CD-ROMs, etc.) in your organisation labelled 
clearly?  

QUESTION 19  Do you and your employees know where to find the manuals for the programs you 
use on a daily basis?  
Especially those for the databases/special software!  

QUESTION 20  Are visitors to your organisation accompanied and supervised continuously by one 
of your employees during their stay?  

QUESTION 21  Do you know where your secretary files important documents and would you be 
able to find them without her assistance (e.g. when she suddenly falls ill)?  

QUESTION 22  Did you note in the PC passport which software is installed on each of the existing 
computers and which version?  
Did you also note the hotline telephone number and  
whether the software was complete upon delivery?  

QUESTION 23  In the last four weeks, have you checked whether updates or patches are available 
for the software used in your organisation?  

QUESTION 24  Have the installation and de-installation of software and operating system been 
documented in writing and  
filed in the dedicated IT security concept paper file?  

QUESTION 25  Have smoke alarms been fitted in your organisation?  

QUESTION 26  Do you and your staff know  
• where the emergency exits are located,  
• where escape routes lead to and  
• where fire extinguishers are located?  

Do you and your staff know how to handle a fire extinguisher and that 
inflammable equipment is a fire hazard?  

QUESTION 27  Have you instructed your staff to close windows and doors at the end of their 
working day and to switch off inflammable equipment?  

QUESTION 28  Has it been ensured that visitors have no chance to manipulate cables in your 
office environment?  

QUESTION 29  Have all electric cables been fitted by a specialist company and have they been 
protected against short-circuits?  

QUESTION 30  Have you determined the hours when staff may enter the organisation?  

QUESTION 31  Do your employees lock sensitive data at the end of their working day and do they 
keep their workplace tidy?  

QUESTION 32  Do you inform your staff about the risk of e-mail attachments (viruses, worms) on 
a regular basis? 

QUESTION 33  Have you defined which information must NOT be sent by e-mail?  

QUESTION 34  Do you use an encryption product when sending sensitive data by e-mail?  

QUESTION 35  Has the configuration of your special office software been documented in writing 
and is this documentation updated when modifications are made?  

QUESTION 36  Has it been ensured that, e.g. your secretary cannot access data she does not 
necessarily need to access?  

QUESTION 37  Does the database you use provide for the definition of different access rights for 
the data contained in the database?  
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QUESTION 38  When using the laptop outside the office do you always keep an eye on it?  

QUESTION 39  Have you installed a screen saver with password protection on your laptop?  

QUESTION 40  Have you installed a virus scanner on the laptop which is updated on a regular 
basis?  

QUESTION 41  Is the laptop’s operating system updated regularly?  

QUESTION 42  Are the data on the hard disk encrypted?  

QUESTION 43  Are you able to restore the data on your laptop if the hard disk fails?  

QUESTION 44  Do you regularly copy the data on your laptop to the server, or do you burn these 
data to a CD-ROM?  

QUESTION 45  When starting the system using removable media (e.g. CD-ROM, floppy disk etc.), 
is it ensured that the system is password-protected or cannot be started at all?  

QUESTION 46  Was your Windows 2000 system installed securely?  

QUESTION 47  Have you included in your contract with your service provider that your systems 
may only be administered by qualified staff (e.g. MCSE-certified staff)?  

QUESTION 48 Have you positioned your server and telecommunications equipment such that they 
cannot be accessed by unauthorized persons (e.g. visitors)?  

QUESTION 49 When deleting files containing confidential information do you use a special 
program which prevents data from being restored?  

QUESTION 50  Have you deactivated the password storage option in the communications 
software?  

QUESTION 51  Have you checked the number dialled by the modem?  

QUESTION 52  Has Internet access been secured by a firewall?  

QUESTION 53  Have you documented the configuration of the firewall (in particular its filter lists) 
in writing and is it ensured that your systems cannot be accessed via the Internet?  

QUESTION 54  Has the use of active contents (in particular ActiveX) been deactivated in your 
browsers?  

QUESTION 55  Is the telecommunications equipment maintained by qualified staff and have the 
provider and telephone number been documented?  

QUESTION 56  Have you defined which information may not be sent by fax?  

QUESTION 57  Do you use a fax cover sheet which contains at least the number of the fax 
machine, the name of the originator, a contact telephone number, the recipient’s 
name and the number of pages including the cover sheet?  

QUESTION 58  Do you regularly check the transmission reports for incoming faxes and called 
numbers for plausibility?  

QUESTION 59  Has the remote query function of your answering machine been deactivated or 
secured with a specific code?  

QUESTION 60  Have you recorded your mobile phone provider’s hotline telephone number so that 
you can have your mobile disabled if is stolen?  

QUESTION 61  Have you selected a PIN which is not easy to guess?  
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QUESTION 62  Do you keep your mobile’s PIN and PUK codes and the SIM card in a safe place, 
together with the passwords?  

QUESTION 63  Have your systems been protected and insured against theft?  
Special attention should be given to  

• laptops and  
• mobile phones!  

QUESTION 64 ...  
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