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Abstract 

The paper address the issue of designing support systems that better match activities of knowledge sharing and learning 

within a social context. This is done in order to remedy the failure of previous development initiatives. By looking into the 

theory of social learning systems we try to find a basis for guiding the development process in addressing dimensions of 

design for learning as to better balance our investment efforts. Here, we apply the theory to a development project in order to 

further our understanding of it and explore its potential for support system design. 
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1. Introduction 

In the paper we try to address the issue of designing support systems that better reflect and 

support activities of knowledge sharing and learning that people engage at a social level. It 

seems, according to the general literature, that in many of the development efforts in this 

regard, issues of social context are sorely neglected. Still, too much focus is placed on an 

individual learning level that favors codified and generalized knowledge. Interpretations of 

knowledge and negotiating of meaning are socially constructed and situated, as well as 

directly related to the problem situations at hand (Brown and Duguid 2000, and Lave and 

Wenger 1991). Most of the knowledge sharing and learning processes, within organizations, 

are indeed social processes. Here, one may compare them to the concept of "Emergent 

Knowledge Processes" (EKP) of Markus, Majchrzak, and Gasser (2002). Such processes are 

unstructured patterns of organizational activities. They entail knowledge intensive work 

characterized by a high degree of interaction, formal as well as informal between colleagues 

and co-workers, and fluent roles. Within these processes, activities of knowledge sharing and 

learning are heavily anchored in the work practice. 

 

According to Markus, Majchrzak, and Gasser (2002), development efforts for support 

systems such as DSS, EIS, ES, or Group Ware systems that are targeted for organizational 

knowledge processes have failed. They claim that it is because the support systems designed 

do not easily allow expert knowledge to be contextualized when, for example, making a 

decision in particular local conditions. In addition, they show difficulties in reconciling the 

needs for general knowledge, contextual knowledge, and flexible support. Taken together 

they may complement each other and address different aspects of the needs and requirements 

of such activities. Alas, as Markus et. al. point out, in most cases the knowledge worker is 

provided by whole set of tools that may not be appropriately integrated into the work process 

or, worse, with each other. In short, they fail because they do not individual support all of the 

requirements and needs of knowledge sharing and learning processes within social contexts. 

In order to remedy this Markus et. al., in the spirit of Walls, Widmeyer, and El Sawy (2001), 

raise the call for a new design theory in addressing the issues of EKPs. 

 

However, we believe that when designing support systems in this regard, it is essential that 

we have a thorough understanding of the characteristics and requirements of the activities 

within such processes as described above, see Eberhagen (2000 and 2002). This is something 
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we find that Markus, Majchrzak, and Gasser (2002) have not properly addressed. In order to 

gain this understanding we will turn to the work of Wenger (1998 and 2000) of social 

learning systems. He presents a framework for understanding how social learning systems 

functions, and what their requirements are in terms of knowledge sharing and learning within 

such social contexts as communities of practice. To exemplify this framework and further our 

understanding of how it may serve in the designing of support systems we apply it to a 

development project, see Eberhagen (2003). Here we use it for examining the logic of our 

support tool in addressing different dimensions of design for learning. 

 

2. Social learning systems 

"Learning cannot be designed: it can only be designed for – that is, facilitated or frustrated" 

(Wenger 1998, p. 229). 

 

2.1 Social learning 

According to Wenger (1998), learning occurs as a result of the tension between competence 

and experience. The experience you make in your daily strife is constantly confronted with 

the competence you uphold as a member of a specific practice. Here competence is seen as 

being historically and socially defined within that community of members of the practice. To 

be knowledgeable and to display knowing is a matter of displaying competencies, which are 

defined within different social communities. Learning is thus seen as interplay between 

socially defined competence and personal experience. 

 

According to Wenger (2000), our belonging to a social learning system can take various 

forms at various levels of interaction with it. He distinguishes between the following modes 

of belonging. First, engagement, i.e. doing things together, talking and producing artifacts. 

Our experiences of who we are shaped through the engagement in the practice, a sense of 

identity is established as well as what is doable or not. The second mode, imagination, 

involves constructing an image of oneself, of one's communities and of the world in order to 

orient oneself, to reflect on one's situation and explore possibilities. Finally, the last mode of 

belonging is through alignment, i.e. making sure that our local activities are sufficiently 

aligned with other processes so that they can be effective beyond our own engagement. This 

is a mutual process of coordinating perspectives, interpretations and actions to realize higher 

goals. Each mode contributes to a different aspect of the formation of social learning systems 

and personal identities. They coexist in every social learning system to different degrees. In a 

community such as a nation the participation or belonging to it is more dominated by the 

mode of imagination as compared to a community of practice which is more dominated by 

the mode engagement. 

 

2.2 Dimensions of design for learning 

If we cannot design, in a traditional sense, for learning, and hence knowledge sharing in a 

social context, then we disqualify most design attempt since it becomes impossible to make 

any specifications. Systems may be designed, but the practice, which we wish to support, is a 

response to design. How are we then to go about in getting directions as to what to design, i.e. 

to facilitate knowledge sharing and learning? In this regard, Wenger (1998) provides us with 

a possible roadmap to follow. To him, design is an issue of balancing different dimensions of 

a learning architecture that should address facilities in enabling or supporting our belonging 
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to a social learning system. Four dimensions emerge here that are important and affect the 

design of social learning systems. 

 

The first dimension is one concerning participation vs. reification within the practice. 

Participation within the practice entails allowing new members to enter either through 

legitimate peripheral participation (Lave and Wenger 1991) or through multi-membership 

with different communities. It also entails ensuring possibilities for working together and 

establishing joint ventures. Reification deals with the formation of shared repertoire, common 

language, and community memory and so forth. Wenger (1998) places strong emphasis to the 

negotiating of meaning within social learning systems and the activities of participation and 

reification are two cornerstones in that process. The second dimension concerns the balance 

between the designed and the emergent within the practice, allowing for new structures to 

emerge as the practice moves forward and providing fixed structures in ensuring continuity, 

i.e. flexibility vs. rigidity. 

 

The third dimension concerns the local and the global, connecting the practice with the outer 

world or a larger context. It concerns, for instance, how to move locally generated, highly 

situated, knowledge out of the practice and allowing it to have effect elsewhere within the 

organization. It also concerns how the endeavors of the practice are aligned with the rest of 

the organization and so forth. The fourth dimension concerns possibilities of identification 

with and negotiability within the practice. Here, design creates areas of identification where 

economies of meaning may be negotiated. It addresses the issues of participation and non-

participation of the practice and establishes or questions the owner-ship of the negotiated 

meaning within the practice. In addressing these above dimension of design, a learning 

architecture or infrastructure must offer facilities for each of the modes of belonging. We will 

return to these dimensions later and both discuss and elaborate them further. 

 

2.3 Infrastructure of learning 

This infrastructure for knowledge sharing and learning should give hints or provide directions 

as to what facilitates are necessary in order to ensure a balance of the modes within the 

practice. It should, in enabling our engagement within the practice, address facilities that 

ensure continuity and mutuality as well as contributing to and maintaining the core 

competence. This mode of belonging is one of community building and of establishing a 

shared repertoire. It should also for the mode of imagination ensure facilities are provided for 

in allowing learning to encompass and deal with the broader context, to orient ourselves, 

reflect upon our achievements, and explore new avenues. Finally, through the mode of 

alignment we make sure that whatever we contribute with will have effects to tasks defined 

beyond our immediate engagement. Facilities should here be provided in order to support 

activities of convergence and coordination, as well as setting up of legal boundaries. 

 

According to Wenger (1998), the modes of belonging to a social learning system do not work 

in solitude alone but also in concert. It is in combining the modes of belonging that we can 

form learning communities that exhibit specific characteristics of their practices. The 

combination of both engagement and imagination brings about a reflective practice. They 

combine the ability to both engage oneself in and to distance from the practice. The reflective 

side of the practice is important since without reflection no learning. You just cannot learn 

from the experience gained in action alone. The combination of imagination and alignment 

provide us with the ability to act with respect to a broad and rich picture of the world. We 

become able to relate better to a broader context, align our activities with others and 
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understand why. Through the combination of the modes of engagement, in providing 

common language, and alignment, in providing coordination, we become able to better bring 

together different perspectives of the world and create shared meaning. 

 

2.4 Framework for a learning architecture 

By combining the different modes of belonging to a social learning system (engagement, 

imagination, and alignment) with the dimensions of design Wenger (1998) provides us with a 

framework for a learning architecture, see table 1 below. 

 
 Engagement Imagination Alignment 

Participation/ 

Reification 

 

Combining them 

meaningfully in actions, 

interactions and the creations 

of shared histories 

 

Stories, playing with forms, 

recombination, assumptions 

 

Styles and discourses 

 

Designed/ 

Emergent 

 

Situated improvisation within 

a regime of accountability 

 

Scenarios, possible worlds, 

simulations perceiving new 

broad patterns 

 

Communication, feedback, 

coordination, renegotiations, 

realignment 

 

Local/ 

Global 

 

Multi-membership, 

brokering, peripherality, 

conversations 

 

Model, maps, representations, 

visits, tours 

 

Standards, shared 

infrastructures, centers of 

authority 

 

Identification/ 

Negotiability 

 

Mutuality through shared 

action, situated negotiating, 

marginalization 

 

New trajectories, empathy, 

stereotypes, explanations 

 

Inspiration, fields of 

influence, reciprocity of 

power relations 

 

 

Table 1. Articulating components and dimensions (Wenger 1998, p. 240). 

 

The purpose of using this framework of a learning architecture is not to provide a new 

classification system for existing facilities, or to ask how a specific design serves the different 

requirements of the learning architecture. No, given a spatial arrangement, a network system, 

or a curriculum, the idea is to be able to ask how such a design addresses the different 

dimensions of the framework and provides facilities that support the different modes of 

belonging. As the modes works in combination the challenge is to enable a balance between 

them. Especially without letting the need for one be fulfilled at the expense of the others. 

 

3. The case of vulnerability analysis 

3.1 Introduction to and aim of the project 

The project began as a joint venture and agreement with Telia, one of Sweden's largest 

telecommunication companies. The purpose of the project was to develop a system that 

supports security specialists within Telia in their daily work of vulnerability analyses of 

different plants, which Telia operates and maintains. A plant, in this regard, may be, for 

instance, a telephone station or a computer system. Towards such an "object" there exists a 

certain threat scenario. This scenario contains all the threats that may be targeted at or affect 

an object and its parts or components. It may contain both the threat of fire in the station as 

well as flooding. In order to ensure some protection here different countermeasures are 

demanded in order to counteract or reduce the effect of the different consequences once the 

threats are realized. If a threat is realized it brings about a cost, partly for loss of component 
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in object and partly for restoring it. The vulnerability analyses aim to prevent or reduce the 

effects of a threat of being realized, leading to damage of a plant (or an object). 

 

All of these possible types of threats demand counter measures. These must be balanced in 

order to become economically justifiable. It may be fully acceptable with a measurement 

package (suit of counter measures) that is not as effective in countering all of the possible and 

probable threats. Especially if the "unaccounted" threats have a low frequency or the cost 

associated with the damage is very small. Vulnerability analysis work aims to ensure as a 

long life span as possible of the plants (or objects) of the company, thereby maximizing the 

revenue associated with them. It also aims to ensure appropriate protection exits for threats 

that may be damaging to the business activities at large. 

 

The aim of the development project, in this context, was to provide the users, the security 

specialists, with a support tool for managing of the complexity in analysis work by making 

visible and documenting the analysis work, i.e. serve as a help in organizing information 

during security analysis work. The support tool provided for the capability of simulating and 

testing different possible solutions, in resolving a threat scenario, thus making visible how the 

costs associated with the different measures evolves. The support tool also aimed to function 

as a knowledge base for the security specialists for drawing upon experiences made with 

previous similar problem situations. Here was sought support for retrieving suggestions for 

actions and measures by reusing solutions to problem situations which have been found to be 

either general in application or proven to have characteristics that have rendered them 

successful. Further, the support tool serves as a means for furthering discussion, and 

exchange of ideas, insights and experiences amongst the users by allowing the captured and 

represented analysis work to be communicated with each other through a common platform 

or interface, i.e. the system in itself. In this regard the support tool came to serve as a means 

for promoting both knowledge sharing and learning within the user community. 

 

3.2 Capturing the practice 

The process vulnerability analysis and the practice of security analysts is indeed easily 

characterized as one entailing knowledge intensive work, highly innovative and analytical, 

exhibiting a high degree of interaction, formal as well as informal interactions between peers. 

To characterize the process as an "emergent knowledge process", using the concept of 

Markus, Majchrzak and Gasser (2002), would be to say too much. It is not a process of 

unstructured patterns of organizational activities. The process of vulnerability analysis has 

indeed a clearly defined goal (that would obvious we hope from earlier discussion), and 

requires some specific definable skills and competence (such as, for instance, a set of 

methods and skills of using them). It is neither an emergent process but a clearly sanctioned 

organizational process "suffering" some form of budget. However, the art and practice of 

vulnerability analysis that the development project aims to support is indeed one of 

knowledge intensive work. Activities of knowledge sharing and learning within these 

processes are heavily situated in the work practice. The group or community of security 

analysts, within their practice, is indeed a good example of a social learning system such as 

defined by Wenger (1998). 

 

The practice of vulnerability analysis may be broken down into the following four 

"knowledge" activities or modes: capture, organize, reflect, and communicate. These 

represent the transformation from thought/idea to report/product, see figure 1. 
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Fig. 1. Knowledge activities of capture, organize, reflect, and communicate within the process. 

 

During vulnerability analysis work, the security experts document every step and action they 

take in arriving at the final report, i.e. the document containing recommendations and 

conclusions. This entails capturing the information relevant to the problem situation, i.e. 

analysis situation, at hand, and representing it. Most of the information is captured through 

the use of different models and concept that represent, to the users, the "reality" of their 

practice, such as the relationships between different components of a plant and values, as an 

example see figure 2. 

 

Value

DamageEffect

Cost Probability

Measure Threat Object

 
 

Fig. 2. The basic model of relationships between measures, threats, and objects, together with their respective 

values. 

 

An activity that is closely related to the capturing is the organizing the information or 

knowledge arrived at during the previous mode. Here organizing is one of creating relations 

between different information pieces, for example finding relevant relations between 

components of a plant and threat scenario. Organizing is also an act of decomposition, for 

example breaking down a complex threat scenario into components that are more manageable 

and may be given individual values. It is also an act of creating hierarchies of different 

components, for example creating measurement packages, building a threat scenario, or 

organizing plants into groups describing how they are related to each other. 

 

The practice of vulnerability analysis is also one of reflecting upon what is captured and 

structured of the problem situation. Here, reflection is achieved by several means. First, by 

gradually giving informational pieces of the analysis some form of structure, see figure 1, it is 

possible to make simulations of different solutions. Thus, it becomes possible to make visible 

how values may change as different configurations of relationships and components are tried 

out. Second, by reusing earlier solutions that has proven useful in some general way and 

applying them to the current analysis situation. 

 

The art of vulnerability analysis is also one of communicating. It is not only the report at the 

end of the process that is communicated to the "outside world", but communication is also the 

exchanging of ideas and experiences within the community. Here it takes the form of 

allowing insight into each other's work and furthering the opportunities of working together, 

as well as creating shared resources that may be reused. 

 

One might find other concepts besides the ones above that perhaps may be used to describe 

the knowledge activities of the vulnerability analysis process. However, the ones we have 

arrived at represent how we came to view how the processes of knowledge sharing and 
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learning were instantiated in the practice. Here, learning within a social context is achieved 

by constructing shared concepts and models, upholding common language and assumptions 

that provides the structure for capturing the "tacitness" of the practice, i.e. mastering the 

complexities. This however is just one side of the coin. On the other side, we find the 

reflecting upon this structure and sharing your insights and experiences with others within the 

community. 

 

4 Addressing dimensions of design 

The general aim of the support tool is to have it serve as help for the security experts in 

documenting the steps and actions taken during vulnerability analysis, but also serve as 

platform for communication, exchanging ideas and experience. Thus, the support tool is to 

function not only as a means for getting work done within the practice but also as a vehicle 

for communication amongst it's members, i.e. supporting the knowledge sharing and learning 

within the community. Wenger (1998) points out that the different modes of belonging to a 

social learning system are all important ingredients of learning as they anchor it in practice 

yet make it broad, creative, and effective in the world. In providing facilities that enable these 

modes, one must address the dimensions of design for learning. To this end it is interesting, 

in both furthering our understanding of the theory of social learning and questioning the logic 

of our design, to briefly touch upon how the design of our tool have addressed these 

dimensions. 

 

First, we will have a look at the dimension of participation/reification. According to Wenger 

(1998), these two processes are fundamental to the negotiating of meaning, the very essence 

of and rationale for learning and knowledge sharing, within the practice. The analysis work 

follows a prescribed method, with embedded models and concepts, of going about, thus 

ascertaining a high degree of accountability of the actions taken and continuity of the work at 

large. Participation in the practice therefore requires certain skills of this method. However, 

this also provides a shared language, focus of interest, and possibilities for finding joint 

venture, taking part of each other's work and establish a shared history of doing things 

together through a shared database. It also allows the users to create meaningful constructs 

alone or together, such as produce reports, and create threat scenarios, components, and 

relations between these, that may be used for or reused in other analysis cases. 

 

The second dimension, designed/emergent, concerns upholding continuity and accountability 

of actions within the practice yet still allowing a certain degree of innovation. Creating the 

necessary tension between experiences gained during work and the competence required for 

participating in the practice, i.e. promoting learning. By necessity, our tool, being a product 

of design, has frozen some aspects of the practice. However, those aspects concern, on a 

lower level, those basic methods, model, and concept the security experts use in performing 

analysis work. These they must adhere to in order to guarantee accountability and continuity 

not only within the practice but also to the organization at large who is the receiver of their 

products, i.e. the reports. Thus, on a lower level, the tool does not allow for emergence of 

new concepts, procedures, and so forth. It is in the performance of the actual analysis work 

that the users are not only allowed but also encouraged to be innovative. Through the 

construction of new analysis cases and simulation of different configurations of components 

new structures may emerge that further the understanding of vulnerability analysis and begs 

negotiation of meaning. To this end, the support tool support graphical overviews of every 

scenario that may both orient and help in discovering new patterns or configurations that 

could have a general application. Generalization of relationships between components is 
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explicitly supported within the tool. By storing these within the shared database, they may 

later be reused as suggestion for action when new scenarios are generated. 

 

The third dimension, local/global, concerns the place and role the practice has within the 

larger organization. This dimension touches upon the localization of knowledge brought in 

from the outside the practice and the generalization and leverage of situated knowledge 

generated within the practice. It puts the focus on the outward connections the practice has 

and boundary activities that permit knowledge to flow in and out of the community. It favors 

a balance between core activities of the practice that allow members to excel and providing 

the necessary input of anomalies encountered at the border. The tension created between the 

core competence and boundary generated experiences provides the necessary energy for the 

practice evolves, i.e. to promote learning. Here, we see that the tool as such do not support 

knowledge leveraging implicitly but through the analysis report, which of course is 

distributed in a standardized format to the organization at large. But for this, no explicit 

support at all is given in upholding connections with the outside world or allowing boundary 

activities to occur. In this regard, the tool has clear focus of "local" knowledge sharing. This 

is, however, also in the nature and aim of the support tool. Here it is a question of honing 

ones skills in problem solving situations, excelling in working together, and upholding and 

refining the core competence of what it takes to do security analysis work. This is supported 

in two direct ways. First, through the usage of a shared database of resources, i.e. components 

such as threats, measures, and objects, as well as generalized relations may be shared and 

reused. Second, the tool allows for insights into each other's work through a shared database 

where all of the cases are stored and providing different views of them that furthers ones 

understanding of them. In providing such insights, the support tool comes to act as vehicle for 

communication between security experts in sharing experience and providing opportunities 

for joint venture. The views provided of the different analysis cases may also, should the 

practice permit, let outsiders peek into the world vulnerability analysis as these views also 

provides for an understanding of the logic of the analysis cases. Thus, outbound trajectories 

of knowledge sharing could be created. 

 

The last dimension, identification/negotiability, concern the possibility of creating and 

upholding strong identities within the practice in giving rise to economies of meaning. It is 

about putting a stake in the ground and say that this is this and that is that, to create centers of 

authorities that guarantee this meaning, and defining what it takes to participate in the 

practice. However, it is also about allowing other identifies to be shaped as new meaning is 

negotiated in meeting the needs of the evolving practice. Thus, it allows for defining new 

forms for participating in the practice. Through the design of our support tool, we clearly 

favor a conservative view. The tool in itself act as a guarantor in upholding shared meaning 

and defining what it takes to be part of the practice in doing vulnerability analysis. It is 

clearly defined what it takes participate in the work of vulnerability analysis. Nevertheless, 

this is not a bad thing. Doing vulnerability analysis entails following a specific method, with 

defined concepts and model, whose meaning must have bearing outside the practice. So it 

must be in order to guarantee accountability of actions taken and legibility of the reports 

produced. It is only during the development process of the support tool that the users have the 

potential of making an impact on the practice. Here they have the opportunity of affecting the 

identities embedded in the practice, question or negotiate new meaning and assumptions, and 

further their understanding of their own practice. Should the need later rise to reshape the 

understanding of what it takes to do vulnerability analysis, in terms of new methods, other 

types of world views, and so forth, the tool will either be abandoned or redesigned. 
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As we see from our discussion here, the dimensions are not singular isolated entities, but 

interwoven and dependent of each other. Without addressing the first we cannot really 

address the second and so forth. Therefore, all of them need to be addressed to some degree, 

all in accordance with the aim of the support tool or system, in order to make the picture 

complete. Here we clearly see that we do so in quite varying degree. One must remember that 

our tool is just one of many artifacts that may be used as a tool or instrument in getting work 

done within the practice. It was never meant for it to become the practice, but to be a part of 

it. We hope indeed that the practice of vulnerability analysis may be larger and more complex 

than that which may be captured through the mere design of a singular tool. Remember, as 

Wenger (1998) points out, an information system, database, or whatever tool or instrument 

we may envision is a product of design, part of the everyday reality frozen in time, space, and 

meaning, i.e. a stake in the ground. Practice, on the other hand, emerges as a response to this 

design. 

 

5 Summing up 

Through the questioning of how we address these dimensions, we see that the theory of social 

learning may help us in not only explore and discover the weakness of the systems we have 

developed but also during the actual design. Here, the dimensions of design for learning may 

function as a frame during development for guiding our attention and help balancing the 

facilities we provide for in order to support knowledge sharing and learning. One must 

remember though, that the theory of social learning is larger than what we have discussed 

here and it touches upon several other issues such as those we presented earlier. We have 

chosen to discuss only the dimensions of design for learning since they form a basis in 

constructing an infrastructure of learning and for later specifying what facilities are necessary 

to support this. 

 

The most interesting issues to further explore is if it possible to use the theory of social 

learning as one basis for design theory. Specifically, concerning design of support systems 

that are targeted for such organizational processes as the one that our case represents and 

whose requirements are not easily satisfied or addressed by current design theories. Towards 

this end, we have strong belief that the theory is both appropriate and relevant. In summing 

up, we find the roadmap laid out by Wenger as being both intriguing and relevant in 

furthering our understanding of what may be required in order to support processes of 

knowledge sharing and learning within social contexts. Indeed, it is a roadmap that we will 

continue to follow and explore as a fundament for both guiding and balancing future 

development efforts. 
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