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Abstract: In this paper is described an ongoing project which aims to develop a 

support tool for security/vulnerability analysis work. The support tool functions as a 

knowledge base where experiences made may be organized, stored and retrieved as 

suggestions for actions whenever new problem situation are dealt with. Furthermore 

the support system functions as a simulation and test tool when different solutions to 

a problems are evaluated. Finally, the system functions as a forum for discussion 

between different security specialists when they communicate their experiences with 

each other. Further on the paper gives lights to the experiences and insights gained 

and problem dealt with in the development of the support tool as well as pointing 

upon the future research. 

  

 

1. Introduction 

 

The project began as a joint venture and agreement between Telia, one Sweden's 

largest telecommunication companies, and SÄK90/SISY in Sundsvall 1989 under the name 

of the "Delphi Project". The purpose of the project was to develop a system that supports 

security specialists or experts within Telia in their daily work. The support as such aimed to 

serve as a help in organizing information during security analysis work and furthermore 

serve as a forum for discussion, promoting learning and sharing of meaning through 

exchanging experiences. The support systems also aimed to be able to store large masses of 

unstructured information and function as a knowledge base for the security specialists for 

drawing upon experiences made with previous similar problem situations. The development 

of the system ended in spring of 1996 but was never evaluated. Today the project continues 

but under the name of the "KSL Project" (knowledge sharing and learning project) and 

aims to evaluate the tool as a platform for knowledge sharing and learning within a 

distributed social learning context. 

What then is the work the system is supposed to support? The work that the security 

specialists do within Telia is vulnerability or security analysis of different plants, which 

they operate and maintain. A plant may be a telephone station or a computer system. 

Towards an object there exists a certain threat picture. The threat picture contains all the 

threats that may be targeted at or affect an object and its parts or components. If a threat is 

realized it brings about a cost, partly for loss of component in object and partly for restoring 

it. The vulnerability analyses aim to prevent or reduce the effects of a threat of being 

realized, leading to damage of an object. 

Example on a foundation can be a computer controlled telephone exchange station 



where the threat scenario or picture may contain both the threat of fire in the station as well 

as flooding. In order to ensure some protection here different countermeasures are 

demanded in order to counteract or reduce the effect of the different consequences once the 

threats are realized. Another example of a threat scenario may be computer infringement or 

larceny of information. Here, these types of possible threats demand other types of 

measures. 

All counter measures must be balanced in order to be become economically 

justifiable and feasible. It may well be fully acceptable with a measurement package that is 

not hundred percent effective in order to counter all of the possible and probable threats if 

the unaccounted threats have a low frequency or the cost associated with the damage is 

very small. Security or vulnerability analysis work aims to ensure as a long life-span as 

possible of the plants of the company, thereby maximizing the revenue associated with 

them and to ensure appropriate protection from threats that may be damaging to the 

business activities at large. 

The aim of the system in this context here is to provide the users, the security 

specialists, with a knowledge base regarding the analysis work. Furthermore it aims to 

support them in the managing of the complexity in analysis work by making visible and 

documenting the analysis work. The knowledge base aim to provide the users with 

suggestions for actions and measures by reusing solutions to problem situations which have 

been found to be either general in application or proven to have characteristics that have 

rendered them successful. Further, the knowledge base serves as a discussion forum by 

capturing and representing the analysis work allowing the users to communicate their ideas, 

insights, and experiences with each other. For the possible solutions reached, in resolving a 

threat scenario, support for testing and simulating is offered in order to see how the costs 

associated with the different measures evolves. 

In order to document and capture the work process of the users it is important that the 

system offers the ability to represent knowledge of the users in as an unstructured form as 

possible. For the system to be an effective support tool it shouldn't enforce on the users a 

degree of structure that may be hampering or foreign to their work. The support system is 

supposed to work alongside and help the users with an already existing and established 

work practice. The system shouldn't take over and enforce new ways of going about that the 

users do not feel comfortable with. 

In order to support the users in the documenting of the work process and related 

information it offers as representational form of these unstructured texts. In order to capture 

the relationship between pieces of information that the users create all information is stored 

in some form of a hypertext structure. 

What's the point by working with unstructured text and hypertext representation? One 

needs only to turn to the field of hermeneutics to realize the importance of representation of 

information in unstructured form [5]. Traditional databases usually offer a degree of 

structure that is too strict to fit our purposes and often a vocabulary is too limited to give 

justice to the content or meaning of the information. 

Furthermore the limited and strict vocabulary is often too estranged from or doesn't 

take into account the jargon, concepts or natural language that the users utilize in describing 

their work. One of our basic assumptions in the development of the system is based on the 

fact that the users often have a wide experience and a lot of knowledge concerning analysis 

work. Most of this knowledge is tacit in nature and not easily captured or represented. Each 

of the users have their own worldviews, although they may well be largely overlapping, and 

ideas about and interpretations of their work. A natural informal language has a large 

potential for rich descriptions. The main gain here is that the language used becomes the 

same for each of the users due to shared practice. The same jargon and technical terms are 

used to express their different ideas and perspectives. This unstructured means of 



expressing oneself offers the possibility for the users to more easily document their 

experiences and insights as well as their way of going about in solving different problem 

situations. A lot of tacit knowledge may here be offered a possibility or media for being 

communicated to others. One of the aims of the knowledge base is to serve as a platform or 

forum for discussion between the users. Even though they may have different worldviews, 

the understanding of and insight in to each other descriptions is facilitated by the common 

language, environment, practice, culture and process of documenting. 

The possibility of the unstructured text in offering rich descriptions to communicate 

vaguely formulated as well as clearly expressed thoughts and concepts renders it as the 

most interesting mean of representing information. The unstructured text offers varied 

possibilities for different interpretations of the stored information, which may well invite to 

or provoke discussion, which is one of the intentions of the system. 

The choice of some form of a hypertext structure to represent relationships between 

pieces of information is, as mentioned before, based on the fact that traditional databases 

offers an all too strict structure. This stricture may not be able to fully take into account the 

needs the users have for representing and visualizing their different ideas and insights about 

their work. 

 

 

2. The development of the system 

 

The support system has been developed through a series of interviews of the users. 

They have been asked about their work processes, how they go about and why, as well as 

their information needs and how it is related to their work process. For each interview 

session a prototype system has been continually developed and enhanced in order to give 

the users the ability to get a feel of the tool and the possibility to put us on the right track so 

to speak. 

The method chosen for developing the system has been prototyping. Besides being 

the natural way of developing a support system for a complex environment, one of the 

reasons for developing a prototype system was to be able to give the users the possibility to 

react and discover misconceptions on our part. However it also provided them with a means 

of discovering things they hadn't thought about, i.e. gaining insight into their own work 

practice and providing them with a way for expressing it. One underlying assumption 

behind the choice of prototyping as the method for systems development is that the users do 

not often know what they want or having difficulties in expressing it. This may stem from 

the fact that their needs of information may be vaguely defined or the developers in the 

interview situation may bias them. Also, their work process may have a lot of tacit 

knowledge embedded into it that may be difficult to capture, or their aims and goals with 

the system may be vague or unclear. 

The prototype system has continuously been developed and evolved guided by what 

has been arrived at through the discussion with the users and through their experiences 

gained in interacting with it. The system has also been developed further on the initiative by 

the developers in order to show possible capabilities. 

It was decided early on in development process that the representational form for 

stored information within the support system was to be unstructured text. It allowed for 

easy representation of ideas that the users had (c.f. earlier discussion). Our goal here was to 

facilitate for a transformation process that captured the information of the users and transfer 

it into a form that paid as close attention to the original intentions of the content of the 

information, see figure 1. 

 



 
 

Figure 1. Transformation from thought/idea into unstructured text. 

 

This demanded of the transformation process, in as high degree as possible, to 

preserve the integrity of the information the users had. Here, informal, unstructured text 

proved to be the means and medium that best met this demand. 

Standardized data is in no way comparable to what may be achieved by using 

informal unstructured text as means for capturing the original intentions of the authors. The 

thoughts of the author may be expressed and dressed in words and concepts that are not 

limited by a fixed set of terms of an ordinary structured database. An unstructured text 

opens up more easily for different interpretations, offering rich possibilities for discussions 

and ventilating of ideas. This serves well the purpose of the knowledge base within the 

system in serving as a platform or forum for discussion and exchange of ideas. 

 

 

3. The conceptual model 
 

Out of each of the interview sessions a model grew that depicted how the users 

viewed the security or vulnerability analysis work. This conceptual model of their work 

was based on two parts: a description of the work process and a description of all of the 

relevant components or parts of a plant and how they were related to each other. This 

model become the fundament of the system and become the target for discussion at each of 

the sessions we had with the users. It is this conceptual model that took the longest to 

develop and was the toughest of the project work to arrive at. The conceptual model came 

to represent the medium through which the worldview of the users was communicated to 

the developers. The match between the model and the system under development had to be 

as close as possible or we ran the risk of giving the users a system they would not feel as 

comfortable with as possible. The conceptual model is not viewed upon within the system 

as consisting of two separate parts but viewed as an integrated whole. In order to visualize 

the conceptual model an account of the different concepts and parts of the model follows 

next. 

A plant is the most central of all of the concepts within the model. The plant is that 

which is the object of the vulnerability analysis work. A plant could be a room full of 

computers in a lab environment. The plant has a name and a description. All of the 

descriptions are represented in the form of unstructured texts. For each of the plants there is 

also a description of the its environment. It is an unstructured description of the 

environment in which the plant is embedded, but also an account of all the components that 

constitutes a plant. The components are called objects and thus an example of an object 

could be one computer within the lab environment. Besides the environmental description 

there is also a threat picture. The threat picture consists of a description of all of the 

possible and probable threats that may be target at the plant. These threats are actually 

targeted towards the individual objects, but together within the threat picture they are 

targeted at the plant as a whole. Figure 2 shows a conceptual model of a plant. 
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Figure 2. Schematic model of a plant. 

 

Each of the objects may be viewed as an independent part of the plant, with a name 

and a description. As follows each of the possible and probable threats have their own 

names and descriptions. A threat is targeted at one object, however it could be targeted at 

several objects as well as an object could be subjected to several threats. For each of the 

threat targeted towards an object their exist an unique relation called "damage cost". This is 

the cost brought about for restoring the object or the loss of associated investment and 

revenue when a threat is realized. 

Towards each threat an action or measure may be taken in order to lessen the effect of 

the consequences of the damage that occurs as the threat is realized. Each of the measures 

has their own name and description. Each measure may be targeted at several threats and 

each threat may be subjected to several measures. For each of the threats covered by a 

specific measure their exist a unique relation called "effect of measure", i.e. the effect that 

the measure has in relation to the threat. All of the measure may be said to be part of a 

measure package or action package that is target at the threat picture. However the concept 

of "measure package" is neither visual within the analysis work nor within the support 

system, but exists as a background concept forming a logical frame. Figure 3 the schematic 

relation between objects, threats and measures. These are the same relations that the 

different parts exhibit within the conceptual model. 
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Figure 3. The conceptual model showing the relations between object-threat and measure-threat. 

 

The different parts within a plant have further characteristics. An objet has a price or 

a value expressed in monetary units. This is the cost associated with the appropriation of it. 

At threat has a frequency which expresses the how large the probability is that it will be 

realized during one year. This probability may be viewed as the frequency each threat of 

being realized during one year. A measure has a price in monetary units associated with it 

describing what it will cost to employ it. 

The relations between threats and objects have a specific attribute describing the cost 

damage, expressed, in monetary units, that would follow if the specific threat was realized 

towards the specific object. In the same manner a specific measure-threat relation has an 

attribute describing the effectiveness, expressed in percent, of the measure in preventing the 

threat from being realized. Figure 4 shows the conceptual model once all of the different 

characteristics and attributes are identified and given a name. 
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Figure 4. The conceptual model complete with the characteristics and attributes of each part and relation. 

 

This schematic model, figure 4, also describes the work process. The steps within the 

work process shows how the users view their work, how they go about it, and what actions 

are to be taken. If one follows the model backwards the actual order of how things are done 

is achieved; i.e. how a plant is structured analyzed. Thus one begins by considering the 

environmental description and the specific components or objects it contains. Then the 

same thing is done with the threat picture. Once the threat picture is established all of the 

relations between threat and objects are considered and a damage cost is established for 

each of the unique relations between threat and objects. Having done this it now becomes 

feasible to consider all of the different measure that may be taken against the threats. Once 

these are established, then each of the relations between threat and measures are given a 

value showing the effect the measure has against the threat. 

The characteristics given objects, threats, and measure as well as the relations 

between threat and objects, and measure and threat are not unstructured pieces of 

information. The characteristics or values are structured for the purpose calculation, thus 

making it possible to simulate and test. To be able to make these calculations or simulations 

some form scheme depicting the flow of values within the calculations needs to specified as 

all measurements defined. 

One of the interesting measurements, users wise, within the simulation is to find out 

what the payoff in time, i.e. how long time, expressed in years, it will take before each of 

the actions or measures targeted against different threats takes before it pays off. In this 

regard they also wanted to gain an average estimate of total payoff time for a measure 

package targeted a threat picture. An another measurement of interest is the yearly risk 

costs associated with each of the threats. These measurements are defined as follows: 

 

"Payoff time" is the time it takes before an action or measure pays off, i.e. payoff 

time = cost of measure / yearly risk cost associated with a threat. 

 

The "yearly risk cost" associated with a threat = damage cost of a threat being 

realized against an object * the frequency on a yearly basis or the probability for a 

threat being realized. 

 

"Total average payoff time" was defined as = the sum of all the costs of measures / 

sum of all yearly risk costs. 

 

Besides these measurements above the concept of "residual cost" was also defined. 

That is the cost that yet remains as an action or measure is targeted a threat and is defined 

as follows: 

 

"Residual cost" = (1 - effect of measure, i.e. how effective a measure is towards a 

threat) * the probability of the threat being realized * cost damage. 

 

The definition of these measurements makes it possible to simulate and calculate 

different solutions. In order to achieve this, some form of structure had to be forced upon 

the stored information, thus making it semi-structured. However this was done without 

having to give up on some of the integrity concerning the intentions and meaning of the 

information. The need for making these calculations was satisfied though the characteristics 

of the different pieces of information, which were structured, identified and given a name. 

Figure 5 depicts this process. 



 

 
 

Figure 5. Transformation of unstructured text into semi-structured text. 

 

4. Description of the system 

 

Here follows a brief account of the different parts that constitute the system. The parts 

that are given light are in order: the database constituting the knowledge base, the 

spreadsheet for simulation and test, the graph for giving overviews, the compilation and 

printing of a report, and the help system, i.e. the electronic guidance system. 

Within the system there exists two different types of databases: one for all of the 

different plants and one that functions as a resource catalogue. The plant database contains 

all of the information regarding the different plants that the users work with. Each plant is 

stored separately and has no connection or relation to other plants. When working with the 

support system one may choose what database of plants one wants to work with. This gives 

the possibilities of defining groups of plants that may have logical meaning for being 

bundled together. The resource catalogue is stored in only one database. Within this is 

stored all of the objects, threats and measures that may be contained within the description 

of a plant. Furthermore it is also stored within resource catalogue general relations that the 

user have created. Storing threat-object relation and measure-threat relations makes it 

possible to receive suggestions from the system for solutions when working with a plant. 

The objects, threats and measures that the security specialists work with are all represented 

within the resource catalog. It is within the resource catalog that all of the possible objects, 

threats and measures are first defined before they are applied to a plant under analysis. 

This makes it possible for reusing already defined objects, threats, or measures when 

working with a new plant. If relevant components are missing one has to first define them 

within the resource catalog before applying them to the plant. However when it comes the 

general relations they are not defined in advance within the resource catalog. Allowing for 

that would mean loosing the contextual background that established the logic of why these 

relations exist. Thus the are first created when working with the plant and only then are 

they generalized if deemed having characteristics that has proven them to be either general 

in character. 

For the purpose of simulation the system contains a spreadsheet which describes all 

of the objects, threat and measures together with their characteristics or attributes that are 

part of a given plant. Through spreadsheet it is possible to have the measurements of payoff 

time, total average payoff time and yearly risk cost presented and simulated. The 

spreadsheet offers also the possibility for changing these values and study different effects. 

The spreadsheet, thus, gives the users the possibility to present the cost situation of a plant 

and may be printed out as it stands and be part of a presentation of a plant or serve as a 

basis for making decisions. The spreadsheet offers the possibility to have the information 

sorted according to different criteria. Through the interview sessions with the users two 

criteria were found to be of special interest. They wanted to have the information sorted 

according to the largest damage cost a threat brought about and according to the yearly risk 

cost. 

To help making the relations of the different parts of a plant and its complexity 

visible and overviewable a graphical view exists within the system. The nodes of the graph 



represent the different parts and the links the different relationships. This graph may be 

printed out as it is and thus be part of the documentation of the plant or serve as means of 

communicating the view of a plant a user has to others. 

One of the most important functions of the system offers the possibility of having a 

report compiled and printed out. The report presents the actual plant one has been working 

with. The report contains all of that which is documented within the system about the plant, 

apart from the spreadsheet and the graph. Thanks to unstructured text as a medium for 

storing the information the report may very easily be compiled. It needs not to be authored 

just compiled. The language used for describing the different parts of a plant serves as an 

excellent basis for the report. The defining of how the different pieces of information, 

describing a plant, are related to each other it is possible to have a fully comprehensible and 

linear report compiled. Figure 6 shows this process. 

 

 
 

Figure 6. Transformation of semi-structured text into a report. 

 

The report is compiled and printed out according to template defined by the users 

during the interview sessions. By changing the description of this template of the report it is 

possible to achieve a new layout. The template becomes a model for how all of the different 

pieces of information are to be compiled. The structure of the template follows closely the 

logic of the work practice and the view the users has of a plant. The report is by all account 

the document that most clearly may be used to communicate a possible solution to a 

problem situation of a plant. However both of the spreadsheet and the graph serves as 

complementing views to the report. All of these, taken together, makes it possible to for 

drawing as a rich picture as possible a plant, capturing as many of the different aspects of 

the analysis work and the intentions that the security specialists have. 

In order to document the work process of the support systems and give the users 

guidance in managing of the system a help system has been developed as well. This system 

works along side the support tool and serves the pedagogical needs. The help system 

functions as an electronic manual to the tool and is designed as a hypertext system in order 

to better represent the way the users want the or need to have information presented. 

 

 

5. Concluding remarks about the development of the system 

 

The most interesting problem are at the same time the most difficult to deal with 

within a development situation. However, they yield the ability to ask scientific questions 

and to treat these problems intellectual, i.e. how to organize and capture unstructured need 

of information within an unstructured work practice. This project is an example on such a 

development situation. For the system to function seamlessly and effectively as a support 

tool it shouldn't force upon the users any structure, neither on the work processes nor to 

representation of the information that may be felt unfamiliar and not comfortable. If this 

happens the system will be abandoned. The support system should function as a 

complement to their current work practice not become it. By stubbornly clinging to the 

unstructured text as a medium for capturing and representing the information of the users 

one gains the ability of being true and giving justice to their intentions with it. 



The ability having the information stored within the systems serving directly as a 

basis for discussion or compiled into a report is made possible thanks to the unstructured 

text as a means for representing information. The concepts represented and language used 

is the same as that which the users experiences when communicating with each other 

outside of the system. It is here that the usefulness and appropriateness of unstructured text 

becomes especially apparent. If one wants, as an example, to have a report printed out of 

the system, regarding a specific issue or object, the correct pieces in the correct order are 

just compiled and delivered to the printer. The report, is so to speak, already written, having 

written itself during the process of the work. The system has become self-documenting. 

Figure 7 illustrates the process from thought/idea to report that the support system offers. 

 

 
 

Figure 7., The transformation process from thought/idea into a report. 

 

The choice of prototyping as a development method was found to be very appropriate 

in a development situation such as the one which project represents. A prototype system 

may continuously be developed giving the users the ability to react and function as a basis 

for the discussions, at the interview sessions, between the users and the developers. This is 

especially important, as we found out, when the perceptions the users have of their situation 

is unclear or difficult to express and their information needs are vaguely formulated. 

Prototyping gives the developers the ability and means to show capabilities and 

possibilities with the system that the users had not perceived or reflected upon and may 

serve in giving new insights to their work practice. However it also demands of the 

developers to be critical and attentive to how to their own work may influence or bias the 

development process. 

 

 

6. Further work 

 

What remains to be done after this account of the current support system and its 

development? There exist several possible avenues to choose from but one the most 

interesting, and most in line with my current research interest, is to have the system 

evaluated in regard to how it functions as tool for promoting or enhancing knowledge 

sharing and learning in a distributed environment. When the development of the system 

ended in the spring of 1996 it was never evaluated as to how it functioned in this regard. 

One of the purposes of developing the system, as described previously, was to have serve 

as a platform or forum for discussion, where ideas and experiences could be exchanged 

between the members of the community of practitioners, i.e. the security specialists. As 

such it would come to serve both as a means of sharing knowledge and support learning in 

the transfer and creation of meaning within a distributed electronic learning environment. 

How, then, to evaluate the system in this regard? One has only to turn to the work and 

theory of Wenger [6, 7] in order to find good criteria for what constitutes a learning 

environment and what dimensions and characteristics are of importance to pay attention to. 

The work of Wenger in relation to support systems has been dealt with in earlier work [1, 2, 

3, 4]. The evaluation will serve to purposes, which also are the target of my research. First 

as to how the system functions a means for sharing knowledge and promoting learning 



according to the theory social learning of Wenger, but also what may learnt from this in 

regard in terms of design implications. Second, the gaining of insights into how the theory 

of social learning may be used as instrument of evaluation of systems claiming to support, 

promote, enhance, or facilitate the sharing of knowledge within a social learning context, 

and what lessons may be learned from this. Thus, the project moves forward to the next 

logical step, that of designing the evaluation in itself and defining criteria for evaluation 

based on the work of Wenger. This is, however, neither the topic nor the purpose of this 

paper but remains to be explored, exploited and intellectually treated in future publications. 
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