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Abstract

In this thesis, a full review on what are the minimum requirements needed to perform an 
Authentication System is explained. While building the system we have in consideration 
the users of it, the security needed for each of the resources that must be accessed by the 
users and what methods can be applied to access to these resources.

In basics, an Authentication System is built when we need to keep track to who is 
entering on an organization, the bigger the organization is and the more information 
must be keep safe the more complex the system will be.

Although there are other methods, I tried to keep it easy and understandable for all 
the possible readers. With this, the reader will understand the basics that he need to keep 
in mind when implementing such a system like this. The organization in mind for the 
system is a University that consist between twenty two thousand (22.000) and twenty 
five thousand (25.000) users.
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1. Introduction

Every day we see a lot of Authentication systems around us, sometimes we do not even 
know we are performing an Authentication and we still do it. We can find it everywhere, 
from our e-mail account to our credit card without forgetting the access to our work and 
sometimes even personal computers.

Even though we do it every day, sometimes we forget that there is a lot of work 
behind the process since the value of the information that is in risk can be very high and 
it cannot be compromised.

While there are some systems that can help you make this task easier there are some 
stuff that must be done before implementing a system like this.

This  work  is  for  a  bachelor  degree  in  computer  sciences  at  Linaeus  University 
located in Växjö, Sweden.

1.1. Problem description
What I want to perform in this thesis is to find a solution for an authentication system 
within  a  big  organization;  when  we  start  thinking  about  making  an  Authentication 
System for a big organization there is a list of problems we may encounter. We need to 
find a structure that fits  with the problems and provide a good solution for it.  This 
solution must be as efficient as possible and of course, user friendly.

This problem has a couple of basics that must be taken in consideration, they must be 
studied before starting with building the solution of the problem. This basics are going 
to be covered on the next chapter.

This system must be also as secure as possible. There are some security issues that 
must be solved while working on the system. We need to find the cheapest way to solve 
this issues without making it weak to possible attacks.

When dealing with the efficiency of the system we must think about the time it takes 
to perform a search in the system. Can we make it faster? Can it be done without getting 
more expensive machines?

1.2. Goals
With this thesis I hope to make it easier to whoever wants to perform a system for a big 
organization. All the basics will be revised and put them together to find a system that 
solves the problem.

This  work should be enough to start  thinking in  a  good system and should help 
anyone who is new to this concept to create his own system.

1.3. Choice of Method
There is a lot of information that must be read before even thinking about making this 
kind of work, you need to perform a big investigation on what must be covered, how it  
should be done and where should be implemented.

When I have all this information compiled I will be looking for the best ideas behind 
it and explain them as easy as possible.

After making the investigation and summarizing the best ideas, I will be also using a 
questionnaire  that  will  bring  me  some  information  about  the  knowledge  that  the 
members of this university has about this concept.
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Finally, this questionnaire will have a survey work behind it since all this information 
must be studied and processed to make it work.

1.4. Motivations
Although we use this kind of systems every day and if you look over the Internet you 
will find a lot of systems that can be implemented there are some questions like why 
they decided to use this or that that are not explained.

With this work I really want to help anyone who read it to have everything clear, so 
they will be able to build their systems. I will even use it myself to build a system for 
my father organization.

1.5. Structure
In the next chapter we are going to have a small introduction to the basics that I think 
you must have in consideration for building this kind of systems. Then we will find a 
small description on how this system should be built followed by a small example for 
the university.

Followed  by this  example  there  is  a  chapter  that  explains  how  to  build  a  nice 
enrolment and certificate system that will  help you control the first time that a user 
enters in the system and also how to control when they are outside the organization. 
Finally we will have a small questionnaire followed by products on the market and a 
conclusion.
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2. Authentication System

While most of the people may be familiar to the word Authentication, some of them are 
not aware of what is behind this concept. For most people that I have encounter in this  
university it is only the card and nothing else, but we can find a couple of important  
keywords like Identification, Authorization or Accounting that must be together with 
Authentication to have a good system, also, the requirements for this kind of systems 
are revised in the AAA protocol (Authentication, Authorization and Accounting).

All of this keywords are important in order to have everything clear before starting to 
even think about making this system. 

The  first  think  we  must  have  clear  is  Identification.  According  to  Todorov 
"Identification  provides  user  identity to  a  security  system.  This  identity  is  typically 
provided in the form of an user ID."[1]. This ID will be stored at the server and with it  
we can look for all the information related to a user, it also must be unique and need to 
identify every user without error. In some systems this user ID can be also known as 
user name.

While in some cases this would be enough, the user must also provide something else 
to the system so it can be sure that it is the user he pretends to be. This new concept is 
known  as  Authentication.  Todorov  states  that  Authentication  "is  the  process  of 
validating user identity"[1]. As I said, even if the user says that he is who he is, the 
system cannot be sure until he provides something else. Normally this is related with the 
password and it must be together with the user ID, in other cases we must provided 
something else together with the password, this case will be explained later.

Some people may think that user name and password are enough but there is still 
missing two important words which are Authorization and Accounting. 

"Authorization is  the  process  of  determining  whether  an  already  identified  and 
authenticated user is allowed to access information resources in a specific way." [1] We 
can see that this concept is as important as the others I have already stated. Without 
knowing to which resources the user has access the whole system would be pointless.

As a final keyword we find  Accounting. "It is the process of maintaining an audit 
trail for user actions on the system."[1]. While some of you may think that this  look as 
a violation of your privacy, this is an important task in the system. It is used for security 
reasons, you must keep track of who is trying to enter the system and what he is trying 
to do in order to keep the security since some malicious users may try to get information 
from the inside when they are not allowed to access it.

With all this keywords we can start thinking about how to build this system. There is 
still a couple of threads that must be covered.

2.1. Authenticating a user
Now that the higher level of the system have been explained I am going to have a 
deeper  look  to  the  inside.  As  I  explained  before  there  is  more  than  one  way  to 
authenticate  the  user  aside  from  the  password.  This  is  known  as  Authentication 
Credentials and it is based in three important sentences:

• Something you have: While the user ID may be the user name we can also find 
it inside something else like a smart card, a USB stick or even in your mobile 
phone. This is something that only the user may have and he should not share it 
with someone else.
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• Something you know: This concept should be a secret between the user and the 
system. No one else should have access to it, not even the administrator of the 
system. This is typically known as password and again, this must be kept safe by 
the user.

• Something you are: Since the password or even the smart card or the user name 
may be shared by the user with someone else we have a way to be sure that it is 
the user who is  entering and no someone else.  This  is  commonly known as 
Biometric information, it may be your eye print, your fingerprint or any other 
type  of  information  that  is  unique  in  your  body.  There  are  [2]  plenty  of 
information that can be used as biometric information aside from what we may 
think it is common.

Depending on the security level needed for a resource we may use one, two or all these 
Factors  together,  this  is  known  as   One-Factor  Authentication  (1F),  Two-Factor 
Authentication (2F) or Multi-Factor Authentication (MF) respectively.

2.2.  The moment the user will be authenticated
Whenever the user needs to access to any information that must be keep safe or when 
the user is going to enter in some restricted area it should be authenticated. For some 
simple  tasks  like  entering  the  organization  lobby  or  using  a  coffee  machine 
authentication could not be needed, but for example,  entering inside a laboratory or 
using a computer within the organization the user must be authenticated.

2.3. Authentication required
What kind of Authentication is  required? This is  a hard question to answer since it 
depends  on  different  situations.  The first  thing  you  must  think  about  is  how much 
information do you need to protect. During office hours you may enter in the building 
and it could not be necessary to ask the user to authenticate himself, still sometimes you 
may ask him to use 1F authentication to enter in it.

If  the  value  of  information  that  you  are  going  to  store  is  bigger,  you  will  start 
thinking about using 2F authentication, you will need to decided which factors you will 
be  using  for  performing  this  authentication.  Sometimes  you  may use  a  card  and  a 
password, a biometric with a card or any other combination.

When the  information  you  are  protecting  is  really important  or  the  value  of  the 
resources the user is going to use is quite big, then you will be using MF authentication. 
In this case you will be using at least three different factors but some of them may still 
be used more than one time in the authentication process.
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3. Building the Authentication System

Whenever we want to create a good authentication system I have found that we must 
follow some steps to do it. In this section I will explain the steps we must follow and 
provide an example for this University. In my case I tried to follow a similar idea that  
the  NASA  uses.  It  is  called  Zachman  framework  which  "is  a  methodology  for 
developing large, complex systems starting with scope, then working through layers for 
the  Business,  System,  and  Technology  models,  and  finally  providing  detailed 
representations of the system" [10], but with some modifications to make it my own 
work.

3.1. First Step: Locating Scenarios
Once we have decided to create an authentication system we must find all the possible 
scenarios. We must take in consideration all the possibles scenarios. If we miss any of 
them the system will be incomplete and it can mean either that a user will have no 
access when he should or even worse, a user who does not has access to a resource is 
able to access in it.

As first part of this step we must find all the users that will be using the system and 
what is their role in this authentication system. The best way to do it is by obtaining the 
list of members inside the organization. In my case I did not have it, but still, it was easy 
for me to find all the possible roles inside the university. It is important to know that 
even people who is not directly related with the organization could use the system as an 
example we can speak about any kind of work that must be done inside the organization 
like installing a new door, or painting a wall. Once you have find all the users you can 
put them all together in groups that has the same role within the organization.

Now that you have find all your users you must look for the different resources that 
will require that a user must be authenticated. You need to look for all of them. You 
must set up a list of all of them, you must include from buildings to any resource inside 
a room which is in the building.

As the last thing you shall do in this First Step you must get the two lists you have 
made,  the  different  users  and  the  resources  that  need  authentication  and  mix  them 
looking for all the possibles Scenarios. It is important that you make sure that your lists 
are complete before looking for the scenarios so you do not miss anything. You need to 
think when the user will be accessing, why he is accessing and how this user should 
access to the resource.

3.1.2 Groups and Scenarios in the University
When I started to look for  the groups I  found the following list,  this  list  was then 
checked by my supervisor to check if anything was missing.

• General access.
• Teachers.
• Students.
• Administration Staff.
• Service Staff.
• Technical Staff.
• Maintenance Staff.
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• Guests.

Now that I have the list of users I had a look to the resources at the university that must  
be authenticated and made a list of Scenarios together with the list of users. I also added 
a small description of why I choose this list of Scenarios. I must also note that even a 
resource can be taken as an Scenario.

• Access  hours: While  the  general  access  can  give  access  to  people  at  office 
times,  for example, entering the buildings and normal class rooms should be 
accessible to everybody at that times. But what happens out of office times? The 
access to the buildings should be recorded in a file, and also, not everybody 
should be able to access to all the buildings or rooms in the university outside 
working times.

• Offices: This should cover teacher offices or administration staff offices. Each 
of this user can have access to the office they use at any time.

• Buildings: Not everybody will be able to enter in all the buildings.
• Rooms: Some rooms has special equipment, so, even if you have access to the 

building, it does not grant you access to all the rooms of the building.
• Laboratories: The same case as rooms.
• Library: In order to be able to get books from the library you must have your 

card.  Most  of  the  times  you  need  to  show  your  ID  card  together  with  the 
university card since this one has no photo, maybe using a password can make 
this process faster and more secure.

• Short Time Access: This is meant mostly for the guest access. This short time 
access is mean for either,  people who is  going to make any work inside the 
university  (electricians,  phone,  etc...),  lecturers  from  other  universities  or 
companies, and visitors.

• Specific computers: Even if you have access to a room or an office, it does not 
mean that you have access to all the computers in that room. Somebody could 
have access to a room, shared with other people, but with their own computer.

• Lockers with special equipment: Again, even if you have access to the room, 
you should not be able to access into all the lockers,  some lockers can have 
special equipment and maybe that room is accessible by students working on 
thesis or Ph.D.

• Shops and Restaurants: Discounts or just university personal access.
• Exams: Right now the people who takes care of the students ask for both, your 

ID and your university card. Even if you have them, this does not mean that you 
are allowed to do the exam.

3.2. Second Step: Levels of Security
Now that you have a full list of everything that could happen within your organization 
you  need  to  think  what  is  the  level  of  security  that  you  are  going  to  use  in  your 
organization. Sometimes you do not want to protect any information, so you may only 
ask the user to tell you who he is. While this can be in most of the cases, sometimes you 
want to have a higher level of security. When I had a look to my problem I found the 
following levels of Security.
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1. Low Level: This is the weakest security level. Just showing or introducing the 
card will be enough to get access with this level of security.

2. Medium Level:  When it  is  necessary,  a  password will  be asked to the card 
holder. This will add more security to the system.

3. High Level: This is the highest level. This will require a 3-way authentication.

3.3. Third Step: Building the System
By this point you should have already a list with all the resources at your organization. 
Now it is time to look for a good structure that fits with your organization and also it 
should be easy to deploy and as efficient as possible. The amount of information that  
you are going to store needs to be accessed as fast as possible. You must look for search 
algorithms that works in O(log n) time in your structure. That is why I will recommend 
you to use ordered lists to store this information.

When using list in languages like Java or C++ you will have thousand of libraries  
that have a method already implemented that finds for an object inside the list in O(log 
n) time.  

After searching and thinking I found that a hierarchy model structure, similar to a 
tree, works perfectly in this kind of systems.

3.3.1. The Hierarchy Structure
When you are going to use this kind of structure you must first find your root, in this  
case, most of the times we will assume that you are going to use the user as it, since the 
information stored in each one of them will be totally different from another user.

The next step is to look up for the next levels inside your tree like structure. You 
need to think about what is the first place you will ask for a user to be authenticated  
before any other resources. For example, if a user is going to use a computer, is the 
computer inside another resource in which you need the user to authenticate? If it is the 
case then the room containing the computer will be in a higher level.

When you have found the first level in your structure you will be looking for the next 
levels  until  you find the  last  resource  level  that  the  user  will  be  accessing  in  your 
organization.

You will be asking yourself why I say that a tree like structure will be better for your 
system. As we all know, it will take the same amount of time units to perform a search 
of N elements than doing several searches where the multiplication of the amount of 
items in each search is N. But there are still some advantages in this system:

• Making administrator life easier: When the administrator set the access to the 
resource inside a room which is inside a building, it will be easier for him to 
look for the building, then for the room and finally for the resource than just 
trying to find the resource in a long list.

• Avoiding human errors: Again, the administrator can perform an error while 
searching in a long list.  With the tree structure,  in order to have access to a 
computer, you must have access to the room. If we have everything in the same 
list, the user may get access to the computer without having access to the room.

• Better Average Case: Although the  worse  case,  in  which  you need to  look 
something in the last level the time it takes is the same as having just one list, 
most  of  the  times  the  user  will  interact  with the  higher  levels  in  which  the 
number of searches are lowered.
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• Easier to delete entries: Whenever we must delete the access from a room in 
the user we would need to delete all the resources in the list that this user has in 
the room. With this system we only need to remove the room from the list.

• Extra information: In every level you can add any information that you want, 
this can help you to set any tag, that can be different in each level, to add extra  
information about who gave the access and the time this access is valid.

In Figure 4.1 we can have a look to a small example that illustrates this idea. In each of 
the levels we can find different resources, and we can set the level of security that we 
want in each of the level, a user can have high level access on the level 1, but then on 
level 2 he may have access just to the simplest  elements of it.  Also, each level can 
contain different resources and information.

Figure 3.1 - Small example of structure

3.4. Storing the information of this system
As you may notice already there is still one point that we shall cover and it is the fact 
that  all  the  information  from  the  resources  at  your  organization  shall  be  stored 
somewhere.

My own recommendation will be storing it inside a Relational Database (RDB). The 
main reason from this is that you will be able to find quite a long list of products on the  
market  [4]  that  will  help in this  process  and everyone who has at  least  studied for 
computer science should be able to deal with a RDB like this.
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3.4.1. Adding entries in this Database
This is an easy question since what you must add is all the information that you have 
already use to build the system, in my example it would be, at least the description of 
Buildings, Rooms and resources in which we include the ID of the resource and the 
security level that is required to use it. I would recommend to store basic information 
about the user.

One good thing about RDB is that it can be embedded in any high level language so 
everything will work with the system you have already built without so much problem.

This is the basic information that I would suggest you to store and of course you are 
free to add all the information that may be inside the system like the lists inside the user 
class.

3.5. Expanding the System
Sometimes  we may want  to  add some extra  features  to  the  system,  different  cards 
readers, special resources and some other kind of information that you think it may be 
interested to contemplate them on the system.

3.5.1. Different kind of cards
Right now the basic idea is to use a magnetic card reader to manage the information 
inside  the  card.  We can  use  different  kind  of  cards  for  different  kind  of  tasks,  for 
example, we can have RFID (Radio Frequency IDentification) cards that works with a 
small receiver and can be used from a couple of millimetres to some meters, this will 
allow us for example, in the university, to use it in the exams. The reader will detect 
who entered inside the room or who did not. Also, this can be used to make the access 
faster since you do not even need to remove the card from your pocket and can be 
applied on the resource you are trying to access.

There is still another possibility which is to use some kind of smart cards, this cards 
has more information that the one that can be stored inside a magnetic card. This will  
allow the organization to add extra information when needed.

The good thing is that everything can be used in the same card and the price of the 
card will not be that expensive. In just one card we have three different methods that 
can be used in different situations. You need to think what method will be needed and if 
you need to add more of one method.

3.5.2. The Library
As I said already, in this system, the library is part of the building level and since it has 
also some rooms and resources that are accessible to the user then it will be treated as a 
normal  building.  But  there  is  still  a  small  question  that  should  be  answered.  What 
happen when the user wants to get a book in the library?

Since  the  user  class  has  stored  the  information  about  what  kind  of  user  are  we 
dealing with, it will be easy to the system to know for how long he will be able to take 
away a book, as an example we will assume that the students will have access to the 
book for two weeks while a normal staff in the university will have it for one month and 
all the other users will not be able to take it away.

I will also assume that the information regarded to the library will be stored in the 
RDB, it can of course be stored in some other place.
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So, the user has decided to get a book at the university library, he takes the book and 
goes to the desktop, the staff member will take the book and check the bar code, in there 
we will have a small card reader, the user will introduce his card and then his PIN code.  
Since we have access to his email address he will receive an email in which it says  
when he need to return back the book after checking what kind of user he is.

After looking for the bar code and the PIN code, the information in the RDB related 
to this book will be updated with the user who has it, when it has to return it back and 
that this book is not for booking so it will appear whenever another user searches for the 
book in the system.

3.5.3. Payment System
A good addition to the system will be a payment system. In this University and as in 
many companies like a hospital or even google has a group of places in which some 
kind of payment will be included. We can pay in a restaurant, print some pages or even 
buying some stuff within the organization.

One way to perform this small payments could be by using the card, or the method 
you used as something you have factor and the benefit that you would get compared to a 
credit card is that since the system trust that it is something that you have and you are 
not going to give it to anyone else then you may not enter a PIN code.

But as you may have noticed already there is a big risk by doing it this way and it is 
that if you loose the card someone may get some free stuff for them. One solution for 
this is by limiting the amount of credits you have in the card so even if you loose the 
card, which is something it should not happen since you really need it, the lost of money 
will not be that big.

As you will see in chapter 6 the way I have think to make the process of getting 
credits into your card is secure enough that even if you loose the card no one will be 
able to get more money in your card.

Imagine that you feel this system is not good enough for you since people in your  
organization tends to loose the card then the next step would be requiring to use the PIN 
number but then it would be almost the same as using a credit card that will be only 
useful if your users has no credit card.

• Authentication required to get products within your organization:  So you 
decided to do not use this kind of payment method but what happen when you 
require authentication in order to purchase or to get some discount at the shop or 
restaurant in your organization? This is where the card with a PIN code will be 
better than using your credit card since this way we will skip one step which 
would be authenticate yourself and then use the credit card.

Also,  since  you  have  the  PIN code then  you  may expand the  amount  of 
credits that you will allow the user to have in the card, this limit could be even 
unlimited. In the next section you will see the ideas that you may use in order to 
get credits.
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• Getting credits in your account: There is only two options for this and it is that 
either you pay it somewhere in the organization or you pay it online. The first 
way does not need more explanation but the second one has a really big issue.

When you pay it online by a secure way that will be explained in the 
chapter  6  you  will  find  two  possibilities,  either  you  enter  your  credit  card 
information each time you want to get more credits or the credit card or bank 
account information is stored on the system. There can be some legal restrictions 
in your country about storing this kind of personal information so you may have 
a look into them if you decide to use this method.
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4. Applying it into the University

Now when the way of building the system is explained, I will perform an example on 
how to use the information we already have and build a system with that information.

I will be explaining each level and all the information that should be added for this 
case. You must note that this information is totally dynamic which means that it can be 
changed to fit in another system but still using the same kind of structure.

4.1. Describing the different levels on the system
Before having a look to each of the different levels that we will find in the system, I will 
explain an important class that will be inside the second, third and forth level. This class 
is called Inherited and it has all the information about who gave the user the desired 
access. It contains the following members:

• ID: This will identify who or what gave the access. This must be unique and this 
entry cannot be duplicated by anyway.

• Type: This will include the type of what gave the access. For example, we can 
know if  the  access  is  because  you  are  member  of  the  school  of  Science  or 
because you will perform an exam or maybe because you applied to a course, we 
can even talk about other users that can grant access to other users.

• Expiration: Here we can control for how long this user will have access to the 
resource. It can be for just one day because you are doing an exam, for some 
weeks because you are a guess at the university, for some months because you 
applied to a course or even for years because you work at the university. This 
member will be checked for each user. Depending on the type of user it can be 
checked every day or just a couple of times per week. When the date is reached 
then this entry must be deleted from the list. When this list is empty the access 
to the item must be deleted.

4.1.1. First Level: The user
This is the main key on the system. Without users, this system would be useless. Inside 
the user we will find the following information.

• Security: In  this  class  we  will  add  everything  related  with  the  security 
information. In this case we will only add two members, which are the password 
and the biometric information. This class must be encrypted so no one except the 
system will be able to decrypt it and access to this information.

• Info: This class has all the personal information about the user. In this class we 
will also add the card number, since even if you have that information you will 
not be able to do anything with it and since it is not encrypted, the access to this 
member will be faster than accessing to the password. This class must be revised 
by the administrative staff because they know all the information that is required 
for the user.

• Type: This member will have the type of user. I already spoke about the kind of 
users we have in this system. The reason behind this member is that it will be 
easier to identify the user when he is trying to access to some special features 
like discounts or the amount of time the user can have a book from the library.

• Buildings: This is going to be explained in the second level since this is part of 
that level.
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4.1.2. Second Level: The Buildings
This is the second level of the system. In this class we will describe how a user will be 
accessing to the different buildings he can access.

In  every  list  that  we  find  inside  the  following  levels  we  will  be  assuming  that 
whenever the item the system is trying to look for it must be on the list. If the item does  
not belong to the list it means that the user has no access to that resource.

Also in the buildings we will be including any building that belongs to the university 
and also the library and all the shops and restaurants that may found at the university. 
This is done because they must have some special rights that will be added in another 
part of the system.

Now I will explain all the members inside this class:
• ID: Each  building  at  the  university  will  have  its  own ID  number.  There  is 

nothing else about this member, just that it must be unique in the university. 
• Rooms: This list will be described on the third level since it is part of it, but it 

basically contains the information of the rooms this user have access in a desired 
building.

• Inherited: This list was described above.

4.1.3. Third Level: The Rooms
This class will describe the third level of this system. In it we can find the information 
needed for each room that can be accessed by the user. In this level we can find all kind 
of rooms including class rooms, laboratories or offices.

• ID: Again, each room must have its own ID and it must be unique inside the 
building. 

• Inherited: This is the same as in buildings.
• Resources: This is the forth and last level of the system.

4.1.4. Forth Level: The Resources
This is the last level of the system. Inside this level we will find the resources that an 
user has inside a room. This can be from a computer to a locker or anything else that 
must required authentication when you want to use it.

• ID: This ID will  have the same idea of the one inside the room. It must be 
unique inside the room and it can have an special ID in which case the user will 
have access to all the resources that are found on the room, since at this level it 
will be common that a user has access to all the resources.

• Inherited: Again, this member has been explained before.

4.2 Scenarios examples
In this section I will give a couple of examples of how the system will be looking like 
and how the different scenarios that I spoke about in section 3.1.2. will perform in the 
system. 
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4.2.1. Class Diagram Example
In Figure 5.1 we can have a small look on how the basic system will look in a class  
diagram of JAVA language. Any new information will be easy to add, for example, in 
the section 4.5 I added some enhancements to the system.

Figure 4.1 - Class diagram example
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4.2.2 University student example
All the basics of this system are covered in Figure 5.2, it represents a small example of a 
student in the university. This student has access to some buildings for multiple reasons, 
for example, he is doing an exam in the K-Building the forth of may and he will require  
to use any of the computers inside a room in that building. He is also having a course 
that will be using a room in D-building. 

This is  the first  example of the basic  idea of the system but  I  will  add some more 
examples with the enhancements made in section 4.5.1.

Figure 4.2 - University example
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5. Enrolment System and Certificates

Even though the card will be the friend of almost everybody in the organization there 
are still some things that will require the user to use an authentication method but still 
he will not has the possibility to use the card, this may because he still does not have the 
card or he cannot use a card reader like when you are at home or on the library using a  
laptop, then you must find another way to authenticate the server.

Here comes the task of an Enrolment Station and Certificates. The main task of the 
Enrolment Station will be to provide the system the ability to activate cards or add for 
the first time any new information or enrolling some new devices that should be keep 
with  the  user,  while  in  the  other  hand,  some  certificates  will  be  needed  in  other 
situations like working at home. I decide to keep this two systems in the same chapter  
because they both will require to send any kind of certificate to the user, when you are 
enrolling for the first time you must prove that it is yourself and no someone else and 
this will be done with a certificate of any kind.

Once again we will have to look for different scenarios and find a solution for this. In 
my case the scenarios should not take so much time since the amount of times in which 
this will happen at the University should be small. But in some cases this may take as 
much time and effort as looking for scenarios on section 4.1.

5.1. Enrolment Scenarios
Here you can find a small list of the scenarios that I found for the University, as I said 
before, you must look for all the possible scenarios in your organization since this may 
have a security treat if not done correctly.

• Registering the card: Right now, at my university, the way you register the card 
works as follow: once you receive your card you must go to the office desktop in 
which the secretary will ask you for the PIN code you want for it, since it is a 
four digit code you will be probably thinking in your credit card information 
which mean that the secretary will know it and also then this is not going to be a 
secret between the user and the system.

• Adding credit card information: If we find that it is legal in Sweden to add 
this kind of information for different payments done at the university, there must 
be a way to do it in a safe environment.

• Adding biometric information: We already know that this will be needed for 
high level security required at the university, this means that this process should 
be done in a really secure way. 

• Validating a Laptop or computer: It may be required that you get some kind 
of certificate in order to use the university wireless network.
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5.2. Certificates Scenarios
Now we know in what scenarios we will be needing to enrol information for the user, 
but there are still a couple of scenarios in which we will require similar certificates.

• Changing personal information: In this year I had two different addresses here 
at the campus and this happened to many students I know. This means that it can 
happen that you must modify your personal information, we need to find a way 
to authenticate yourself to do it.

• Updating cash information:  Again, this should be only possible under some 
kind of secure way.

• Registering for exam: In order to be able to do an exam at this university you 
must register for it, this means that the user must be authenticated in a way or 
another, also, we can add the restriction that in order to do so you must first be 
registered on the course which is not applied now.

• Uploading exam marks: Every teacher will need to add exams marks for their 
students. While this can be done safety at your office, sometimes you may do it 
outside it, there is needed some kind of authentication to know that you are the 
actual user who wants to perform this task.

5.3. Enrolment and Certificate Methods
There are lots of methods[3][4] that can be used to set up an enrolment station. I will  
cover the ones that I think would be needed at the university and some examples in 
which you can use this methods. I would still recommend you to look for more methods 
whenever  you  may need  more  or  less  security  level  that  the  one  I  expect  for  this 
University. You should keep in mind that a full study of each enrolment method is out of 
scope for this work, so I will try to keep it with enough information to know how does it 
work and why I recommend it, this means that you will learn more by looking for it  
somewhere else.

5.3.1 Public Key Infrastructure
In order to understand this method we need to introduce a new concept which is called 
public-key cryptography. This method will enter inside of the so called asymmetric 
cryptographic and the idea is quite simple.

Each user will have two different keys, one key will be public, and everybody will 
have access to it while the second key will be private. Whenever you want to send an 
encrypted message you will use the public key of the user who is going to receive it and 
this user will uses his own private key to be able to decrypt it. Right now you will be 
thinking that  this  kind  of  cryptographic  method will  have  more  uses  than  not  only 
authenticating the user, since no one else but him will be able to see the content of the 
message, those uses can be found in [5] as well in many other literatures.
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Now that this concept is clear we will speak about the  Public Key Infrastructure 
(PKI),  in this method we will  be using a certificate,  this certificate will  contain the 
information about the user and also the public key of this user. In order to trust that this  
information is real we will be using a certificate authority (CA). This CA will be sign by 
your organization since, unless you want to use it for any other purpose, it is the only 
thing you should trust. Also this CA can be used to ask whenever the information was 
really sign by himself by using the CA public key.

Right  now  we  have  two  important  features  of  this  infrastructure  which  is  the 
possibility to create public-private keys and the CA, but as Stamp says there is still one 
important thing which is the possibility to revoke certificates, since some of them may 
become invalided for different reasons like the lost of the private key or by any kind of 
miss use of the certificate.

• The reason of PKI: PKI is a quite secure method to prove the authenticity of a 
user and even of the server, this means that we can access to the organization 
and transfer some information that only it will be able to read. In the university 
this can be used for example for uploading information, validating laptops or 
even registering for exams. Also, the private key can be installed in a computer 
and there are some programs that are easy to use so a user who does not know so 
much about computers will be able to use them.

5.3.2. One Time Passwords
There is a second method that can be used and it is the One Time Password (OTP). As 
the name says, this is a password that will be valid for just one use. This password will  
be generated by the server and only the user will know it. The amount of time that this  
password will be valid can be controlled at the server so we will reduce the amount of  
time  that  an  attacker  has  to  use  it.  Once  the  expiration  time  is  reached  then  this 
password will be discarded and it will not be valid, so the user will need to ask for 
another one.

There is a large amount of methods to deliver this OTP to the user and I will describe 
the three most commons ways.

• OTP by E-Mail:  This method is well known by almost everybody who has 
used the internet. Whenever you want to register in a web page or forum you 
will be asked for your e-mail address and a OTP will be deliver to it. Sometimes 
it will be a code and others it will be just a link you need to access. This method 
is probably the less safe of the three I will speak about because some attacker 
may has use of your e-mail. Still there are some uses for this like activating 
your card.

• OTP by SMS System: Some internet banks uses this method already since the 
possibility  to  loose  your  mobile  phone  together  with  some  kind  of  other 
personal information and that the attacker get access to both of them is quite 
small. Whenever some kind of access is required you will receive a code to 
your phone, with this code you will be able to authenticate yourself with the 
server which means that you will has access to it. This method can be used for 
example for updating personal information or getting credits for your payments.
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• OTP given in hand:  This is probably the most secure of the three methods 
since  you  must  present  yourself  in  person  and  authenticate  yourself  at  the 
administrator in order to obtain this  password. The password is  printed in a 
sealed letter and unless it gets stolen no one will be able to read it. This method 
is secure enough to update your credit card information or even updating your 
biometric information.

5.3.3 USB Tokens
Although you would need a card reader in order to use a card at home, you still can use 
a USB stick that contains the same information as your card. This information can be 
stored securely in your stick and it may be required to be encrypted to add some extra 
security. This method could be used whenever you need a "something you have" factor 
at  home.  For  example,  at  the  university  can  be  used  for  validating  computers  or 
uploading new information like exam marks.

We need to remember that USB are quite cheap and the decryption algorithm will be 
done at  the  server  so  no  special  software  or  hardware  will  be  required  at  the  user 
location.
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6. The questionnaire description

In order to know the amount of knowledge the user has about the risks he perform when 
he  is  using  an  authentication  system  and  the  amount  of  information  he  has  in 
authentication systems I decided to create a small questionnaire.

I also included some questions about the current system this university is using, this 
way I can try to find any problem that could be in the current system and not make the  
same mistake in my own work.

I would recommend everyone who is going to start a system like that to make a 
similar questionnaire. The main reason is that if the amount of information that the user 
has is not high enough maybe you should think about instructing the user.

You need to note that this questionnaire should be answered by all the users of the 
system, but since I am only working in a thesis I cannot ask everybody to answer it.

6.1. The questions
1. Do you know where do you need to go in order to register your university card?
2. Have you ever used the university card to enter any of the buildings?
3. Have you ever used the university card to enter in any of the rooms?
4. Have you encounter any problems while using the card?
5. If you have had any problem, can you please explain it?
6. Do you understand the risks of letting anyone else use your card or lnu account?
7. If you know the risks, can you name them?
8. Have you opened the door of any room to anybody?
9. If you have open it, did you know if that person had access to the room?
10. Have you access to any of the computers in the campus using your lnu account?
11. Do you know how to change your lnu password?
12. Have you encounter any problem changing the password?
13. What do you think about the current system used at the university?
14. Could you please write a bit description of other systems you have used before?
15. Do you have any idea for a new system?

As you can see, most of the questions will be answered with a yes or no, that way 
you can perform graphs and then compare results to what you are waiting for.

6.2 My target groups
Even though I want to send this questionnaire to all the users on the university this will 
not be possible so most of the answer will be from students in which I hope to get a 
good mix between International Students and Swedish Students. I still think that it is 
possible that some teachers answer the questionnaire but about the staff members, since 
I do not have access to their emails addresses it will become quite difficult unless a 
teacher spread the questionnaire.

6.3. Expected results
I assume that I will get something between forty or fifty answers to this questionnaire, 
this is my number due to the limited time I have to set it up and because it will be 
difficult to get more people to do it.
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Although the amount of people who will know where they need to activate the card 
will be quite big I am sure that there will be some people who will not know this answer 
and the people who do not know how to change their password account will be even 
bigger.

Also, there will be people who will be opening the door to people they do not know 
at all and even they say the know the risks probably they are not that clear.

I do not really think that many people will give me a new system but probably I can 
find some ideas in methods they have used before.

6.4. Questionnaire Duration
I will have this questionnaire up for two weeks to try to catch a reasonable amount of 
information that will help me work in a survey good enough. If you are going to make 
the  same  kind  of  questionnaire  and  your  organization  is  as  big  as  this  university 
(probably around twenty five thousand people) and you want everybody to answer you 
may have it open for a longer time.

6.5. Building the Survey and Sending the questionnaire
While there are a lot of Survey products over the Internet I preferred to use a cheap one 
to  get  all  this  information  summarized  (well,  it  is  actually  free)  which  is  google 
documents. You can create a form and send the live link to everybody you want, once 
they enter the information it will be stored in a spreadsheet in which you can work later 
on with as you wish.

When you are the administrator of the organization, you will have access to all the 
email accounts inside the organization so you can get in touch with everyone inside it. If 
you do not have this information like in my case I will recommend to use any solution 
that can get you in touch with the most amount of people possible. 

In my case I used two ways, the first one was asking for help to someone who has a 
bigger mailing list than me with the users of the system, in this case I asked the Växjö 
International Student to send the questionnaire. The second way was to make an event 
in the well known social network, Facebook. This way I hope to get in contact to as 
many people as possible.
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7. Questionnaire results
In this chapter we will find the results of the questionnaire that I sent to the teachers, 
professors and some students of the university. The results are quite interesting in some 
cases while in others are what I was really expecting.

7.1. Briefing
I  need to  say that  I  was expecting  less  answers,  while  my first  approximation was 
something between forty or fifty I was able to get a total of  sixty two (62) answers 
which is a fifty percent more than the expected. Even though I asked the people who 
enter their lnu e-mail account I needed to delete some rows since some of them were 
using different e-mails and I cannot assume that this is someone from the organization.

From this sixty two answers we have a total of sixty students and only two teachers. 
While the amount of teachers would not be so representative the amount of students is 
quite big, I could not get any answer from the staff members which is a bit bad since I 
tried with some e-mails to get in contact with them.

While it would not matter if who did answer is a male or female I will say that I got a  
total of forty males and twenty two females.

We  can  note  that  from  the  group  of  students  most  of  them  were  International 
Students,  this  is  good because we can  see different  points  of  view from people  all 
around Europe. The amount of Swedish students was seventeen versus the forty three 
International students.

The amount of answers for the lasts questions is also more than what I expected and 
there are some good ideas that I will describe later on.

7.2. Questionnaire Statistics
The first thing I am going to do is to make a table with the results to the questions that 
could be answered by a yes or no. This is one of the most important parts of it since this  
will show some good results. After this table I will have a deeper look to the statistics of 
this part.
Question Yes No Yes % No %
Do you know where do you need to go in order to register your 
university card? 58 4 93,5 6,5

Have  you  ever  used  the  university  card  to  enter  any  of  the 
buildings? 55 5 88,7 8,1

Have  you  ever  used  the  university  card  to  enter  in  any of  the 
rooms? 45 17 72,6 27,4

Have you encounter any problems while using the card? 20 42 32,3 67,7

Do you understand the risks of letting anyone else use your card or 
lnu account? 43 19 69,4 30,6

Have you opened the door of any room to anybody? 32 29 51,6 46,8

If you have open it, did you know if that person had access to the 
room? 20 19 32,3 30,6

Have you access to any of the computers in the campus using your 
lnu account? 56 4 90,3 6,5
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Do you know how to change your lnu password? 30 32 48,4 51,6

Have you encounter any problem changing the password? 3 37 4,8 59,7
Table 7.1 - Yes or No questions 

It is nice to know that most of the people know where they need to go to register the 
card, but there is still a 6,5% of my population that did not know how to do it. This 
means that there is people entering the facilities of the University without having their 
cards activated. Also, we may notice that there is a lot of people who use the card to 
enter the buildings.

As expected the amount of people who uses the card for lower levels is lower, the 
amount of this decrement is of ten samples.

32,3 % of the population have had any problem when they have used the card, this 
means that the reliability of the system may need to be revised.

About the amount of people who says that know the risks of letting anyone else use 
their card we can find an interesting value, 69,4% says that they know the risks and we 
can see that only 30,6% of the population knew when they opened the door if whoever 
was entering the room had or had not access, this means that most of the people who 
knows the risks will think about opening the door to someone before doing so.

The last point I will note from this table is that there is around half of the population 
(51,6%) that does not know how to change their passwords. This shows that it is not 
easy for a normal user to do it, so we may think about getting a better way to do it since 
most of the people will be remembering a new password and in my own experience 
some people will never learn it.

7.3. Problems that people had encounter while using the card
There  is  a  total  of  sixteen  samples  in  this  question,  this  means  that  there  may be 
something wrong in the current system since this is a total of 25% of the population 
used for this survey.

Although having a look to this answers we can notice that most of this problems are 
because  of  the  lack  of  information  or  because  they do  not  have  access  at  all.  For 
instance, someone was complaining about not being able to enter in the D-Building but 
he or she also states that he is studying languages which should be the reason. Also 
sometimes people complains about needing to go to the desk to ask again for access to 
something that they already had, this also happened to me in a course, this means that 
the current system could be worked a bit more in order to ensure that the right people 
has the right access in the right moment.

As finishing in this small overview I will also include two more answers, the first 
was that someone had some missing information regarding discounts in his/her account 
and the second one was a professor who did not  receive any information about  his 
expiration date which means once again that the current system can be enhancement.
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7.4. Valuation of knowledge about the risks 
This answers are quite interesting since I can see what is the point of view of some 
people. For example, most of the people who says that know the risks are only scared of 
what would happen if someone steal or break a computer, they do not think about others 
problems like steal of information or for example the privacy violation that is behind 
this. I am sure that if the question would be something like what do you think about 
people stealing university files they would have an answer, but the way this question 
was performed give me the idea that most of my population does not really know all the 
risks that they would be taking when giving the details to someone else.

Still there is some people who really know all the risks that are behind this and can 
name some words like Phishing. There are some people that give some answers that I 
am not sure about if they really know the risks, as an example, someone answered that  
with their details they could "write stupid emails and send them" and in my opinion this 
is the least of the problems that could happen by letting anyone else use their account.

7.5. Their thoughts about the current system
As I was expecting most of the people think that the current system is really good but 
there  is  some people who is  not  that  happy with  it,  still  the what  people  normally 
complain is about how difficult is to work with the student portalen for example and this 
is out of interest for this work. Also it seems that some students had problems on the 
first semester (and I may include myself) that were not correctly registered and I hope 
that this gets solved with the system I am working in.

Another thing that people complains about is the registration for exams and this is 
something that should be also revised.

There is a good answer in this question and it is that someone thinks that there should 
be more information because there is people using the computers without even having 
the card. This is an important point.

7.6. Systems that have been used before by the population
There  is  an  interesting  answer  and it  is  that  in  some organization  they were  using 
different ID and passwords for getting into the computers than the one entering the 
facilities, the reason behind this would be to have some extra protection, even if one of 
the passwords  is  compromised you will  still  need the other  one in  order  to  access. 
Anyway this would mean that people will be dealing with two different passwords and 
in some cases this could be a mess.

We can find a gym that uses some kind of biometric information (a fingerprint) to 
enter in the gym, but who ever was using this system is not happy with this because the 
gym had access to his fingerprint information.

Sadly this is the systems that are different to what we have right now. The rest of the 
answers are either similar systems or systems that only have user name and passwords 
or only emails.
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7.7. New Ideas
This is the last of the questions in my questionnaire, we will see if we find some ideas  
that are not covered already in this system that may help me doing a better work.

The first  idea we find is  to have a magnetic card so the user would not need to 
remember the password, as I said before, depending on the security level required this 
may be possible in some cases. We also find the idea of adding money into the card to  
make it work as a debit card.

Someone said that the card could be also used for getting access in the computers, 
but he or she also states that the password we use right now is not secure enough.

And the final answer that we find here is the use of fingerprints.

7.8. Questionnaire Conclusion
As I stated at the beginning of my work sometimes it is needed to know the amount of  
information that the user has about security and privacy; we can conclude from this 
small questionnaire that there is some people who has not clear the risks that they have 
by letting someone else uses the its account, this means that something must be done 
here.  This  organization  must  train  their  users  in  order  to  allow  them to  know the 
minimum related with this concept, since we have a lot of information that could be 
compromised and must be protected from miss use and this was one of the goals for this 
kind of surveys.

About others systems and ideas, for my personal relief there is nothing new that I 
have not think about before which means I have done some work so far. It would be  
interesting if we could know if everybody would be also upset to let the University has 
access to the fingerprint information on the users like the example I stated above.

In general, the most important conclusion that we have is as I said that we need to 
find a way to instruct the users. This may be done by sending some information to their 
emails also giving maybe low credits courses of some days explaining all the basics that  
should be needed. Since this is not part of my work I will let the reader the task to think  
about what they can do if they have the same problem in his organization.
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8. Products that we can find on the market

In this new chapter I would like to introduce a couple of products that can be used to 
make this kind of systems. There are thousands of products and I am not able to affirm 
that this products are the best ones since it is impossible to known all the products, but  
this chapter will provide the user to a list to start with.

8.1. Active Directory and Windows Server
This is probably one of the most well known products in which we can implement an 
AAA system. While it can come with windows server it can be used with other versions 
of  windows,  but  I  would  recommend  to  use  windows  server  since  you  can  get  a 
database or maybe some RADIUS server installed in it.

In active directory you will find everything you need to set up your AAA system and 
the good thing about it is that there is enough information on the web about this product 
that you may think about building your own without asking a third party to build it for 
you. You can add users, accounts, computers or any kind of resources. It includes the 
possibility to make groups which means that everything to build the system I have been 
speaking about in this pages can be built in this product.

When active directory is used together with Windows Server the possibilities will be 
improved and probably, everything that will be needed in your organization like web 
servers,  e-mail  servers,  file  services  and  a  quite  long  of  lists,  are  included  in  this 
package.

While using Windows Server is  a good idea you need to notice that you will  be 
needing  to  get  some  kind  of  hardware  that  will  help  you  with  the  security  as  for 
example firewalls.

I would recommend you to visit [6] to have a look on everything that you can find in 
this product.

8.2. Cisco Solutions
The problem behind this solutions is that you will be needing someone who is able to 
configure this systems, but on the other hand, the amount of products that are within 
Cisco is quite vast. With this solutions [7] you will be able to set up an AAA system and 
it will be probably one of the most secures ones that you will be able to make. On the 
contrary you will be needing to configure and buying some Cisco hardware. The latest 
series that Cisco recommends to install in order to make an AAA System is the Cisco 
ASA series [8] and it replaces the PIX series.

8.3. Cards, USB tokens, Fingerprint readers and so on
I am going to list a vendor who will have everything you need in your organization, 
Aladdin [9].  They have everything including some kind of  AAA Systems and most 
important, card readers, RFID readers and even a good list of biometrics. This is the 
organization I will recommend you to start looking at, but still, you should have a look 
to the products that are offered in your country since sometimes it will be easier to find 
an expert who is capable of configuring all this hardware.
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9. Conclusion

I have been talking about how you could make a secure and efficient authentication 
system,  as  you  may  have  notice  already  it  is  not  an  easy  task,  there  is  a  lot  of 
information that must be gathered and it must be studied before even thinking about 
starting to build the system.

The first thing that you must assume with this information is that every single user on 
your system, it does not matter what his role is, must be identified in order to avoid 
holes in your system. To be able to archive it, you must search for all the information 
regarding the users you will have. After this you must look for the information on what 
they will be using in your organization and when.

With this information you must build your own idea, in my case I was following the 
similar idea of Zachman Framework [10] but with some modifications, I decided to skip 
some of the layers that they use because I feel that the reader is who should have the last 
word in which protocols he will be using.

This task is not trivial, as I have been saying the whole time, you must have this 
information as clear as possible and try to figure out all the possible scenarios that your 
users will encounter in your organization. 

9.1 Finding the proper structure
Probably the biggest problem that you will encounter while making such a system is the 
proper structure that fits with your problem. In my case, I built a total of five different 
systems, starting from a tree, then moving to different structures like vectors or arrays, 
combining them, moving to RDB without any other structure and finally the system I 
explained which is similar to the Zachman framework [10]. In all of them I made a 
small look up for times, how much time it would theoretically take to perform a search, 
it is easy to find when a system is not going to help or improve the speed of the system.

Another thing that I found is that it is not always possible to make it work a system 
like this  with any kind of Structure.  If  you try with vectors inside vectors you will 
finally find with a multidimensional matrix that could take for ever to perform a search. 
Without forgetting that in this case it will also take time to add new elements.

After reading and thinking and building different systems that were not good enough 
I manage to find a system that is easy to implement, easy to manage, efficient and that is 
as human error free as possible.

9.2 Different methods
There are a lot of methods that you can use [1][2][5][10][11][12]  to authenticate your 
users, after a long reading I tried to cover the most common ones but you will find a lot 
of different methods, you must decide which one will fit in your organization because 
that some method is more common than another does not mean that it will be the best 
method for your case.

Different methods can be used for the same task, if for instance you decide to use the 
same methods that I choose, which is mostly using card readers, you will find that you 
will not be able to set up a card reader in every situation, you cannot ask an employer to 
buy a card reader for his computer and the price that you must assume if you buy one 
for every computer is probably unthinkable.
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9.3. Thousand of situations
We saw in the authentication system and the enrolment system that there are plenty of 
situations  in  which  you  will  require  authentication,  but  there  are  more  [10][11][12] 
situations that must be covered.

As we saw, it is not only entering a room or using a computer, you may need to 
authenticate the user when he connects from the outside of the organization like in his 
house, also sometimes you may require the user to authenticate to grant him with extra 
features like restaurant discounts.

In this  example I am pretty sure that everything is  covered but if  by any chance 
something is missing, in this system it will be easy to add, this is part of the efficiency 
of  this  system.  The  administrator  must  keep  in  mind  that  new  situations  will  be 
appearing in the future.

9.4. Maturity of your users
As we saw in the questionnaire that I made, there was enough people that was not sure 
or had a wrong idea on the risks that could be happen if they give access to people they 
do not know they have access. Not all your users should have any idea about computers 
at all but they are still using a system that require a bit of knowledge, you must ensure 
that they known enough about this concept, you may use a similar questionnaire or your 
own, or even just think that they do not have all the knowledge they should and think in 
a way to avoid this problem.

I  do  not  know what  is  the  correct  answer  for  this,  I  would assume it  would  be 
something similar to a seminary, you can not make hundreds or thousand of people to 
study but you must find a way to make sure that they are using the system correctly. Part 
of the work for the reader will be thinking about the best way to get to their users since  
every organization will have its own restrictions.

9.5. Final Words
This work took me a while and I hope that it is enough for the reader to make his own 
system, anyway, I will happy recommend him not to use this work alone, there is too 
much information about authentication that there are books [1][5] that are mostly based 
in this subject. He should have everything clear and try to expand all his knowledge 
before  building  the  system,  when the  user  knows all  the  basics  that  are  needed to 
understand the importance of a good authentication system and he has idea about the 
protocols that can be used, then he can use this work to make his system.

28



10. Future Work

There is a lot of work that can be done after this. It is possible to find more products in  
the market, for instance, we can find products available in the country (in this case, 
Sweden), or even perform a budget with different vendors prices.

Another  thing  that  can  be  done  is  an  implementation  to  the  system  inside  the 
organization, this could be a master thesis that it can have quite some work behind it. 
Also it can be moved to Kalmar at the same time, since part of the university is also 
there.

The Payment system can be also upgraded to with the legal restrictions that are in the 
country,  this could be done by contacting a lawyer that actually works with privacy 
issues.
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