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Abstract 
 
Information security is one of the most essential concerns in today’s 
organizations. IT departments in larger organizations are tasked to implement 
security, by both ensuring to have pertinent hardware and software, and 
likewise enlighten, teach and educate organization’s employees about 
security issues. The aim of this research is to focus on the human factor of the 
organization, which impacts the security of the information, since 
technological solutions of technical problems become incomprehensible 
without human recognition about security. If the security is not addressed in 
firms, this might lead to essential data of the organization to be compromised. 
This study explores ways to enhance information security and improve the 
human factor by integrating the crucial information security elements in 
organizations. Social constructivist worldview is adopted throughout the 
study, and an inductive based - qualitative approach, a single case study 
design and hermeneutical analysis for analyzing the observations and 
interviews are utilized. The research setting for this study is Växjö 
Municipality in Sweden. The empirical investigation suggests that human 
factor plays an essential role in maintaining information security, and 
organizations can improve employees’ role by keeping their security policies 
up to date and find the best ways to disseminate that information. As a result, 
this research comes up with “information security human management 
model” for organizations.  
 
Keywords: Information security, information security policy, human factor 
in organizations, employees’ role, information security human management 
model. 
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1. Introduction  
Today’s technology is growing and changing rapidly in our global society, 
therefore the need of securing the information has become an essential 
concern for organizations. Technology and humans are integrated and 
working at harmony in networked working environments in our world. 
Employees are accomplishing their daily tasks and assignments by interacting 
with information technology elements. Appropriate technological systems are 
being implemented based on the organization’s structure and future use. 
Technicians and engineers are discovering variety of coherent solutions for 
technical issues; however, they fail to ensure the validity of human factor.  
 
Schneier (1994) states “security is in our hands”, and adds, “if you think 
technology can solve your security problems, then you do not understand the 
problems and you do not understand the technology” (2000). 
PricewaterhouseCoopers’ information security survey in 2004 reports that 
“Human error rather than flawed technology is the root cause of most 
security breaches.” 
 
Kevin D. Mitnick, who was a former computer hacker and USA’s most 
wanted computer criminal, now works as computer security consultant, is 
justifying how simple it is to access personal information as follows with 
William L. Simon (2002): 
 
“Testifying before Congress not long ago, I explained that I could often get 
passwords and other pieces of sensitive information from companies by 
pretending to be someone else and just asking for it. Why? Because the 
human factor is truly security's weakest link.” 
 
Mitnick and Simon’s incisive sentences indicate how crucial it is to secure 
the information in any case and circumstance. Technology is not applicable 
without the conspicuous role of the human factor. As time goes on, 
employees who are working in IT departments in organizations commenced 
to discern that middle management and top management also has to deal with 
information security (Von Solms, 2000). Thus, employees considering all 
these elements led to organize organizational structures at the same time. As 
a result, information security systems and organizational structures began to 
work together in parallel. Furthermore, more and more people came to 
understand that the human role in information security was repudiated before. 
Now, they think that this issue should be understood as the “greatest 
information security threat” in any organization (da Veiga et al, 2007; da 
Veiga and Eloff, 2007; Von Solms, 1997, 2000). 
 



  
 

   
 

9 

If the information security is not addressed properly in organizations, it 
brings many “risks”, which is defined as “the possibility of an event 
occurring that will have an impact on the achievement of objectives. Risk has 
two components: the probability/likelihood of failing to achieve an outcome 
and the impact/ consequence of failing to achieve that outcome” (Defense 
Systems Management College, 2001). 

This research tries to find out how employees can integrate their knowledge 
into an information security concept in organizations as well as observing and 
understanding their behaviors in a work environment. Based on the results, 
the data is interpreted in terms of human behavior improvement towards 
information security systems and information security materials, channels 
and uses such as intranets, information security policies for specific 
departments and employees in an organization. It also aims to find out the 
real gaps that cause the problems between information security and 
employees, and search deeper in that manner. For this study, observations, 
interviews and knowledge gathering in Växjö Municipality have been made.  

1.1 Review of the literature and previous research 

Past studies are addressing the human factor’s importance and proving 
people’s technology-linked-behaviors’ criticalness in information security. 
For instance, Nikolakopoulos (2009) has a research related to vulnerabilities 
of human actions, and he examines his points by creating surveys, which 
addresses five different properties of end users, numerous types of attacks, 
and finding answers accordingly. Nohlberg (2008) investigates the social 
engineering aspect of information security based on human actions, discovers 
attacks and measurement techniques. Hagen (2009) conducts a study with 
The Norwegian National Security Authority (NSM) and trying to find out 
how employees internalize security policies and guidelines in organizations 
and the effect for their actions by making interviews in NSM - selected 
companies. They discover some “barriers” such as usability of the security-
incident-reporting-mechanism or lack of security knowledge. Albrechtsen’s 
research (2006) is focusing on the motivation of the users, confliction 
between functionality and information security and user awareness based on 
an IT-company and a bank. Goh (2003) has a focus on a discussion about 
business needs for security, human threats, consequences and 
recommendations. Kreicberga (2010) claims that an excellent 
countermeasure does not exist including critical human errors. Consequently, 
internal risks in companies increase dramatically, and his study addresses 
security countermeasures and the effects to the employees. Albrechtsen and 
Hovden (2009) conduct surveys and interviews about information security 
managers and users to understand the “digital divide” between them as well 
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as discussing information security practices and human point of view of 
technology. 

1.2 Statement of the research problem 

The literature suggests that most organizations rely on technological elements 
in information security area and give no importance to the human factor. This 
research studies the actions of employees when they face information 
security issues and explores ways they respond to them. It investigates 
different means used by organizations in order to improve the overall 
information systems security within the organization. Specifically, this 
research focuses on the human factor of the organization which impacts the 
security of the information, since technological solutions of technical 
problems become incomprehensible without human understanding of 
security.  

1.3 Aim, objective and research questions 

The aim of this study is to investigate the actions of the employees in 
organizations, and study their role in improving information security. This 
thesis also gives recommendations and suggestions on how in the best way to 
improve security of the information through employees. It aims to pinpoint 
on employees and observe their actions in their everyday working lives and 
being able to control their habits in an appropriate way to infuse the 
seriousness of this very matter. 
 
This research tries to answer the following questions: 
 

   What is employees’ role in improving information security? 
 How can organizations improve the role of the “human factor” by 

integrating employees with other information security elements? 

1.4 Delimitations / Limitations 

One limitation is generalizability; such as the research findings are limited 
because they are generated in a single case study in a governmental 
organization, meaning that it will be strenuous to generalize to organizations 
of different nature and type. Another limitation is the fact that it has been 
impractical to interview participants of every department and division of the 
municipality; therefore selective and representative number of employees 
was chosen. 
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1.5 Justification  

This study aims to fill the gaps that the previous studies did not cover or 
mention. It proposes a human security management model based on the 
research findings. Past literatures do not address the importance of effective 
security senior managers’ role defining and articulating employee issues 
without lack of commitment (Goh, 2003). The area of human factor is not 
fully investigated and few studies are fully focusing on this issue, so more 
explorations need to be made even though there are studies, starting from the 
point of information security risks. Nevertheless, the link between 
information security and human psychology is not explored (Kreicberga, 
2010). 

Moreover, IT personnel, managers, or those responsible for information 
security and how they take the decisions for implementing and maintaining 
information security countermeasure are not studied, nor real 
recommendations are given in this area (Kreicberga, 2010). There are some 
challenges such as middle leaders are closer to the employees than the IT 
department. Top managers sometimes are too far from the issues of 
employees. It is not preferable to inform the incidents to top managers or 
other high-level administration staff. Hence, these people should be taken 
into account; top managers, middle leaders and employees need to work in a 
harmony and get involved inside of the actual problems and needs. How the 
internal security culture can affect the overall security behavior should be 
examined. The impact of the human bias needs to be minimized (Kreicberga, 
2010). 

As a result, this research covers some of these insights of the subject that 
were not examined before with the sufficient amount of interviews, face-to-
face conversations and observations. 

1.6 Target audience 

This research is important and helpful for broad and different audiences. It 
can be helpful to middle and big organizations which are interested in 
improving information security through their employees. IT departments of 
these organizations can learn more about tools and ways they need to use to 
ensure information security. Managements of organizations can also learn 
about the role of employees in information security, and initiatives they need 
to take to implement it. Middle management can learn about ways to enhance 
communication with the upper management and their subordinates in order to 
improve information security. 
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1.7 Disposition  

 In chapter 2, Theoretical framework of the study is presented. Broad 
concepts like information security, and its frameworks are explored. The 
role of human factor within organizations is analyzed. It ends with a section 
on ways to educate employees within an organization. 

 In chapter 3, the Research method is explained. It starts with philosophical 
worldview, and explains in detail the research type, research site and 
participants in this research. Our role as researchers is outlined, which is 
followed with an explanation on empirical procedure and data analysis. 
Moreover, validity and reliability of the research are discussed, and some 
ethical considerations are underlined. 

 In chapter 4, Presentation of empirical data is presented together with 
organizations’ and interviewees’ profiles. First, there is an overview of the 
organization where this research has taken place. Second, interviewees’ 
profiles are presented. Our observation information is also included. 

 In chapter 5, there is Analysis of findings. Information security frameworks 
and education materials are explored. This chapter represents an in depth 
section of the findings which tries to map empirical data to research themes 
and presents some of the results of the research. Our proposed models and 
our findings recommendations are found in this chapter.  

 In chapter 6, Discussion on the research outcomes is represented with the 
relation of our proposed models. 

 Conclusion is the last chapter of this thesis. It concludes the research by 
trying to answer the questions of this research. It also comprises section on 
future work. 
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2. Theoretical Framework 
In this section are explained main theories that are relevant to this study. It 
starts with an overview of information security. Next, the human factor and 
its role in the organization are explored. That is followed by a section which 
deals with ways to reach out to employees. The last section serves as a 
summary of this chapter. 

2.1 Information security 

Most of the definitions of information security in literatures are linked to the 
three well-known constraints: Confidentiality, Integrity and Availability. 
These three elements are the initial considerations of information security and 
to run a business process towards information security and understand its 
meaning better, specific questions should be asked as follows (Kadam, 2007): 

 What is the crucial information for this process which is considered as 
confidential, accurate, reliable and available? 

 Why is this information should be considered as confidential, accurate, 
reliable and available? 

 Who is the person responsible for the confidentiality, integrity and the 
availability of this information? 

 Where is this information stored to guarantee its confidentiality, integrity 
and availability? 

 When does the confidentiality, integrity and availability of this information 
transform into critical information? 

However, these factors cannot be true in a canonical sense, owing to the fact 
that measurements of these concepts are elusive (Anderson, 2003). Often, we 
do not take incidents into consideration. Tom Peltier (2001) claims that, 
“Information security encompasses the use of physical and logical data 
access controls to ensure the proper use of data and to prohibit unauthorized 
or accidental modification, destruction, disclosure, loss or access to 
automated or manual records and files as well as loss, damage or misuse of 
information assets.” Nonetheless, this definition is also not sufficient to 
address what we have, and how to be secure. Information security definition 
should show us the important “aspects” and concept of “assurance”. So, it is 
possible to come up with one definition as Anderson is stating (2003): “A 
well-informed sense of assurance that information risks and controls are in 
balance.” Here are his definitions for each context: 

 Well informed: Information security should not be seen exclusively as a 
science but also a knowledge and expertise area, which involved within the 
organizations and business concepts. “Well-informed” should be shared 
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among the employees in order to lead understanding, responsibilities and 
obligations. 

   Sense of assurance: Assurance is an “implicit ingredient” for any kind of due 
care. When there is a necessity, CEO should increase assurance thanks to 
additional information or third parties. Anderson (2003) incorporates: 
“Assurance comes from the confidence that the sources of data about the 
status of information protection within the enterprise and the nature of 
information threats and vulnerabilities are reliable.” 

 Information risks: Risks and other related threats should be addressed and 
categorized for each organization. Every threat should be handled according 
to its specific situation and context, and supervised differently. 

 Information controls: Information should be protected and controlled as 
well as vulnerabilities should be decreased, risk analysis should be outlined. 

 Are in balance: This part is the most difficult to handle. Business needs and 
top management’s preference should be comprehended and known superbly 
to react to the risk analysis. Understanding, measuring and communicating 
are the key elements for this discussion. 

2.1.1 Information security and organizations 

It is feasible to categorize information security development since 1960 into 
three major groups, first wave which appeared in the 80s, the understanding 
of information security was all about technical approach. The second wave 
which was popular in the 90s, people started to perceive it as more of a 
management realization. By this realization, information security drew 
managers’ attention, and according to their lead, information security policies 
were improved and organization’s security progressed. And finally, in present 
time, the third wave of information security is seen as a mixture of best 
practices and codes applying to the information security management and 
integration with the organization’s dynamic and corporate culture and flow of 
information. At this point, it is utterly valuable to consider information 
security standardization, international information security certification, 
cultivating an information security culture and implementing a measurement 
system to continuously observe information security features all around the 
organizations (von Solms, 2000). 

According to Thomson and Solms (2005), information is a fundamental asset 
for all the organizations; therefore the need of protecting the information is 
inevitable through the information security. Information is crucial, 
conspicuous and lifeblood for companies, since all the daily actions of 
employees and employers are depending on “information”. Particularly, 
organizations are trying to protect their assets while keeping up and coping 
with the technological changing environments. Organizations should protect 
their assets using various types of information such as traditional documents, 
text messages, video, email, audio, RFID using different systems and 
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technologies like databases, documents, records, content management 
systems, social networking tools and mash-ups and these systems began to be 
hosted externally such as cloud computing (Hardy and Williams, 2010). 

Information security came into importance by the increased sophistication of 
threats and regulations (Rhee et al, 2009). The importance of the information 
in this sense is that it should be understood and kept secure and managed 
carefully.  

This research tries to explore the information security in depth and its related 
concepts to fully understand its needs so that we can answer the issues in a 
productive way. 

2.1.2 Implementation process of information security policy framework: 
Considerations 

Up to 90% of the firms are faced with at least one information security 
incident reported in any year (Siponen et al, 2007). To comprehend 
convoluted dynamic and obscure characteristics of organizational employees 
who operate both authorized and unauthorized information security actions 
are regarded as very notable and challenging responsibility (Alfawaz et al, 
2010). An information security policy framework is considered as 
organizations’ high-level and comprehensive strategy to frame the security 
key elements linked with business aims and objectives. Furthermore, it is a 
linkage to see and apprehend the value of information assets existing in the 
organizations with the perspective of business requirements and expectations 
that assist to work properly with security proceedings. It is possible to 
implement an information security policy framework with the organizations’ 
innovative developments through information security program. Key point 
here is to not only arranging regular reviews throughout the implementation 
to focus on the missing and ineffective parts, but also create a common 
understanding out of it between employees (Palmer et al, 2001).  

To be able to understand more about information security policy 
ineffectiveness in organizations, considering the following problematic areas 
will be vital (Palmer et al, 2001): 

 Completeness: Most of the existing security frameworks are not clearly 
established. The focus is mainly on the challenges of information security, 
so the developers disregard the main goal, which is the completion of the 
policy. The completeness of the policies are seen and tested as “If we will 
have any problems with that policy, we will see.” 

 Cross-threaded definitions: The pieces that are noteworthy to create security 
policy frameworks are not mostly bound with the essence of the model. 
Each piece is not well defined and integrated smoothly, so it brings 
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problems to understand the whole picture. Standards, procedures, policies, 
instructions are all interpreted differently which causes a very complex 
situation to deal with at the end. 

 Traceability: Organizations consider these frameworks depending on the 
business objectives, but it is rather difficult to supply a direct line of logic 
between top-level policy and the other frameworks. 

These elements should be considered in detail to implement an effective 
information security policy framework. According to Palmer et al (2001) in 
order to create information security policy framework, the objectives should 
be established, and literature review should be conducted as well as internal 
meetings and reviews. Short fails should be identified and addressed. 

2.2 The role of human factor 

Employees have an important role in the overall security of information 
within an organization. Without considering the human factor, even the state 
of the art technologies cannot guarantee security of the information.  

People are the weakest link in a firm. Organizations have been actively using 
security technologies, but security cannot be achieved through only 
technological tools alone (Herath and Rao, 2009). Effective information 
security in organizations depends on three components: people, processes and 
technology.  

This thesis tries to explore the drivers and barriers of organizational adoption 
of security practices. The user's beliefs, attitudes and perceptions regarding 
information security shape their security behavior, so the IT department 
should strive to change these beliefs and attitudes in order to affect 
employees' behavior.  

2.2.1 The factors that influence security behavior 

The internal security threat is defined as set of actions, event, situations, 
attacks and incidents inside of the organization not by the outsiders, but the 
authorized IT users. These kinds of behaviors of people can be categorized as 
follows (Dourish et al, 2004; Leach, 2003; Whitten and Tygar, 1999; Parkin 
et al, 2010): 

 Lack of information security sense: Clicking on an entrusted link on the 
Internet, or sharing passwords with friends, forgetting to apply security 
procedures, not being aware of the actual risks by making mistakes. 

 Ignorance: Simply ignoring to read and apply the security policies. 
 Attacks: Acting intentionally against the company’s good because of personal 

reasons. 
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 Frustration: Our ages have an effect on the behaviors of security; for instance, 
young people are more confident with computer systems. However, this 
sometimes leads too much confidence such as turning off firewall to 
download a file, or having a mobile phone always turned on without a 
password in order to not miss any calls or messages (Grinter and Eldridge, 
2003). People are also not tended to restart their computers to receive 
updates or they are just not aware of the consequences. 

 Pragmatism: Youth population is more pragmatic about security needs, they 
know the risks and they are ready to take it, if there is a good pay off. 

 Futility: Despite the people who are confident with technology, there is a 
futility in people’s mind. Intruders will always find ways to keep up with the 
technological improvements with their skills and will be always “one step 
ahead”, so it is appropriate to show employees that things are under control 
and the assets are secured. 

 Usability of security interfaces: Usability has a pivotal role for managing the 
security for employees, as some interfaces for security implementations are 
convoluted even for computer professionals, and usability of security 
mechanisms is being studied for a long time to be able to serve the 
consistent tools to explore options. For instance, users ignoring firewall 
prompts in different forms: uninstalling it, switching to another firewall, 
turning it off or getting habituated to prompts, unfortunately (Raja et al, 
2010).  

 
Another point of view is that individual’s perceptions towards information 
security concept. By obtaining the important points from the figure 1 below, 
human actions towards information security can be generated as follows 
(Leach, 2003):  
 

 What employees are told 
 What employees see being practiced by others around them 
 The user’s security common sense and decision-making skills 
 The user’s personal values and standards of conduct 
 The user’s sense of obligation 
 The difficulty in complying 

 
Figure 1 groups the factors that have an impact on people’s security behavior. 
The factors are classified and are shown on the left and this leads to user 
security behaviors and these actions result in internal security errors, 
carelessness and errors in organizations. 
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Figure 1: Factors that influence information security behavior (adapted from Leach, 

2003) 
 
To be able to deal with internal security threats in the organizations, it is 
significant to understand the company’s culture and practices that affect the 
employees’ actions (Leach, 2003). It is wise to think about the impact of the 
security mechanisms on each individual’s workforce and how employees will 
react upon them (Parkin et al, 2009). To be able to implement efficient 
security policies that will suit the employees’ own understandings, one 
should emphasize on these factors:  
 

 “Individual users have a choice on whether to comply with security policies. 
 This choice is influenced by the individual’s own goals, perceptions and 
attitudes, and norms which govern the individual’s behavior.” (Beautement et 
al, 2008; Adams and Sasse, 1999; Weirich and Sasse, 2001; Weirich and Sasse 
2001) 

 
These concerns bring us to another aspect, which is accidental and malicious 
insider threat. This threat can cause major harms to the organizations. 
Employees have an authorized access to the systems, facilities and 
information. Moreover, employees are informed about the location of the 
crucial and valuable assets. Some actions are required but most of the time, 
accidental and malicious insider threat is being skipped because organizations 
are not aware of these threats, they fear bad reputation and it is always easier 
to be in denial (Colwill, 2010). It is expected to be careful on these issues, 
since once they are compromised, it can result in a bad way both for the 
individuals and the companies, thus employees’ behaviors are quite notable 
in this respect.  
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However, expected behavior and real behavior differs in real life. For 
instance, employees are not accustomed to report security incidents in firms. 
Why? There are several barriers to consider for examining this issue. 
 
Firstly, the usability of the security incident reporting mechanism is not 
completely a barrier, lack of security knowledge is the key factor driven by 
the people. Security flaws and how to react and what to do should be 
identified which requires some background knowledge.  
 
Secondly, employee behaviors such as thinking that it is not fair to complain 
about a colleague just because he/she compromised a security breach without 
realizing or he/she was just hired. So, most of the time colleagues try to solve 
the problems with each other, giving them a second chance, however in these 
cases, information security manager is being prevented by the fact that there 
was an incident and if any precaution should be taken (extra trainings, 
education, update for security policies etc.)  
 
Thirdly, sometimes it is not enough to attend security seminars because 
employees prefer to learn from each other or from past accidents and this 
brings us to the another barrier: conflicting objectives. We are all living all 
stressed with our life, work, responsibilities and expectations and sometimes 
it is not easy for humans to put a focus on information security when they are 
in a situation of trying to complete a time driven project (Hagen, 2009). 
 
Figure 2 represents the three barriers that users come upon while learning 
about information security, which is considered as real behaviors of users. 
Expected behaviors can be achieved if these obstacles are taken into 
consideration to improve security behaviors of people. 
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Figure 2: Barriers of employees perceiving information security (adapted from Hagen, 

2009) 
 
For improving users’ behaviors several procedures can be followed (Leach, 
2003): 
 

 Behavior shown by senior management and colleagues 
 User’s own knowledge and security sense 
 The strength of the users’ bonds with the company psychologically 
 Company’s expectations on employees on their personal values and standards 
 Company’s actions by narrowing down the problematic and realistic 

information security issues 
 Obtaining the most leverage for the organization. 

 
One should also consider people’s overall actions concerning the information 
security in terms of their way of acting and following their realization of the 
subject. Thus, structures of responsibility is important to be able to manage 
information security behaviors, and people with high integrity in an 
organization will lead the other employees and ensure security actions. Trust 
relationships has an impact on these aspects as well. It is also critical to think 
about how many people behave according to the ethical norms and beliefs. 
(Dhillon et al, 2007). 
 
If information security elements can be bounded to the employees and create 
a powerful interaction, then employee behaviors will have a positive attitude 
towards the information security culture in organizations, and this can be 
achieved by three levels.  
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 First level, information security components are being integrated in the 
organization and it has an impact on people’s behaviors and it directly 
concerns the information security culture surrounding the firm.  

 Second level, information security components are grouped as individual, 
group or organizational tier of the information security behaviors. Individual 
tier helps people at work to analyze their behaviors and understand the 
impact on information security policies and the relationship between. Group 
tier helps individuals to work in groups and share understandings, practices 
and leads to the most efficient function – group thinking.  

 Final level, format approaches are implemented in organizational tier. Level 
three corresponds to the overall framework of the organization concerning 
information security, human behaviors and communication channels (da 
Veiga and Eloff, 2009).  

2.3 Ways to reach out to the user 

Organizations today know that information technology is essential not only 
for daily operations but also for gaining strategic advantage in the 
marketplace. Information technology is very important in today's 
organization, so one cannot imagine organizations functioning without them - 
in turn its security (information security of IT) has become a crucial concept. 
Breaches in information security can result in litigation, financial losses, 
damage to brands, loss of customer confidence, loss of business partner 
confidence, and can even cause the organization to go out of business (Rainer 
et al, 2007). 

In bigger organizations like the one which is a subject of this research, it is 
the IT Department which is tasked with implementing information security 
both in terms of providing the necessary hardware and software to support it, 
and also to reach out to the ordinary employees on best ways to make sure 
security of the information.  
 
Awareness and behavior among all kinds of users are important parts of the 
information security performance of an organization. Adequate information 
security training is thus required in order to create and improve user 
awareness and behavior (Albrechtsen and Hovden, 2009). As we 
acknowledge that there are different ways to reach out to these users, this 
thesis tries to find out which ways are more efficient, how users respond to 
each way of reaching out, what should be changed in these ways and how 
often should IT Department communicate to the users with the purpose of 
enhancing information security within the organization. 
 
The development of information security in organizations begins with 
implementing and introducing policies, standards, procedures, instructions 
and guidelines. However, this is not enough to make sure that information 
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security is smoothly working in organizations.  An effective information 
security program cannot be obtained without the idea of employee awareness 
and training programs and educations to find out policies, procedures and 
tools altogether. Strong security architecture is not sufficient without 
arranging proper education for computer users to remind them about their 
responsibilities, and their rights as well as thinking about the organization’s 
structure and assets. (Peltier, 2005) 
 
There must be an up-to-date and motivating learning process which will 
properly educate the users so they will be competent with technologies they 
use in daily basis. It should be kept in mind that these learning processes 
should not fail because of not making enough effort to introduce it to the 
employees, which can be referred as “selling the product”. Business 
objectives should be included in an intelligent way so that the risk analysis, 
policies, procedures, standards, vulnerability assessments, and business 
continuity planning are integrated well in the progress. This learning process 
consists of three elements (Peltier, 2005): 
 

 Awareness is used to stimulate, motivate and refresh the knowledge of the 
employees to ensure what they are required to perform in their daily routines 
of work. 

 Training is the process that teaches a specific skill to the employee and helps 
them to gain a common sense about information security elements and tools. 

 Education is a special form of schooling, which is taught to have career 
development for employees as well as gaining more improvement of tools 
that they learned in training. 

In this respect, another concern comes to one’s mind: “How much knowledge 
exists out there and how do I convey information to the largest percent - age 
of the audience at hand? (Desman, 2003)”. Unfortunately, there is no answer 
to this question. So, there is a work which needs to be done in this respect. 
Firstly, the audience should be examined and secondly, their level of 
sophistication should be discovered. After working on these elements, 
efficient methods should be used to reach out to the users and make and 
spread the message as easy to them as possible to ensure that the majority of 
the audience gets the message. 

2.3.1 Effective ways of communication 

Organizations use different ways to communicate with their employees. As 
they are becoming bigger, while still using traditional ways of 
communication such as group meetings and trainings, they also heavily use 
technology to get the message across. Nowadays, organizations have at their 
disposal a wide variety of communication technologies from which to 
choose. A number of recent studies have reviewed and extended theories of 
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how organizations can choose a medium for a specific situation. 
Nevertheless, current technology can also affect what we communicate, as 
well as how we communicate it (Te'eni, 2001). 

IT Departments tasked with ensuring information security awareness - use 
different ways to reach out and disseminate information to end-users. To 
name a few they use emails, intranet, security manuals disseminated in hard 
copy, training with the leads of other departments, special trainings with 
certain group of users, etc. An effective information security program will 
depend on how well the message is communicated to the audience.  
 
 
All too often, security professionals implement the “perfect” security 
program, and then are surprised that it fails because they forgot to sell their 
product to their constituents. To be successful, the information security 
professional must find a way to sell this product to the customers (Peltier, 
2005).  
 
Perhaps the most effective way to convey ones message is by having regular 
meetings on security where participants would be IT employees (senders of 
the message) and ordinary users (recipients of the message). While this might 
be feasible for small organizations where all employees can meet at once, this 
is not the case with organizations with thousands of employees. Therefore, 
the latter organizations use a combination of different ways of spreading their 
intended message.  
 
To choose the certain channel of communication they make judgment as to 
what priority has the issue. If the issue is of high priority, they make a 
meeting where some related employees participate in, in other cases they use 
the organizations intranet or email so all users can have access to. Intranet 
and email can reach the biggest number of the users, but there is a concern as 
how many users actually check that information, and how can the 
organization confirm that the message has been spread out. 

This research has been done while having in mind these issues and ways of 
communication, their advantages and disadvantages, and they have served us 
in creating the questions for the interviews with the participants. 

2.3.2 Frequency of contacting users for information security 

Two mistakes can be done in this regard, first one is not contacting users 
about information security by assuming that they are aware of it, and second 
one is by excessively contacting users about information security. None of 
them are shown to be effective (Peltier, 2005). 
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While most organizations that use technology are concerned with their 
employees awareness of information security, some of them are more active 
in ensuring it by making many training mandatory, while the others might be 
concerned not that much.  
 
Employees of other departments other than IT have other priorities in their 
agenda, so IT cannot impose “information security” issue to be at the top of 
their agenda. IT can however create an information security program which 
will not be hard to be implemented from their side, and also will be no 
burden to employees of other departments. Certainly, there is no magic 
formula which could teach all organizations as to how often they should 
contact end users in order to teach them about security. It also depends 
whether the technology in place is the same one for a long time, or whether it 
is a new technology in which case employees need more information how to 
use it and how to be careful with it. 
 
This thesis tries to get an answer from IT professionals as to how often they 
contact end users with the purpose of educating them on information security, 
and whether they should do this more or less often than they do.  

2.4 Theoretical framework and this research 

The theoretical framework presented above has served us as a consistent 
“fishing net” to guide us on how to conduct this research. Our initial model 
that we came up with is a triangle, shown in figure 3, which shows that the 
human factors should have the highest priority in information security 
management. It is a model which starts from the fundamentals of the 
information security concept. Then, security governance to measure attacks 
and vulnerabilities and the steps to be taken to manage the security incidents 
follow it. Risk management is the next concern since it is a system to control 
the security in organizations.  
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Figure 3: Prioritization of information security elements in organizations 

 
With figure 3, our initial plan for creating our models for this research is 
seen. This figure illustrates the general overview of information security 
understanding in organizations, must be read and understood from bottom to 
top. Hence, Prioritization of Information Security Elements in Organizations 
Model should be recognized as the very beginning of our research’s main 
elements. These titles are expanded, explained and connected with each other 
in detail in our models explanation. 
 
The theoretical framework also helped us to create interview questions which 
can be found in Appendix A. It was created before starting with the actual 
empirical phase of data gathering, thus shaped the road of this research and 
aided us in compiling the methodology of the study, which is explained in the 
next chapter. 
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3.  Method 

3.1 Philosophical worldview 

This research work adopts a social constructivist worldview, because we 
believe that objects are human-made entities that cannot be separated from its 
social context and human influences. In the given case we explore how social 
phenomena or objects of consciousness develop in social contexts. Within 
this view, the social construction is the practice that is constructed by 
employees of the organization, namely the Växjö Municipality employees. 
The reality is socially constructed, so we focus on its dependence on factors 
of the social selves rather than any inherent quality that it possesses in itself. 
In order to understand and explore these objects, they are studied in their 
real-life contexts where they exist (Lee, 2004).  

This research tries to explore and understand employees’ role in information 
systems security in the organization, and the focus is on the human factor 
which contributes in the security of the organization. The purpose is to 
achieve a richer understanding of how important is the human factor to 
ensure and improve the security of its information.  

3.2 Research type 

This research employs a case study research type which helps us to 
investigate and study the human factor in the context of improving security of 
information systems (Yin, 2003). Since this research is conducted in one 
institution - which is Växjö Municipality, case study conducted by making 
observations and interviews with employees is the best way to find 
qualitative results and come up with findings.  

As for empirical phase, first data collection and data analyses has been 
completed, and then we have tried to obtain a better picture of what is the 
importance of the employees’ role in improving information systems security 
in an organization. According to Cresswell (2009) a case study would help us 
to in-depth explore a program, activity or process, in our case of information 
security and the human factor in relation to improving it. In respect to the 
research purpose, this research is to investigate best ways to improve and 
enhance the security of the information by educating, training and reaching 
out to employees of the organization, and we will have done it by studying 
the phenomenon and human dynamics within their real-life settings 
(Eisenhardt, 1989). 
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3.3 Research site 

The research setting for this research is the Växjö Municipality, namely its 
Information Technology department and other departments. IT department is 
tasked in making sure information systems security both from the technical 
side, and also by reaching out and educating employees to be aware of steps 
they can undertake to have a more secure information security environment. 
IT department uses different channels of communication to disseminate 
information to employees. Our aim has been to investigate which ways are 
more efficient and how to make sure that employees understand the message 
they receive. 

3.4 Participants 

Participants in the interviews belong to two groups of employees of Växjö 
Municipality. First group are employees of IT department, which in itself has 
three sections. Interviews have been conducted with IT Management, leads of 
all three main sections, additionally at least one employee from each section. 
A second group of participants are employees in other divisions of the 
municipality who are ordinary users. These users are with different job 
positions and different backgrounds, from those who heavily use computer 
and IT in their work, to those who do not use computer more than ten 
minutes per day. The aim has been to get different views and perspectives 
from different users. 

This choice of participants is the suitable one, because it enables us to get 
different views about information security both from those who are tasked to 
ensure it, and those who receive the message, i.e. ordinary users. 

3.5 Researchers’ role 

This research has been conducted by the authors of this thesis, both of them 
being students and not employees of the setting where this research was 
performed. This is beneficial in order to create an unbiased and impartial 
descriptive report and enable researchers to play the neutral role during the 
data collection, analysis and coming up with findings. We have ensured that 
all participants have the right to voluntarily participate in interviews and 
observations, and at the beginning of each interview they have explained 
them that they have the right to leave the interview or skip any question 
posed to them. Several strategies to validate the findings have been used, 
with the final purpose of creating reader confidence in the accuracy of the 
research findings (Creswell, 2009). Furthermore, being two researchers adds 
to the value because we could advice each other during the research. 
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3.6 Empirical procedure 

A total of 22 semi-structured interviews have been conducted for this 
research. Follow-up interviews and communication with some participants 
have been done with the purpose of verifying the preliminary findings after 
transcribing the data. Most of interviews have lasted 30 - 45 minutes and 
have been conducted face-to-face, only one interview was done over the 
phone.  

Almost half of interviewees were from IT department including but not 
limited to: IT Manager, IT Security Manager, three interviews with the IT 
leads of three sections of the IT department, and interviews with IT 
coordinators of all three IT sections. The rest of interviews have been held 
with municipality employees who are considered as ordinary users of the 
system. By interviewing employees from different levels and distinct 
departments this research has aimed at getting a clear picture of the subject 
and come up with findings as to what are the best channels to reach out to 
employees and make them more knowledgeable as far as security is 
concerned. All interviews have been tape-recorded in order to have a proof of 
evidence for the data. Questions have ranged from general ones related to 
information security, to more specific question related to the responsibilities 
of the interviewee. All questions can be found in Appendix A of this thesis. 

Additionally, we have conducted observations in the municipality, and study 
how employees use IT equipments, how IT department communicates with 
employees about security issues, and explores different channels of 
communication they use. We have observed two training session and one IT- 
help desk session and done similar observations which help us to gain a 
detailed insight about the information security in the municipality in 
particular, and in organizations in general. During meetings, observations and 
interviews we have constantly taken notes and screenshots of the channels of 
communication they use (like intranet, security instruction manual, etc). 

3.7 Data analysis 

This study is descriptive and hermeneutical method has been used throughout 
the whole study, and more specifically for analysis of the gathered data. The 
idea is to present a clear picture of how IT department strives to educate 
ordinary employees about information security and how these employees 
receive the message, as a result we have tried to find out how can security be 
improved through the human factor. We have looked for the meaning of text 
collected from interviews and observations for people in specific situation, 
tell their story, not the researcher, use their words in findings of the report. 
All the collected data has been read through, and then categorized in different 
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categories to find distinct patterns. In this way, we have created different 
themes and subthemes from the data, and then we interpreted the meanings of 
these themes and categories (Creswell, 2009).  

3.8 Validity and reliability 

This study has employed multiple strategies of validity (Creswell, 2009) to 
ensure the validity of the data and findings and also ensure overall report 
reliability. This will also help us to convince readers of accuracy of the 
findings. 

 Multiple data sources have been used to collect and verify data, ranging 
from interviews, observations, meetings, official documents and emails. We 
have done a cross examination of our findings by first gathering data from 
multiple sources. Different sources converge to similar findings, so this adds 
to the validity of the research.  

 Follow-up interviews, meetings and communication have been conducted 
with some participants after transcribing the data, and we have got their 
comments about the preliminary findings. 

 Researchers play neutral role, as they are not employees of the municipality. 
 The supervisor/tutor has served as an external auditor to review our study 

and has been consulted at all times. 
 We present the contradictory information if any, that runs counter to our 

themes so the readers will have clear picture of all the information gathered. 

3.9 Ethical considerations 

This research has considered all the following components in order to make it 
ethically valid (Callahan and Hobbs, 1998). 

 Disclosure: All participants have been informed as fully as possible of the 
nature and purpose of the research, the procedures that have been used. We 
have had a statement that describes procedures in place to ensure the 
confidentiality and anonymity of the participants. The document makes it 
clear whom to contact with questions about the research study and research 
participants rights. 

 Understanding: We have made sure that participants understand what has 
been explained and must be given the opportunity to ask questions and have 
them answered by one of the researchers. 

 Voluntariness: The participant's consent to participate in the research has 
been voluntary, free of any coercion or promises of benefits to result from 
participation. 

 Competence: We have made sure that participants are competent to give 
consent. 

 Consent: All participants have given their consent prior to their participation 
in interviews and observations. 
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4. Presentation  
In this chapter, an overview of the Växjö Municipality organization is given. 
In the second section, the profiles of interviewees are presented. Our 
observation information is also included. 

4.1 Växjö Municipality 

Sweden has 290 municipalities and Växjö Municipality (Växjö kommun) is a 
municipality in county of Kronoberg and the province of Småland located in 
southern Sweden (Kommundirekt, 2011). Växjö Municipality was 
established in 1971 combined with other municipalities nearby, and its 
population today is 82,180 according to the last statistics conducted on june 
30, 2010 (Statistics Sweden, 2010). In Kronoberg, there are 8 municipalities 
and Växjö is the biggest. 

“City of Växjö has got two international awards in 2007 and international 
media says Växjö is the Greenest City in Europe.” (Växjö Kommun, 2011) 
 
 

 
 

                                           Figure 4: Växjö Municipality’s logo 
  

“Växjö kommun, Europas grönaste stad” (The greenest city in Europe) 

Municipalities are responsible organizations that are responsible of most of 
the utilities where the citizens live. Municipality not only gives rights for 
building permits, licenses, construction on streets and traffic but also work 
with tourism, culture and entrepreneurship. Växjö Municipality has 7000 
employees. 

4.1.1 Växjö Municipality divisions 

Växjö Municipality owns several divisions to govern their actions. Each of 
them is responsible for specific controls of the whole town. The divisions are 
explained as follow.  
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 City council: It is considered as the highest governing system of the municipality. 
Politicians are elected for the city council every four years. The overall aim and 
objective of the city council is to make decisions, provide guidelines for activities, 
budget and tax rates. Citizens’ perspectives are also valuable for the city council. 

 Municipal: The city is responsible for coordination of the activities of the 
municipality as well as the development and economic conditions. 

 Boards: The city council is the deciding organ for creating committees and selecting 
the responsible people to work in boards. Boards are responsible for daily functions 
inside of the municipality and it is required to create cases to be given for the city 
council for decision.  

 The administrations: Administrators are tasked to give planning permission, 
granting financial support and organizing care. 

 Governing documents: Municipalities are under special laws within social services 
act, education act and the planning and building act. 

 Elections to municipal councils: Citizens select politicians who are will be working 
in City council every four years (Växjö Kommun, 2010).  

 
We chose to work with IT branch of Växjö Municipality which consists of 43 
people with one IT manager, three groups of service desk, system and 
development, each having one group leader. IT departments have meetings 
with the other seven municipalities in Kronoberg county, however the topics 
do not include information security most of the time. On the other hand, IT 
department has a deeper cooperation with couple of municipalities around 
Sweden depending on the various areas of IT. 

4.2 Interviewees and observations 

Interviewees are all employees of Växjö Municipality, with one exception - 
an IT employee of another municipality was interviewed in order to compare 
different practices of different municipalities. Roughly half of interviewees 
belong to IT Department, and the other half belong to users group. Interviews 
have been performed with IT Manager, IT Security Project Lead, leads of all 
three main sections, additionally at least one employee from each section. A 
second group of participants are employees in other departments of the 
municipality who in this research are known as ordinary users. These users 
are with different job positions and different backgrounds, ranging from those 
who heavily use computer and IT in their work, to those who do not use 
computer more than ten minutes per day. The profiles of interviewees are 
explained according to this procedure. As some of them have common and 
similar responsibilities, they are grouped in respective groups. Observations 
have been conducted in Växjö Municipality and in two divisions of Växjö 
Municipality. 
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4.2.1 Interviewees and observations information 

In this section, we will explain and group our interviewees’ qualifications, 
responsibilities and describe the observations. 

IT Manager / Information Security Manager / Information Security 
Project Leader: These IT employees lead the work of IT by creating and 
shaping the strategy of the work of IT, by delegating the work to the leads of 
the three IT sections. According to them, they have more time to think 
strategically, they make plans for the future, create and enforce IT policies by 
which are bound all employees. They make decisions about what platforms 
will be used, what procedures are in place and how new projects should be 
implemented. Their responsibilities also include: 
 

 Managing the overall work of IT. 
 Creating information security policies. 
 Decide how information security education should be performed. 
 Resource allocation and budget estimation. 
 Creating and enforcing policies 
 Approval of new software and hardware. 
 Guiding their subordinates. 
 Work performance reviews. 
 Communication with Municipalities higher management. 

 
IT Supervisors / IT Section Leads: These employees are the link between 
IT Management and IT Coordinators who work with users. They manage the 
work of IT Coordinators and IT Technicians. They lead their employees by 
giving them guidance as to how maintain servers, computers, network, phone 
lines, etc. Their responsibilities also include: 
 

 Managing the overall work of their respective section. 
 Delegating the work to IT Coordinators. 
 Give guidance to their employees on how the work should be performed. 
 Report to IT Management. 
 Enforcing policies in their section. 
 Work performance reviews. 

 
IT Coordinators / System Engineers / IT Technicians: They are the ones 
who do the actual work and help users in everyday work by supporting them 
with hardware and software issues. While their responsibilities are defined, 
most of the time they consult with their supervisors as to what they should 
do. Their responsibilities include: 
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 Creating “problem tickets”. 
 Working on problem tickets by assisting the users. 
 Holding education trainings with users. 
 Maintaining servers, network, phones, computers and infrastructure. 
 Teach users how they should use technology and software. 
 Respond to users questions and give them clarifications. 

 
Users – Heads of Divisions: Heads of divisions and other departments are 
the ones who are responsible for their and the performance of their 
employees. They regularly hold meetings with their employees on matters 
that concern their department, and many times initiate talks on information 
security. They themselves heavily use computers and technology too. Their 
responsibilities also include:  
 

 Managing the overall work of their division. 
 Enforcing and supervising information security policies implementation. 
 Coordinate with IT on how information security education should be 

performed. 
 Resource allocation and budget estimation. 
 Guiding their subordinates on new information security policies. 
 Communication with other Municipalities and higher management. 

 
Users who heavily use computers and technology to perform their work: 
Most of municipality’s employees fall in this category. They use technology 
during most of their day at work, and are concerned with the security of the 
information. They are bound by IT security policies and need to adhere to the 
rules. They contact IT Service Desk with questions and requests and get 
guidance from them. As far as information security is concerned their 
responsibilities include: 
 

 Adhere to IT security policies. 
 Use only their account to log in to computers. 
 Report viruses and other suspicious activity to their superiors and IT. 
 Create a “trouble ticket” with IT service desk when help from IT is needed. 
 Attend educational trainings held by IT. 

 
Users who rarely use computers and technology to perform their work: 
The number of users who do not use computers very much to do their work is 
small but significant. Obviously these users are less familiar with technology, 
but are surprisingly aware of the importance of information security and they 
do call IT helpdesk when in need. Since they use computers less, they have 
less security incidents. In this respect, their responsibilities include: 
 

 Adhere to IT security policies. 
 Report viruses and other suspicious activity to their superiors and IT. 
 Create a “trouble ticket” with IT service desk when help from IT is needed. 
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 Attend educational trainings held by IT when told to do so. 
 
Observations: Observations have been conducted in order to see how 
organizational duties are being performed and how guidelines are obeyed. 
Observations helped this research to examine how organizational procedures 
are being accomplished. 
  
First observation took place in IT department in Växjö Municipality. Work 
environment and real time relationship with the employees were observed. 
Problems, solutions, understandings and concerns regarding information 
security were studied during the first observation.  
 
Other two observations were conducted in two different divisions of Växjö 
Municipality and performed during a training session. Employees’ and 
instructors’ behaviors, perceptions, communication strategies and the content 
of the training were noted. It is a great advantage to observe those training 
sessions since numerous groups of employees attend and discuss the session 
and provide a good picture of their harmony regarding employee awareness 
of information security.  
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5.  Analysis  
After transcribing all the interviews, we have analyzed all the pool of data by 
checking for similar ideas and patterns. From that process we have created 
themes and subthemes. In this section, most important research themes and 
subthemes are investigated. The headings are created according to the 
important keywords obtained from our interviewees. Findings are explained. 

5.1 Tools and ways to reach out to employees – communication 
channels 

This research and analysis of the answers from the interviews tell the 
researcher that the organization uses several tools to educate, disseminate 
information and reach out to users. The lesson learned is that organizations 
must use in the best way a combination of tools and use specific channels of 
communication depending on the priority of the issue. The research confirms 
that the best way to educate users is group meetings where they attend and 
are given a presentation by an IT professional. In this case, users can directly 
receive the message and have the opportunity to pose questions and get an 
answer. However, in big organizations like Växjö Municipality, the IT 
department does not have the manpower to hold regular meetings with all the 
employees. They usually organize meetings with the heads of divisions, who 
than in turn will hold meetings with their employees and convey the IT’s 
message to them. 

This study has found out that the IT department of Växjö Municipality uses 
intranet and email to regularly "feed" the users with up to date information 
security issues. In this way, almost all employees have access to that 
information. The drawback of this tool is that, IT cannot confirm if the 
majority of the users read intranet or their emails. Some users admit that they 
do not read emails which are “sent to everyone”, and those who read them, if 
they do not understand something - they hesitate to immediately call IT about 
the issue.  

According to the data obtained from the interviewees, communication 
channels to reach out the employees should be improved and diverse. More 
solutions should be obtained from IT-help desk and IT coordinators can be 
partner with them to discuss about information security.  

Most of the interviewees agree on having regular meetings with employees 
will refresh the knowledge of the people and be more efficient on their work. 
Key point here is to reach out all levels of employees and regular training 
about people’s understandings and meetings are needed. Guidelines, 
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communications, policy documents should be better and discussion should be 
held after the security education to adopt solutions to the target group. 
Different meetings with different departments should be sorted as scheme. 
 
Some interviewees claim that managers should be aware of the importance of 
the information security so that the common security knowledge can be 
spread around the organization. 
 

“I think there are a lot of ways and take together. First way is to make the 
bosses aware, and they can do the priority of the subject. If the bosses are 
aware, then it’s a good way to make the meeting. And then it could be web, 
mail or paper. I could meet the people but the difficulty to make them go 
further and to make it important for that.” (IT professional) 

 
Our interviewees think that it is more efficient to combine several 
communication channels to reach out to the employees. 
 

“The best combination would be to find some materials which makes it both 
fun and inspiring in some ways but still gives lots of information. We have 
lots of info here, but if we just tell the people to go and read it they may do it 
or not. Best is to combine competition/game/fun.” (IT professional) 

 
Here are two posters created by us that can be seen as examples for reaching 
out to employees. Most of the employees would like to see “easy to 
remember” and “fun to read” materials. 
 

                   
 

Figure 5: Smart phones security threats 
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Figure 6: Password management 

 
When we asked our interviewees which channel they prefer for learning 
information security, we obtained several different answers. 

 
“I would say meetings, face to face and I think it’s easier for people to 
remember. For example I had meetings and then people remember me, so 
when they have a question they come to me and ask.” (IT professional) 
 

Some interviewees were thinking that dividing the group of employees for 
learning could be a good idea to teach information security. 
 

“In general, physical meeting we have now is the best way to inform and 
discuss and agreeing upon something that we need to do. That is impossible 
in large cooperation. I think we have 6000-7000 employees, so we need to 
have more channels and channel we try to use is the intranet, of course we 
have the e-mail, intranet and we have papers, and we can try to select the 
right channel to communicate with the right target group. If you want to 
reach out everyone, and it is currently e-mail. If it is an information not very 
important, we often use the intranet and sometimes we use a combination 
but we also have the employees in each department that is responsible for IT 
questions, so we have a close cooperation with them, even if we e-mail the 
users, we always inform these IT employees first or as early as possible. 
This is an area of we can have a huge improvement, especially deciding on 
target groups, and knowing when and why we should talk to each target 
group and how we do it what is the right channel for them.” (IT 
professional) 
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It is also efficient to teach employees about information security informally 
during a coffee break or while chatting. People receive the way of feeling and 
understanding things easily when there are no formal actions required.  
 

“That’s a better way to talk about with examples, and discuss in a way that 
they care inside their heart and understand how it feels. Some people can 
relate with the subject (with their lives.) They talk others about it, and in 
that way they think about information security that way. I often talk in a 
coffee room in an informal way. When I talk about real things, they care 
about. We do not do it formal way, and they don’t have time.” (IT 
management professional) 

 
One IT coordinator emphasized on embedding information security 
components to people as “Meeting with people and talk about it in a way that they 
understand”. Besides, an IT management professional claimed information 
security communication should be based on individuals’ “Reality thinking”. 
 
Other communications rather than meetings are also good ideas. For 
example, intranet is efficient but it is somewhat old. For education visualizing 
is important to remember, because watching movies is easier to understand it 
is a fun way to learn rather than reading long documents with many technical 
terms. In Växjö Municipality, we can see the examples of this kind of 
visualization such as mouse pads, security tips on login screens and movies. 
Sharing real life experiences teach people how to react, but explanations for 
the security lacking behaviors seem to be the best way. Communication also 
should not be only one-way otherwise people stop looking.  

5.2 Importance of information security and topics  

The municipality gives great deal of importance to security, starting from IT 
Department to the end users. Every new hire, in his/her first day at work – 
gets to meet an IT representative who briefs the employee on main 
information security issues, and the employee signs a document confirming 
that he/she has read and understood the context of document. IT also 
organizes educational classes twice a year for new hires, where new hires go 
and listen to a presentation about information security and ways to protect 
themselves. Different topics are discussed in these classes, and they range 
from how to use Internet, to social networks, how to handle password, 
computer and laptop, etc. Hence, our interviewees are well aware of the 
importance of the information security both for their works and at home. 
They describe it crucial and very significant. 
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IT has recently started to organize educational meetings for all employees, 
but it is evident that these meetings do not cover all the employees. Where 
possible, a meeting is scheduled with certain department, an IT coordinator is 
sent there and gives a presentation with up to date information on security. If 
the department/division is too big with the number of employees, then IT 
calls a meeting with the heads/leads of the sections who attend the education, 
and then they are obliged to do the same education with their subordinates. 

One IT management professional claims that: 

“It’s extremely important. We always have confidential information. We 
have mouth to mouth information, I get confidential information from my 
chief, it’s not the system only, who you talk on the phone, who send the 
information to, on the buss, if I talk with a colleague what I talk etc.” 

As overall idea about what an information security is clear among the 
employees, we wanted to move on to the suggestions that our interviewees 
have for the information security topics that can be useful to cover in 
education. However, we could not obtain clear answers about the 
recommendations of topics.  
 

“Technical solutions that you should close some way, that just couple of 
administration should go to that program and instructions and then you do 
not do the wrong thing. They are doing system patches and updates.” (IT 
professional) 

 
Some interviewees were pointing out the problems of the perception of 
awareness and security rules by the employees. 
 

“We have had an still have a problem of having a right level of awareness 
and knowledge and following the rules, because it’s important work and if 
we do that right and have it in a our everyday thinking, it should be natural, 
it shouldn’t be burden, but it is. We are not so good at that yet.” (IT 
professional) 

5.3 Best ways to maintain and explain security  

Some IT coordinators recommend that there should be more frequently short 
lectures for all IT personnel, good documentation how to do certain things 
and similar guides. Often, there should be education (trainings), use modern 
approaches like multimedia, intranet and other channels of communication to 
reach out to the users. There are some optional open lectures held by IT 
department, and they announce this in their intranet. 
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Many times say some IT coordinators, they use informal communication to 
convey their message to users or teach them some tips. “Personal contact with 
users is the best way to teach them certain things”, says one IT Coordinator, 
because according to, him – “users usually do not read security related emails, so 
they prefer if you could teach them things while drinking a coffee”. Other IT 
coordinators who work on the IT Helpdesk section claimed that when they 
have a ticket from certain employee and when they assist them, they use such 
opportunities to also give them some tips such as logging off from the PC 
when they are out of office and ways to be protected, reinforcing the idea that 
informal communication is productive. 
 
In educations, they present some instruction films which are in intranet and 
play them to headmasters. Then, headmasters do the same with teachers. 
They take around 30 minutes. Usually there is no much talk after these films 
because of lack of time, claims one IT coordinator.  
 
An IT representative had to say the following about education and different 
tools to be used with different employees:  
 

“It depends from departments, like the one which works with elderly people, 
they do not use computers much. I believe you should use different kind of 
tools for different kinds of employees. For those that work with confidential 
information – group meetings would be preferable, because they could pose 
their questions to an IT representative. Use of intranet also, and put 
educational material in there.” 

5.4 Improving security and security awareness 

Most IT employees think that “education” of users is a key to improving 
security in the organization. There is an opinion among some IT coordinators 
that you can never have 100 % security, but you can always do better. This 
research has found that when IT department engages more in communication 
with users and makes them more aware about information security, there are 
positive results indeed. In the past in municipality, the only information 
security tool has been to shortly brief new hires in their first day at work. 
Afterwards, they started to email security instructions and post more tips on 
the municipalities’ intranet accessible to most employees. 

Recently, there are initiatives by the IT Project Leader to hold trainings at 
least once a year with all employees. So far, not all employees have attended 
these kinds of educations, but a considerable number have done so. 
According to IT Project Leader, these educations have already given positive 
results because employees get to learn about new security threats and ways to 
be protected. They also have the possibility to ask IT representatives in 
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person, and their questions are addressed. In this way, they think that in the 
future the information security can be improved. Most recently while doing 
this research, we have been notified that the IT Security Project Leader 
emails a newsletter to all employees, where they get most recent news about 
information security in the municipality and information of who should be 
contacted if incidents occur. 

According to the perceptions of our interviewees, we noticed that something 
should happen to gather security awareness and make it available to integrate 
it as a common sense in employee’s everyday life settings. It is notable to 
reach all the employee levels while performing this challenging task while 
making sure to measure employees’ understandings in some way. Currently, 
there are no measurements, feedback mechanisms or tests to understand 
employees’ performances and understandings towards information security. 
Giving message to the right class of people is another key point to take into 
consideration and motivations could be improved to gather more security 
awareness along with technical solutions that may also be obtained from 
educations. However, it is never enough to educate all the users for 5 days 
training while ensuring the reach all of them. More meetings are highly 
needed and end-users that we interviewed had motivations to attend security 
and learn more about it. To find the most efficient way of learning will be the 
driving factor to increase security awareness. Knowing that more awareness 
should be gathered, attendance of the employees for learning security is very 
challenging. Municipality mentality is to “learn from mistakes”, and it is 
difficult to see and predict the risks in advance. IT professional is speaking as 
follows: 

“Mostly security questions are driven are something happened: if you get a 
loss of information, get an attach etc. And you are going to ask me why have 
not we done anything? It is difficult to get it before to educate and the see 
the risks in advance. But it’s getting better all the time.” 

 
Another concern that we obtained from our interviews is that trying to work 
together with IT department and they should talk differently to improve 
security effectiveness and to be able to understand how we identify security 
awareness, we should ask ourselves “how we think about information 
security”, we as humans still preferring the other ways instead of the right 
way. Technical solutions could be implemented and we should try to narrow 
the possibilities of doing wrong for example people know about safety but 
they do not know about how to use smart phones, computers and digital 
media to suit this definition and integrate it within. New way of thinking is 
needed having security in agenda.  Speaking and reaching the chief staff and 
spreading the knowledge to the next level are recommended. 
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5.5 IT policies, information security framework and security 
instructions 

There are users who say that not all of their colleagues understand IT 
policies, and that there should be more explanations by IT. Most users 
interviewed say that they generally understand security policies, but there are 
some of them who say that older employees have harder time to understand 
these instructions because they find too technical terms. According to them, 
IT should try to make these documents with simpler words, or give additional 
explanation to these users. 

Quote from IT coordinator: “There is a short 2 pages version of guidelines, 
which has the basic stuff, which can be easily remembered. Group meetings 
would be good in each department so they can refresh information security 
knowledge.” 

At the same time, we have realized that the information security framework 
that Växjö Municipality right now has some deficiencies. Despite of some of 
our interviewees who are satisfied, mostly, the language is not 
understandable for everyone, so it is directly creating the problem of “not 
reaching out everyone in the organization and creates lack of understanding 
about information security and awareness”.  

“Not many users would understand the framework on their own, I often 
have to explain what they mean in different part of it. I do not think it has a 
good educational language.” (IT professional) 
 

Frameworks that are being used currently consist of technical information, 
but the employees should be taken into consideration too. 
 

“I think the framework currently used is very much about the systems and 
technical information. It is not very much about the organization, so it is just 
technical. I think it is wanted to make a framework which is including 
people, but it is not easy to follow for a municipality.” (IT professional) 

 
There are some inefficient examples and some concepts are unclear. There is 
a need for some sort of information process map. It is a good start to acquire 
meaning of information security but it is a guideline, it has communication 
issues with various departments. Therefore, more structure and more detailed 
instructions are needed, it is not up-to-date and there are still old documents 
in use at the same time. The point is to reach each target group and satisfy its 
needs in order to systemize it. 
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“I don’t think the framework is communicated down every each person in 
the department. I think it’s a good start; different departments might need 
more structure, more tighter framework, and more detailed instructions on 
how to use different things. I think everybody knows about the laws and 
safety, but how to use computers, smart phones is not. I do not think the 
knowledge is that good. I think it’s quite common that people keep their 
passwords on sticky notes, in drawer or under the keyboard.” (IT 
professional) 

 
Besides communicating to all the employees, updating the information that is 
transferred is also important. 
 

Quote from a user: “I would like them to be up-to-date, because the ones we 
had in the past were not updated, they had advices like not send pictures, 
but today we do the work like that. Also they should be easy to read, and 
also they should be adapted to the work you do, they should have some 
context to the work you do.”  

 
Security manuals in Växjö Municipality are same for all users and 
employees, no matter their department. However, it was found out in this 
research that different divisions use different software and therefore are 
bound by different challenges. Some users recommend that IT’s security 
instructions be customized to their division. This might perhaps be done if IT 
works closely with heads of the departments, in that way identifying 
challenges and concerns that that particular department has, and trying to 
address them in the security instructions. As they are, security instructions are 
to general to grasp the different contexts and differences that do exist in 
different divisions. 

5.6 Human factor  

When we asked our interviewees about the importance of the human factor 
and comparisons with the technological improvements, most of them replied 
human factor is dependent on technology elements. An IT professional is 
emphasizing these concepts: 

“It is so easy to let’s say for hardware and software to decide about things, 
but it is still people who make the mistakes, or people can do changes for 
the things. So I think actually I mean it is people who could make difference 
of creating things but it is also people can destroy things, or may do things 
not working anymore. And that’s why we have to have some of sort process 
and working routines to follow.” 

 
Speaking about the human behaviors, our interviewees know their 
responsibilities, and what they are required to do in office environment, but 
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there are challenging issues on human behaviors as one of the IT professional 
points out:  
 

“ One thing with the information security is, you have to know that it takes 
time, you cannot send one e-mail, you have to e-mail 5 maybe 10 times, so 
you have to be patient. It is important to find so many channels, so here e-
mail, I have group meetings with different projects, I talk when we have a 
meeting for the whole IT departments, so I can talk about information 
security jobs. But, it is difficult, because some people will never work with 
security. Even if I talk with them, they work later and they forget it. I think it 
is both knowledge they do not have an understanding why it is important, 
but also time, because many installation is going very fast, we want a new 
system to be a project, so we can do some structure, also create system 
documentation and also education on the system.” 

 
One of the IT management professionals working in IT also stated that it is 
critical to know how to manage employee behaviors: 
 

“For me as a leader it is important to bring the question up, discuss it, have 
it on agenda and also bring example of when we have solved things, what 
accidents we have prevented and stuff like that. What should be 
discouraged: if someone says I did not do it because he did no do it. It is 
wrong because we work as a team and it will fail.” 

 
We were curious about the behaviors that turned to a habit for people, and we 
adapted our question to the information security concept, asking how to 
manage people who are doing mistakes such as putting the password on a 
sticky note.  
 

“I think you can tell that person, but what is important is that the person 
understands why you want him/her to do another thing. Explaining the 
reason is more powerful.” (IT management professional) 

 
It is possible to learn from mistakes by not releasing the name of the person 
who had the incident. 
 

Quote from an IT Technician: “Sometimes we spread the news of some 
incident that happened, we do not mention the person who did the incident, 
but we want to tell for this incident to as many people as possible, so other 
people can learn from it. People can see themselves in these situations, so 
they will be more efficient.  

 
Some IT Coordinators including me talk to employees/users for these 
situations so we “wake them up”. 
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According to IT coordinators, this is one of the most effective ways to get the 
attention of the employee. They say, that if you advice users without 
mentioning that this has occurred to some employee – they might not get it 
seriously. However, when employees are told that certain incident has 
occurred to some employees, they then identify themselves with that 
employee, and are more willing to get that advice so it does not happen to 
them. This they say – is especially effective in schools, where when IT tells 
these kind of occurrences to pupils, they are more attentive to it. 
 

“I think, you need the behavior and also the technical possibilities, 
framework and narrowing it down. Always using usb sticks, never shutting 
down the computer, using post-it notes to write down the passwords, that is 
the kind of behavior must be dealt with. It is hard to change the person’s 
habit. That’s why I come back into technical solutions. You can attend a 
class before buying a smart phone. That’s one way to do it. Frequently 
talking about is, pointing out that habit is a good thing, but I do think to 
come up with technical solutions, guidelines. I think it is the quickest 
way.”(IT professional) 

5.7 What would you change?  

In this section, we would like to present the innovative ideas that we 
perceived from our interviewees. They are asked what can be done to 
improve security effectiveness and other information security elements. 

Some professionals think that narrowing down the possibilities of doing 
wrong is the key point for reducing the information security incidents. 

“I think my work around should be like this, you have a card that takes you 
through doors, tags when we want to secure printout from the big printers. 
That’s the way to go. To start my computer: I am marked with my tag, swap 
my card or fingerprint and to shut down the computer. That’s probably the 
easiest way to make it as secure as possible. Technical solutions, trying to 
narrow the possibilities of doing wrong...”(IT professional) 

On the other hand, IT department may choose different ways to reach out to 
users. 

“I think IT department can do more about to talk about in other ways, 
because they solve problems with technical stuff, but they don’t ask 
questions like how do you use printers, do you know how to stop printing. 
Teaching people how to do it is technical solutions.”(IT coordinator) 

“Thinking in terms of security” is very significant, if one would like to 
improve the organization’s security system.  
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“I think one person is very very important if the employees will work with 
security, and think security. If you have a boss who is not interested in 
security, it will be the same with the employees.” (IT professional) 

Involving people is the key point to ensure the information security in an 
organization.  

“I think the best way to improve it is to involve people because it is 
spreading the message and if you can involve people and make them 
understand why, it is important. And make it easier to work with. Update it 
little by little, not a big batch. The system is very important because you do 
not want to write the same thing there and there.”(IT management 
professional) 

 
Education always opens ways to broaden people’s mind, so that should never 
be disregarded. 

 
“I do not think we need more computers, maybe some more education. I am 
open for proposals. More about security. They can create more materials 
for us to use.” (User) 

 
As a result, we obtained very interesting answers from our interviewees. 
Their ideas helped us to create our proposed model for information security 
management. Key points such as communication channels, human behaviors, 
IT policies and frameworks that we gathered during the interviews are very 
important for constructing our model implementation. 

5.8 Our models: Employees information security management and 
processing of information security components models 

5.8.1 Our model background 

Organizations are spending time and money for ensuring their information 
security system is reliable, up-to-date and useful. They have to be warned in 
every hacker attack and computer viruses, worms and trojans. The effect on 
the company can be notable ranging from productivity loss to reputation 
(Nyanchama, 2005). One weakness of security policy implementation is non-
cohesive relation with unique goals of policies and security policies are 
identified as “technical policies – security models”, unfortunately non-
technical policies are implemented (Siponen, 1999). Such guidelines or 
integrated “efficient” guidelines seem to be a good idea, but they are not 
modeled and emphasized thoroughly, conflicts and inconsistencies within the 
guidelines should be taken care of (Siponen, 1999; Abrams and Moffett, 
1995). Overall security of the enterprise should not emphasize only attacks 
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but reduce the risks and vulnerable impacts. Risks concerning information 
security includes following: 

 Continuity risk: Risks related to the availability of the information, its 
backup and recovery 

 Compliance risk: Risks of not being able to address and bring forth of 
information that are needed for laws and regulations such as privacy and 
data protection.  

 Auditability risk: Risks containing of not being able to substantiate and 
acquire the assurance of the integrity of the information (e.g. unfinished 
documentation) 

 Reputational risk: Risks that are part of the accidental or intentional 
destruction of documents or compromising the confidentiality of the data or 
personal information. 

 Intellectual Property risk: Risks concerning the loss of rights. 
 Content risk: Risks of the loss of control on information assets because of 

their re-usage, re-purposed and re-combined (Hardy and Williams, 2010). 
 
Being part of the information security management means to combine 
vulnerability and risk management and integrate into the organization’s 
model considering the key factors of effective processes containing 
information security policies, accountabilities, communication and 
continuous improvement. ISO27001 defines information security 
management as “that part of the overall management system, based on a 
business risk approach, to establish, implement, operate, monitor, review, 
maintain and improve Information Security” and it includes ‘organizational 
structure, policies, planning activities, responsibilities, practices, procedures, 
processes and resources’ (Ashenden, 2008).  
 
Information security management model should put a focus on people, 
processes, technologies, technological advancements, security risks along 
with the strategies, policies, tactics and operations of a security management 
program starting from planning, doing, checking and acting (Nyanchama, 
2005). Plan-Do-Check-Act (PDCA) model (also referred as Deming Wheel) 
shows the system management life cycle model. 
 
However, few of the standards are addressing information security principles 
contained in policies such as some subjects, which should be included by the 
document. It is somehow reasonable thinking that new concepts, threats and 
technologies are appearing every other day, so it is challenging to have an 
information security policy to have a longer-term lifespan (Höne and Eloff, 
2002).  
 
Various researchers proposed information security management model 
putting a focus on codes of practices. In other words, it is a guideline for 



  
 

   
 

48 

employees’ everyday tasks concerning information security and aiming to 
protect the assets. However, the problem lies within the organizations which 
find difficult to manage such a huge multidisciplinary concept at once (Eloff 
and Eloff, 2005). 
 
Our motivational model is ISLC (Information Security Life Cycle), and we 
aim to obtain some results from the comparison of the international standards 
and integrate employees’ role and human behaviors into it. We would like to 
follow formulation, implementation and adoption model for adapting our 
information security policy part into our part (Karyda et al, 2004). 
 
In our model for our research, we would like to centralize human factors and 
relate them to the information security components cycle. For instance, it is 
possible to input information security policy or security incident planning and 
throughout the cycle, we recommend to interact with human factors since we 
see it the most critical and the weakest link in organizations. We would like 
to combine several models to obtain our insight. Our first motivational model 
is ISLC from Nyanchama (2005), second motivational model is from 
Kraemer and Carayon (2006) and our third motivational model is from Trček 
(2003). 

5.8.2 Explanations for our models 

For our main model named as employees information security management 
model, we constructed the process of information security implementation in 
an organization along with its key elements assigned for each group. As an 
input, strategic decisions are the start point, and then it is followed by the 
tactical decisions where the process of information security policy is being 
implemented. Finally, as an output, operative decisions are obtained. To see 
how the information security components are being implemented, we created 
our second model. Our second model named as processing of information 
security components model, shows the sequence of steps to be taken in order 
to create information security frameworks.  

The explanation of our first model containing three main titles “Strategic 
Decisions”, “Tactical Decisions” and “Operative Decisions” is as follows:  

Strategic decisions: Firstly, the process starts with the strategic decisions 
taken by the organization and treated as an input for the information security. 
Strategic decisions rely on organizational and technological elements. It is the 
first step to draw the business strategies and ideas about information security 
planning for every firm. Resource allocation, budget, communications and 
policies should be chosen and must be thought deeply. The elements of 
creating an information security culture in an organization should be 
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examined, discussed and emphasized thoroughly. For technology side, 
technical planning comes into performance. The technical needs for the 
implementation should be arranged and mapped according to the system of 
the organization.  After both of these elements’ requirements are satisfied, the 
process of moving to the next stage starts. 

Tactical decisions: Tactical decisions are perceived as the process part. 
Integration plays an important connection role here since both organizational 
and technological elements should match with the tactical decisions and 
should not create deficiencies. Reaching out to the employees is the major 
component beginning of this stage, and these crucial decisions towards 
covering all levels of employees shape the overall model and provide a 
bridge between two different stages. In this stage, “how is it possible to reach 
out to the employees by using the combination of communication channels 
and the mixture of tools, topics, techniques and strategies” should be asked, 
and the answers should be looked for. The decisions that are made here is 
important for creating an organizational security culture. Along with the 
departmental responsibilities, structures and workloads, we are able to move 
and embed the materials obtained from tactical decisions into the information 
security human management which functions the overall security strategy.  

Operative decisions: After tactical decisions are made, encouragement is 
needed to be able to transform it into operative decisions because that is 
where the individuals take place. To be able to integrate the knowledge into 
each employee in an organization, goals aligning information security should 
be chosen wisely both sides of the bridge, and then we will be able to gather 
our output.  

Our second model called as “Processing of Information Security 
Components” is the continuation and the explanation of the information 
security human management framework. Our first model indicates the 
decisions and key points for implementing information security human 
management framework and, our second model gives further instructions for 
this prepared framework and provides a guideline. In other words, first the 
decisions are taken and second the decisions are put into the framework. This 
guideline ensures that the business objectives are being watched step by step 
so that in case of problems, there is a possibility to go back and check the 
necessities again. It also puts importance in security culture for organizations 
while implementing information security components. Information security 
components are put into here, and the implementation life cycle starts. The 
explanation of our second model is as follows:  

Information security components: In here firstly, we define our goals and 
objectives, what we would like to obtain, and then the preparation starts. 
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Preparation works well with the other employees within the organization to 
create a good coordination and it will create an efficient discussion for 
framing and categorizing the component we would like to come up with. 
After this initial stage finishes, we can actually move on to the introduction 
of the information security component planning. Let us say that as an 
information security component, we would like to create an information 
security policy. We plan what we would like to achieve, and what should be 
done towards this aim, and the selection of methods and techniques are 
chosen accordingly. After it is believed that the initial components to create 
the policy is ready, it is possible to pre- implement the component and move 
on to its design features. After it is designed, it should be checked properly, 
as it should be error free and understandable and if it fits the organization’s 
business objectives, then documentation starts. Documentation stage helps 
individuals to see the big picture, what people have in their minds and it helps 
to see the strengths and weaknesses. It is an important stage since it is one 
step before the actual implementation. Thus, documenting the overall 
strategies plays a critical role. After this stage is completed, implementation 
process starts. Once the implementation is accomplished, the results are 
evaluated, controlled, and operation of the component begins. After the 
operation, authorization of the component is decided and the target group 
monitors, maintains and reviews the policy regularly and creates updates 
when it is needed. Every information security component brings a milestone 
of the organization’s security culture and allows knowledge distribution. 
Security culture is being expanded and improved by education and 
conceptualization of themes and concepts, tools, methods and techniques 
helps to share the knowledge and communication channels also spread the 
knowledge around the organization. In our opinion, for every information 
security component, overall security culture of an organization should be 
included and planning and operating stages since they should be included in 
the plan of the information security components and operations should be 
directed towards them. 
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Figure 7: Employees information security management model 
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Figure 8: Processing of information security components 

We have created our own model according to our findings both from past 
researches and our case study. Växjö Municipality employees present unique 
ideas to inspire us to create such a model for organizations. Instead of having 
one motivational model, we combined several useful methods that fit to our 
research. After obtaining some points from our motivational models, we 
created our base and strengthen it with our interviewees’ perceptions. We 
thought if we can provide a series of stages for information security 
framework, then we can possibly create an information security human 
management model and our second model provides us to have the flexibility 
of input. If we compare our model with the existing models from previous 
researches, we can clearly state that it is comprehensive and touches several 
critical points that need to be taken care of properly by organizations.  

5.9 Findings recommendations  

To summarize this chapter, here we presented the profile of the setting where 
this research has taken place, by explaining its structure and different 
divisions. Based on those data, the reader should get an idea of what nature 
the organization has, and can easily compare it to other similar or different 
organizations. 
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Further the profile of interviewees was explained. Since there were a total of 
22 interviewees, they were grouped in different categories in which they 
belong. 
 
In this chapter, the reader could see some of the findings elaborated and 
analyzed from the perspective of the interviewees’ answers.  
 
This thesis continues with a discussion on key concepts of information 
security and some deliberations as they relate to our findings. That section is 
followed by a conclusion of this thesis, which has a subsection on future 
work. 

5.9.1 Findings recommendations for “Tools and ways to reach out to 
employees – communication channels” 

Here are our reflections for “Tools and ways to reach out to employees – 
communication channels”. 
 

 Identified problems in this research: Lack of realization of problems and 
security thinking, lack of meetings and educations, attendance problems, 
lack of up-to-date information in education, trainings, and non-specialized 
education format for all the employees, covering not all the significant 
problems, the municipality uses different tools such as email, intranet, 
training and meetings, however – with the latter are not employees covered. 

 Steps taken to address the problems: Having more visualized material which 
explains the problems in a more efficient way by both making the meetings 
interesting and not boring but aimed to have the most critical and many 
concepts at once as possible, deciding how often the message should be sent 
without disregarding the people’s motivations, attention and understandings. 
Informal communication - IT Coordinators claim that when they get in 
touch with employees, they give them some security tips, like logging off 
from PC, and this seems to be effective ways to reaching them. In Växjö 
Municipality, IT department has recently taken an initiative to hold 
educational classes with all employees in all divisions, as this has been 
proved to be the best way to reach out to them. 

 Our recommendations: Some IT coordinators recommend that there should 
be more frequently short lectures, good documentation how to do certain 
things. Often there should be education (trainings), use modern approaches 
like multimedia, intranet and other channels of communication to reach out 
to users. A combination of communication channels (email, intranet 
website, training) should be used in bigger organizations like Växjö 
Municipality, because not all employees can be reached in person. 
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5.9.2 Findings recommendations for “Importance of information security 
and topics” 

Here are our reflections for “Importance of information security and topics”. 
 

 Identified problems in this research: Confidentiality of the information, 
awareness of the practices, lack of information security understandings, 
focusing on the importance both inside and outside of the office 
environment, municipality users highly value information security, however 
– some users point out that they need more education on topics such as 
social networks, how to handle password, etc. 

 Steps taken to address the problems: Encouraging to know, learn and how to 
apply information security practices both at home and at work, more focus 
on the importance and crucial details, to abate the problem, the IT Security 
Project leader has recently started sending out a regular newsletter to all 
users where such topics are elaborated. Besides, most employees say 
information security is very important to their work. 

 Our recommendations: There are cases when in the regular meetings of 
divisions there is a small talk about security, but these meetings are used to 
discuss for a lot of other areas, and there is just a small portion for security. 
Heads of divisions other than IT claim that information security is on their 
agenda, but it is not the main task. It is the IT department which if necessary 
should prioritize information security. 

5.9.3 Findings recommendations for “Best ways to maintain and explain 
security”  

Here are our reflections for “Best ways to maintain and explain security”. 
 

 Identified problems in this research: They use pictures and films in 
educations, but security instructions are mainly in pure text. 

 Steps taken to address the problems: When the user gets hired, the first 
person they meet is the IT person who briefs them on security issues. IT 
Department has created some information security films to be shown in 
educations. The latest threats in information security can be embedded into 
the films, discussion groups can be created for each concept and motivation 
of the discussion can be also explained. Most IT employees think that 
“education” of users is a key to improving security in the organization. 
Messages in a screen saver, poster or mouse pad – which are actual advices 
to users (such as “Please log off when you are done”) – are very effective in 
catching user’s attention. 

 Our recommendations: Movies and pictures are good to explain security 
according to users. But movies and presentations should have more specific 
information and context to the division it is presented. Users think they need 
more education on these topics: How to use Internet, social networks, how 
to handle password, computer and laptop. Most users prefer group meetings 
as the best way to learn about security. 
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5.9.4 Findings recommendations for “Improving security and security 
awareness” 

Here are our reflections for “Improving security and security awareness”. 
 

 Identified problems in this research: Not reaching out everyone with 
information security documents, different needs and expectations from 
different departments, non – specialized information security policies, lack 
of obtaining a comprehensive picture of the whole organization, “learning 
from mistakes” approach, traditional understandings for information 
security despite the motivation of the employees, while there are different 
initiatives and works in information security, still there is no well defined 
security program. 

 Steps taken to address the problems: Measurements and feedback 
mechanisms, giving the message to the right people by categorizing and 
finding out the target groups, discovering specific needs for different 
departments, performance tests, surveys, optimizing IT department’s 
working routines, creating an environment to reduce the possibilities of 
having information security incidents, having information security in 
agenda, integration of the knowledge, IT security is trying to make a 
program to hold educational trainings on information security at least once a 
year with all the employees. 

 Our recommendations: Departments which work with classified information 
should try to minimize using the Internet to send documents and reports 
from each other. Organizations should look for best practices in other 
partner organizations; like one municipality consult with the other how they 
solve issues. Servers are better to be situated in one central facility, and only 
few IT personnel should have access to it. IT should more frequently spread 
news of incidents that have already happened without mentioning the name 
of the person who did it. People can see themselves in these situations, so 
they will be more efficient. Some IT coordinators use informal ways to 
communicate security to users like during coffee break or while walking in a 
hall with them. IT should organize meetings with all employees at least once 
a year, these meetings should serve as refreshment to their knowledge about 
information security and ways to be protected. 

5.9.5 Findings recommendations for “IT policies, information security 
framework and security instructions” 

Here are our reflections for “IT policies, information security framework and 
security instructions”. 
 

 Identified problems in this research: Deficiencies of information security 
policies, the problem of making sure that every employee being aware of the 
information security importance and its possible consequences of not 
obeying the principles, unstructured and outdated information, slow 
processing, communication issues, inefficient examples and instructions, 
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Municipality has satisfactory security instructions; users say they understand 
them, with minor number of users complaining that it is not up to date, 
Some users complain that existing security instructions do not cover all the 
threats and issues faced in their division, as they use a software not used in 
other divisions, therefore they need additional information on how to use 
such software. 

 Steps taken to address the problems: Implementing a policy which suits 
different departments’ needs and expectations, making the information 
security concept as an organization-wide, adopting a comprehensive 
approach which covers the crucial aspects of information security, IT 
Department says they constantly check their security instructions and update 
them as new technologies are introduced, No initiative on this direction 
could be registered during this research. 

 Our recommendations: Personal contact with users is the best way to teach 
them certain things, because there is an opinion among some IT technicians 
that users usually do not read security related emails. Security instructions 
should be up to date as the technology advances and new threats are faced. 
They should also be easy to read, and also they should be adapted to the 
work employees of certain division do, they should have some context to the 
work they do. 

5.9.6 Findings recommendations for “Human factor”  

Here are our reflections for “human factor”. 
 

 Identified problems in this research: Confidentiality of the information, 
awareness of the practices, lack of information security understandings, 
focusing on the importance both inside and outside of the office 
environment, IT coordinators say that at times the users do not get their 
advices seriously, by thinking that IT “is naturally panicking”. 

 Steps taken to address the problems: Technical solutions, embedding the 
information security common sense in employees, discussions, finding ways 
to improve people’s behaviors and habits, appropriate decisions and a good 
planning, IT Security Leader posts incidents that have already occurred in 
some municipality in Sweden in their intranet and monthly newsletter so 
employees can see that those things actually happen. 

 Our recommendations: Security culture can be created in order to have flow 
of information, experience and knowledge among employees and in the 
organization. Once the best communication channels are found for each 
department, awareness of employees will be increased. Behaviors and habits 
can be discussed and explanations like “how” and “why” for particular tasks 
will help the person to capture the information security concept relevant to 
the situation. 
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6.  Discussion 

6.1 Employees’ role in enhancing information security 

We have found out that employees’ role in improving organization’s overall 
information security system is vital and inevitable if organizations aim to do 
so. Organizations can be successful if employees’ efforts are combined with 
technology. Employees’ role is to learn, having a close relationship with IT 
department in order to discuss when there is a security incident, discuss with 
colleagues, attend information security seminars, use a variety of 
communication channels to keep themselves up to date about technology and 
controlling their behaviors and wrong habits concerning security. In this 
respect, our first model provides the stages of decisions. Each phases include 
its respective concept, allowing us emphasize the criteria that are notable for 
information security management model. The linkages between the stages 
provide to assign goals concerning information security and how to process 
considering the departmental responsibilities & structures and workloads. 
Our second model provides to see the whole practical process of information 
security component mechanism.  

6.1.1 Knowledge 

Knowledge is required to understand the information security concept, and 
this knowledge can be obtained from security seminars, posters, books, 
intranet, security tips and other similar communication techniques. In Växjö 
Municipality, knowledge is gained through security seminars, security tips, 
information security policies and with security tips provided by the IT 
professionals. Knowledge is also gathered from personal experiences and 
learning from mistakes. With the right amount of knowledge, it is possible to 
perceive the concepts in a way that is applicable to everyday life in office. It 
is seen that knowledge is needed for implementing Employees Information 
Security Management Model to sketch the ideas to be able to reach the 
assigned goals. Besides, Knowledge distribution is centered in Processing of 
Information Security Components Model, as it is necessary to hand out the 
knowledge among employees since it increases the security awareness. 

6.1.2 Knowledge sharing 

Once an individual obtains the knowledge by using numerous methods that 
are discussed below, knowledge sharing and group discussions shape the 
knowledge. During the seminars, employees can discuss what they 
understand, what they learn and how they create their own strategies to keep 
up with the technology and its elements. The benefits of discussions are that 
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it leads to the knowledge sharing among individuals, and coming up with 
new ideas and perspectives of the concepts that other people miss. 
Discussions bring new questions and different topics into the conversation so 
that the concepts are effectively understood in detail. Problematic parts of the 
concepts can be solved by group of people by allowing them to brainstorm on 
their perceptions. Sharing the knowledge, the practices and the new concepts 
are essential points for Employees Information Security Management Model, 
to be able to integrate and circulate the knowledge within organizations. 
Processing of Information Security Components Model ensures that the 
centered knowledge distribution is possible by creating a security culture 
which comes from knowledge sharing. 

6.1.2 Personalization strategy 

We have discovered that Växjö Municipality employees are using 
personalization strategy already, because some IT professionals use informal 
ways to spread the information security knowledge to their employees. They 
believe that the information is easily remembered because the concepts are 
being explored in a relaxed environment such as during a lunch or a coffee 
break. In this way, people are learning things more in a fun way, without 
entering formal positions.  

6.2 The way organizations can improve the role of the “human 
factor” by integrating employees with other information security 
elements 

Organizations can improve the role of the human factor if they introduce 
security elements to the employees in a right way so that they are integrated 
in the information security and technology environment.  

6.2.1 Knowledge tools 

Organizations should choose the right materials and right frameworks to 
ensure that the concept of information security is transferred to the people in 
a suitable way. Organizations can use a comprehensive planning to ensure 
that the scope of the departments and employees is big enough to embrace the 
security culture. We have realized the importance of security policies, 
frameworks and other security related documents by how it affects the overall 
performance of individuals’ perception of information security elements.  

For the education materials, it is always wise to combine several methods and 
to give as much information as possible without putting it in an educational 
context, so that the audience will have a chance to interpret the education and 
discuss with each other. For instance, if there are three films about 
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information security, there can be two films containing more concepts but 
somehow hidden inside of the film, so that it will not be boring or time 
consuming for the audience and cover some interesting aspects. We also 
recommend the inclusion of the latest threats into these movies. It is not 
useful to include something that most of the people are being aware of. 
Subjects should be linked to each other and explained well in an easy and 
obvious way. It can show an ordinary day of an employee making several 
mistakes concerning information security, orally and technologically and 
creating a linkage of those behaviors. Reasons and consequences should be 
shown pinpointed. Employees should also be aware of using smart phones 
and apply all the security measures that they do for their personal computers, 
and education must include these kinds of topics as well, as the usage of 
smart phones are increasing rapidly. 

6.2.2 Information distribution  

It is crucial to distribute information security education to all the employees 
of every branch, and specialized for the special needs and requirements of 
that department that will also motivate the employees for their work 
environment. To be able to reach out to the employees, professionals should 
make sure that the information is given to all of them. It is challenging to 
make everyone aware of the information security. We have noticed that some 
of the departments do not benefit from information security materials, hence 
their specific needs cannot be answered. Once the information is well spread 
around the organization, there will be less incidents and problems.  

6.2.3 Contributions to the academia 

Our model aims to provide the key ideas that are useful to manage 
information security frameworks in organizations. As we gathered much 
information regarding this concept, we highlighted the most important points 
that the employees emphasized by exploring the security culture and deeper 
understanding of human behavior by analyzing the outcomes and the effects 
of the information security. We have analyzed the problems and listened to 
the suggestions that could be advantageous to consider in order to minimize 
security incidents. Therefore, this thesis brings some new insights of 
information security in organizations to both academia and the setting it was 
conducted. It can be helpful to similar institutions in Sweden too. 
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7. Conclusion 
This research has dealt with employees' role in improving information 
security in organizations. It was carried out as a case study in one of the 
biggest organizations in Sweden, which is Växjö Municipality. In this chapter 
we answer the research questions and have compiled a section on future 
research. These two questions are answered in conclusion: 
 

 What is employees’ role in improving information security? 
 

 How can organizations improve the role of the “human factor” by 
integrating employees with other information security elements? 

 
The central lesson found in literature and learned in this research is that 
information security is paramount to organizations, and that human factor 
plays an essential role in maintaining it. Employees can enhance information 
security within the organization by being continually informed and taught 
with relevant topics. Organizations should strive to keep their security 
policies up to date and find the best ways to disseminate that information. 
They should also create a program which will clearly define when regular 
meetings with the employees will be held with the purpose of teaching them 
about information security.  
 
Organizations can improve the role of the human factor by holding regular 
meetings on information security and being consistent in delivering important 
information to employees. As different divisions in the organization face 
different challenges, IT should try to give the proper context to the 
educational material when they try to reach out and educate employees of 
certain department, e.g. the social welfare department is more bound to 
confidentiality than environmental division of the municipality, and therefore 
the education to that department should reflect that difference. 

7.1 Future research 

In this research, new findings and recommendations are identified in order to 
improve information security in organizations. Future researchers interested 
in this area may want to do the following: 

 Conduct a quantitative study in similar institution to evaluate the 
effectiveness of the recommendations of this research and its model. 

 Conduct a qualitative research in similar institution but for a longer period 
of time by being embedded with the employees of the organization so the 
researcher can more in depth observe human practices in relation to 
information security. 
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 Perform a mixed research study by conducting both interviews with certain 
employees, and by also using questionnaire which will be answered by 
randomly selected employees of the organization. If results from both 
qualitative and quantitative research converge - that would add more validity 
to the findings. 
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Appendix A – Questions of the Interviews 

Questions for IT Coordinators 

(1) How important is information security in your work? 

(2) When are the cases that you communicate with users about 
information security? How you do it? 

(3) Do you think something should be changed in the way you do the 
work so users can learn more from IT Department? 

(4) How do you as an IT coordinator make sure that you follow all 
security guidelines? Do you think it is hard to remember all 
guidelines? 

(5) Which you think are best ways to communicate the information 
security guidelines to the user (email, intranet website, training)? 
Why? 

(6) How often in your opinion should IT contact end-users with the 
purpose of educating them and making them aware of security of 
information and ways to be protected? 

(7) When you learn for a security incident, how do you report it? When 
you report it how long does it take to resolve it? 

 Questions for Users 

(1) What does information security mean to you? 
(2) Do you think information security is important? Why? 

(3) How would you like to see security policy documents? Less writings, 
more pictures or more explanations with fewer definitions? Is it 
understandable language for you? 

(4) When you have a security issue, how do you solve it? Do you call IT-
help desk? If not, why? 

(5) What is the most effective way of learning security? Movies, written 
reports, security tips around, e-mail? What kind of security 
instructions you would like to see in education? 

(6) Did you have a security incident both at home and work? If yes, what 
was it? Virus, stolen password, victim of online fraud etc. 

(7) If you had a security incident and you reported it to IT, was it taken 
care of from them? 
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(8) Do you lock your computer when you go out? 

(9) Could you criticize yourself about certain action that you have done? 
What kind of things you do and you don’t want to do it, or you know 
that it is not good but you do it anyway? 

(10) What in your opinion are the consequences of not securing the 
information both at work and at home? 

Questions for IT Security Manager 

(1) What importance does the upper management of Växjö Municipality 
put to the information security? 

(2) Do you use any "information security management model" in your 
organization? Please specify. 

(3) As an IT Security Manager, do you think human factor is more 
important than software and hardware for security? Why you think 
so? 

(4) How you ensure that municipality employees follow instructions that 
you disseminate to them? What procedures you use to ensure this? 

(5) Does your organization cooperate with other municipalities or 
companies on finding best security solutions in the aspect of reaching 
out to employees? Please explain these corporations. 

(6) Which in your opinion are best ways to reach out to the user and 
why? 

(7) How often should IT contact end-users with the purpose of educating 
them and making them aware of security of information and ways to 
be protected? 

(8) What procedures you use to manage security incidents? 

Questions for IT Project Leaders and IT Section Manager 

(1) Do you have specific projects about information security? What are 
the criteria about creating an information security project? Do you 
involve users? 

(2) Do you use any "information security management model" in your 
organization? Please specify. 

(3) How can organizations improve their security effectiveness? 
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(4) According to you, how do you affect the behaviors of employees to 
ensure information security? Which behaviors should be improved 
and which ones should be discouraged? 

(5) How do you manage to change people’s habits? Do you have 
solutions? 

(6) Did you have a security incident both at home and work? If yes, what 
was it? Please elaborate. 

(7) How you deal with security incidents? How you make sure that 
similar incidents do not reoccur?  

(8) How do you manage your organization’s research and development 
works for IT security department? Are you using the support from this 
working environment? How do you ensure security in this sense? 
(Outsourcing) 

(9) Do you have one core place to ensure the IT security? How do you 
secure IT security? Doors? How do you secure data center? Are you 
using some technologies to enter? Who is controlling those systems? 

(10) Do you create kind of tests/surveys regularly to check user’s 
performance? 

(11) How do you deliver the information? How do you monitor users? 
Feedback? 

(12) Which is the best way to reach out the users? How would you 
improve that communication channels to improve effectiveness? 

(13) How can you provide security of your outsourcing projects? 

Questions for School Directors 

(1) What does information security mean to you? 

(2) Do you think information security is important in schools for the 
work of teachers and pupils? Please explain. 

(3) What do you think about the current security policies you have at 
school? What are the cons and pros? Do you think additional 
policies are needed? 

(4) Do you think that security instructions disseminated to school 
employees are appropriate? Would you change something in them 
to make them more understandable?  

(5) When you have regular meetings with teachers – does it happen 
that you talk with them about information security? Please explain 
how you do it. 
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(6) When in the school there are security issues (viruses on 
computers, stolen password) what procedure is in place to solve 
it? Do the teachers report it to you or they immediately call IT?  

(7) If you had a security incident and you reported it to IT, was it 
taken care of from them? 

(8) What is the most effective way of learning security for teachers in 
your opinion? Movies, written reports, security tips around, e-
mail?  

(9) Do you lock your computer when you go out? 

(10) Could you criticize yourself about certain action that you have 
done? What kind of things you do and you don’t want to do it, or 
you know that it is not good but you do it anyway? 

(11) What in your opinion are the consequences of not securing the 
information in the schools? 
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