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Abstract
During the past few years the use of mobile devices became extremely
popular not only for personal use but also for working. When personal
mobile devices are used as working assets the enterprises should search for
some suitable ways to protect their data and network from the unmanaged
mobile devices. On the other hand, it is widely believed that employees are
more productive when they work from their own devices. This arise three
questions: what risks these devices are bringing to the organizations, how to
protect the company data and network while allowing the employees to
work from their devices, and how adapted the real world is to the Bring
Your Own Device trend. To answer these questions and the sub-questions
deriving from them, an extensive literature study and a survey approach are
used. The results from the study show that even though there are many risks
for the companies, brought by the use of personal mobile devices, there
exist adequate solutions to mitigate these risks. However, the results from
the survey approach show that the companies are not very adapted to this
trend yet and there exist a need for better understanding of the problem.
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Acronyms and Abbreviations
BYOD – Bring Your Own Device
MDM – Mobile Device Management
IP – Internet Protocol
VoIP – Voice over Internet Protocol
mVoIP - Mobile VoIP
EMM – Enterprise Mobility Management
MCM – Mobile Content Management

DoS – Denial of Service
NIST –National Institute Of Standards and Technology
GPS – Global Position System
PMD – Personal Mobile Device
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Introduction

Throughout this first chapter of the paper, an overview of the problematic area is
presented. This overview serves to introduce the problem to the reader and give the
basic information about this aspect of mobile security. The aspect of mobile security
that is of main interest in this research resides behind the acronym – BYOD (Bring
Your Own Device). The problem area that has been chosen for research in this bachelor
degree project is the BYOD trend, and in particular investigation of the risks that it can
bring and the solutions that exist to mitigate these risks. BYOD is a phrase that refers to
personal computing devices that are used by employees to connect to the secured
corporate network, and store corporate data on them. This is a relatively new field in
data, network and mobile security that derives from the appearance of smartphones and
tablets and in particular, introducing such devices in the working environment. In the
following sub-chapters, we explain what this acronym actually means and introduce the
different angles of it.
1.1
Problem Formulation
Nowadays the use of smartphones and tablets is becoming more and more popular, and
the use of such in the working environment is not an exception. These devices are
providing us with higher level of flexibility in terms of data and services access, data
exchange and communication. Deriving from these qualities of the mobile devices, we
can easily see why such devices are desirable asset in a corporate environment.
However, the advantages are covering part of what we gain from the mobile computing
devices, but not everything, especially when referring to them as working assets.
On one hand, these computing devices can bring higher level of flexibility, and they
can increase the productivity of the employees who are making use of them to perform
work tasks. But on the other hand, they also undoubtedly bring risk to companies that
have decided to allow the use of them without properly setting up the countermeasures
and security mechanisms to protect the corporate network and data from possible flaws
derived from personal computing devices [1] [2]. Therefore, in order to make the best
use of these devices in a secure manner, we should get familiar with their vulnerabilities
and respectively, learn the techniques and procedures that exist to address these
drawbacks. Furthermore, it is also of a particular interest to investigate if these
techniques and guidelines are used in the real working environment and how.
1.2
Current guidelines and procedures
There are a number of guidelines and procedures that exist to navigate companies that
are willing to incorporate BYOD in their environment. Almost all of the current
guidelines are focusing on the technical aspect of the problem and undoubtedly, they
put thoughts in the BYOD policies, through which the security will be enforced. Some
of these guidelines are suggesting, as initial steps, to consider whether or not a formal
BYOD program is needed based on the objectives. Another interesting point found in
some of the guidelines is the need for employee training, which is presented as an
important part in the process of introducing BYOD program [3] [4].
In the article “BYOD” by Craig Sauer [5] it is pointed out that there are still many
questions residing about the usage of personal mobile devices at work. An interesting
aspect, pointed out in the article, concerns the actual necessity of a company to make a use
of BYOD trend. The author questions that even though employees are feeling that they will
perform more work on their devices, how is that relating to the risk and costs that have to be
taken to allow the employees to use their own computing devices. Even more concerns are
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raised, for example: can the IT departments handle the BYOD policies or can these policies
be successfully enforced [5].
In one paper called “BYOD: enabling the chaos” written by G. Thomson is stated
that despite the security policies, the users will always find a way to reach the
information, tools and assets that they need. The proof for this assumption is based on
results from a study by “Connected World”, which again confirms that the existing
solutions should be incorporated in really thoughtful and well systemized manner in
order to extract the best use of them [6].
In addition, the employees’ acceptance of the existing policies and procedures should
be taken under consideration meaning that many of the employees will be concerned
about their privacy. It is also essential that the employees are aware and understand the
security policies, which can be achieved through employee education programs [5] [7].
This question also concerns the conflict between usability and security, where the users
find some particular applications useful for their job, while these applications conflict
with the security. As the author of “The security implications of BYOD” - Brian
Tokuyoshi states: “Users are speaking for themselves, and choosing usability by
selecting the tools they find that are the most appropriate for their job” [8].

1.3
Problem definition
The problem this paper is examining is constructed from one major perspective and two
implications deriving from it. To begin with, we should understand what this major
aspect of the problem is. This undoubtedly points to the security risks brought by
BYOD. These risks are of several different types, such as security related problems
deriving from user unawareness of the existing threats to mobile devices. Therefore, a
well-systematized and consistent description of the different vulnerabilities brought by
BYOD has to be presented in order to understand the effects of them. Then the first
implication will be at focus, where we will explain the different possibilities that exist to
mitigate these risks. These solutions can be in the form of security policies in
combination with MDM (Mobile Device Management) systems or employee training
programs and possibly other solutions that exist will be researched and discussed.
Finally, having a deep understanding of the risk and solutions we need to research how
this reflects in the real world working environment. An investigation of how companies
see this trend has to be made in order to see if there still is a security gap and if yes,
what can be done to close it. As it can be seen, this paper will follow the cause-andeffect paradigm, therefore we need to fully understand one step in order to move to the
next one.
1.4
Purpose and research questions
To investigate and provide results that can fill the knowledge gap in this problematic
field, first we need to understand what security problems still exists in BYOD trend and
what have been done to mitigate them. This will give us a descriptive knowledge,
regarding three sub-parts of the problem, namely: the main risks that can derive from
the use of personal mobile devices in a working environment, and existing methods for
mitigating these risks in terms of technology mechanisms and in terms of security
policies.
Furthermore, it is particularly interesting to understand what the current situation in
the real world environment is. This makes a clear link to these research questions that
are based on the actual appearance of the flaws in real world environment, the human
interpretation and interaction impact on the security, and how the existing technologies
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and procedures are used to mitigate the risks. The answers of these questions can help
us to reason about the actual necessity of the companies to use BYOD program. There
are several sub-questions that also rise, such as: what the employees’ perspective
regarding the problem as a whole is; are they aware of the existence of mobile security
policy within their organization, are they obeying these policies, are they more
concerned about their security or their privacy is more important, do they believe using
their mobile devices for work purposes can increase their productivity, and how aware
are they of the risks that a mobile device can bring and the solutions to these risks.
Additionally, this can be considered as one of the most important angles of the research,
since the users (employees) are usually the most affected by the security measures.
Hence, to provide high degree of security in relation with productivity we should
always take the users’ opinion, demands and comprehension. Whit the above said, we
can extract the following major research questions:
RQ1. What security problems derive from the adoption of BYOD trend?
RQ2. What methods can be used to mitigate these risks?
RQ3. Which BYOD related flaws appear in real world environment?
RQ4. How the existing technologies and procedures are used to mitigate the risks?
RQ5. What is the user’s perspective regarding the problem as a whole?
1.5
Scope and limitation
The result of this research should be able to provide sophisticated understanding of
BYOD risks and solutions, as well as to show what the actual situation in the real world
is. Furthermore, it will provide a generic solution in the form of guideline or procedure,
which will serve to minimize the risks. Nevertheless, because of the controversial nature
of this problem where the human factor takes an important role, this solution will try to
give guidelines to security, but not the security itself.
This research project will not include any implementation or prototype of a mobile
device management system, which reasonably derives from the nature of the research,
where the main focus is set on security management instead of security technologies.
Furthermore it will not focus in details about how exactly the different mobile device
operating systems are handled by the MDM systems. We will also not focus deeply on
the use of Mobile virtualization and containerization technologies. In the research, we
will exclude the effect of mobile devices with small computational capabilities, such as
cell phones. This is a reasonable limitation since these devices usually have very limited
security options.
1.6
Target group
This paper can be found practical for companies and organizations, which are
considering or already have introduced BYOD program within their environment. The
results presented and the problems and solutions discussed later can clarify the
uncertainties in the field and guide organizations to enable the use of personal mobile
devices in a secure manner. Furthermore, since this research is specific to mobile
security and security management, it can be appropriate for anyone who is working or
studying in the field of IT security. Last but not least, this report might be helpful for
anyone who uses mobile computing devices, to understand the threats and how we can
protect from them.
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BYOD Security

In this chapter, a detailed explanation of the different aspects of BYOD is presented. In
the beginning of the chapter, a specification of the characteristics of a mobile device is
provided. Then the focus moves to the usage of mobile devices, which helps to
understand why BYOD trend is so desirable. Later on in, an examination of the
different risks that personal mobile devices can bring to a company/organization is
made, and respectively in the last part of this chapter, we describe the possible solutions
to these problems.
2.1
Mobile device
The mobile device history begins in the early 1980s when the first mobile phone –
Motorola DynaTAC 8000x was out for commercial sell [9]. A few decades later the
mobile device in all its forms has evolved to become an important asset for
communication with our friends, family and colleagues. These devices have been
changing rapidly, starting from simple cell phones and pagers leading to the advanced
smart phones and tablets. However, in this report, we will not discuss the old
technologies, but we will focus on the smart phones and tablets.
With the arriving of these latest technologies, new communication capabilities were
introduced. People are now able to connect from their mobile devices to Wi-Fi, 3G and
4G, cellular networks, store huge amounts of data on them, use different applications to
perform different tasks, etc. Unfortunately, these benefits come with a price and usually
this price is security. The reasons are many, such as the ability of these devices to
connect to open networks, the huge amount of applications available for download, etc.
[10]. However, without any doubt we can say that some of them are driving from the
characteristics of the mobile devices themselves. Therefore, in the following subsection we will introduce these characteristics, which will help us to understand some
particular security solutions discussed later in this paper.
2.1.1 Mobile Device Characteristics
According to a report published by NIST, it can be difficult to determine the exact
characteristics of mobile device. The reason for that is mainly because mobile
technology is changing constantly and extremely fast. As the authors of this report state,
it is not only the features of mobile devices, but also the risks and solutions are
changing rapidly. Hence, establishing a basic list of hardware and software
characteristics of a mobile device can be useful.
The following presents the baseline proposed by NIST [3]:
 A small form factor.
 At least one wireless network interface for Internet access (data
communications). This interface uses Wi-Fi, cellular networking, or other
technologies that connect the mobile device to network infrastructures with
Internet connectivity.
 Local built-in (non-removable) data storage.
 An operating system that is not a full-fledged desktop or laptop operating system.
 Applications available through multiple methods (provided with the operating
system, accessed through web browser, acquired and installed from third parties).
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Built-in features for synchronizing local data with a remote location (desktop or
laptop computer, organization servers, telecommunications provider servers,
other third party servers, etc.) [3].

Further in the report, NIST propose another list in which they determine a list of
features (characteristics), which do not completely determine all mobile devices, but
they are often presented. The characteristics stated below can be considered important
due to that they are closely related to some of the security risks:






Network services:
o One or more wireless personal area network interfaces, such as
Bluetooth or near-field communications.
o One or more wireless network interfaces for voice communications,
such as cellular.
o Global Positioning System (GPS), which enables location services.
One or more digital cameras
Microphone
Storage:
o Support for removable media.
o Support for using the device itself as removable storage for another
computing device [3].

In addition to these two lists presented above, we can also add one relatively
important characteristic that all mobile computing devices have, and that is the limited
power supply. The capacity of the battery of the mobile device can be an important
consideration in terms of device availability. However, we include this only as
characteristic that has direct impact on the availability of the device.
Later on in this chapter we will refer to these characteristics and we will see how
they relate to the know risks in mobile devices. Furthermore, when we discuss the
solutions we should think about securing these features in such a way that the risks
inherited by them are brought to a minimum.
2.1.2 Mobile Device Usage
As we have mentioned previously, mobile devices are now taking a big part in our
everyday life. To illustrate, it took about five years until the mobile devices reached one
billion in 2012 and during the next two years, the second billion was reached and
passed. Based on the latest Ericsson mobility report (Feb. 2015) only during 2014 the
number of unique mobile subscriptions raised with 800 million. Hence, by the end of
2014 there has been estimated number of 2.9 billion mobile subscriptions. The
prediction is that by 2020 there will be a raise of 5.4 broadband subscriptions, which
will sum up to 8.4 billion. (See Figure 2.1) The predictions are that by 2020, 90% of
these 8.4 billion will be mobile broadband subscriptions [11].
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Figure 2.1 Mobile broadband subscription [11]

Following this statistics, we can clearly see that the mobile devices are widely used.
Furthermore, it is also important for us to understand exactly how the mobile devices
are used.
We all know that these devices are most often used for personal/private purposes, but
they are also becoming extremely popular as work assets. As the general manager of
devices in O2 in UK – David Johnson mentions in an article, “Smartphones are now
being used like a digital ‘Swiss Army Knife’, replacing possessions like watches,
cameras, books and even laptops." [12]. It is estimated that an average smart phone user
can be using his device for more than two hours per day, and some of the most common
activities performed from such device are Internet browsing, playing games and
accessing social media [12] (See Figure 2.2).

Figure 2.2 Mobile device usage [12]
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With the raise of mobile-commerce, it has become highly desirable for improving the
work process for two main characteristics. These characteristics are namely mobility
and reachability, and it is not that surprising that they are so desirable. The change that
they are bringing is the elimination of the time and location constraints for
communication and data accessibility [13].
From a business perspective, employees are commonly using their mobile devices
for several reasons related to their work. The first of these is the use of the mobile
device for communication, which further on can lower the communication costs of the
organization by deploying IP communications, such as VoIP or mVoIP. This is
particularly important for improving the collaboration between employees, especially
when they are away from the office or when they are teleworkers. It also makes the
communication with customers and suppliers much easier [14]. Another useful, and yet
one of the most problematic is the ability of the mobile devices to access and store
corporate information. This is undoubtedly, one of the most desirable properties, since
the employees can access data that is required for performing their work, whenever and
wherever they need it. Hence, this can improve the productivity of the employees, as
they can work from places out of their office. Among the other actions that are
performed most through mobile devices are: accessing email services, using enterprise
applications and accessing social media. A survey conducted in 2013 by Constant
Contact shows, that in the small business uses mobile technology primary for social
media marketing with 71% of the audited and email marketing with 71% [15].
2.2
BYOD Threats
In this section of the paper, we will examine the known threats to the mobile devices.
Until now, we have shown how the mobile devices are usually used and we can already
sense where some of the risks to the mobile devices can be residing. This increased use
of mobile device has respectively increased the security risks. Hence, if these devices
are not applying any security measures and are not centrally managed by the IT
department they can cause serious security implications for the corporate data and
network. It is generally understood as incensement of the security risks when such
device is connected to the secured corporate network [16]. For these reasons, the
organizations should put more effort in enhancing the security of such end-point devices
represented mainly by laptops, smartphones and tablets [17]. However, before securing
something one must know from what to protect.
2.2.1
Mobile Malware
Malware is usually recognized as computer program containing malicious code. This
type of software is intentionally designed to damage and/or disturb the normal
functioning of other software, make mobile bot-nets, gather information data from the
host machine, damage data, etc. Under the term “malware”, we can recognize viruses,
worms, spywares, Trojans, misleading applications, etc. [18] [19].
As the mobile device usage is rapidly growing, these devices are becoming the main
target of malicious software. The most common way to infect a mobile device with
harmful software is through installing applications. As we know, these portable devices
provide the ability to browse online application stores and download any application
that suits our needs. On the other hand, the stores, such as Google Play and AppStore,
have relatively low requirements for the applications, and other 3rd party stores do not
even have requirements and security regulations for the apps uploaded to them.
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However, primary targets of such attacks are Android phones and jail-broken iPhones.
In fact, a study by Cisco TRAC/SIO, conducted in 2013, shows that the Android users
are the most affected by malware, with 71% of all audited [20]. They are followed by
iPhone users with 14% and iPad (See Figure 2.3).

Figure 2.3 Web malware [20]

Another disturbing statistics presented in Kaspersky Security Bulleting for 2014 show
that for the period of one year – between November 2013 and October 2014 – 1 363 549
unique attacks against mobile devices have been detected [21]. As a comparison, the
statistics from the previous one year period (2012-2013) show 335 000 unique attacks,
which indicates an increase of 400% of unique mobile attacks. Furthermore, Kaspersky
has detected 295 539 new malware programs and a total of 4 643 582 malicious
installation packets. From these reports we can see that the situation is extremely
unpleasant, and undoubtedly malicious software can be considered as one of the major
threats to mobility.
To distribute the malware, its developers are usually repacking – inserting the
malicious code into normal/legitimate applications and once uploaded to the market,
they are downloadable for anyone who is interested in them. By downloading and
installing the application, the unsuspecting user is getting his or her device infected
[22]. Furthermore, a set of other actions can trigger or ease an infection of a mobile
device. For example, visiting a malicious or hijacked website can trigger the execution
of a script, which in turn can infect the device with malware. Another way can be
through exploitation of a bug in software. In this case, the attacker can use a buffer or
heap overflow to inject and execute code into the device [23]. Moreover, other actions
performed by the users of the mobile devices, such as disabling some security controls
of the device or not implying some, or jailbreaking it in order to add additional features
can make the device more vulnerable to attacks [24]. However, we will discuss the
different misuses of the devices in an up-coming subsection.
Users are constantly downloading potential malware in the form of different
applications such as games or social networking add-ons, and respectively –
intentionally or not, they are exposing the data stored on the devices at risk.
Furthermore, when the mobile device is used for work, for example to connect to the
corporate network and/or store corporate data, and is infected with such harmful
software, the device itself can become a gateway for threats to the corporate network.
Thus, not only the data on the device itself is at risk, but also the whole corporate
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network is becoming vulnerable [17]. A related study by Ponemon Institute in 2012
shows that 90% of the audited organizations have experienced data leakage due to
malicious activity during the past 12 months. Furthermore, the study points out that,
because of malicious insiders 34% of the companies have experienced leakage of
between 11% and 20% of their sensitive data to unauthorized parties. Another 18% of
the organizations have leaked 21% and 30% of their sensitive data because of malicious
insiders [25].
The different types of malware can have different impacts over the devices. As we
have mentioned previously there exist many different types of such software. Therefore,
we will describe some of the most common types of malware that are targeting the
mobile devices and we will give examples of the consequences from them.
Trojan – This type is the most common malware, which is targeting mobile
devices, representing 88% of the mobile threats [26]. However, Trojans are
represented by many different types, but they all can be characterized as
software that can delete, modify, copy or block data without the user awareness
and as it defers from the viruses – they do not self-replicate. Based on Kaspersky
the most common are SMS and banking Trojans. They have further estimated
that 53% of the attacks against Android mobile devices are mobile SMS and
banking Trojans [21]. Almost the same results are present in the Cisco Annual
Security Report [20] where it is stated that Trojans in general hold 64% of all
mobile malware and 93% of all Android malware is Andr.SMSSend. The SMS
Trojans are specifically designed to steal user’s money and it is highly likely that
this is the reason why they are so wide spread. To illustrate, a mobile device
infected with such Trojan can be sending SMSs to premium numbers, where for
example the software will send three short messages each costing $2 [27]. An
example of banking Trojan is the Svpeng Trojan, which makes its way to the
mobile device through a social engineering tactic. Once residing on the device, it
searches for banking applications, then if such is found it blocks the device and
requests $200 to unlock it [28]. A huge increase of this type of malware has
been detected by Kaspersky. For one year period (2013-2014) 12 100
new banking Trojans were detected, which indicates an increase of 9 times
compared to the results from one year before [21].
Moreover, mobile Trojans can be of the Backdoor – RAT (Remote Access
Trojan) type, or they can be password stealers, mail-finders, etc. For example,
RATs are designed to provide remote access to the infected device [29].
However, based on the statistics provided by several different resources, we can
say that mobile Trojans are taking a leading place in the list of malware threats
to the mobile devices. Furthermore, we can see in Figure 2.4 the countries that
are leaders in the statistics for banking Trojan attacks.
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Figure 2.4 Trojan attacks [21]

Adware – this type of malicious software comes at a second place in the list
found in the Cisco report of the most common malwares [20]. Based on their
findings, 20% from all mobile malicious software are adware. Based on
Kaspersky, adware is usually characterized as a program that displays unwanted
advertisements on your device, collect data from you that can be used for
marketing, redirect you to advertising websites. However, the idea of adware is
that all its actions should be performed with your knowledge; otherwise, it
should be considered as a Trojan-Spy or Spyware [30]. Moreover, in a report
issued by Symantec in 2013 they investigate the libraries used for developing
ads. They state that that it has become common for developers to monetize their
applications by adding panels for advertisements. What is more disturbing is that
the libraries used to implement these functionalities can be classified as
“aggressive”. Symantec categorize them in three categories depending on their
behavior [31]:
o Low severity behavior – only displaying ads in dedicated window,
without leaking any user or device related data.
o Medium severity behavior – not considered annoying by the users and it
leaks data that is not considered harmful, for example: location
information.
o High severity behavior (Madware) – cause leakage of sensitive data such
as user’s account information. They are also recognized by the users as
annoying – ads appear in the notification bar and new icons appear in the
home screen of the device [31]. Figure 2.5 shows the precentage of apps
on Google Play containing aggressive and/or any add library seen each
year.
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Figure 2.5 Add/Madware libraries [31]

One way of getting adware on the system of your device is when installing free
software. It is common that the developers of a free softare include a function in
their application to display ads – usually called monitarization. Another,
relatively trivial way is through browser vulnerability exploited when visiting
malicious websites, usually called a Browser Hijacer. It is also possible to get
adware installed on your device by a malicious software such as Trojans
designed for this pourpose [30].
Spyware – spyware is any type of software that collects data on a user’s device,
without the user’s knowledge. Refering to the previous point where we
discussed the term “Adware”, we can reason that if the ad libraries used to
develop the adware are from the Medium and High severity behavior categories,
the adware itself can be categorized as spyware. In other words, if an adware is
collecting data from the device it is also a spyware [32]. They are designed to
monitor device performance, access personal information such as passwords,
accounts, files, etc., track usage behavior, read cookies, etc. Furthermore, it can
gather passwords and credit card numbers by recording keystrokes. Upon spying
on the device, the collected data is usually sent to a remote server. As most of
the malware, spyware is also usually installed by installing application that
appears to be legit or by visiting malicious/corrupted website.
Virus – this software is with a share of around 4% of the most common mobile
malware [20]. This malware, similar to the virus computer version is a piece of
software that is spreading infection from one device to another. A virus is
usually attached to an executable file and it can reside on the victim’s device
without taking any actions, as long as the executable is not processing. Once the
file is running the malicious code is activated and thus it starts performing its
tasks. These can include many actions and most of them are usually similar to
the causes of the Trojans mentioned previously, such as damiging software and
files stored on the infected device. However, the difference between viruses
from trojans is that, viruses are spreading by themselves as long as the files to
which they are attached are being execute [33]. The mobile viruses however, are
spreading differently then their computer counterparts. Usually they use
Bluetooth, MMS and of course Internet downloads to spread to other devices.
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The applications or files that viruses usually sticik to are free aplications like
games, phornography materials, addons, etc [34].
Botnet – eventhough botnets themselves are not malicious software, they are
created by such. Botnet is sophisticated attack where number of devices are
organized to perfor malicious acts. The devices are becoming so called
“zombies” by getting infected with malware – typically small trojans. Once the
devices is compromised it becomes part of network – botnet – of such
compromised devices which are contorlled by “botmasters”. The botnetst can
be used for many different types of attacks, such as DDoS. Moreover, a mobile
botnet and malware called Dubbed NotCompatable can use the “zombies” as
TCP proxies. These proxies can be used for sending spam, commiting click
fraud, etc. As it is mentioned in the article [35], these functionalities are not the
surprising fact about NotCompatable, but what is disturbing is that it is hard to
take the software down and it is resistant to reverse engineering.
Apart form the types of malicious software described above there exist more
sophisiticated types of attacks using combinations of different methods. This attacks are
called blended or Multiple-threat Malware. The difference between this malware and
the others is that it can work, for example, as both a virus and a worm and it can use
different approaches to spread depending on the situation while carrying the same
payload.
As we have seen, mobile malware can be a huge threat to mobility and respectively
to the effectiveness of the BYOD trend. This is reasonable assumption since losing or
leaking corporate data can cause big, if not disastrous, financial and reputational losses
to the company. In fact, in another study conducted by Kaspersky the first place in the
list of threats that have caused data leakage is hold by malware attacks, where 32% of
the audited companies admit that they have lost some data because of viruses, Trojans,
spyware, etc. [36]. As it is pointed out in a related article, Verizon estimates that the
loss of a single record can cost around $201 [37]. Moreover, in the article “Mobile
phone security threats, blended attacks increasing” it is said that in the case of SMS
Trojans, the target is most often devices used for both work and private matters. The
reason for this might be based on that the phone bills are not paid by the users
themselves, but by the companies they work for [38].
However, the appearances of some recent studies are contradicting with what antimalware vendors are presenting. For example, a study by Damballa shows that mobile
malware is not that common as it is said to be. They state that there is a chance of
0.01% getting malicious software on your mobile device [39]. A similar study,
conducted in 2013, shows that despite the enormous increase of 200% of different
mobile malware samples for the period of only one year, the number of infected devices
did not increased with the same rate. This study shows that from total of all mobile
devices; only 40 000 were infected with one of the most widely spread malware for that
time [40].
Even though, the disturbing statistics presented by some IT security companies can
be a clever marketing approach, the impact from infection with mobile malware can be
extremely serious. As we saw previously in the report, this type of software can apply
many different methods to violate our privacy, steal money, damage or still data, etc.
Therefore, we should not underestimate the risk that they bring. “This doesn’t negate
the need for users and IT organizations to do their due diligence” [40].
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2.2.2 Phishing attacks
This type of attack, as well as the previously described is not specifically designed for
mobile devices, but nowadays it is widely spread on them simply because we are
apparently interacting more often with our mobile devices than with our PCs.
Furthermore, phishing is considered one of the attacks that cause most of the financial
loss. A study conducted by EMC2 [41] shows that during 2013 about 450,000 phishing
attacks were performed and that caused an estimated of $5.9 billion. Another study by
Kaspersky shows that phishing attacks are holding the second place in the list of threats
that have caused some data loss. 16% of the audited companies admit that they have
experienced data loss due to phishing attack [36]. A phishing scam can be usually seen
as email or a text message appearing to originate from legitimate source – these usually
incudes schools, banks, companies, etc. An example of such email can be a text
explaining that your bank account is at risk and therefore you have to provide your bank
account information to protect it, by clicking on link that leads to spoofed website [42].
A social engineering technique is usually used to trick the users. The purpose is to
put the user in panic where he or she has to take immediate actions to save something
he/she owns, such as bank account. Furthermore, it is more common for a mobile user
to become victim of phishing attack, because mobile devices are almost constantly
connected to email services or applications for instant messaging, therefore it is more
likely that the user will notice and open the new email/message from his mobile device,
than from his PC [42].
2.2.3 Rooted or Jailbroken devices
Rooting and jailbreaking are two terms used to describe the process of overcoming
some system limitations and restrictions. However, “rooting” refers to devices running
Android OS and “Jailbreaking” refers to devices running IOS, and these two terms are
not interchangeable.
Jailbreak – this is bypassing the build-in security mechanisms of IOS operating
system. This is usually done in order to get access to other app markets, not only
App Store. These security mechanisms are supposed to protect the data (personal
and/or corporate) stored on the device, protect the system from malware, etc.
Therefore by jailbreaking your device these security implementations are lost,
which can cause many security and functional problems including: data on the
device is more vulnerable, it become easier for a hacker or malware to penetrate
the OS, you expose the networks to which you connect to risk, some services
might stop working, warranty is no longer valid, etc. [43].
Rooting – this process means to get root permissions over the OS of your
device. Rooting is usually performed for several reasons, including: the ability to
delete the applications that have been installed by the phone maker or carrier,
speed up the performance of the device. Some users also root their devices to
make the platform updates faster. Furthermore, it is generally understood that
rooting a device is not exposing it to risk. However, this is not entirely true.
Rooting the device makes its warranty not valid [44]. Moreover, what is of
particular interest to us is that rooting may expose the device to security risks.
For example, when a device is rooted, performing some system updates might
not be possible due to software modifications caused in the process of rooting.
Therefore, being unable to make some security updates can lower the security of
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the device [45]. Moreover, unlocking the bootloader to install custom ROMs1
(Read Only Memory) can seriously compromise the security of the device. For
example if the device gets infected with malware and the devices is rooted and
possibly with custom ROM it makes it easier for the malicious software to get
root privileges and therefore to leak, still or damage the data stored on the
device, open a backdoor for unauthorized access, etc. Furthermore, with a device
that is rooted it is much easier to bypass the security controls, such as passwords
and pin codes, while if the device is not rooted this is not possible [46].
As we see, rooting or jailbreaking a mobile device can cause some serious security
and functional issues. For these reasons, a jailbroken or rooted device used for work can
be a great risk for the company’s network and data.
2.2.4 Theft or Loss of Mobile Device
The risk of theft or loss of portable computing devices is relatively high. The major
reason for this is deriving from their physical characteristics. Mobile phones, tablets and
even some laptops are small objects that are often on the move, we carry them in our
pockets, backpacks or even we just hold them in hands. Moreover, we constantly use
them in crowded public places, such as trains, airports, coffees, shopping malls, etc.
Therefore, the probability of losing them is high and what is more – they are easy target
for thieves, since they can be easily stolen and hidden, and they can be also quite
expensive or/and contain valuable information.
For companies that have allowed the use of mobile devices for work, this can be one
of the main fields for concern, when discussing data and network security. For example,
if a smartphone or a tablet is lost or stolen and it contains corporate data or has
enterprise application for connecting to the company’s network, this device becomes
major security problem. In a study by Kaspersky, it is shown that a total of 22% from all
external threats experienced by the audited companies are due to theft of mobile
devices. Further, the study shows that around 16% of the companies experienced some
data loss [36].
It is stated that there are also some other factors that are taken into consideration
when we discuss loss or theft of mobile device. For example, the time that it takes for an
employee to report that he or she has lost his/her device is of crucial importance for
protecting the data on the device. Moreover, the device needs to have application that
can allow the IT support department to remotely wipe the device or lock it [47].
Configuring the device with passwords, slide patterns and pin codes also gives
additional level of security in such cases. However, we will discuss the protection
methods in the next sub-chapter.
2.2.5 Other risks and threats to BYOD
Apart from what we have described in the previous subsections, there are several more
concerns that might cause security issues.
Password and pin code disabled – this is particularly important aspect when
the mobile device is lost or stolen. Most of the devices nowadays can be
protected by passwords, pin codes, slide patterns and some devices are even
1

Android Read Only Memory is the file that contains the executable instructions and related applications
of Android OS [79].
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capable of using biometrics, such as fingerprint, to authenticate the user.
However, many users do not protect their devices, therefore in case of loss or
theft all the data stored on it can be easily accessed and the phone can be
misused. Moreover, it is also common that users are setting easy to remember
passwords and pin codes that can be easily guessed [48].
Unencrypted data transmissions – one of the functionalities that makes mobile
devices so desirable assets is their ability to connect to wireless networks.
However, it is not uncommon to see wireless networks that are publicly open
and moreover, not all transmitted traffic is encrypted. Such traffic usually
includes e-mails, and some applications are also not encrypting the data they
sent. Moreover, when using open wireless networks and visiting http websites
the communication data is also in plaintext. This makes it easy for a hacker to
intercept and read the exchanged data [48]. Furthermore, when using open Wi-Fi
for browsing in internet, one can more easily become a victim of session
hijacking, which can reveal sensitive data to the attacker, such as credentials,
profile information or other user information. This can happen in many ways, for
example by session sniffing, where the attacker listen the traffic for session
token – session ID. When the attacker captures the session token, he can use it to
gain unauthorized access to the server [49].
Moreover, the open Wi-Fi connection might be coming from a so-called
“Rogue Access Point”. Rogue AP usually refers to an access point that is
connected to the enterprise network without the authorization of the network
administrator. This is usually done by employee who is not aware of the security
risks or it can be done by outsider. These APs can cause serious security
implications, such as attacks on the wired network, data sniffing, man-in-themiddle attacks, etc. Furthermore, most of these APs are open or using the weak
WEP standard for protection [50].
No security software – it is also relatively common that the users do not protect
their mobile device with security software. Moreover, most of the devices do not
come with such pre-installed firewalls or/and anti-malware software, which
makes the infection and spread of malicious software easier. Further, some users
are also avoiding installing such software, because running it lowers the battery
life and slows the performance of the device [48].
Out of date software – this concerns both, some particular applications and
operating system. Applications developers are not always developing security
patches or even if they do this may take long time. During that time, an attacker
might find vulnerabilities in the software and exploit them. The problem is
similar with out of date operating systems. In that case, the security patches
might take several weeks to few mounts until they are delivered to the end user.
This is usually because the patching process involves many parties and
depending on the issue it might be fairly complex. Furthermore, it is common
that phones older than 18 months are already not supported by the manufacturer,
leaving them without security updates [48].
Poorly secured communication channels – a device with Bluetooth
communication channel set up in “open” or “discovery” mode can be a security
risk for the device and the data transmitted through the Bluetooth. These devices
are visible by other devices with enabled Bluetooth, thus giving a possible
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attacker another medium to compromise the device and the networks to which it
connects [48]. The reported vulnerabilities of Bluetooth, used without the
standard Bluetooth security features, include: DoS (Denial of Service), detection
of identity, location tracking, control and access of data and voice channels and
unauthorized device control and data access [51]. Other Bluetooth specific
attacks are Bluejacking and Bluebugging. The Bluejacking can be considered as
Bluetooth spam, where the attacker sends messages to other devices with
enabled Bluetooth. Bluebugging attack can be slightly more dangerous since the
attacker can get remote access to a device, thus giving him the possibility to send
messages, redirect incoming calls, etc. [52].
There are also some non-technical issues, which are directly concerning the usage of
mobile devices for performing work tasks. Bellow we will see which are the most
common:








Most of the companies do not have established policies, to regulate the usage of
mobile devices in the enterprise.
Employees are not aware of the risks that BYOD carries. They are not educated
on the procedures and the best practices.
Many companies are still forbidding the use of personal mobile devices.
Even though BYOD policies might be in place, employees always find
workaround if something is not suitable to them.
Not well formulated security policies that are missing important security issues.
When MDM technologies are used, a big concern might be the employees’
privacy [53].
The need of the IT department and the needs of the employee usually differ –
employees need ease of access to the data while IT wants that to happen in a
secure manner.
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2.3
BYOD Solutions
In this subchapter, we examine the existing techniques used to mitigate the risks and
threats described in the previous subsection. We focus on both the technical and the
business aspects. This means that we examine how to protect the devices from the direct
attacks directly aiming at them, such as malware and software insufficiencies.
Moreover, we present and discuss what have been proposed as best practices and
guidelines for adopting BYOD program by security professionals working in the area of
mobile security.
It is everyone’s personal responsibility to protect his /her personal belongings, there
exist different methods, which can be used to add several layers of security to protect
your portable computing device, and the information stored on it. Therefore, we first
discuss these trivial methods and later in the subchapter we focus on the more
sophisticated approaches used by the companies to protect their data that has been
distributed on the employees personal mobile devices.
2.3.1 Trivial approaches towards mobile and data security
Most of the techniques that can be used to secure our mobile devices and the data stored
on them are in fact quite trivial. However, it is usually the users’ unawareness or
inconvenience, the main reason for some users to not protect their mobile devices.
Password and pin code configuration – even though this is probably the most
trivial approach, it sets the basis for security. Configuring the mobile device with
password and setting the device to automatically lock if it is not in use for some
short period of time, establishes some level of security in case of loss or theft of
the device. However, when setting up the password we should choose strong
one. Such password should be longer than 8 characters and contain special
characters. Furthermore, a slide pattern can be used to protect a device from
unauthorized access [54]. Some devices can also be configured to wipe some or
all of the data stored on them in case of loss. However, slide patterns and
password will not protect the SIM card if someone takes it out of your phone and
use it on another one. For this reason, a SIM card can be protected with PIN
code.
Keeping OS and other software up to date – as we have discussed in the
previous subchapter, out of date software may expose the device at risk.
Therefore it is important to install all security patches provided by the
manufacturer and keep all application up to date, especially those one that are
used for work [54].
Avoid Rooting or Jailbreaking – rooting or jailbreaking a device can cause
many problems. Some of these problems might be security related and others
can cause performance issues. Therefore, devices that are rooted or jailbroken
should be forbidden to connect to the corporate network and store company data
on them [54].
Encrypt device data – most of the mobile devices allow the use of software that
can encrypt files and folders. This is essentially useful if the user stores sensitive
data on his/her device, as the software asks for password before allowing access
to the file or folder [55]. Furthermore, some security specialists are even
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advising to avoid storing most sensitive data on the mobile devices, however if
that is not an option, then encryption is crucial.
Use only trusted Application Markets – this is a trivial precaution from
infection with malware. Downloading applications from trusted markets such as
Google Play and Apple Store lowers the chance to install malicious software.
However, even then it is important that the user reads through the requirements
that the application is having and review what the application will be allowed to
do and access [55].
Avoid open (unencrypted) Wi-Fi networks – open or poorly secured wireless
connection hotspots can be a big security risk since everyone connected to this
network can see the transmitted data in the network. Therefore, avoiding these
networks is important approach towards security, especially if the user is
accessing sensitive data through such network.
Poorly secured communication channels – as we discussed previously
Bluetooth brings some security risks to the device that is having it enabled.
Therefore, it is essential to disable the Bluetooth connection when we are not
using it.
Keep location setting enabled – this precaution is not directly protecting the
users’ phone or data, but it is more focused on mitigating the consequences of
lost or stolen device. This means that in case of loss or theft the user can detect
where his device is, by using Google Play or Find my iPhone depending on the
device. For Microsoft phones a user can use WindowsPhone.com. Furthermore,
if such event occurs the device can be remotely locked or factory reset by the
owner [56].
Anti-malware software – anti-malware for mobile device is getting more
popular. Many security vendors, such as Kaspersky, Symantec, Avast, etc., offer
mobile anti-malware solutions. However, some IT professionals argue that this
mobile security software is not as useful as its desktop counterpart [57]. To see
why, the IT professional Ryan Withwam points out that most of the mobile
malware statistics are, indeed publishes by companies, which are developing
anti-malware software. As an example of such statistical study is one presented
by Symantec, which claims that 17% of all Android applications are containing
malicious code. This means that the chances to get your device infected by
malicious software are severely high. Withwam and many others are suggesting
that the numbers presented in such studies are exaggerated and are aiming at
scaring the users to think that they are at risk and they need anti-malware
solution. [58] Later on in this paper, we will also present the results from the
survey that supports this paper. The results will show what percentage of users
has encountered security issues due to malicious software.
2.3.2 Business solutions
As we have discussed several times in this paper, and as we have seen from the statistics
presented, mobility is highly desirable not only by individuals, but also by most
business organizations. In fact, it is estimated that 71% of the organizations are allowing
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or planning to allow BYOD trend in their environment [59]. However, we have seen
that mobile devices can also bring risk to data and network security. While it is
relatively easy for the individuals to add several layers of security to their portable
devices, the same is much harder to be accomplished by organizations. There exist few
strategies that can manage and maintain the security of the mobile devices within the
organizations. These strategies include the use of Mobile Device Management platform
(MDM), enforcing security policies, staff training programs and possibly company wide
security audits [60]. Throughout the next several pages we examine each of these means
in order to understand how they work both separately and in combination, and why they
are important for the corporate security. Another important aspect that is discussed later
reflects on the best practices for incorporating these security mechanisms in the working
environment.
Policies – we begin the discussion with policies since they specify the actions
that should or should not be performed in order to preserve the corporate data
and assets. We have seen that there are many different sources that can cause
security issues by the use of mobile device and if these devices are used within
the organization they can cause harm to the corporate network and data. For this
reason, security policies are well-defined strategies of how to maintain and
enforce security, use and protect the network services and corporate data, etc. In
our case of enterprise mobility there might be a need of a several different types
of policies or better to say, policy that cover the different aspects of the problem.
These aspects include: Acceptable Use, Devices and Support, Reimbursement,
Security, and Risk/ Liabilities/ Disclaimers. In addition, there might be a need of
Social Media policy due to the increasing use of social networks [61].
A good starting point of a BYOD policy can be a specification of acceptable
use. This will clarify: what an employee can access through his/her mobile
device, websites that are blocked for access during work hours and activities,
which are defined as supportive for the business. Slightly more specific
regulations that can be specified in Acceptable Use policy may include: specific
areas in which the devices’ camera should be disabled, forbidding using the
device to transmit information that belongs to another company or to store and
transmit illicit material, etc. [61].
Further, it should be specified which type of devices, operating systems and
models are allowed/supported in the companies’ BYOD program. This is
reasonable since nowadays there are several different choices for mobile
operating systems, such as Android phones, IOS, BlackBerry, etc. Furthermore,
there is also a huge number of different models, OS versions, etc. Having this in
mind, it will not be cost-effective to support all kinds of mobile devices and OS
versions. Therefore, it should be pointed out which devices are allowed to be
used as work asset [62].
A Bring Your Own Device policy should also specify reimbursement terms.
This should clarify what will be paid by the company regarding the device itself
and its monthly services, such as data plans. An example of such reimbursement
rule can be: “The company will/will not reimburse the employee for a
percentage of the cost of the device (include the amount of the company’s
contribution), or The company will contribute X amount of money toward the
cost of the device” [61].
With the above defined, we should turn to the rules and regulations which
directly affect security. This part should cover several features such as lists of
allowed/approved and forbidden (if possible) applications, as well as list of
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mandatory software such as anti-malware. The policy should also enforce
enabling some particular device settings such as: password protections,
password complexity and password validity period, auto-locking the devices’
screen, remote wipe of the devices’ data if a wrong password has been entered
some predefined number of times, defining folders to be protected with
encryption, firewall (if exists) should be configured and enabled. Generally, in
this section of the policy it should be defined the use of more technical
precautions, but of course it should not be limited. For example, the access of an
employees’ device to the companies’ data and network can be regulated based
on the employees’ profile. Furthermore, in this section it should be stated that
jailbroken and rooted devices are not allowed to access the corporate data and
network [61]. In this part of the policy, it is also a good idea to enforce update
rules in order to keep the devices’ operating systems and the applications up to
date, which will help you to stay one-step ahead of malware and possible
software flaws that may lead to security issues. Another interesting suggestion
proposed by Ken Hess [63] is to prevent offline access to some particular highly
sensitive corporate data. This means that the data can only be accessed if the
device is connected to the corporate network. Apart from that, it should not be
allowed to store such data on the local device. However, while this can be
suitable precaution for some cases such as hospital or financial records, in
general it will take off most of the advantages that mobility brings.
With all the above policy measures defined, it is crucial to draw our attention
to the employees who will be the most affected by the rules and regulations
stated in the BYOD policy. It should be clearly stated what the employees are
required to do in order to avoid compromising the security. Here it should also
be clearly defined the boundary between the corporate and employees (users)
responsibilities to preserve the corporate and personal data security. An example
of employees’ responsibility can be that in case of loss of a device the employee
(owner of the device) must notify the IT department. In this part of the policy it
should be stated what are the consequences of not complying with it and also
what rights does the company preserve to keep its data and assets secured [61].
Once all the above is clearly stated and in place, there must be written
agreement with every employee who uses own mobile devices as working
assets. The agreement is crucial since it guards the company in the event of
BYOD policy violation. Furthermore, the agreement raises consciousness about
the risks and responsibilities that come with the use of mobile devices for
performing work tasks [64].
As a last discussion in the policy section, we will mention the Social
Networking policy. Even though it is not directly related to BYOD trend, most
of the mobile users constantly use their mobile devices to connect to social
networks. Despite the benefits which social networking brings to the business,
such as new opportunities to meet new customers, there are also some risks.
Social networking is, at least, one of the main distractions from the working
environment, which undoubtedly affects the productivity. Furthermore, it makes
it much easier for an employee to publicize sensitive company information
and/or damage the companies’ reputation. Therefore, some regulations regarding
social networking should be applied as well. In the Social Networking policy
points like “Social Media posts about the company” and “Social Media use at
work” [65] should be covered. For example, “Company employees are expected
to use the Internet responsibly and productively, and excessive personal Internet
browsing, including social media use, is not permitted” [65]. Furthermore, the
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company can forbid posts, which mention colleagues, the companies’ name and
any information specific to the company.
We have seen that BYOD policies are one of the most important tools that can be
used to allow personal mobile devices in the working environment in a secure manner.
However, it is a challenging task to develop policy of this type since the user privacy
should not be violated while the companies’ assets must be protected. This boundary
between professional and private life becomes rather blurred with the use of personal
computing devices for work. The mobile virtualization approach is trying to address this
issue with private and business data, and applications on one device.
Mobile Virtualization is an approach where two virtual environments are
running at the same time on one device. For example, part of the device is
“separate” as a virtualized container intended for storing data related with
business and the rest of the device is containing the users’ private data.
Furthermore, by MV one mobile device can run few OSes, which means that one
of the OSes can be configured to encrypt the data, connect only to the corporate
network and store only company data, while the other OS contains game, social
network applications, pictures, etc. By separating the device in such way, it
makes it much easier for the IT department to manage the devices without
violating the employees’ privacy as they have to manage only that part of the
device, which is intended for business data [66]. It is important to mention that
in order for a mobile virtualization to be possible, the virtualizations vendors and
the device manufacturers have to collaborate to develop devices with virtual
machine manager or hypervisor. However, vendors such as Apple are applying
strict control over their devices, which might affect the future of mobile
virtualization. As it is mention in an article by Margaret Jones [67], it is believed
that iPads and iPhones will not support virtual machine managers, which will
lead to relatively narrow adoption of mobile virtualization.
With the stated above in mind, we move further to the next essential attribute that
can be used to address the risks inherited by the use of personal mobile computing
devices for work purposes. Mobile Device Management and Enterprise Mobility
Management tools are the means, which are trying to cope with the existing drawbacks
of BYOD.
MDM/EMM – to begin our discussion of MDM and EMM suits it is appropriate
to define these two terms, before we start investigating their functionalities.
As we have seen, developing a clear and consistent BYOD policy is both
difficult and important. However, even with good policy in hands we cannot do
much to protect the organizations’ data and network nor the employees if we
have not enforced the policy. Therefore, the need of a tool, which can apply the
policy and monitor for its compliance is obvious. The two terms are referring to
software solutions used by IT departments to secure, manage and monitor
personal mobile devices that are used within an organization [68]. However,
between the two terms there is difference.
A basic MDM solution, should enforce devices’ password and require
changing the password after some period of time, it should also be possible to
remotely lock and wipe the device in case of loss or theft. Other MDM
functionalities include control over the devices’ hardware, auditing the device
usage, control over different device features such as devices’ camera, Bluetooth
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connectivity, GPS location tracking, etc. MDM solutions can be viewed as the
basis of EMM solutions. The reason for that is EMM solutions are MDMs with
extended functionalities. These extended functionalities span over the
Application, Data and Network layers, which gives the IT department better
control not only over the device itself but also over the network connections to
the enterprise network and the data that is being accessed [69].
We have seen that many of the issues related with BYOD security can derive
from malicious software and we also saw that it is relatively easy to get your
mobile device infected with some sort of malicious software. Therefore, that
additional control over the Applications is essential. Thereby, the IT department
can enforce the application policy through EMM solution. This component of
EMM can also be separate software solution called Mobile Application Manager
(MAM). This can result in an enterprise application store where only companyapproved application can be installed on the enrolled devices. A more simple
method is just a list of allowed applications, which can be downloaded through
the common application stores. Yet another approach is to specify a “blacklist”
of application, which cannot be installed on EMM enrolled devices. However,
through EMM, the IT department should also be able to monitor the devices and
their application inventory, so that if an infected application, which is not in the
blacklist, gets installed on a device, the device can be, for example, blocked to
connect to the corporate network until the malicious software is successfully
replaced from it. The IT manager can also specify a list of mandatory software
that has to be installed upon enrolling the device as working asset, which can be
anti-malware application or a VPN application through which to connect to the
enterprise network, etc. [69].
MDM/EMM solutions should protect the data that is stored on the device and
accessed from it, and this is basically one of the most important tasks. Many of
the methods that we have discussed previously in this text are, in some or by all
meanings, centered towards protecting the data on the mobile devices.
Nevertheless, we will mention some of the most specific methods and will add
additional information of how MDM solutions are adding to them. To begin
with, as we have mentioned several times in this text, when it comes to storing
sensitive data on a mobile device it is crucial that the data is encrypted.
However, when sensitive corporate data is involved, encryption is not the
ultimate solution for the data security issues that may arise. The ability to wipe
the data on the device is important in case of loss or theft. The wipe can be
executed remotely through MDM/EMM software, but this will only work as far
as the device is connected to a mobile or Wi-Fi network. If the SIM card is not
inserted in the device and the device is not connected to wireless network the
remote wipe will not work. Device wipe can be also triggered by the occurrence
of some event such as 10 PIN code/ password failed attempts. Additional
approach is through containerization, as we have discussed previously, where
some portion of the memory is reserved for corporate data. That container is
kept encrypted and can be managed by MDM/EMM software [70]. In other
words, these containers are the core of MCM (Mobile Content Management)
tools. The idea behind this containerization is to separate the private form
corporate data and apply the predefined policies over the container. Therefore,
the policies regulate what a user can do with the information stored in the
container, based on the users’ field of work, current location, type of network to
which he/she is connected, etc. Furthermore, it can be forbidden to copy, print or
share the data in the container, depending on the type of data. Additional
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advantage of MCM is that it makes it easy for the mobile device user to use it as
it usually performs the backups automatically and basically all that is required
from the user is to authenticate. Furthermore, in case of loss of the device only
the container portion of the memory can be wiped, without affecting the rest of
the device memory [71].
There are a few more functionalities of MDM/EMM have to be mentioned as
well. An important one is the ability to force application, OS and configuration
updates of the enrolled devices through MDM/EMM systems. This is also
known as Over-The-Air (OTA) updates. Another tool, which some vendors,
such as Air Watch include in their EMM solutions, is Mobile Email
Management (MEM). Accessing and sending emails through a mobile device is
recognized as one of the most commonly used features and that is also valid for
corporate email exchange.(See section 2.1.2) The purpose of MEM solutions is
to keep the corporate email exchange, secured. Through MEM the IT department
can enforce policies for email use, for example, block the access of unmanaged
devices to corporate email, and encrypt all the email attachments. Furthermore,
MEM can be used to discover existing unmanaged devices, issue and revoke
certificates, disable email access and remotely wipe the email application in case
of lost or stolen device, and encrypt the folders of the devices’ email directory
[72]. The flexibility and the features provided by MEM usually vary depending
on the product developer, but the basic characteristics of MEM are as explained
above.
With the functionalities of MDM/EMM systems, it is clear that they are the most
common tool in the hands of the IT departments. They provide almost full control over
the devices that are used within the company. However, some experts believe that the
time of MDM/EMM solutions is almost gone. The reasons for that are MDM/EMM
solutions are there to manage personal mobile devices as if they are company issued
devices, which of course puts limitations on the employees’ freedom. Furthermore, as
Israel Lifshitz states, using MDM requires a lot of work in terms of maintenance and
updates. Lifshitz believes that the future of personal mobile devices as working assets
relies on the Cloud technologies [73].
Cloud and BYOD – cloud technology is recently seen as the future of
addressing the issues inherited by BYOD. NIST describes cloud computing as
“Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction” [74].
An advantage of enterprise cloud computing is that the focus is no longer on
protecting the devices that access the corporate data. This gives more freedom to
the device users and makes it easier for the IT department to keep sensitive data
protected. Enterprise cloud computing combined with BYOD policies is also
considered to reduce the cost of enabling BYOD in a small and medium-sized
companies, while still providing reliable level of security both for the
companies’ data and assets and for the employees’ privacy. By not allowing
storing any companies’ sensitive data on the employees’ devices, the need to
provide high level of security for these devices is drastically reduced. The idea if
enterprise cloud is to store all of the sensitive companies’ data to centralized
location and implement security measures to protect that centralized location.
This aspect of Cloud computing is also known as IaaS (Infrastructure as a
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Service). IaaS can also provide processing resources over the network [75].
Furthermore, the enterprise cloud can accommodate applications that are
commonly used by the employees and therefore apply the needed levels of
security over one centralized location rather than securing every device that is
using these applications [76]. This aspect of Cloud computing is called SaaS or
Software as a Service, thus the applications run on the cloud servers and can be
accessed through Internet [75].
The last measures to consider are not in the technical aspect of BYOD security, but
they are more focused on the human awareness and the ability of the employees to
contribute to, and use the existing security mechanisms provided by the IT department.
Moreover, the users of BYOD should be well informed about the degree of control that
the company has over their devices. This can include clarifications about which data
will be monitored, which settings can be remotely configured, how the company will
use the device related information, etc. In addition, as we have mentioned previously in
this text, it is good practice (if not mandatory) to have a written agreement between the
company and its employees, where it is stated clearly what information will be collected
from the devices, what the company is allowed to configure on the device, etc. [77]. In
the next page we will discuss, what have been proposed as the best practices in
employee training for BYOD usage.
Employee Training – this last step in securing corporate data while enabling
BYOD is the employee training. This step is essential for the success of the
previously described methods to provide high level of security. As Stephen
Skidmore points out in the article “Best Practices for Employee BYOD
Training”, there are several key-points towards a successful employee training.
First, it is proposed that the companies should explain to their employees why
they are planning to adopt BYOD program, thus how it will contribute to the
organization. This should be followed by clearly stated explanation of which
devices, applications and operating systems will be supported/allowed.
Skidmore believes that it is critical to be explained why particular device or
application will not be supported in the companies’ BYOD program. The next
step in the training process should include discussions regarding employees’
responsibilities, the security risks of using mobile device for work purposes and
the ownership of the data that is or will be stored on the users’ device. These
training programs should include guidelines of how to connect to the corporate
network in a secured manner and how to use the existing tools to protect the data
in traffic. The employees should also be informed of the steps, which shall be
taken in case of device loss or theft. Furthermore, the BYOD users should be
instructed to comply with the “whitelist”/”blacklist” of applications when
downloading new ones. The content of the BYOD policies has to be discussed
and clearly explained to insure that the employees are aware of the established
rules and regulations. Finally, the employees must be told of the consequences
of not complying with the security policies and thus putting the corporate data
on risk [78].
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3

Method

Throughout this chapter a description about the scientific methods used in this research
is given. An explanation of why the inductive scientific approach is given in the next
part of the chapter. In the upcoming part we also clarify why a mixture between
quantitative and qualitative study technique is best suitable for this research.
Furthermore, in the second sub-chapter a detailed explanation of the quantitative study
and description of the selection process is given. In addition, we mention the sampling
techniques that are used. At the end of this chapter some ethical considerations
regarding the quantitative study are presented.
3.1
Scientific approach
The inductive scientific approach is used to drive this research. Therefore, throughout
the research we first observe what have been found previously in this problematic field.
This is accomplished through a qualitative research process by studying previous
research papers and articles relevant to the topic. Throughout this step, we are
synthesizing the information gathered from the most recent papers to provide an
accurate understanding of the problem. This phase is important since the knowledge
gathered from it serves as a background for understanding the next steps in the research
and it is essential for presenting reliable and correct results. Further in this research, we
use a quantitative study through the survey approach; however, more detailed
description of why this approach is needed for the research is given in the next subsection of this chapter. To summarize, this investigation is a mixture of qualitative and
quantitative study, where the inductive scientific approach is used to reach the results.
3.2
Human centered approach
To provide the most accurate results for this research, the number of the participants in
the research is the most essential. Therefore, the survey technique has been used for data
collection. For more convincing results, two different surveys have been prepared. They
are aiming to collect data from two different but also related groups of people. For the
purpose of this research, the interview technique would be extremely time-consuming,
for both the interviewer and the informants. Furthermore, for the scope of the research it
would be unfeasible to interview as many individuals as needed.
3.2.1 Selection
One of the main purposes of this research is to investigate how the companies and the
organizations are handling the rising amount of personal mobile devices used for
performing work tasks. Deriving from this cause, the general selection requirement is to
interview only individuals who are involved in organizations or companies.
Furthermore, as mentioned previously there are two different surveys used to support
this research and they are both distributed with the respect of the general selection
requirements. One of the sampling techniques used is quota sampling in terms of
dividing the “population” in two groups, where one is the employees group and the
other is the managers group. In addition, we also use the judgmental sampling to select
only people who are of particular interest to the research.
However, to understand why there is a need of two different surveys, we need to
make a reference to the some of the research questions, namely: how the existing
technologies and procedures are used to mitigate the risks driven by the mobile devices,

25

and how the employees feel about using their mobile devices for work – in terms of
productivity, security and integrity of their privacy. As we can clearly see, these
questions are not scoping to exactly the same target group. The reason is that, we do not
expect from the employees to know which technologies the companies are using and on
the other hand, it would be meaningless to ask, for example, the IT manager about the
perspectives of the other employees. Therefore, one of the surveys is intended to be
completed only by an IT/Security Manager and the other one is intended to be
completed by other employees in the same company as the manager.
There exists another important reason for this separation, which derives from the
possibility that the employees are not aware of the existence of security policies and
procedures that regulate the use of personal mobile devices. By interviewing the
security manager and the employees separately, we can see if there exists such a
knowledge gap.
3.3
Analysis
To analyze the results from the surveys we use several different statistical tests. To
analyze, for example, how aware the employees are of the existing procedures and
policies within a company, we compare the results given by the employees with the
ones given by the security manager on similar questions regarding the security policies.
Since the security manager is the one who is responsible for regulating and enforcing
the security policies, we can take his answer as corrective measure to the answers given
by the employees. By testing the relation of the answers, we can determine, for
example, whether or not the company should establish employee training or educational
programs. A more general meaning we often use is frequency analysis in order to
determine how often a particular event has occurred within a company.
3.4
Reliability
The information gathered for the literature study is based on material published by
leading Security software vendors, and professionals in the field of IT and mobile
security. Furthermore, the most recent publications are used. The theoretical part
represents the results from the literature study, and for this reason, the information
presented is of high scientific quality.
The results from the surveys are based on 16 different organizations and companies
and both surveys were conducted in April-May 2015. Thus, the results can be
considered valid and reliable.
3.5
Ethical considerations
The nature of the quantitative study used in this paper brings some particular ethical
considerations that we should take into account. The surveys that support this research
are closely related to security. Hence, some of the questions require exposing
information that can be considered private by the individuals who have provided it.
Furthermore, if this information is accessed by individuals with malicious intents, it can
possibly be used against the companies who have provided it. Therefore, by mutual
agreement between the researchers and the participants, the companies that have taken
part in the research will be kept anonymous. However, in this report we provide the
statistical results from the surveys and we analyze them, but none of these results will
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be associated with any of the participants. This can be considered as a precaution from
unintentionally exposing sensitive information.
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4

Survey results

Throughout this chapter, we present and analyze the data collected from the two
surveys, which are complementary to this research. As mentioned previously in this
paper, the first survey gathers information from IT managers who work in 16 different
organizations/companies regarding the usage and management of the mobile devices
within the companies’ environment. The second survey gathers information from
employees who work in these companies/organizations regarding the use of their mobile
devices, if they use their devices for work, how they protect the data on their devices,
etc. In the first section of this chapter we present and analyze the data gathered from the
managers’ survey and in the second part the information gathered from the employees.
We also try to find some dependencies between the results from the employees and the
results from the managers. These analyses are provided in the third section of the
chapter.
4.1
Results and analysis from IT managers’ survey
The survey intended for IT managers consisted of 21 questions. The questions are of
different types where 6 of the questions are dichotomous questions, 4 of them are based
on level of measurement, 5 are multiple-choice questions and the rest are open-ended.
Appendix 4 shows the complete questionnaire. It is important to note that one of the
questions asks for the companies’ name and the purpose of this question is to link the
answers of an IT manager from one company with the answers of the employees from
the same company. Ideally, we should have been able to link all the answers from the IT
Managers with all of the employees’ answers from the corresponding companies.
However, 3 of the answers from the managers cannot be linked to any of the answers
gathered from the employees. The answers gathered from the question regarding the
name of the company are not essential to the research questions and thus they are not
revealed. Another reason for this decision is to preserve the anonymity of the companies
that took part in the research. In this survey, 16 respondents from 16 different
companies took part and the results are presented in the rest of this sub-chapter. The
respondents positions in the company can be seen in Table 4.1.

Respondents’ №

Position in the company

01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16

Technical director
Chief Operating Officer (COO)
IT Manager
Director
Chief Technology Officer (CTO)
Project Manager
IT Manager
IT Manager
Founding engineer/ Manager
Manager
IT Manager
Security Manager
IT Manager
IT Manager
Team Leader
IT Manager
Table 4.1 Respondents job position
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The size of the company measured in people and additional information that shows
the mobile devices, both personal and company issued, used within the companies are
presented in table 4.2. 2

Company №

Size of the
company
measured by
number of
employees

Size of the
company
measured by
number of
personal mobile
devices

Size of the
company
measured by
number of
company issued
mobile devices

01
02
03 Uses MDM

170
50
130

0
40
60 *

5
0
25 **

300
11
250
Between 50 and
100
120

150
11
450
80 *

100
15 **
200
0

120 *

50 **

10
100+
180
Approximately
7000
80
150
180
450

15-20
100+
180
0

10
100+
130 **
3400

30
5*
200
450

5 **
15
50
600

system

04
05
06
07
08 Uses MDM
system

09
10
11
12
13
14
15
16

Table 4.2 Size of company

We also asked the participants if the companies are providing company-owned
mobile devices to their employees, and what kind of mobile devices they issue. The
results are as follows:
The total number of the companies that provide company issued mobile
devices is 14, which respectively means that only 2 of the interviewed
companies do not provide such devices. The devices, which are provided by
these companies, are presented in Table 4.3 with the corresponding percentage
ratio.
Device type
Laptops
Smartphones
Cell phones

Percentage
78.6%
64.3%
57.1%

Fields marked with “*” indicate that the company has established policies which regulate the use of
personal mobile devices. The fields marked with “**” indicate that the company has established policies
which regulate the use of company issued mobile devices.
2
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Tablets
Other devices

28.6%
7.1%
Table 4.3 Company provided devices

In addition we ask them about the type of policies they have (if any) to
regulate the use of these company issued devices. We found out that about
35% of the audited have such policies in place. These policies are
specifying rules and regulations for the aspects (with corresponding usage
percentage) shown in Table 4.4.
Policy type
List of allowed applications
Password and PIN code
configuration
List of mandatory software
Scheduled software updates
Mandatory anti-virus software
Other

Percentage
38.5%
46.2%
23.1%
23.1%
23.1%
0.0%

Table 4.4 Policies for company issued mobile devices

The percentage of the companies which have established policies that restrict the use
of personal mobile devices at work is shown in Figure 4.1.

Figure 4.1 BYOD policies

The information that we gather from the next question is complementary to the
previous one. Therefore, only the respondents who answered positively on the previous
question were requested to answer the next one. The question asks the respondents to
specify what type of BYOD policies they have. The participants can choose from
several different options. The results are presented in Table 4.5.
Policy type
List of allowed applications
Password and PIN code
configuration
List of mandatory software
Scheduled software updates
Mandatory anti-virus software

Percentage
33.3%
100%
33.3%
33.3%
33.3%

Table 4.5 Type of BYOD policies
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However, one of the respondents has not selected any of the suggested answers,
which indicates that the company is having different BYOD policies. Figure 4.2 shows
if IT managers familiar with Mobile Device Management systems.

Figure 4.2
Managers’ awareness of MDM

The interviewed companies that use MDM systems to protect their data and network
are only two as we mentioned previously in the text, while the rest (14) admit that they
do not use MDM solutions. The two companies that use MDMs are both using
AirWatch products. The first company which uses MDM system states that 12 mobile
devices are managed through Air Watch. The other company manages 5 mobile devices.
Furthermore, we requested our participants to specify to what extend they agree that
using MDM systems can violate the employees privacy. The results are presented in
Table 4.6.
Level of agreement
Completely agree that it will
violate employees privacy
Agree that it will violate
employees privacy
Neural
Disagree that it will violate
employees privacy
Completely disagree that it will
violate employees privacy

Percentage
6.3%
25.0%
50.0%
18.8%
0.0%

Table 4.6 MDM and employees’ privacy

We also ask them to what extend they believe that MDM systems can increase the
security of the companies’ data and network. The results are presented in the Table 4.7.
Level of agreement
Completely agree that it will
improve the companies’ security
Agree that it will improve the
companies’ security
Neural
Disagree that it will improve the
companies’ security
Completely disagree that it will
improve the companies’ security

Percentage
43.8%
43.8%
12.5%
0.0%
0.0%

Table 4.7 MDMs and security
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In addition, the results show that 50% of the interviewed companies have
experienced security issues, which have derived from inappropriate use or management
of mobile devices. The other 50% claim they have never experienced security issues.
However, from the companies that admit they have experienced security issues, 87.5%
were caused by lost devices that contained company related data and 50% were caused
by devices infected by malicious software.
It is important for our research to investigate whether or not the use of PMDs is
considered to improve the employees productivity and to what extent it is believed that
PMD can be a risk for the companies. Therefore, we redirect these questions to the IT
Managers. The results are presented in Table 4.8 and Table 4.9.
Employees’ Productivity
Completely agree that PMDs improve
employees’ productivity
Agree that PMDs improve employees’
productivity
Neural
Disagree that PMDs improve employees’
productivity
Completely disagree that PMDs
improve employees’ productivity

Percentage
6.3%
37.5%
37.5%
6.3%
12.5%

Table 4.8 BYOD and employees’ productivity

Risk for the company
Completely agree that PMDs
introduce risk for the company
Agree that PMDs introduce risk for
the company
Neural
Disagree that PMDs introduce risk
for the company
Completely disagree that PMDs
introduce risk for the company

Percentage
18.8%
37.5%
25.0%
18.8%
0.0%

Table 4.9 BYOD and risks

Finally, we want to investigate what network services the companies are providing to
their employees. We also request to get additional information, such as: are the services
they provide protected by Firewall and is it possible to connect to them by a VPN. It is
interesting to observe that all of the interviewed companies are providing at least one
network service. The additional information regarding the Firewall protection and the
VPN connectivity for these services is presented in Table 4.10.
Company №

Type of Service

Firewall
protection

01

File sharing server, E-mail
server
File sharing server, E-mail

Yes

Remote
VPN
connection
No

Yes

Yes

02
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03
04
05
06
07
08
09
10
11
12
13
14
15
16

server
File sharing server, Data
repository, E-mail server
File sharing server, E-mail
server
File sharing server, Data
repository, E-mail server
File sharing server, Data
repository
File sharing server, E-mail
server
File sharing server, Data
repository, E-mail server
Data repository, E-mail
server
File sharing server, Data
repository, E-mail server
File sharing server, Data
repository, E-mail server
File sharing server, Data
repository, E-mail server
File sharing server, Data
repository
Website
File sharing server, E-mail
server
File sharing server, Data
repository, E-mail server

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes
Yes

No
Yes

Yes

Yes

Table 4.10 Types of network services and their protection

4.2
Results from Employees’ survey
In this section we present the results from the survey which aim is to gather information
from the employees who work in the same companies as the interviewed IT Managers.
The total number of gathered responses from this survey is 84 and they are divided
among the 16 companies participating in the study. This survey also consists of 21
questions and, similarly to the IT Manager survey, the questions are of several different
types. 10 of the questions are dichotomous questions, 3 of them are based on level of
measurement, 5 are multiple-choice questions and the rest are open-ended. Appendix 4
shows the full questionnaire. As with the IT Managers’ survey, one of the questions is
asking for the company name in order to make a connection between the different
answers. Similarly to the results from the IT Manager questionnaire, 3 of the
employee’s answers cannot be linked with the answers from the managers. The reason
for that is that the company name is either not specified, incomplete or different.
However, the company names will not be reveiled for security reasons. In the rest of
this chapter we will present the information that we gathered from the 84 employees
from the 13 different companies.
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To begin with, we ask our respondents about their job position in order to have an
approximate understanding of the duties they have at the workplace. The full list can be
seen in Appendix 1.
We continue with an investigation of the types of mobile devices that our
respondents possess and what kind of company issued mobile devices they use. See
Table 4.11 and 4.12
Personal device type
Smartphone
Tablet
Laptop
None of the above

Usage Percentage
79.3%
37.8%
67.1%
3.7%

Table 4.11 Personal mobile devices

Company device type
Smartphone
Tablet
Laptop
None of the above

Usage Percentage
21.0%
6.2%
45.7%
43.2%

Table 4.12
Company issued mobile devices

It is important for our research to understand if the employees are informed about the
existence of policies that regulate the use of PMDs for work purposes. To achieve that,
we ask our respondents if they know of the existence of BYOD policies in their
company.

Figure 4.3 Employees awareness of the companies’ BYOD policies.

From Figure 4.3 we can clearly see that 34% of the respondents are aware of the
existence of BYOD policies, while 45% does not know and 20% are not sure if such
policies exist or not.
To see how often the employees are using their mobile devices for work, in terms of
accessing their work related e-mail, companies’ wireless network, storing companies’
data on their own devices and accessing other company owned network services, we
conduct a series of questions that aim to extract this information. The information that
we gather is presented in Figure 4.4 to Figure 4.5.
Figure 4.4 shows how many employees and how often they access their work related
email through their PMDs.
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Figure 4.4 Email access through PMDs

Figure 4.5 shows how many employees and how often they store company related
data on their PMDs. In addition to that, in Table 4.13 we present what is the most
common company data that is stored on PMDs.

Figure 4.5 Storing data on PMDs

Type of data

Percentage of employees storing
that data on PMDs
15.4%
38.5%
26.9%
23.1%
7.7%
46.2%

Financial statements
Company records
Contracts
Customer information
Employees information
Other

Table 4.13 Type of data stored on PMDs expressed in percentage.

Figure 4.6 shows how many employees and how often they access the companies’
Wi-Fi network through their mobile devices.

Figure 4.6 Access to the company Wi-Fi
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However, we must refer to that some percent of the devices presented in these figures
and tables might be managed by MDM systems, and are therefore managed by security
policies. For this reason, we analyze these results with respect to other factors in the
Analyses chapter.
Another interesting finding is that 59% of the respondents have never accessed any
companies’ network services through their PMDs, 2.5% have done that only once,
26.5% are accessing such services occasionally and 12% do that often. The most
common services to be accessed with PMDs are Remote Desktop, File sharing servers
and data repositories. For more detailed information about the network services and
their usage percentage ratio, see Appendix 2.
To see how workers protect their mobile devices we ask them if they have installed
anti-malware software. The result is presented in Figure 4.7.

Figure 4.7
Anti-malware usage

We also inquire if they have password, PIN-code or slide pattern configured to lock
the devices. The results are presented in Table 4.14.
Type of protection
Password
PIN-code
Slide Pattern
None

Percent of employees having it
enabled
31.3%
44.6%
24.1%
20.5%

Table 4.14 Screen lock approaches

On the question: “Have you ever experienced loss of any of your mobile devices?”
15.5% say they have lost a mobile device once, 2.4% more than once and 82.1% state
they have never lost their mobile devices.
To see if the employees who have installed anti-malware software and who have
configured screen lock for their devices are more secured than the one who have not, we
ask all of the participants to specify what kind of security issue they have experienced
on their mobile device, if any. The results are presented in Table 4.15.
Security Issue
Infected with malicious software
Loss of data
Incapability to use it due to
technical issues
I became a victim of phishing attack

Percentage of occurrence
2.5%
4.9%
13.6%
0%
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while using my mobile device
No security issues experienced

82.7%

Table 4.15 Security issues

Furthermore, in the survey our respondents are requested to estimate to what extent
using their mobile devices for work can increase their productivity and flexibility on the
workplace. The results are shown in Table 4.16.
Increase of productivity and
flexibility
Completely disagree
Disagree
Neutral
Agree
Completely agree

Percentage ratio
16.7%
14.3%
23.8%
21.4%
23.8%

Table 4.16 Productivity and flexibility

We then move our focus to the acceptance level of the employees for MDM systems.
To assure that the respondents are familiar with the basic functionalities of MDMs we
include an explanation in the survey form and we then ask them if they will still use
their mobile devices for work if these devices have to be managed by MDMs. The
results show that 26.2% will continue to use their devices without any considerations,
another 27.4% say they will probably continue to use the devices. Again, 27.4% say that
they will probably stop and 19% are sure they will stop using their devices for work if
they have to register them in an MDM system.
Consequently, we ask them to estimate to what degree they will feel more secure to
perform work tasks from their PMDs and to what degree they believe their privacy will
be violated if their mobile devices are managed by MDMs. The results are presented in
Table 4.17.
Acceptance level

More secured

Privacy violated

Completely agree
Agree
Neutral
Disagree
Completely disagree

20.2%
27.4%
16.7%
7.1%
28.6%

31%
23.8%
23.8%
13.1%
8.3%

Table 4.17 Privacy and security

Finally, we ask them two more questions related to the mobile usage. These
questions are related again to the degree of risk that a PMD can bring to a company. We
first ask our participants how often they connect to open Wi-Fi networks through their
devices and how often do they work from places out of their office using their PMDs.
The results can be seen in Figure 4.8 and Figure 4.9, respectively.
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Figure 4.8 Open Wi-Fi usage

However, 49% of those who often or occasionally connect to open Wi-Fi networks
do not have anti-malware software installed.

Figure 4.9 Working from places out of the office
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5

Analysis of the results

In the previous chapter we have presented the results from the two surveys in tables and
graphs with a little description and comments on them. Thus, in chapter 5 we continue
with a more detailed analysis on the results. This chapter contains three subchapters:
one containing analysis on the managers’ answers and one for the employees’ answers.
In the second subchapter where we analyze the employees’ results, we also study the
dependencies between the answers from the two respondents groups. Finally, in the
third section, based on the information that we gathered throughout the study we give
answers to the research questions.
5.1
Analysis on the managers results
First, we asked our respondents to specify the size of the company, in order to try to
find some connection between the number of people who work in a company and the
company’s ability to protect its network and data with the use of security policies and
MDM systems. As we can see in the results section such relation does not exist. In fact,
the biggest company that took part in the research does not have any BYOD policies
and it does not use MDM systems. The companies that actually use MDM systems and
have both BYOD policies and policies that regulate the use of company owned devices
are small to middle size with no more than 150 employees.
It is also interesting to observe that the most common company issued mobile
devices are laptops. This result shows that laptops are still considered more useful for
performing work tasks than, for example, tablets. Laptops are immediately followed by
Smart and Cell phones with 64% and 57% respectively, which clearly shows that
cellphones even though still in use are surely retreating. It is more interesting that this
does not happen so fast as the difference between them is only 7%. And tablets
compared to the rest, are the least popular among the company issued devices.
Furthermore, only two companies are using MDM systems to manage the mobile
devices within the company. This number is relatively small and it makes about 12% of
all participating companies. Furthermore, these two companies are having both types of
policies. Another notice is that many companies, which provide company issued mobile
devices, do not have policies to regulate their use. In fact, about 35% of them have such
policies in place with 65% that does not. Regarding BYOD policies, the results are
more even more disturbing. From 14 companies, which admit that their employees are
using their personal mobile devices within the company, only four are having policies to
regulate these PMDs.
Among the most common policies are “List of allowed applications” and “Password
and PIN code configuration” for company issued mobile devices and respectively
“Password and PIN code specification” for PMDs. However, the other three types of
policies are also essential towards security, in fact in some cases they could be
considered even more important than the first two, but as we can see, they are not that
commonly used. It is interesting to specify here that one of the companies that have
MDM system in use is having all the different types of BYOD policies and the other
company with MDM is enforcing only PIN and Password configuration through the
system.
In addition to what we have said about MDMs, it is reasonable to assume that it is
essential for a good IT manager to be aware of the new trends in managing and securing
the companies network and services. We see in the results that 14 of the interviewed
managers are aware of the existence of MDM, but still two of the participants admit that
they are not.
Furthermore, we decided that the acceptance level of MDMs is also an important
aspect towards the effectiveness of mobile device management. For this reason, we
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asked the managers about their opinion regarding relationship between employees
privacy and managing their devices with MDM systems. Apart from the fact that most
of the participants are neutral about this matter, we have more respondents who believe
that MDMs can violate employees’ privacy than the respondents who do not believe
these systems can violate their users’ privacy. This can mean that the adoption of these
systems might not be well accepted and thus the mobile users might stop using their
devices for work in order to protect their privacy. However, when we analyze the results
from the employees in the next section we will get a better view over this issue.
In contrast to the level of acceptance, MDM systems are widely considered as a tool
that can improve the companies’ security. The results show that respondents are actually
more positively oriented towards the ability of MDMs to provide security. It is
noticeable that even the percent of neutral responds is much smaller compared to the
“Agree” and “Completely agree” responds. (See Table 4.7) Furthermore, none of the
interviewed disagrees that MDMs improve the companies’ data security, which comes
to prove that mobile device management systems are yet one of the most powerful tools
for securing companies’ network and data when accessed from mobile devices.
We move the focus of our analysis to the security issues that the companies have
experienced with respect to the security measures they have incorporated. We see that
the ratio of the companies who have experienced security issues is 50/50 compared to
those who have never experienced such problems. However, it is important to
understand whether or not the affected companies have security measures in place. We
see that 4 of the companies that have experienced such security issues, do not have
policies or other means to regulate PMDs. In contrast, only one of the security issues
has appeared in a company which has security policies for both personal and company
owned devices and it uses MDM system and three other companies have experienced
such problems while they have policies for company owned devices. A deeper
observation of the results shows that one of the companies which has list of allowed
applications had security issue that has derived from a device infected with malicious
software and it is in fact the only company that have experienced this kind of problem.
The rest of the issues among the other companies have derived from lost or stolen
mobile devices with companies’ data stored on it. However, it does not mean that the
companies, which never had such issues, are having incorporated some security
measures. In fact, 5 of the companies do not have any security measures but yet they
never had security problems in this manner.
Additionally, we requested the managers to share their opinion on the common belief
that personal mobile devices, on one hand, can increase the employees productivity and
on the other hand can bring risk for the company network and data. The results actually
prove that using PMDs for work is considered to increase the employees productivity. It
is not surprising that some of the respondents still believe that using PMDs for work
does not increase the productivity, but more interesting is that about 55% of the
respondents who believe so or are neutral about this matter does not have MDM
systems, nor have they established any related policies. On the other hand, the most of
the companies who are having some mobile management measures tend to belief that
PMDs are actually increasing the productivity. However, when we observe the opinion
about the risk brought by mobile devices most of the interviewed are feeling that mobile
devices do bring risk for the companies. In the results we can also see that even the
percentage of the neutral answers is smaller than the percentage of those who agree,
which in fact is reasonable since 44% of these who agree are responses coming from
companies that have experienced security complications.
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5.2
Analysis on the employees results
In this section of the chapter we continue analyzing the results gathered from the
employees. Furthermore, where applicable, we refer back to the results and analysis
from the managers in order to find dependencies between the two groups. This type of
analysis is particularly useful to find out how well the companies are coping with the
challenges that mobile technologies are bringing.
To begin with, we ask the employees to specify what type of personal mobile devices
they use. The results from this question are simply to show what is the most commonly
used mobile devices. The results show that laptops are giving way to smartphones as
personal mobile devices with more than 10% difference between them and they are
again followed by tablets. However, tablets are still not so commonly used with among
mobile users about 37% of the interviewed. Furthermore, we investigate what are the
most common company issued mobile devices among the employees. We can observe
from the results that, in contrast to PMDs, laptops are twice more common than
smartphones, which may mean that companies are still considering laptops to be more
suitable for performing work than smartphones. However, a large percentage of the
interviewed does not possess any company mobile devices, and the least percent of the
interviewed belongs again to tablet users with only 6.2%. If we make a connection
between the results from the managers and from the employees, we can conclude that
laptops and smartphones are the leading work assets and on the other hand, tablets are
not considered so effective among most of the audited.
We further continue with investigation of how aware the employees are of the
existence of BYOD policies in their companies. However, the results presented in the
corresponding result section in Chapter 4 are not entirely accurate. For them to be
accurate we have to refer to the results gathered from the managers in order to see
which companies have such BYOD policies and then examine the answers from the
employees in the corresponding companies. That is, it is important to note that not all of
the companies that we interviewed are having mobile security policies. As we see in the
results from the IT Managers, 4 of the companies have policies to regulate PMD as well
as company issued mobile devices and another three companies are having policies that
regulate company issued mobile devices. All of these policies are affecting 32 of the
participating employees. From these 32 employees, 11 are affected by BYOD policies.
10 of them say they are aware of the existence of such policies and only 1 says he/she is
not aware of if the company has such policies. The rest 21 out of 32 people are affected
by policies that regulate the use of company issued mobile devices. From them 8 are
aware that they are not affected by such policies and 6 are not sure, which at least means
that they are familiar to some extent with the rules and regulations in the company.
Finally, we have another 12 respondents who think they have BYOD policies, while in
fact their companies does not have neither BYOD nor policies to regulate company
mobile devices.
Additionally, we ask our participants to specify if they use their mobile devices for
performing work related tasks and if so, how they use them. There are several questions
in the employees’ survey that aim to gather that information. See the survey form in
Appendix 4. For better relevance and accuracy, the analysis of this questions are
presented in the following form:



How often and for what purpose are PMDs used?
Are the employees, who use their PMD to perform work tasks, affected by
BYOD policies?
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Are these PMDs having any security measures enabled (Screen lock and
Anti-malware software)?
Have these employees ever experienced security issues related with their
PMDs.
Have these employees ever experienced loss of their device?

However, we are interested only in the devices that are used for performing work
tasks. First, we examine the results from these employees who are affected by mobile
security policies and after that, we analyze the results from those who are not affected.
We see in the results that about ¼ of the interviewed have never used their mobile
devices for accessing their work related email, but the majority or 74% of them say that
they have done that at least once. Furthermore, around 32% of those users, who have
accessed their work email from PMDs, are affected by security policies. Deeper analysis
on the answers from these 32% show that 47% of them have anti-virus software
installed on their PMD and 89% are having some type of screen lock, such as PIN,
password or slide pattern.
In contrast, the percentage of the employees who use their PMDs to access their
work email without being affected by any mobile security policies is 82%. Further
comparison of the results shows that the difference between these companies who do
not have mobile security policies and those who do is not very noticeable. We see that
51% are having anti-malware software installed and 72% of the audited say that they do
have PIN code, password or slide pattern enabled.
However, the percentage of the employees who store company data on their PMDs is
much smaller with about 18% (6 people) of all employees who are affected by security
policies. Even though all of them are having PIN-code, password or slide pattern
configured, half of these 18% are having anti-malware on their devices. Furthermore,
three employees admit they have had security issues with their PMD including loss of
device, loss of data and infection with malware.
On the other hand, the employees who are not affected by mobile policies and who
store company data on their PMDs is almost double with 31% of all. From these 31%,
62% do have screen lock configuration enabled and about 68% do have anti-malware
software. From these analyses, we can see the difference between those who are guided
by mobile security policies and those who are not.
We move our focus on the use of corporate wireless network. Again, we first
examine those answers from employees who are affected by BYOD policies. We find
out that 78% of them are using the corporate wireless network and from them 48% have
anti-malware software, which means that the rest 52% are introducing severe risk of
infecting the companies’ network with malware. In fact, one of the employees who
often use the company Wi-Fi admits that he/she had his device infected with malicious
software. Similarly, the corresponding percentage of answers coming from employees
who are not influenced by mobile policies is again 78%. We also see very similar
percentage of those who have installed anti-malware that is 47%.
We also ask the employees to specify if they use any other types of companies’
network services, such as file repositories, remote desktop services, etc. We see that
around 43 percent of all respondents are or have been using such network services
through their mobile devices. From this 43%, about 25 are using services such as
corporate E-mail, 20 % are using file sharing and data repository services, and another
22 % from the employees are using remote desktop and VPN to the corporate network
form their PMDs. Interesting relation in the results show that from all of these
employees, who use corporate network services, about 57 % are having anti-malware
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installed and 82% are having screen lock configuration. Those who have both security
measures configured are less than the half with about 47%.
Furthermore, we examine the relationship between those mobile users who have
experienced mobile security issues and the security measures. These analyses try to
show if those mobile users who have installed anti-malware and have configured screen
lock are more secure than those who do not have any security measures enabled. First
we see in the results that 16% of all audited have lost their mobile device at least once,
however from them 85% say they have some type of screen lock configuration. Deeper
analysis show that one of the employees who have experienced loss of PMD admits that
he/she does not have configured screen lock, but on the other side it happens that he/she
stores customer information data on his/her PMD and uses it to access the corporate
network through VPN. This means that upon loss or theft of this device the information
stored on it and the credentials for the VPN connection (if stored on the device) can be
easily accessed.
Other security issues we asked for include: malicious software, incapability to use
the device due to technical issues, loss of data from the device and occurrence of
phishing attacks. Again the percentage is around 16 from all audited. The majority or
75% admit that the security issue they have experienced is incapability to use the device
due to technical issues, which most probably means that some important software
updates have not been made. Moreover, around 38 % of these issues are caused by loss
of data and/or infection with malicious software. Furthermore, from those who have
experienced loss of data 66% have been storing company related information on their
PMDs. However, it is interesting to observe that the overall percentage of those who
have experienced one or more security issues and still do not have anti-malware is 53
against 47% that are having anti-malware installed.
In addition to the possible security complications that derive from the use of PMDs,
we also inquire our participants if they use their mobile devices to perform work tasks
from places out of their offices and if they connect to open Wi-Fi hotspots. It appears
that, at least occasionally, 87% are connecting to open wireless networks in cafes,
restaurants, etc. Half of them are not having anti-virus software and 1/4th are having
company information on their devices. In relation to these results, the percentage of
those who work from their PMDs out of their working place is relatively smaller with
67% of all audited. However, 67% still means that many employees work out of their
offices using their PMDs. Moreover, 43% of them do not have anti-malware installed
and, what is worse, almost all of them say they connect to open Wi-Fi networks. The
results from this relation mean that almost half of the interviewed employees might be
working from cafes, hotels and other public places while connected to the nearby open
Wi-Fi without even having anti-malware software.
Finally, in our analysis we focus on the acceptance level of the employees regarding
the MDM systems. We can also see if the employees believe that using PMDs for work
can increase their productivity and flexibility to perform work tasks. As we have seen
with the managers responses, it is more widely believed that MDM systems can violate
employees’ privacy. We see the same common believe among the employees as well,
where 54% agree that their privacy will be violated if their mobile device is managed by
MDM system and about 45% say they are either neutral or they will not be concerned
about their privacy. Regarding the willingness to continue using their mobile devices for
work if they have to be managed by MDM, 54% say that they will continue to use them
and 46% say they will stop. Interesting results occur when we compare the answers
regarding the privacy of the employees and their willingness to continue to use their
mobile devices for work if they have to be enrolled in MDM system. We see that 68%
of those who believe their privacy will be violated prefer to stop using their devices for
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work instead of enrolling them in MDM system. However, the rest 32%, even though
they believe their privacy will be violated, are willing to let their devices to be managed
by MDMs. The results from the question regarding their increase of productivity and
flexibility show that from those 32% 86% are feeling more productive and flexible
when they work with their own devices, so they are ready to trade some of their privacy
to achieve that. Moreover, from those 54% of employees who are concerned about their
privacy 32% are saying they will feel more secure to work on their mobile devices if
they are managed. And as we can already assume, these 32% are in fact the same
respondents who will trade some of their privacy for the ability to use their PMDs for
work.
When we examine the results from the employees who do not have privacy concerns
we see that they are far more prone (95% of them) to continue using their devices for
work if they are managed by MDM. Furthermore, 77% of them agree that they will feel
more secure to work from their PMDs. What is interesting in this matter is that even
though 95% will continue to use their devices, only 50% of them believe their
productivity and flexibility is increased by PMDs.
The employees, who are actually working in the companies that have MDM systems,
are mostly neutral about their privacy. However, 33% believe to some extent that their
privacy will be violated. On the other hand, they believe that they will be more secured,
they will be able to perform more work and be more flexible.
In general, despite the privacy concerns, 45% of all participants believe that PMDs
increase their productivity and another 22% are neutral. This means that in general
PMDs are concerned to be useful asset for work.
5.3
Reflection on the research questions
With the knowledge gathered from the literature review and the information we
extracted from the real world working environment, we are ready to apply this
information and answer our research questions that we stated in the beginning of this
paper.
In order to be consistent with the reflection of our research questions, we divide this
subchapter in two parts. The first part focuses on those research questions that can be
answered with the information gathered from the literature review. Consequently, the
second part targets these questions that can be answered with the information gathered
from the companies through the surveys.
5.3.1 Answers to the research questions with theoretical knowledge
We see in the second chapter that the BYOD trend has become discussion topic for
many authors. Thus, the amount of information, which can be found about our research
is enormously large. However, in this section we synthesize that information to answer
part of our research questions.
Here we have to answer two general questions, namely: what are the risks that can
derive from the use of personal mobile devices in a working environment, and what are
existing methods for mitigating these risks in terms of technology mechanisms and in
terms of security policies.
We have seen that the risks that are inherited from the use of PMDs within the
corporate environment are many and are not of one type. To get a more clear view we
divide those risks into two types.
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On one hand, we have those risks that derive from clear intention of some individual
or groups to cause harm to the companies’ finance or reputation. As we see, these
individuals or groups are becoming more and more creative towards transferring their
offensive methods into the mobile world. Exactly in this creativeness, our first set of
risks resides. This can be also considered as the technical aspect of the problem. We see
that we have the risk of infection with Mobile Malware with its many different software
types, where each of them can cause harm to the infected device and can cause financial
loss to the devices’ owner. But, more importantly when such device is used within the
corporate environment, it can cause harm to the whole company, in terms of its
reputation and its financial position. After examining the different types of malware that
is already affecting mobile users we see that they are more or less the same as their
predecessors seen in the computers. They are namely: Trojans, Adware, Spyware,
Viruses and Botnets.
Another, increasing threat also in this technical aspect is the Phishing Attack. This
attack has been considered as one of the attacks that causes most of the financial loss.
However, as we have mentioned previously this attack is not specifically designed for
mobile devices, but it since we use them more than or PCs it is more probable to happen
while using mobile device. The phishing attack is also dependent on the users’
incompetence and unawareness, which leads us to the second type of risks.
In addition to the risks for mobile devices, we see that another major problem is the
users’ interaction with them. The unawareness of the existing threats and their effects
makes it much easier for the attackers to launch their attacks. Moreover, those users
who also work from their PMDs can cause security issues to the company they are
working for. Again, by unawareness we mean that they perform actions without
knowing the consequences. Such actions as Jailbreaking, Rooting, connecting to open
Wi-Fi networks, etc. can lower the security of their mobile devices, thus exposing the
data stored on these devices to risk. Other risks that derive directly from the human
interaction are caused by disabling or not enabling at all some security measures of their
devices. The reasons for that are many, such as ease of use of the device or performance
considerations, etc. These security measures are namely: PIN-code and password
configuration, Anti-malware software and enabling data encryption. This, not enabling
this security measures in combination with theft or loss of the device are exposing all
the data stored on the device at risk.
Now, after we know what the risks are and where they derive from, we ask
ourselves, what are the proposed countermeasures to mitigate these risks. What can be
done in order to use PMDs to perform work tasks in a secure manner? Giving answer to
these questions undoubtedly answers our next research question regarding the solutions.
Again, many methods for securing our mobile world are proposed and usually, for
best results, they are incorporated together. Similarly, to the risks, we can also see that
there are two types of solutions, where the first type deals with the technical aspect of
securing the mobile devices and the other solution set aims to address the risks that
derive from the human interaction.
The risks for the security from inappropriate human interaction can be addressed
mainly through security policies and employee training programs. We see in the
theoretical part of this paper that the security policies or in our case BYOD policies are
the main security measure in the hands of the companies that wish to enable their
employees to work from their PMDs in a secure manner. These policies are specifying
different aspects of how mobile devices shall be used within the organization. They can
specify what mobile users shall do to protect the company data stored on their devices,
what data can be stored on them (if any), the type of devices can be used within the
company and other even more detailed specifications. Furthermore, they can clarify the
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consequences of exposing companies’ data at risk, how the device and the data on it
will be handled in case of loss or theft, etc. These policies can also dig deeper and in
more technical aspect where, for example, list of allowed application is defined and/or
list of mandatory software, such as anti-malware, or they can specify how the devices
should be protected with PIN or password locks, etc. When all of these details are
provided then, the employees who use their mobile devices for work, should sign up a
written agreement with the company in order to declare that they will comply with the
policies. The BYOD policy solution can be followed with an employee-training
program where the employees are taught of the security risks, their duties, and the
countermeasures that can be used to address those risks. The solution set for the risks
that derive from users’ interaction also specifies the technical criteria that has to be
fulfilled for a device to be used as working asset. Therefore, this leads to the technical
solution set that gives answer to our second research question.
We see that the policies are setting the rules, regulations and the criteria for the use
of PMDs for work. But we can combine some technical solutions that will help us to
enforce the security policies. Thus, the second solution for the BYOD risks can be
either MDM/EEM systems, Mobile virtualization and Cloud technology or
combinations of them. These technologies, despite their different approaches, are
aiming to provide secure communication between the devices and the companies’ data
and applications that are accessed from and on them. These are the tools, which ensure
that even if an employee misuses his/her device or he is not complying with the BYOD
policy, the company assets and data will be safe. And until now this measures close the
solution set that is addressing the risks for the companies deriving from BYOD trend.
5.3.2 Answers to the research questions based on the results from the surveys
As we have answered our research questions related with the theoretical aspect of
BYOD trend, we now move forward to answer the next set of research questions that
are dependent on the results from the two surveys that we have conducted. In general,
we want to find what the current situation in the real world environment is. This is, we
want to find how and if the companies are using the solutions described previously,
what are the security issues they encounter related to BYOD, are the employees aware
of the risks and the solutions, etc. (For full description of the research questions, please
see section 1.4).
First, we see that most of the companies are aware that their employees are using
PMDs with the companies’ environment and they also have access to company issued
mobile devices. However, when referring to the results from the managers’ survey we
can clearly see that in terms of security measures the majority of the companies are not
yet well prepared for the risks that BYOD brings. Only 4 out of 16 companies have
established BYOD policies and 5 out of 16 are having policies that regulate company
issued mobile devices. Furthermore, the adoption of MDM/EEM systems is also not
popular among the audited companies where only two of them are using MDM systems
to manage the devices of their employees. But on the other hand, big percent of their
employees are accessing companies’ network services, such as email servers from their
mobile devices, where only 32% of these employees are affected by security policies.
Similar results occur when we see that most of the mobile users (32% from all
interviewed) who store company data on their devices are not affected by security
policies. This clearly shows that even though some of the companies have enabled some
security mechanisms, the majority does not have any and yet allows its employees to
work through their mobile devices.
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Regarding the employees’ awareness of the security policies that their company has
establishes we see that 91% of those who are affected by BYOD policies are aware of
the existence of such policies. This means that the majority of the employees who use
their mobile devices for work and are affected by such security policies are actually
aware of their existence.
Furthermore, the results show that 78% of those who are affected by PIN or
password configuration policy are obeying that policy as they have some means of
screen lock enabled. And about 66% of those affected by mandatory anti-virus software
are actually having such installed on their devices. The results show that even though
not all of the employees are complying with the security policies most of them are.
Second, we examine the actual necessity of the companies to allow the use of PMDs
by their employees. We see in the results that the most of the IT managers, about 44%
of all, agree upon the statement that PMDs can increase the productivity of the
employees. However, it is important to notice that 33% are neutral about that matter.
Then we refer to the employees answers to the same question and we again see that 45%
of all agree that PMDs will increase their productivity, with 24% being neutral. These
results show that more people are positive about the ability of PMDs to increase the
productivity of the employees. And what is also important is that most of the employees
are feeling more productive when working from their mobile devices. To answer our
research question we have to note that the necessity for BYOD program highly depends
on the work field of the company or the organization, but the results clearly show that in
general, it is considered that using personal mobile devices as work assets increase the
employees productivity.
We move forward to the next research question, which investigates the employees’
perspective regarding their privacy in relation with MDM systems. This means, if they
have to enroll their devices in MDM system in order to use them as work assets, will
they prefer to not use them as such assets and preserve their privacy or they will choose
to enroll the device and be free to work from it. With the results that we gathered, we
see that a little more than a half of the employees believe that their privacy will be
violated if their device is managed my MDM system. However, bigger percent of the
employees are stating that they willing to enroll their devices in MDM system in order
to use them as work assets. Furthermore, 46% of all are saying that they will feel more
secured to work from their devices if they are managed by MDM and 16% are neutral,
which means that more people believe they will be more secured than those who believe
the opposite. From the results we can conclude that most of the employees will prefer
their privacy over the security. On the other hand, more people are willing to enroll their
devices in MDM in order to use them as work asset, which means that they can trade
their privacy in order to be more flexible and productive.
To understand how aware the employees are regarding the existing basic security
solutions we refer again to the answers from the employees regarding if they have
configured PIN or password screen lock and we see that 79% have such configuration.
On the other hand, only about the half of the employees are having mobile anti-malware
software. The results surely show that the majority have some understanding of the
solutions. However, it is obvious that almost half of the audited are not having antivirus software installed, which most probably means that they are not very familiar with
the risks of getting your device infected with mobile malware. Furthermore, we see that
86% of all are connecting to open Wi-Fi networks, which again means that most of
them are not familiar with the risk. The results gathered regarding this matter are
enough to conclude that the majority is not completely aware of the risks, but have
implemented some security measures.
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Another important research question that can be answered with the results from the
two surveys is about the occurrences of security issues in the companies that have
derived from inappropriate use or management of personal mobile devices. We show in
the results that 50% of the companies have had such security issues. The IT managers of
these companies say that most of the security issues that have occurred are due to
lost/stolen mobile device and device infected with malicious software. However, it is
important to notice that only one of the companies that have security policies for
personal and company issued devices have experienced this kind of security problems.
The majority of this issues occurred in companies that do not have security policies or
other security means. These results clearly show that when the security measures are in
place they lower the chance for security complications to occur.
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6

Discussion

Throughout this chapter we discuss the results from the survey and we relate the results
with the theory from the theoretical part from the second chapter. A discussion of the
research method is presented in this chapter as well. Furthermore, we give some
proposals to the companies in order for them to improve their mobile security.
6.1
Results
One of the main aims of the conducted study presented in this report is to find and
present the problematic areas of adopting personal mobile devices as working assets.
Once aware of these problematic areas we research the possible methods for addressing
these problems in order to be able to introduce the BYOD trend in more clear and
consistent way. This is achieved through a literature review, the results from which are
presented in Chapter 2. We also investigate the main reasons that make the use of
mobile devices so desirable by the companies. On the other hand, many different studies
in this field show that regardless of the advantages that BYOD brings, it also comes
with many drawbacks. These drawbacks mainly influence the corporate network and
data security, which gives very synthesized answer to RQ1: “What security problems
derive from the adoption of BYOD trend?”. Based on many of the cited articles every
company that is planning to adopt BYOD or allows its employees to use their mobile
devices for work purposes should get aware of the security issues that this trend can
bring. As we have discussed several times, these security issues mainly derive from
mobile malware and the nature of the mobile devices themselves. They are usually
carried with us most of the time, we use them to connect to Internet from many different
networks including open Wi-Fi hotspots and they are easy to be lost or even stolen.
Based on many sources, which appears to be reports from anti-malware vendors, mobile
malware are the biggest challenges for BYOD. We can further refer to the results
gathered from the two surveys and add that lost or stolen mobile devices that contain
corporate data are among the biggest flaws that derive from BYOD trend. This
reference to the results also answers RQ3. “Which BYOD related flaws appear in real
world environment?”.
However, many information sources propose strategies for mitigating these
drawbacks. A pattern that we can see in all of these strategies gives the answer to the
RQ2: “What methods can be used to mitigate these risks? “. First step is to establish
rules and regulations that have to be followed by the users of the mobile devices, and set
criteria that has to be met in order for a device to be used as working asset. Second,
there should be some means that enforce these rules, regulations and criteria such as
MDM/EEM solutions. Finally, there should be some employee-training program that
explains the vulnerabilities and the security measures.
What we see in the results from the companies is that the problem with BYOD is
actual and it is happening. We see that most of the companies are allowing or better to
say, not forbidding their employees to use their personal mobile devices to perform their
everyday work tasks while they have little or no control over the devices and the data
that is being stored on them. Moreover, around half of all the participants in the study
are storing company related data, which includes contracts, employee and customer
information, financial statements, etc. and only 18 % of them are restricted by security
policies. The companies’ IT managers show that they are familiar with the existing
security measures such as MDM systems, but a really small percent of the companies
are using MDM systems, which means that they are not completely aware of the
security risks inherited by PMDs. The same can be stated about the employees, which
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answers RQ5: “What is the user’s perspective regarding the problem as a whole?”.
They show that most of them are slightly informed about the security controls and
almost all of them are not familiar with the risks. Furthermore, from most of the
companies that have established security polices only one is having consistent policies,
which cover most of the important aspects. The rest are either not having any or are
having inconsistent ones, for example, only having a policy for List of allowed
applications, but the security issues they have experienced are due to lost mobile
devices. This gives a general view of how the existing technologies are being used
which refers and answers to RQ4: “How the existing technologies and procedures are
used to mitigate the risks?”. We certainly do not say that having consistent security
policies and MDMs in place will make the BYOD trend risk free. There are no security
means that can provide 100% risk free environment, and we see that in the paradox
where one of the companies that is having policy specifying a list of allowed
applications and anti-malware software, appears to be one of the few that have had
security issues due to mobile devices infected with malicious software. On the other
hand the companies that have appropriate security measures have experienced less
security issues. This clearly shows that the existing security methods can definitely
lower the risks if used properly.
The results collected during this study were able to answer all the research questions
and sub-questions stated in Chapter 1.4.
6.2
Recommendations
The companies and organizations that are considering introducing a BYOD trend in
their environment can consider this report as a guide that can help them understand what
the benefits are and where the problems reside. Additionally, the results from the
surveys can determine what the real situation is. Based on the information that we
extracted from this research we can propose the following recommendations:




The main benefit of adopting BYOD trend in a company is to allow the
employees to be more productive. However, the percentage of those who
believe that working from PMDs increases their productiveness is not
extremely high. For this reason before taking any further steps it is essential
to ask the employees about their perspective regarding BYOD. If they feel
optimistic, then further steps should be taken. If else, then most probably the
company does not really have the necessity to adopt the trend.
Once being sure that the employees and the company will benefit from the
trend, it is time to structure the security policies. As we have discussed many
times, the policies must be as consistent and clear as possible. This means it
is a good practice to have those sections that we have discussed in Chapter
2.3.2. We can also see in the results from the surveys that inconsistent
policies are not very effective. As an example we again use the case where
one of the companies is only having a policy with a list of allowed
applications, but the security issues they have experienced are due to lost
mobile devices. Policies should also be complemented by signed agreements
between the company and the employees. The policies should be regularly
revised for inconsistencies and if such are found they should be updated to
cover the gaps. Developing mobile security policies can be considered as one
of the most important steps towards the successful adoption of BYOD in a
secure manner.
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After having the policies in place, there might occur the need for tools to
inforce these policies and ensure that employees are complying with them,
especially if many employees are feeling the necessity to work from their
PMDs. This can be achieved by an MDM system. Further methods can be
used such as Containerization or even Enterprise Cloud solution, as we have
discussed previously.
Despite if the previous step is applied or not, it will be beneficial to conduct
an employee-training program, where the employees get familiar with the
problems that might occur, and how to contribute to the security of their own
devices and the company data and applications stored on them. Once the
employees are informed about these matters it is more likely that they will
comply with the policies and be more responsible for the security of their
devices.

If the above steps are done in a responsible and thoughtful way, they will drive the
negative consequences of allowing the employees to work from their mobile devices to
a minimum. However, we have to emphasize that if the company is not planning to
allow its employees to use PMDs for work, it should be stated and agreed with the
employees that they are not allowed to work from their personal mobile devices or store
company data on them. To support this statement, we refer to the results where most of
the companies do not have BYOD policies but their employees are storing company
data, accessing companies’ network services, working from their devices from places
out of the office, etc. We have also see that 4 out of 7 security complications happened
in companies that do not have any measures to secure their employees’ personal
devices.
6.3
Method reflection
For the purpose of this research, a literature review was conducted to answer two of the
most extensive research questions in this research. It also gather the needed information
to get a deeper understanding of the problematic area and to be able to present the
problem from different angles. The literature review is an essential part of this research
and it gives us the required knowledge to understand and analyze the results gathered
from the quantitative study.
The quantitative study conducted in this report is the other essential part of the
research. It gives the results that are required in order to be able to answer the rest of the
research questions that cannot be answered with the results from the literature study.
The form of the quantitative study is a survey research. This form of quantitative study
best suits the topic and the research questions related to the current situation in the real
world environment.
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Conclusion

In this chapter we briefly summarize the findings achieved during the research is
presented. Additionally, in the second section, an idea for possible further research
related to the BYOD trend is discussed.
7.1
Conclusions
During the last several years, the use of personal mobile devices has expanded beyond
the conventional. They have become widely used tools by many organizations and their
employees for performing work related tasks. In other words, they have been adopted as
working assets. However, the nature of the mobile devices and the fact that they are part
of the employees’ personal belongings, rises many questions regarding the privacy of
the employees and the security of the companies’ network and data. Throughout this
research, all of these problematic aspects of the BYOD trend have been discussed and
analyzed. Moreover, the existing solutions to these problems were also presented and
discussed based on the results from them. In addition to that, a quantitative study has
been conducted to answer questions regarding the real world situation in terms of
mobile device usage in the enterprise environment. The results from the literature
review clearly showed that despite the many risks and security problems that can derive
from BYOD, there are also many benefits of adopting the trend and thus allowing the
employees to feel more comfortable and being more productive while working from
their own mobile devices. The literature study showed that there are also several strong
means to address the problems inherited by the trend. Furthermore, the quantitative
study helped to understand what the reaction of the companies is to the BYOD. It
showed whether or not the problems described in the theoretical part of the paper exist
in the real world, and if they exist how the companies are dealing with them. The results
from the study further presented the employees perspective about that matter, the way
they use their PMDs for work, their familiarity with the problematic area and opinion
about the existing security measures. We have seen that, in fact the problems do exist in
the real world as they are described in the theory part. Even though the BYOD trend has
already existed for several years, most of the companies are still not adapted to it and
the mobile users are not completely aware of the risks that it brings. However, we have
confirmed that PMDs are also considered an asset that can increase the productivity and
flexibility of the employees. However, it also causes security issues to these companies
that have not taken any security measures. To conclude, the study presents the relation
between the common, widely accepted knowledge about BYOD trend and the actual
real world situation.
7.2
Further Research
As nowadays, mobile technologies are evolving extremely fast, the security
management solutions also have to keep up to date with the new technologies and have
to meet the new requirements. In section 2.3.2 we discuss the newer technologies that
are addressing some of the privacy problems that are deriving from MDM/EEM
systems. The Containerization, Mobile virtualization and Enterprise cloud are the three
technologies that can be considered as the future of BYOD trend. A further study can
investigate in details how these technologies work and how they address the privacy
issues with MDMs. Moreover, similar to this study, an investigation can show if these
technologies are starting to be adopted and if they are more functional than the
conventional ones. It will be interesting to see what drawbacks (if any) these new
technologies introduce.
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Appendices
Appendix 1.

The table below shows the job positions of the employee respondents.
№
1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Job position
Accountant
Administration manager
Administrative assistant
Agent
Android Developer
Assistant Sales coordination
Associate Application
Administrator
BA
backend developer
Broker
Consultant
Consultant
CTO
Developer
Development Director
Engineer
Environmental coordinator
excursions associate
Financial manager
Front-end developer
General secretary
Head of department
HR Manager
Intermediate manager
iOS Developer
IT-samordnare
Junior Developer
Senior Software Engineer
Software Developer
Software Developer

№
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69

Job position
Marketing
Marketing & Advertising
Specialist
Marketing manager
Office Administrator
Office Manager
Operations Manager
Personalstrateg
Predictive analytics engineer
Principal Security Engineer
Project Manager
Project Manager
Public lectures and education,
summer programs
QA
R&D Engineer
Researcher
Researcher
Researcher
Reservation Department of
Thomas Cook
Reservations department
Reservations department worker
Säkerhetshandläggare
Säkerhetshandläggare
Sales manager
Secretary
Senior Developer
Senior Quality Assuarance
Junior Software Developer
Manager Market Research
Manger Transport
Stock manager

31
32
33
34
35
36
37
38
39

Software Developer
Software developer
Software Engineer

70
71
72
73
74
75
76
77
78
79

Software Engineer
Software Engineer
Specialist
Web developer
Web site maintenance
Website administrator

System administrator
System administrator
Team leader, administrative
office
Team Manager
VoIP Engineer
Web design project manager
web designer
Web designer
Web site maintenance
Webbcoordinator

Appendix 2.
List of network services and their percentage ratio:
Network Service
Percentage ratio
Remote desktop
34 %
Email
34 %
File sharing servers
23 %
Other
27 %

Appendix 3.
The survey for the IT Managers.
Q1. Name of the company:*
Re

The name of the company will not be published or mentioned in the research report and
the company anonymity will be fully preserved. The name of the company will be only
used to evaluate the results from the survey.

Q2. Your position in the company?
Q3. Size of the company?
If you do NOT know the size of the whole company, please specify the size of the
company branch you are responsible for.

Q4. Has the company established policies that restrict the use of personal
mobile devices at work? Yes/No

Q5. If the company has such policy, does it include any of the listed below?
1.
2.
3.
4.
5.
6.

List of allowed applications
Password and pin code configurations
List of mandatory applications
Scheduled software updates
Scheduled software updates
Mandatory anti-virus software

Q6. Does the company provide company issued mobile devices for its
employees? If "Yes" please specify the brand in the field "Other"
1.
2.
3.
4.

Cell phones
Smartphones
Tablets
Laptops

Q7. Does the company have security policies that regulate company issued
mobile devices? Such policies can specify: list of allowed applications, password and
pin code configuration, mandatory anti-virus software and scheduled updates.
1. List of allowed applications
2. Password and pin code configurations
3. List of mandatory applications
4. Scheduled software updates
5. Scheduled software updates
6. Mandatory anti-virus software
7. None
8. Other

Q8. Have you heard of MDM (Mobile Device Management) system?
Yes/No

Q9. Does your company use Mobile Device Management System? If "Yes"
please specify the name and the version of the software in the field "Other".
No/Other

Q10. Approximately, how many personal mobile devices are used within
the company? Assuming that most of the employees are having at least a smartphone.

Q11. Approximately, how many company issued mobile devices are used
within the company?

Q12. Approximately, how many mobile devices are managed by MDM
system in your organization?

Q13. To what extent do you agree that a personal mobile device used for
work can be a great risk for the company?
1 to 5

Q14. To what extent do you agree that allowing employees to use their
mobile devices for work can increase their productivity?
1 to 5

Q15 Have your company ever experienced security issues that have derived
from inappropriate use of mobile device? If "Yes" please choose the cause from
listed below.
1.
2.
3.

Lost smartphone/tablet which contained company's data
Mobile device infected with malicious software
Incapability to use the mobile device

4.
5.

None
Other

Q16. One of the main solutions that can bring security to personal mobile
devices used within a company is through remotely managing these devices
by using mobile device management systems. These systems provide
different controls over the managed devices. Some of these controls can
allow the IT department to remotely wipe or lock the device in case of loss,
locate the device, manage part of or the whole storage, enable or disable
specific applications, etc. Taking this into account, to what extent do you
agree that this can violate employee's privacy?
1 to 5

Q17. To what extent do you agree that such mobile device management
system can increase the security?
1 to 5

Q18. Does the company has any network-based services? Examples: internal
file sharing server, internal repository server for corporate data, e-mail server, etc.
1. File sharing server
2. Data repository
3. E-mail server
4. None
5. Other

Q19. Are these network-based services protected by firewall?
Yes/No

Q20. Is it possible to remotely connect to these services by VPN?
Yes/No

Appendix 4.
The survey for the Employees.
Q1. Name of the company:*
Re

The name of the company will not be published or mentioned in the research report and
the company anonymity will be fully preserved. The name of the company will be only
used to evaluate the results from the survey.

Q2. Your position in the company?
Q3. Do you possess any personal mobile device from the listed below?
Please choose only the devices that you personally own.
1.
2.
3.
4.

Smartphone
Tablet
Laptop
None of the above

Q4. Do you possess any company issued mobile device from the listed
below? Choose only company issued devices.
1.
2.
3.
4.

Smartphone
Tablet
Laptop
None of the above

Q5. Are you aware if the company has established policies that restrict the
use of personal mobile devices at work/for work?
Yes/No/Not sure

Q6. Have you ever used your personal mobile device to access your work
related e-mail?
Never/Yes, but rarely/Occasionally/Often

Q7. Have you ever stored any company related data on your personal
mobile device (example: documents, company records, financial statements,
contracts, etc.)?
Never/Yes, but rarely/Occasionally/Often

Q8. If you have ever stored any company related data on your personal
device, what kind of data was it?
1.
2.
3.
4.
5.
6.

Financial statements
Company records
Contracts
Customer information
Employees’ information
Other

Q9. Have you ever accessed the company’s wireless network through your
mobile device?
Never/Only once/Occasionally/Often

Q10. Have you ever accessed company network services through your
personal mobile device? Examples: file repositories, file sharing services,
remote desktop services, enterprise applications etc.
Never/Only once/Occasionally/Often

Q11. If you are using any company network services, please specify them
bellow: (Text box)
Q12. Does your personal mobile device have installed and active anti-virus
software on it?
Yes/No

Q13. Does your device have configured pin code, password or slide pattern
for unlocking it?
Password/PIN-code/Slide Pattern/None

Q14. Have you ever experienced loss of any of your mobile devices?
Never/Once/More than once

Q15 Have your mobile device ever had any security issues?* Phishing attack When an online user is deceived into disclosing his/her confidential information such as
password or PIN or account number.
1. Infected with malicious software
2. Loss of data
3. Incapability to use it due to technical issues
4. I became a victim of a phishing attack while using my mobile device
5. Never
6. Other

Q16. To what extent do you agree that using your personal mobile device for work
can increase your productivity and flexibility for completing work tasks?
1 to 5

Q17. One of the main solutions that can bring security to personal mobile
devices used within a company is through remotely managing these devices
by using mobile device management (MDM) systems. These systems
provide different controls over the managed devices. Some of these controls
can allow the IT department to remotely wipe or lock the device in case of
loss, locate the device, manage part of or the whole storage, enable or
disable specific applications, etc. Taking this into account, would you
continue to use your mobile device for work if it is managed by such
system?
Yes, I will continue to use it./ Probably yes./Probably no./No, I will stop using it

Q18. To what extent do you agree that if your personal mobile device is
managed by MDM system you will feel more secured to perform more
work from your device?
1 to 5

Q19. To what extent do you agree that if your personal mobile device is
managed by MDM system your privacy will be violated?
1 to 5

Q20. How often do you use your mobile device to connect to open Wi-Fi
networks in cafes, restaurants, shopping malls, etc.?
Never/Occasionally/Often

Q21. How often do you use your mobile device to work from places out of
your office? Examples: home, hotels, cafes, etc.
Never/Occasionally/Often

