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Abstract

We have found an operation between permutations in the symmetric group 5, upon which we have exper-
imentally derived results that can be linked to desirable properties in cryptography, mainly in the domain
of one-way functions. From it, we have implemented a beta version of an algorithm for a hashing function
by exploiting the operation’s low computational cost for speed and its properties for security. Its design
makes it resistant to length extension attacks and the encoding of blocks into permutations suggests that
any differential cryptanalysis technique that is based on bit conditions should be useless against it. More
precisely, when measuring the evolution of differences in the compression function, bit-based distances such
as the exclusive-or distance should be replaced by another type of distance, still to be determined in future
research. In this work we will present the algorithm and introduce a new framework of cryptanalysis for
collision and preimage attacks in order to somehow measure its security. Once this is done, we will run
comparison tests against MD5 and SHA256 in order to externally evaluate our algorithm in terms of speed,
weaknesses and strength.
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1 Introduction

This work has originated from an attempt of designing a key exchange protocol in the symmetric group S,
similar to the one defined by Diffie and Hellman based on the discrete logarithm problem. The motivation of
this, was to exploit the factorial growth of \S,,, which rapidly makes any brute force attack unfeasible against
any cryptographic primitive that is based on permutations. The key exchange itself, originally made use of
the symmetric group’s operation, the composition of permutations, but was discarded soon after finding some
unexpected vulnerabilities. To remedy this problem, other ‘custom’ operations were considered, and one of
them seemed to satisfy some desirable properties, in particular, bijectivity, irreversibility and randomness.
The formulation of another key exchange protocol with this operation was discarded again due to the lack of
the basic properties of associativity, commutativity and invertibility. Instead, a hashing function was devised,
exploiting an apparent one-way function behaviour in S,,, inherited from the aforementioned irreversibility

property.

1.1 Cryptographic hash functions

A cryptographic hash function is a one-way function that accepts as an input a string of any given length
M and outputs a fixed length string H(M) which is called the hash value of the processed string. The hash
value should be computed deterministically and the hashing algorithm should possess the following features:

1. Speed: The hash value of a message should be fast to compute.

2. Pre-image resistance: Given a hash value Hj it should be hard to find any message M such that
H(M) = H,y.

3. Second pre-image resistance: Given M; it should be hard to find My such that H(M;) = H(Ms).
4. Collision resistance: It should be hard to find any two messages M7 and Mj such that H(My) = H(Ms).

5. Awalanche effect: Two slightly different inputs should result in completely uncorrelated outputs.

Cryptographic hash functions have several applications in digital security, particularly in digital signa-
tures, message authentication codes and pseudorandom number generators. Many of them are based on the
Merkle-Damgard construction, which ensures that the underlying algorithm is as secure as the compression
function that digests the message, such as MD5 and SHA256 ([7]).

1.2 Purpose of this work

About a year ago, I thoroughly studied the hashing function MD5, and reviewed the continuous improve-
ment in the development of successful collision attacks ([I3], [I1], [3], [I4]). Upon constructing a plausible
one way function in S,,, an idea for designing a hashing algorithm following a construction different to the
one suggested by Merkle and Damgard came to mind. This new construction, should ideally be resistant
to the successful attacks performed on a Merkle-Damgard construction ([7]), such as length extension and
multicollisions attacks, but should also retain the security of the overall algorithm in the compression function.

The purpose of this work, is to present the design, implementation, and testing of this new hashing
algorithm, together with its underlying theoretical properties and empirical results, and finally discuss its
advantages and flaws, when compared to MD5 and SHA256. For future research, we leave the more detailed
study of the defined one-way function and its possible role as a new cryptographic primitive.

1.3 Thesis overview

In concise summarizing, the thesis can be divided into 3 main parts. The first one covers the theory and
framework on which the algorithm is built, the second one describes and studies the algorithm itself, and
the third compares it to MD5 and SHA256 in terms of speed and security.



More precisely, in Section 2 we introduce an additional structure on a group, which results from equipping
it with two new operations. This new structure applied to S,, will form the basis for the whole subsequent
development. We then introduce the concepts related to these operations by stating some definitions, followed
by some theoretical results derived from the operations properties. In Section 2.3, an explicit construction of
these operations is made in the case of S,,. To evaluate this construction in terms of security in its hashing
usage, in section 2.4, software tests for small cases n < 12 have been carried out. In Sections 3, 4 and 5, we
describe the design of the hashing algorithm and suggest pre-image and collision attacks alongside theoretical
sufficient conditions for them to be successful. In Sections 6 and 7, we run performance tests to evaluate
the speed of our algorithm, and discuss its overall advantages and disadvantages over MD5 and SHA256.
Finally, in Section 8, an application to hashing tables is suggested, and a brief test regarding the uniformity
of normally distributed keys after hashing is made.

2 An additional structure on groups

2.1 Concepts and notation

Definition 2.1. Let (G,-) be a group and (>>,<) a pair of operations

>):GxG—G, ():GxG—G
(a,b) —a>b (a,) — bk a.
such that, given a,b € G and the identity element e € G, the following conditions are met:
(i) a>b=b-(a>e¢)
(i) ba=b-(exa)
(iii) (a>e) (e<a)=(eka) (a>e)=e.
In particular, this structure implies
(a>»b)<a=a>(b<a)=hb.

Definition 2.2. When referring to the operation a > b we say that a is the rotator element while b is called
the rotated element.

Definition 2.3. The iterative rotation induced by a to b is denoted as:
E

k P et
a>b=a> (a> (..(a>Db)...)

for some k € N.

Definition 2.4. The order of an element ¢ € G is the number of distinct elements it generates when
iteratively rotating itself, and is denoted as

o(a) = |{a >k> a, k> 1}|.

Moreover,
k

k
a>a=a-(a>e)--(a>e).

So, o(a) is equal to the usual order of (a > e) in (G,-).



Remark 2.1. By property (éii) of Definition we have that

o(a) o(a)
e=(@>e)--(a>e) = (e<a)--(exa)=e.

k k
In particular, {a > a, k > 1} = {a < a, k > 1} . Hence, the order is the same for both operations.

We note that (>3>) and (<) need not yield elements in an unique way in the sense that there could exist
cases where a > b = a > b for some a # a.

Definition 2.5. To refer to the above set of values we define the set
(a>b)t={acG:a>b=a>b}.

Definition 2.6. The right or left span of an element in G is the set of pairs of elements that collide to it
under (>>) or (K) respectively:

(&)s ={(a,0) eGxG : a>b=c}
()« ={(a,0) eGXxG : bk a=c}.

When the operation is specified beforehand, or a statement is true independently of the choice of (>>) or
(<) we simply write the span of the element as (c).
2.2 Theoretical results

Lemma 2.1. Each rotator a € G acts as a bijection on G:
a:G— G

b—a>b.
Proof. a is one to one:
ab)=a(d) = a>b=a>b = (a>b) <a=(@@>b)<a = b=b

and onto:
Vee G alc<ka)=a> (c<a)=c.

Observation 2.1. An equivalence relation ~ can be defined on G where
a~a S ax>b=a>b< alb)=ad) Vbe .

We will denote
(G/)~)={la] : a€G}.

Lemma 2.2. r(n>z>1§<‘(G/ ~ )| = |G|

Proof. By definition, it follows that
max|(G / ~)| < |6].

)
To see that the bound is reached, choose
(>):GxG— G, ():GxG@—G
(a,b) —>a>b=b-a (a,b) —b<a=b-a"t.

Moreover,



(i) a>»b=b-a=b-(e-a)=b-(a>e)
i) b<a=b-al=b-(e-al)=b-(e<a)
(iii) (a>>e)-(e<<a)z(e-a)-(e-a_l):e:(e~a_1)-(e~a)=(e<<a)-(a>>e).
So the necessary conditions in Definition are met. O

Lemma 2.3. Another equivalence relation ~ can be defined for each a € G where

blhe Tk asb—h.

Proof. The relation ~ is the same as the equivalence relation defined by the action of the subgroup H
generated by (a > e) on the elements of G.

O
Lemma 2.4. For both (>>) and (<) we have that
Uw=cxa
ceG
and
()N (¢c) =0 for any c # ¢.
Proof. By definition,
U (¢) C G x G,
ceG
and given (a,b) € G, we have that
(@b)eas>be|J = dxcc .
ceG ceG
Moreover,
(a,b) € (c)N{(¢) = c=a>b=¢.
O
Proposition 2.1. |(c)| = |G| forallc € G.
Proof. Let ¢ € G. Then for any d € G, we have that
c=d>(ckd) = (d,c<d) € (c)s.
Similarly, (d,d > ¢) € (¢)«. Hence, |(c)| > |G| for all ¢ € G. Moreover, from Lemma [2.4 we have that
U@l =lexal=|a]-|a].
ceG
And since (¢) N {d) = 0 for any ¢ # d, it follows that
>_lal=lal-al.
ceG
Therefore |(c)| cannot exceed |G ‘ for every c € G. O
Lemma 2.5. Let a,a,b € G such that a >b=a>0b. Thena>c=a>c forallce G.
Proof.
a>b=a>b<=b-(a>e)=b-(a>e)<=a>e=a>e¢
—=c-(ae)=c-(@>e)<=a>c=a>cVcel.
O



Lemma 2.6. The distribution of |(a > b)~!| when varying a is independent of b. More precisely,
HaeG:|(a>b) =k} ={aeG: |(a> 13)71| = k}| for any k € N, bbeG.
Proof. From Lemma it follows that
a>b=a>b = acle(G/~).
Hence,

HaeG:|la>b) =k} ={acG:|a=k|={ae(G/~): | =k} Fk.

2.3 A (>, <)-based structure in the symmetric group S,

The operations (>, <) were originally motivated by an implementation on S,,, mainly because the properties
stated in Definition [2.1| allows us to encode (>, <) into the content of a rotator element a € S, in an itera-
tive way. Furthermore, with a suitable choice, these operations can easily appear to be irreversible without
the knowledge of the rotator in question, thereby opening up new possibilities of designing one-way functions.

In this thesis we have settled on a construction that is best described with an example:

Let n =5 and a = (2,4,3,1,0), b = (3,0,2,1,4) € S5. Now, consider the cycle composition applied to
b resulting from shifting the indexed element b;, a; positions to the right for each ¢ € {0,...,4}, where b
is updated in each step. In the special case when a; = 0, we swap the elements b,; and b,, for each pair

(a;,ar) satisfying a; + aj, = 4.

This would look as follows:

a ‘ @4310 2@310 24310 24310 24310
— — — —
b ‘ 0214 0@314 23140 13402 13420
24310 ‘ a
‘>

s

Thus, a new element in S5 is obtained. For arbitrary n, the element-swapping in the special case a; = 0,
applies to the pairs (a;, ax) satisfying

n n—1 ifnis odd
ajtap=|-|-2= e
2 n if n is even.

The ‘mirror’ operation b < a is defined in order to undo this construction by simply changing right shifts
to left ones and the direction of iteration, starting this time from the position n —1 and going backwards. As
shown above, each step of the operation is determined by each indexed element a;, so the natural question
arises:

e How hard it is to retrieve a from the elements b and a > b?
Recall that this element need not be unique, which is why the set
(a>bt={acsS,:a>b=a>b}

as well as the quotient set (Sn / ~ ) are relevant for studying this problem. More precisely, we would like to
obtain an upper bound on the size of (a > b)~! as well as a lower bound on the number of elements a € S,,



such that ‘(a > b)_1’ = 1. From Lemma we can particularize the result found onto the two following
identities:

(&) max |(a > )7 = mage o

(b) {a €8y : [(a>b)7'| =1} =|{la] € S / ~: |[a]| = 1}].

Hence, finding an upper bound for |(a > b)~!| and a lower bound for [{a € S,, : [(a > b)7!| = 1}
reduces to studying the density distribution of {|[a]| : a € S,}.

For cryptographic purposes, if the difficulty of inversion of (>>) is going to be exploited, the aforemen-
tioned bounds together with a lower bound on the size of (Sn / N), will be essential in the cryptanalysis of
any system based on (>, <).

2.4 Empirical results
2.4.1 The density distribution {|[a]| : a € 5,}

For visual illustration, we plot the density distribution {|[a]| :a€S,} fornin {9,10,11,12}:
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As shown in the plots, when the size of a class increases, this one becomes more rare, i.e,

[{la] € S/ ~: |la]] = k}| 5= {1.2}-

k—max



We find max,es, |[a]| and |{[a] : |[a]| = 1}| for n € {5,...,11,12}.

no S {la] : a e S.) max,cs, |[a] [{la] + |[a]] = 1}
5 120 47 6 12

6 720 301 7 88

7 5040 2149 9 696

8 40320 16884 12 5456

9 362880 153809 14 49094

10 3628800 1511923 18 486660

11 39916800 16843800 16 5395493

12 479001600 199161485 19 64313031

We plot the ratio of classes with respect to the size of S,, with its given linear least squares regression in
red, and its value versus n! and e™:
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The linear regression in the left plot suggests that (S, / ~) possesses a factorial growth, and we find that
if the data trend continues, the number of unique rotators will steadily decrease to at least 32% of the total
size of S, after reaching n = 100.

2.4.2 Empirical patterns

Given a € S, we are interested in ways of finding Ha]| without looping through all S,,. In an attempt to
find empirical patterns, we plot Ha]’ for the computationally feasible cases n € {6,7,8,9}, but no patterns or
periods are to be found, neither between cases or inside each separate case. Again for illustration purposes,
in the below figures we restrict the x-axis values graph range from 0 to 300:

n=8
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7.5 4
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2.5 4

These findings, together with the theoretical properties derived in Section 2.2, have inspired an application
of (>, <) into hashing functions. Next, we will describe a new construction for a hashing algorithm based
on S, and then compare its strength in terms of speed and security against SHA256, and MD5.

3 A hashing algorithm based on (>, <) in S,

Before describing the design of the algorithm, we mention the fact that there is a natural bijection between
the set of integers {0,...,n! — 1} and S,,. This is done by first expressing the integer in the factorial number
system and then using the Lehmer code mapping. For example,

{0,...,71—1} 5 2982 = 4-6!4-0-5!+4-41+1-3140-214-0-11+0-01 > 4:0:4:1:0:0: 0, — (4,0,6,2,1,3,5) € Ss.

For convenience, when writing the operations (>, <) between permutations, we will identify the latter with
their integer representation, e.g, 7> 2 = (1,0, 3,2) > (0,2,1,3) in Sy.

3.1 Padding

As any other hashing function, the message is encoded into bits and will be padded in accordance to the
given block size s which will be a power of 2, preferably equal to 128, 256 or 512. There are two steps in the
padding scheme:

1. Add ‘1’ and zeros until we reach a length equal to s/2 (mod s), unless the original length is already
s/2 (mod s). In that case we add ‘1’ and s — 1 zeros instead.

2. Add the last half block of the message reversed in bytes if the original length allows it, and if not, add
the whole message reversed in bytes zero-filled to the right to a length of s/2 bits.

3.2 Message digest

Let I denote the length in bits of the original message, r the content of the last half block reversed in bytes,
t denote the smallest integer such that 2% < ¢! and p the largest prime such that 2% <p < ¢!.

An initial state h € S; is computed via the permutation encodings of [ and 7, and an accumulative variable
k is initialized. The message will then be processed by blocks of s bits, and exclusively the content of each
one of them will determine the update on h via (>>) or (<). These will play the role of block compression
functions. The final state, which will be the resulting hashing value, is computed by operating the state
obtained after processing the last block, with the accumulated variable &k (see Algorithm 1).



Algorithm 1
Hashing algorithm based on (>, <)

Input: M Message to digest

M=M|P > Padding of M
h=(r-29/2) < (1-2°/2)
i=0,k=1
for block B in M do
if h(i (mod t)) =0 (mod 2) then > Notation: h(4) is the i-th element of h € S;
h+<h>B
else
h+ B<h
end if
14 1+1
if B =0 then
k <+ k% (mod p)
else
k < k- B (mod p)
end if
end for

H = hex(k < h (mod 2*))
Output: H Hash of M

3.3 Avalanche effect

For the minimum blocksize s = 128, we already obtain a clear avalanche effect. To simulate this, we plot

the iterative rotations a >k> (b+1i) and (b+1) <k< a where the rotator stays the same but the rotating element
is incremented by a few units ¢ = 1, ...,4. In the y-axis we measure the integer value of the resulting
rotation, and due to its enormous size (2128), we iterate 10 times along the x-axis in order to appreciate the
significative bifurcations and apparent chaotic behavior inherited from the construction of (>>) and ().
We illustrate an example with the choice a =b=e:



k
e e>(e+i)fori=0,..,4and k=0, ...,10:
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Although not appreciated in the plots, the first iterate with a unity difference already yields significative
integer differences:
|(e>e)—(e> (e+1))] =479,001,600

(e <€)= ((e+1) < e)| = 1,307,674, 368,000

This phenomenon together with the suitable padding and the message dependent initial value, leads to
the avalanche effect when computing the hashes of two slightly different messages:

H(The quick brown fox jumps over the lazy dog)=277b93a2043bd64db1e318d3f068d33e
H (The quick brown fox jumps over the lazy doG)=43df9d576cbe6e3148184ebb5c83¢79d

10



4 Security

The suggested algorithm is meant to exploit the chaotic nature of the constructions (>>) and (<) . In this
section we will study how these operations affect the first cryptanalysis attempts in finding pre-image attacks,
second pre-image attacks, and collision attacks.

4.1 Preimage resistance

Suppose we are given a hash H and we want to find a message M whose hash equals H. Assume for instance,
that

ho(0) =0 (mod 2)
h1(1) =0 (mod 2)
h2(2) =1 (mod 2)

where hg, hy and ho are the first three states when processing M. Then we would have to solve an equation
of the type

k< <~~B2 < (((7’~23/2 < l~25/2) > BO) > Bl) ) = H (mod 2°). (1)

Now, because of the lack of the associativity law in Definition the only transformation we can perform
on (1) by means of the operations (>>) and (<) is

k= (-”BQ < (((r-?ﬂ <<l-25/2) >>Bo) >>Bl)"') > H (2)

where H = H (mod 2%). In the case of a message comprising only of a single block after the padding phase,
with ho(0) even, expression (1) is reduced to

By < ((r-2/2 <1-27/%) » By) = H (mod 2°).

Here, By is the only variable in play, since both [ and r are derived from it. Furthermore, By needs to satisfy
the padding properties to be a valid block, to ensure that | < s/2 and that r coincides with the second half
block reversed in bytes. Finally, the unpredictability in the outcome of the operations (>>) and (<) makes
it hard to determine the set of possible solutions.

4.2 Second pre-image and collision resistance

In this section we will determine under which conditions it is possible to find colliding messages. We divide
the analysis into two cases, which differentiate whether both messages possess the same length or not. The
former case gives rise to a 2-block attack while the latter leads to a specific problem in the algorithm itself.
Overall, the irreversibility of (>) and (<) forms the basis of the collision resistance of the hashing algorithm.

Notation: We will denote M, the aimed colliding message to M and every M-mirrored variable associ-
ated to it will wear a “tilde hat” on top, e.g, the length of M will be denoted as [ whereas the length
of M will be denoted as . Also, each state, as a result of the previous compression determines the next
compression operation (>>) or (<), but for the sake of easiness in readability, we will simply use (>>) as a
compression operation in the upcoming arguments.

Also, for compact formula writing, we introduce the variables

B if B; # 0 - | B if B; #0 .
B; = i—1 ' 7&. and B; = i—1 5 ' 7&_ fori e {0,...,N —1}.
[[j=oB; otherwise [Tj=oB; otherwise

11



4.2.1 Finding equal length colliding messages: A 2-block attack

This approach follows the general method of choosing a message M where at two given steps, block differ-
ences are introduced in order to cancel each other out by the end of the digest (see [I1I]). If successful, we
will then have obtained two messages with the same hash.

We then assume that | = [, but for the method to work on our algorithm, we also need to set r = 7, which
will ensure the condition hg = hg (Lemma . Moreover, the lengths and the last half reversed blocks will
be the same for M and M. Now, if the differential starts at a state j € {0,..., N — 1}, we would then have
the following diagram:

M : h0>>Bo—>-~-—>hj >>Bj —)hj+1 >>Bj+1 — = hn_1>Bn_1— hy >k
M: h0>>B0—>~"—>hj>>Bj —)iLj+1 >>Bj+1 — = hny_1> Bn_1 — hy >>/~C

where k is the aforementioned accumulative block product of M modulo p and
Bj+1 = (hj+1 > Bj11) < (hj > BJ> (3)

satisfying BjH < 2% for block range validity. Moreover, since the probability of selecting an element from
Sy that acts as a valid block is 2% /¢!, we would need for instance

~ log(1-0.5)
~ log(t! — 25) — log t!

tries to construct a valid second block with a 50% probability of success. In the case s = 128, this corresponds
to 21 tries in average.

Remark 4.1. Since hj, hj;1 and B, are fixed, the second modified block BJH is Completely determined
by the first one B Furthermore from Lemmal, every state h; actmg as a rotator on B is a bijection in
S, s0 hj > B ranges over 2° distinct elements of S; when varying B Finally, since h; > B acts on the
fixed value hjt1 > Bjy1, from Lemma [2.5| we have that the amount of possible values for Bj+1 is

v=|{(hi>Bi)esio<B <21} [~

Now, suppose a valid pair of blocks (B B]H) has been constructed. For an actual collision to happen,
we also need to ensure that k = k. This translates into

N-1 j—1 o N—-1 - -\ 1
H B; = <H Bl> 'Bj 'Bj+1 . H B; (mod p) < Bj+1 = Bj . Bj+1 . (BJ> (mod p) . (4)
=0

i=j+2

1=

We now discuss the following scenarios:

1. When Bj 1 # 0, we can join expressions (3) and (4) to obtain

(th > Bj+1) < (hj > Bj) = B; B (Bj)f1 (mod p), (5)

-1 ~
where (Bj) is the multiplicative inverse of B; in the field Z,. Here we encounter the same issue as

- N1
before, B; needs to be chosen such that B; - Bjq1 - (Bj) (mod p) < 2°. We can then particularize
this last expression to the subcases

o (b Bia) < (b > B) =B,-Biu - (B)) (modp) if B, 0 (6)
1

j—1
. (hj+1 > Bj+1) < <hj > e) =B, -Bjy1- (H Bl> (mod p) otherwise. (7)
=0
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2. In the extreme case where
(hj+1 > Bj+1) < (h] > B]) =e, (8)

we have obtained a null block B; 1 = 0. Then, from (4) we obtain

-1

j—1
i=0
j—1 3
. (H Bl> = B; - Bj+1 (mod p) otherwise. (10)
i=0

Remark 4.2. The common difficulty in the equations (6) and (7) is that the LHS involves the operations
(>) and (<) while the RHS involves multiplication and invertibility modulo p. At the same time, both of
them contain the unknown variable, which indicates that some necessary connection needs to be established
between the modular product and the operations (>>) and (<) when acting simultaneously on a common
value. This is the key feature to take into account when defining a distance in order to measure differences
in the 2-block attack in further research. Cases (9) and (10) seem to be more reasonable to solve, but first
we have to revert (<) in (8), i.e, solve the equation

bka=c¢e

for known b and unknown a, which we have conjectured to be hard. In any case, constructive methods for
solving these types of equations still remain to be determined in future research.

Remark 4.3. We note that the cancelling differences necessarily have to be introduced in different blocks,
due to the bijectivity of the operations (>>) and (<). Hence any other attack other than a brute force, would
result in a n—block attack. In this more general case, one can verify that the corresponding equations that
need to be solved are at least as hard as the ones derived from the particular case n = 2.

4.2.2 Finding colliding messages with different lengths
1. Let [ # [ and hg = ho. Then, 7 must be expressed as

= (Z-zs/z) > ((r-25/2) < (l~23/2)) 2782,

The first challenge consists of finding a valid message M in order for the above conditions to be met.
This implies choosing ! such that the integer resulting from

(-27) 2 () = (-2)

is a multiple of 2°/? and is smaller than 2° (recall that 7 is the last half block of M, and thereby a
positive integer smaller than 2/2). Tt can be verified straightforwardly that the probability of this
happening if [ is chosen randomly, is

28 23/2

- 1
P(valid M) = —— - _ ,
(valid M) 272 18, [~ 18/~

For instance, if s = 128 (and thereby t = 35) and we assume from Section 2.4.1 that |S; / ~| ~ 0.4 1!,
then this probability will be around 4.46 - 10721,
In the case where somehow 7 has been obtained successfully, we distinguish two subcases:
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(a) First we assume that the number of blocks is still the same (N = N).
Since 7 # r, we have that By_1 # By-1. Additionally, if all other blocks are set to be equal for
both M and M, then we would have the diagram

M: hg>By—--+—hny_o>By_9s—hy_1>Bny_1—>hy >k
= = - £ F 2
M: ho>>Bo—>'~'—>}~lN_2>>BN_2—>hN_1>>BN_1—>}~1N>>];.

For a collision, we need hy > k = hy > k which can be translated into k = (hy > k) <
hy (mod p).
And again, by particularizing between null and non blocks, we obtain the subcases

- By.i= ((hN > k) < (hN,l > BN,l)) : (th Bz) 7 (mod p) if By_1 20  (11)
1=0

N—2 \?2
- (H Bi> = ((hwy > k) < (hy—1>e€)) (mod p) otherwise (12)
i=0

Like the cases studied in the previous section, these equations also deal with the problem of
having common variables operated under ‘non operable’ operations: By, ..., By_2 are all operated
simultaneously under (>>) and under the usual product modulo p. Furthermore, if By_1 is taken
as the only variable while all the other blocks are fixed, then one should loop over all blocks that
contain 7 as a reversed second half block (2%/2 possible values) and check for a possible solution.

(b) If we suppose without loss of generality that N < N , then, by setting By = k, the diagram would
be

M: hg>By—---—hy>k

M h0>>Bo—>---—>iLN>>BN--~—>iLN_1>>BN_1—>iLN>>];J.

and we would necessarily have to find a sequence {BZ}Z]Z v such that k= (h,>k) <h 7 » Which
can be expressed as

- - -1
1

l_][v& = (hy > k) < (( ((hN > BN) > BN+1> > > BN_Q) > Bﬁ_l) : ]h)lBi mod p.

1=

2. Finally, in the case where hg # ho, similarly as in case 1.(b), we would have to find a sequence {Bl}ﬁgl
such that

2

_1& = (hy > k) < (( ((ﬁo > B’o) > E’l) > > Bﬁfz) > BMl) (mod p).

=0

We have shown that a non brute force pre-image attack will be successful if (>>) or (<) can be inverted. In
the case of a second pre-image attack and a collision attack, all possible scenarios lead to solving an equation
that combines the usual integer product with (>>) or («). Nevertheless, these are sufficient conditions for
breaking the algorithm. The necessity in each case is difficult to prove, given that we cannot easily include all
possible cryptanalysis against the algorithm. We then leave for further research the validity of the following
statement.

Conjecture 4.1. The security of the hashing algorithm (>, <) relies solely in the unpredictability of the
operations (>>) and ().
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4.3 A 2-block attack simulation on small blocks

We will conduct the attack described in the first scenario of Section 4.2.1 on a reduced block-size to study the
rate of collision finding in this new smaller scale. At the time being, there is no proven specific characteristics
that the original message M should satisfy in order to maximize the likelihood of finding a colliding message
M. Consequently, we will loop over random messages containing at least two blocks, and for each message
we will loop over all possible blocks By # By until we reach the identity (5) for a value smaller than 2°.
This value will then be the second modified block B; (see Algorithm 2).

Algorithm 2
2-block attack against (>, <)

done = 0
while not done do
M = random message between 2s + s/2 and 2°/2 bits
for By € {0,...,2° — 1} \ By do
o\ -1
RHS = (Bo B (B’o) (mod p)>
if RHS < 2° then
if h1[1] =0 (mod 2) then

LHS = hy < Iy
else
LHS = hy > hy
end if
if LHS = RHS then
done = 1
B, = LHS
end if
end if
end for
end while

return M, BO, By

e 16-bit block messages:

This blocksize yields t = 9 and p = 362,867. For a given message, it is perfectly feasible to loop
over the 216 = 65,536 possible values for By. If none of them produces a valid second modified block
Bl, we start over with a new random message. With an attack on 1,000 random messages, 41 of them
successfully yielded a colliding message. Each collision was found after an average of 24 previous failed
attempts on random messages, and 835,940 compressions. An example of colliding messages is

M =1100110111111100 0111000011001011 10101000

M =1101000101010011 1100011000011001 10101000,

which were obtained after 37 failed attempts and a total of 1,279, 722 compressions.
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e 24-bit block messages:

This yields ¢ = 11 and p = 39916787. In this case, there are 224 = 16,777,216 possible values for
By. After processing 100 random messages, we found a collision for 19 of them after an average of 12
failed attempts an 95,729, 218 compressions. An example of colliding messages is

M = 000001111100001100110101 110001011010001111110111 111111000000

M =101101011111111101011111 110001100001010011100000 111111000000,
which were obtained after 12 failed attempts and 247,775,691 compressions.

The implementation of this attack can be found on Github in [9].

Remark 4.4. This attack works for finding collisions of messages of any desired length and desired last
half block. The drawback is that it still makes use of a brute force attack since it requires looping over
all possible blocks in order to find a valid By. For block sizes in real case applications, i.e s > 128, the
algorithm would be completely useless without a method that firstly narrows down the collidable messages,
and secondly provides a subset of candidates By that are likely to produce a valid second block B for a full
collision.

Remark 4.5. Case s = 16 gave a probability of success of 4% over the number of random messages that
were attacked. In contrast to this, case s = 24 gave a 19% probability of success. This seems to be in
accordance to the significantly different ratios 224/11! = 0.42 > 0.18 = 2'6/9! which make the condition
RHS < 2° more or less probable to be satisfied. In the case s = 128, this ratio equals 0.033. We remarked
before that the attack as it stands, would be unfeasible, but on top of that, this ratio suggests that even if
we manage to speed up the search for a valid first block By, well above 99% of the attacked messages will
result in a failure.

5 Speed

In this section, we show the results regarding the performance of our current implementation of the algorithm
in C++ for the blocksize s = 128 (see [9]). The tests have been carried out for several message lengths, from
128 bytes, to simulate password type messages, to 1 gigabyte, for large file processing. We have used an MSI
gaming laptop equipped with a processor i7-6700HQ and with a frequency of 2.6 GHz. To run the speed
comparison against MD5 and SHA256, we have borrowed the C++ implementations of MD5 and SHA256
from the Github contributors F. Thilo ([I2]) and J. Lambert ([4]).

After running 10 executions for each message length and for each hashing algorithm (except for the case
of 1GB), we display the speed and cycles per byte (cpb) of the fastest one of them:

MD5 SHA256 >, <)

128 B 0.0034 s | 26545 cpb 0.0040 s | 24076 cpb 0.0019 s | 7767 cpb
1 KB 0.0037 s | 4340 cpb 0.0047 s | 4358 cpb 0.0032 s | 4309 cpb
10 KB 0.0041 s | 525 cpb 0.0049 s | 290 cpb 0.0184 s | 4021 cpb
100 KB 0.0058 s | 83 cpb 0.0078 s | 119 cpb 0.1407 s | 3572 cpb

1 MB 0.0145 s | 316 cpb 0.0413 s | 100 cpb 1.346 s | 3490 cpb
10 MB 0.1024 s | 26 cpb 0.3637 s | 93 cpb 13.54 s | 3510 cpb
100 MB 0.9871 s | 25 cpb 3.6391 s | 94 cpb 2min 15s | 3516 cpb
1 GB 9.96 s | 26 cpb 36.2118 s | 94 cpb 22 min 31 s | 3515 cpb
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We note that for small inputs measuring up to a few kilobytes the execution time of (>>, <) is faster
than MD5 and SHA256. This is mainly because our algorithm makes practically no use of pre-computed
values that need to be stored before the actual processing of the message starts, unlike MD5 and SHA256.
On the other hand, as the input grows in size, it is clear that the compression functions of MD5 and SHA 256
are much faster than our own.

Remark 5.1. The compression functions of MD5 and SHA526 store 4 and 8 unsigned integers respectively,
consisting of 4 bytes each, and loop through 64 rounds of bitwise boolean operations, addition, and bitwise
rotation ([I0],[8]), which are among the cheapest tasks for a computer to perform. The compression function
of (>, <) stores an array of ¢t = 35 unsigned integers of one byte each (corresponding to the previous internal
state h;), converts the processed block (128-bit unsigned integer) into an array of the same type as before,
and finally, operates them both via (>>) or («). This last step is equivalent to a loop of 35 rounds, where
elements of an array are cycled following the construction described in Section 2.3. This task is especially
expensive when the cycles are long, since this requires more memory access, and register modification.

6 Advantages and disadvantages over MD5 and SHA256

6.1 Length extension attack resistance

A length extension attack is an attack where an attacker can use the hash and length of an unknown message
M; to compute the hash of M || My for a chosen message M. Both MD5 and SHA256 are based on the
Merkle-Damgard design which is susceptible to this attack ([I5]). In the case of (>, <), the initial state is
computed using the length and last half block of the message that is going to be digested. Hence, given an
unknown message M7, this attack will be effective for some message My if and only if

ho(M) = ho(Mi || M) 5 (r1-272) << (1-2°/2) = (ry-2/2) < (1 + 1) - 22) (13)
o= (1 +1)-272) > ((n-272) < (n-272))) 272 ()

where [y, r; and [, 7o are the lengths and reversed last half blocks of M7 and Ms respectively. Even if the
attacker knows [, he or she will have to guess 71 € {0, ...,2%/2} in order to perform this attack.

6.2 Multicollision resistance

In the case of MD5 and SHA256, if a colliding pair of messages is found, they can be infinitely extended
to the right with a common unrestricted content, and still produce a collision. This is simply because the
initial internal state is constant, i.e, the internal state after the collision will remain the same, regardless of
what is processed afterwards. This can been easily avoided by setting a length dependent initial internal
state, like in our hashing algorithm (>>,<). If a collision is found, equation (14) would need to be solved
in order to produce any other collision based on the one found.

6.3 Differential cryptanalysis resistance

MD5 and SHA256, like most hashing functions encode the message into bits on which then the compres-
sion function performs ARX operations (addition/rotation/exclusive or). Therefore, collision and preimage
attacks usually attempt to design differential paths to measure the propagation of small differences and
establish bit-conditions that will ensure a collision after a certain number of them. For example, in the case
of SHA256, 31 out of 64 rounds have been completed for full collision attempts, and 43 out of 64 rounds for
preimage. Only when the differential path succeeds after all rounds and after a finite number of blocks, the
algorithm will be considered broken, like in the case of MD5, where 2-block collisions have been found by
Wang et al, (JI3]). In this matter, the main strength of our algorithm is the double encoding procedure of
the message. First the message in encoded into bits and then these are encoded into permutations. Only
after this second encoding is when the compression functions based in .S, kick in. Moreover, the sequence
of permutation cycles and transpositions described in Section 2.3 is translated into a sequence of integer
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additions or subtractions, hence, (>3>) and (<) cannot be reduced to ARX operations. Therefore any crypt-
analysis technique involving differential paths based on bit differences would be, a priori, useless against our
algorithm.

6.4 Performance

As shown in Section 5, the overall performance of the implementation of our algorithm is poor when com-
pared to MD5 and SHA256. Nevertheless, due to our limited C++ expertises, we believe that significant
improvement can be made by others or ourselves, once more knowledge on memory allocation and data
structures is acquired.

7 Concluding remarks and suggested improvements

In this work, we have presented an additional structure in groups and defined a conjectured one-way func-
tion (>>) in the symmetric group S,. We have derived theoretical and experimental results that motivate
an application of these new concepts into hashing functions, and consequently designed one. Furthermore,
we have set a basic framework for the cryptanalysis of this algorithm and simulated a two-block attack on
a lower scale to attempt to evaluate the underlying complexity of solving sufficient equations for a colli-
sion. We have not been able to find any attack that avoids reverting the operation (>>) and suspect that
there aren’t any that do, even though we haven’t been able to prove this rigorously. The speed of the al-
gorithm, compared to fast cryptographic hashing functions like MD5 and SHA256 is for the time being, slow.

Initially, the main topic of this work was the study of the problem of solving the equation a > b = ¢
for an unknown a and for the construction of (>>) described in Section 2.3. But no constructive algorithms
were found. It would be then interesting to keep researching towards this problem to see if it can lead to
a time lasting cryptographic primitive or not. Moreover, the properties given in Definition from which
we derive all the theoretical results, are extremely general, and can give rise to many possible constructions
of (>). We then wonder if, in case a polynomial time solving method is finally found, it can be easily
modifiable to solve the same problem with a different choice of (>>).

The other research direction that we want to suggest, consists in expanding or modifying the additional
structure in S,, presented in this work. This would be a more elaborate structure, in which ideally, the
one-way function feature would still remain, but other cryptographic applications besides hashing functions
can be considered, such as public key cryptography or key exchange protocols.
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