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Abstract

The Number Theoretic Transform (NTT) allows an especially fast implemen-
tation of polynomial multiplication. It is usually described separately for
Zglx]/(2™ — 1) and Zglx]/(z™ + 1). We define a generalized NTT for any
ring Z,[z]/ (2" — w"*), where w is a generator of Zy, n is a power of 2, ¢ is a
prime such that n | (¢—1) and k is an integer such that 0 < k < (¢—1)/n. To
weaken the condition on the prime to (n/2%) | (¢ — 1), [Zho+18] and [ZLP21|
described the methods Pt-NTT and K-NTT for the rings Zq[z]/(z™ £ 1). We
apply these methods to the generalized NTT. Our approach is an algebraic
one, whence the underlying ring isomorphisms of NTT, generalized NTT, Pt-
NTT and K-NTT are emphasized throughout the thesis. Finally we conduct
experiments in Python which measure the average time it takes to multiply
two polynomials, demonstrating the significant speedup that our generalized
NTT can provide compared to ordinary schoolbook multiplication.
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1 Introduction

1.1 Background

The possible development of a full-scale quantum computer has made it necessary
to develop quantum-safe cryptosystems. In August 2024 the National Institute
of Standards and Technology (NIST) in the United States released its first Post-
Quantum Cryptography (PQC) standards. Two of these standards (Kyber [Nat24b|
and Dilithium [Nat24a]) use the Number Theoretic Transform to significantly speed
up polynomial multiplications in the ring Z,[x]/(z™ + 1).

1.2 Number Theoretic Transform

The Number Theoretic Transform (NTT) is typically described for the rings
Zqlx]/(z™ — 1) and Z,[z]/(2™ + 1) (see |[LZ22] and [Sat+23]). Mathematically it
is an isomorphism from Z,[z]/(z" £ 1) to a direct product of n rings, each of
which is isomorphic to Z,. Multiplying two elements in this direct product thus
amounts to n multiplications in Z,. In comparison, using schoolbook multiplication
in Z,[z]/(z™ £+ 1) requires n? multiplications modulo ¢. One can efficiently compute
the NTT and its inverse step by step, making it significantly faster to multiply two
polynomials in Z,[x]/(z™ £ 1) by first applying the NTT to both of them, then com-
puting the product of their images and at last applying the inverse of the NTT to
the result.

To use the Number Theoretic Transform, however, n has to be a power of 2
and ¢ a prime such that n | (¢ — 1) (in the case of Z,[z]/(z" — 1)) or 2n | (¢ — 1)
(in the case of Z,[x]/(z™ + 1)). One can weaken the condition on the prime ¢ to
(n/2°) | (¢ — 1) with the methods Pt-NTT and K-NTT described in Section 6.2
of |LZ22|, [Zho+18] and [ZLP21]. Basically one computes the multiplication in a
ring which is isomorphic to Z,[x]/(z" £ 1) and where products are computed using
multiplications of polynomials in Z,[y]/(y"/*" 4 1).

1.3 Generalizing the NTT

Instead of just defining the NTT for Z,[z]/(2™ — 1) and Z,[z]/(z™ + 1) separately,
this thesis generalizes the NTT to any factor ring Z,[z]/(z" — w™). Again n is a
power of 2 and ¢ a prime such that n | (¢ —1). Moreover, w is a generator of Zy and
k is an integer such that 0 < k < (¢ — 1)/n.

The methods to weaken the condition on the prime to (n/2°) | (¢ — 1) can also
be applied to the generalized N'T'T.

1.4 Structure of the thesis

Section 2 equips the reader with important definitions and theorems.

In Section 3 the classical NT'T for cyclic convolution (multiplication in the ring
Zglx]/ (2™ —1)) and negacyclic convolution (multiplication in the ring Z,[z]/(2" +1))
is presented. This section aims to make the reader understand the concept rather
than providing mathematically rigorous proofs.

In Section 4 the generalized NTT is presented with all necessary results and
proofs in full mathematical rigor. This section also contains results about the com-
putational complexity of polynomial multiplication using the generalized NTT in
contrast to schoolbook multiplication.



Section 5 describes the methods Pt-NT'T and K-NTT which weaken the condition
on the prime compared to the generalized NTT.

Finally, Section 6 contains the experimental part of this thesis. Implementations
in Python of the different methods for polynomial multiplication (schoolbook mul-
tiplication, generalized NTT, Pt-NTT, K-NTT) are presented. The time needed for
computing 10,000 products of randomly generated polynomials is measured for each
method and a comparison is provided.

1.5 My contribution

The generalization of the NTT to Z,[z]/(z" — w™) is my own work. All lemmas
and propositions in Section 4 are formulated and proven by me.

Proposition 5.1 was formulated for Z,[x]/(z™+1) in [LZ22] but not proven there.
I formulate and prove it for the general case of Z,[z]/(z" — ¢).

I implement the multiplication methods in Python and conduct the time mea-
surements myself.

I believe that this thesis facilitates the understanding of both the classical and
the generalized NT'T as a ring isomorphism.



2 Preliminaries

Definition 2.1 (Cyclic and negacyclic convolution). By cyclic convolution we mean
multiplication in the ring Z,[z]/(2" — 1).
By negacyclic convolution we mean multiplication in the ring Z,[z]/(z" + 1).

Definition 2.2 (Schoolbook multiplication). Let ¢ € Z, and

F@) = 3 fir' gle) = 3 g € Zulal /(" o)

Let .
h(z) = Z hix' € Zy[x]/(z™ — ¢)

denote the product of f(z) and g(x). By schoolbook multiplication we mean to
compute h(z) using

)

n—1
hi=Y_ fegiok+¢ > feGipnk

k=0 k=i+1

Example 2.1 (Schoolbook multiplication). Let fo+ fiz, go + g1z € Z,[z]/(x* — ).
We compute their product hg + hyx € Z,[z]/(x* — ¢) via schoolbook multiplication by

ho = fogo + cfig1 and hy = fog1 + f190-

Definition 2.3 (Bit reversal). Let n = 2" for some r € N and let the binary
expansion of any integer 0 < ¢ < n be given by

(br_lb,«_g Ce b2b1b0>2 s

where b; € {0,1} for every j € {0,1,2,...,7 — 1,7 — 2}. The bit reversal of i with
respect to n is defined as

BltReVn(’L> = (boble ce br—Qbr—l)Q s
the integer that one gets when reversing the binary expansion of .

Example 2.2 (Bit reversal). We want to compute the bit reversal of 11 with respect
to 16. In binary form we have 11 = (1011), whence

BitRev6(11) = (1101)y = 13.
The following description of the Karatsuba trick is taken from [LZ22].

Definition 2.4 (Karatsuba trick). Let f;, f;,¢; and g; be elements of some ring. If
one needs to compute

figi, [39; and fig; + f;9i,
one can save one multiplication at the cost of extra additions and subtractions by
computing
(fi + fi)(gi + g5) — figi — fi9;
instead of computing f;g; + f;g; directly. This is called the Karatsuba trick.

3



2.1 Abstract Algebra

See [Kru26|, [Hun74] and [Lan02| for the following definitions and theorems.
Definition 2.5 (Generator of Z;). Let ¢ be a prime. An element w € Z, is called
a generator of Z; = Z, \ {0} if
{wk|kEZ,0§k<q—1}:ZZ.
Example 2.3 (Generator of Z%). Consider the element 3 € Z%. We have
{3*10<k<6}={1,3,2,6,4,5} = Zt,
whence 3 is a generator of Z5.

Theorem 2.1 (Z; is cyclic). Let q be a prime. The field Z, contains a generator of
Z; = 7q \ {0}, i.e. there exists w € Z, such that

(| keZ,0<k<q—-1} =17

Definition 2.6 (Primitive n-th root of unity). Let ¢ be a prime and n be positive
integer. An element ¢ € Z, is called a primitive n-th root of unity if (" = 1 and
(* # 1 for any integer 1 < k < n.

Example 2.4 (Primitive 4-th root of unity). Consider the element 13 € Zi,. We
have

132 =169 = —1 (mod 17), 13*=—-1-13=—13 (mod 17)

and 13* = (=1)> =1 (mod 17),
whence 13 is a primitive 4-th root of unity in Z;,.

Definition 2.7 (Sum of two ideals). Let R be a commutative ring with unity and
I and J be two ideals of R. The sum of I and J is defined as
I+J={i+jliel,jelJ}.

Definition 2.8 (Product of ideals). Let R be a commutative ring with unity and
I, I, ..., I, be ideals of R. The product of these ideals is defined as

m
LIy 1, = {Zn,kza,k s | m €Ny, € I ik € I, i € In} :

k=0
Definition 2.9 (Coprime ideals). Let R be a commutative ring with unity. Two
ideals I and J of R are called coprime if

I+ J=R.
The ideals I1, I, ..., I, of R are called pairwise coprime if
I+, =R

for any k,1 € {1,2,...,n} with k # L.

Theorem 2.2 (Chinese Remainder Theorem for rings). Let R be a commutative ring
with unity and 11, I, ..., I, be ideals of R that are pairwise coprime. The mapping

¢:R/(LIy--- 1) — (R/I}) X (R]/13) x ...x (R/I,)
T—f—([llgln) — (T—f—Il,T—f-]Q,...T—f-]n)
18 a ring isomorphism, whence

R/(LL--I,) = (R/I) x (R/L,) x ... x (R/I,).

4



2.2 Notation

We denote component-wise multiplication of vectors by ©.



3 Classical Number Theoretic Transform

Let n be a power of 2 and ¢ be a prime. The fundamental idea behind the Number
Theoretic Transform is to repeatedly use the identity

2 —b*=(z—0b)(x+b)

to factorize the polynomial 22 — b?, where b € Z,.

3.1 Cyclic convolution using NTT

Figure 3.1: Illustration of the steps that split the polynomial 2% — 1 into linear
factors. The identity ¢(* = —1 € Z, is used. A value of 0 next to the edges indicates
that the edge goes to the factor containing the minus, which we always write on the
left side. On the other hand a value of 1 indicates that the edge goes to the factor
containing the plus, which we always write on the right side. In case we go to the
right side, we have to replace + by —(*.

Let ¢ — 1 be divisible by n. Then a primitive n-th root of unity in Z, exists.
Let ¢ be such a n-th root of unity. It holds that (/2 = —1 € Zq. We can factorize
2™ — 1 step by step until we have only linear factors. Assuming that n > 4, we first
factorize

" —1=@"?=1)- (a"?+1)
and then
(z™? —1) = (z"* = 1)- (aV* +1)
as well as
(@2 1) = (@2 = (-1)) = (@2 = ¢"2) = (@4 — ¢V - (@ 4 O,

We can draw a tree that shows how in every step the polynomial is factorized into two
polynomials of half the degree using the identity (22 —(%) = (22" —¢7)-(2®" +¢9)
(see Figure 3.1 for an illustration). Note that we always write the factor (22 —¢7)
on the left side (indicated by a 0 next to the edge) and the factor (z2* + ¢/) on
the right side (indicated by a 1 next to the edge).

6



We rewrite (22 4 ¢7) as (22" — ¢"**7) and can continue the factorization in
case a > 1. A value of 1 next to the edge encodes the fact that we add the term
n/2 to the exponent of ¢ in that particular step. The term n/2 in the exponent of
¢ will be divided by 2 whenever we go one layer down (either to the left or to the
right). The later the term n/2 gets added to the exponent of ¢, the more significant
it is in the end. If it gets added in the last layer (the layer where the polynomials
are linear), it does not get divided by 2 and is simply n/2. If it gets added at the
very beginning of the factorization, it gets divided by 2 exactly log,(n) — 1 times
which means that in the last layer it is reduced to 1.

This leads us to a simple formula for the exponent ¢’ of ¢ of any polynomial
z — ¢ in the last layer. We get ¢ in binary form by concatenating the bits next
to the edges that we need to follow to get from = — ¢* to the original polynomial
2™ — 1. For example, in Figure 3.1 we find the value 1 next to the edge from the
polynomial z + ¢? = x — (% towards the polynomial 22 + 1 = 22 — (%, the value 1
next to the edge from that polynomial to the polynomial z* — 1 and the value 0
from that polynomial towards the polynomial 28 — 1. We have (110), = 6, which is
the exponent of ¢ in z — (5.

If we follow the edges in the other direction (from z™—1 to the linear polynomial)
we simply get the horizontal position in which we find the linear polynomial (starting
from 0 and ending with n — 1). For example, in Figure 3.1 the polynomial x + (? =
x — (% is at position 3 = (011), from the left. Note that the polynomial z — 1 is at
position 0 = (000); and the polynomial z + (3 = x — (7 is at position 7 = (111),.

Hence the exponent of ( of any polynomial in the last layer is given by the bit
reversal of its position with respect to n. We can write

n—1

] = H(m . CBitRevn(i))7 (1)

=0

The order of the factors on the right-hand side of Equation (1) is the same as the
order of the factors from left to right in the last layer of the tree.

3.1.1 NTT

Since the ideals (z — ¢BitReva(0) (5 — ¢BitReva(D)) (g — (BitReva(n—=1)) are pairwise
coprime, it, follows by the Chinese Remainder Theorem for rings (Theorem 2.2) that

n—1

Z, 2]/ (2" = 1) = [] Z,fal/ (& — PR 00).

=0

We can compute this isomorphism step by step using the tree structure we de-
scribed for the factorization of 2™ — 1. Given a polynomial f € Z,[z]/(z" — 1)
we compute in the first step fo € Z,[z]/(z"/? — 1) by substituting 22 = 1 and
fi € Z,|x]/(z™/? + 1) by substituting /2 = —1. In the second step we compute
foo € Zglz])/(z™* — 1) and fo; € Z,[x]/(z™/* + 1) by substituting 2™/ = 41 in
fo as well as fig € Zg[z]/(x™* — ¢**) and fi; € Z,[z]/(2™/* + (™/*) by substitut-
ing 2™/* = +(™*. Repeating this procedure eventually yields the desired constant
polynomials in Z,[z]/(z — (B*Re»()) The isomorphism we described is the Number
Theoretic Transform (NTT) for cyclic convolution.



3.1.2 INTT

The computation of the Inverse Number Theoretic Transform (INTT) can be carried
out by traversing the tree in the opposite direction. Given a vector

n—1

(a0, ar,. ., an-1) € [ Zyle)/(w — BB ®)

i=0
we remember that in the NTT we would compute ag; and as;; 1 from a polynomial
(bai + bois12) € Zy[x]/(x? — ¢¥BitRevn(20)
by . . . .
U9 = b2i + CBltRevn(Ql)bQiJrla A b2i . CBltRev"(Zl)b2i+1.
The equations

* 2 by = by,

27 (agi + agit1)
)— (CBitRevn(Zi))—l .. CBitRevn(Qi

=21
27 (BRI (go — agi4q) = 27 ) boint = baisa

show how to compute the polynomial by; + bg; 12 from ag; and ag; 1 for any ¢ €
{0,1,2,... vy 1}. For the next step we remember that in the NTT we would
compute the polynomials
(bai + byip17) € Zy[w])/(x? — ¢*BitRevn 4y,
(b4i+2 + b4i+3$) c Zq [.ﬂ/($2 . CQ-BitRevn(4i+2)) _ Zq [[L’]/(iL‘2 + <2~BitRevn(4i))

from a polynomial

(Cai + Cai1® + Caiyo®® + ci32°) € Zyla])/(x* — ¢FBIRevn(40)

by

541'(56) i= by + byi1® = (Cai + Cai1T) + CZ'BitReV”(M) “(Caiva + Caig3),

) . C2~BitReVn(4i) . (

bai(x) = bairo + baitsr = (cai + Caip1@ Cait2 + Caip3).

Hence we get the equations

S

271 (by(w) +
91 . <C2~BitRevn(4i))_1 ) (1341»@) —

1i(T)) = cu + Caipr,

>

1i(%)) = Caipo + CaitsT

for computing the polynomial cy; + 45412 + Caiq00% + C45432° from l~)4i(x) and B4i(m).

Repeating the procedure layer by layer eventually yields the desired polynomial
in Z,[z]/(z™ — 1). Note that instead of multiplying by 27! in every layer, one could
just multiply by n~! = (271)22(") at the end.

3.2 Negacyclic convolution using NTT

Let ¢ — 1 be divisible by 2n. We know that a primitive 2n-th root of unity exists in
Zg4. Let € be such a primitive 2n-th root of unity. It holds that {" = —1 € Z,,.

Similarly to the cyclic convolution, we can factor ™ + 1 into linear factors, using
the identity £" = —1, whenever necessary. Figure 3.2 shows the factorization for
n = 8.



Figure 3.2: Illustration of the steps that split the polynomial 2® + 1 into linear
factors. The identity £ = —1 € Z, is used. A value of 0 next to the edges indicates
that the edge goes to the factor containing the minus, which we always write on the
left side. On the other hand a value of 1 indicates that the edge goes to the factor
containing the plus, which we always write on the right side. In case we go to the
right side, we have to replace + by —&®.

We can derive the exponents of £ in a similar manner like in Section 3.1. Here,
however, we add the term n to the exponent of £, whenever we go to the right
side. Moreover, we start with the exponent n, since 2™ + 1 = 2" — £". Exactly
as in the case of cyclic convolution, the exponent of ¢ gets divided by 2 whenever
we go one layer down, no matter if we go to the left or to the right. Consider the
exponent i’ of any polynomial = — & in the last layer. It is given in binary form
by concatenating all the bits next to the edges that we need to follow to get from
z — £ to the original polynomial 2™ + 1 and the bit 1 (which corresponds to the
exponent n of £ in 2" — £"). For example, in Figure 3.2 we find the value 1 next
to the edge from the polynomial z — ¢! towards the polynomial 22 — £°, the value
0 next to the edge from that polynomial to the polynomial z* — £!2 and the value
1 next to the edge from that polynomial towards the original polynomial 2% — £8.
Concatenating those three bits and the bit 1 (which corresponds to the exponent of
¢ in the original polynomial) gives the integer (1011), = 11, which is the exponent
of £ in x — €. Reversing the order of the bitstring yields the horizontal position in
which we find the linear polynomial (starting from n and ending with 2n — 1 since
the most significant bit is always 1). For example, in Figure 3.2, the polynomial
xr — &1 is at position

BitRevig((1011)3) = (1101); = 13 = 8 + 5,

which is the sixth position from the left since the first position is 8. Due to the
reasoning above we can factorize

2n—1

" +1= H (l’ . éBitReVQR(i)) ] (2)

i=n
Since the most significant bit in the binary form of ¢ is always 1, i.e.

1= (1b10g2(n)_1 .. .b1b0)2 for some blogQ(n)—17 .o, b1, by € {0, 1},



we can rewrite

BltReVQn(’l) = (bobl ce blogQ(n)—ll)Q =2- (bObl . blogz(n)—l)Q +1
= 2 BitRev,, ((biogy(n)-1-- - b1bo),) + 1 = 2 - BitRev, (i — n) + 1.

Hence Equation (2) becomes

n—1
41 = H (x _ g2-BitRevn(i)+1) ‘ (3)
1=0
3.2.1 NTT
Since the ideals (x _ gQ-BitReV'n(O)'f'l), (:C _52-BitRevn(1)+1)’ . (x _fQ-BitRevn(n—1)+1) are

pairwise coprime, it follows by the Chinese Remainder Theorem for rings (Theorem
2.2) that

n—1

Zfal /(" + 1) 2= [ Zyla) (o — 2BRern 0011,

=0

This isomorphism is the Number Theoretic Transform for negacyclic convolution.
Analogously to the case of cyclic convolution, we can compute it step by step using
the tree structure of the factorization of 2™ + 1.

3.2.2 INTT

The computation of the Inverse Number Theoretic Transform can be carried out by
traversing the tree step by step in the opposite direction. It works analogously to
the case of cyclic convolution but allows a simpler implementation. One can use the
same powers of ¢ that one needs (and has usually precomputed) for the NTT, in the
computation of the Inverse NTT. In Figure 3.2 this is easy to see. In the last layer
we have - (—€7) = =8 =1 and & - (—&%) = =% = 1. In general, given a vector

n—1

(fo, fis-- vy fa1) € H T[]/ (w — €2 BtRevn) 1)

i=0
we note that in the NTT we would compute fy; and fy;41 from a polynomial
(g2i + goir17) € Zy [2]/(2® — £4‘BitRevn(2i)+2)

by
foi = goi + EPRCIT g 1 faier = goy — EPREI gy

The equations

271(f2i + f2i+1) = 092 and 271(fZ'BitRev”(Zi)H)*l(fQi - f2¢+1) = 02i+1

show how to compute the polynomial go; + go; 112 from fo; and fo;11 for any ¢ €
{0,1,2,...,2 —1}.

We take a closer look at the term (
between 0 and n/2 — 1, it follows that 0 < 2i <n — 2 and

£2BitReva(20)+1) =1 = Qince 4 is any integer

0<n—2—21<n-—2.

10



Hence there exists an integer 0 < j < n/2 — 1 such that 2j =n — 2 — 2i. We claim

that _ . . '
(52-B1tRevn(2z)+1)fl — _52-BltReVn(2])+1. (4)

Note that in binary form we have

2i = (biogy(n)—1 - - - b1bo0),

for some biog, ()1, - - -, b1,bp € {0,1} and
n—2 =2 = (bogy1 - bibo0) |
2

where 55 = 1 — b,. Therefore we get
2 BitRev,(2i) + 2 - BitRev,(n — 2 — 2i) = (1...10), = n — 2,

whence
gQ-BitRevn(%H& . éZ-BitReVn(Qj)+1 _ gn

Since {" = —1, Equation (4) follows.

We have shown that the inverse of the power of ¢ which we need in the compu-
tation of the Inverse NTT is (apart from a minus) just another power of ¢ which
we also need for the computation of the NTT. This is the reason why the NTT in
[Nat24a| is implemented with only one array of precomputed powers of the 2n-th
root of unity. The same array is used for both the computation of the NTT and the
Inverse N'T'T.

11



4 Our generalized Number Theoretic Transform

Let n be a power of 2 and ¢ be a prime such that n | (¢ — 1). Due to Theorem 2.1
there exists a generator w € Z;. Let k be an integer such that 0 < k < (¢ —1)/n.
Throughout this section we assume that n, ¢, w and £ fulfill those conditions, if not
stated otherwise.

4.1 Polynomials and their factorization

One might think that the polynomials 2" — w™ which permit our generalized NT'T
depend on the choice of the generator w. Proposition 4.1 shows that no matter
which generator we choose, we always get the same set of polynomials.

Proposition 4.1. Let w and @ be generators of Zy. It holds that
Q={w™* |k €Z,0<k<(¢g—1)/n} ={&™ [k€Z,0<k < (¢—1)/n} =Q

Proof. Let a = w™ € Q. Since @ is a generator of Ly and w € Z;, there exists an
integer 0 < j < ¢ — 1 such that &/ = w. We have a = w™* = (& )"gC = /"% In case
jk < (g —1)/n, we get a = w"™* € Q.

Suppose that jk > (¢ — 1)/n. This obviously implies njk > g — 1. We can find
positive integers m and 0 < ! < g — 1 such that njk = m(¢—1)+1[. Sincen | (¢—1)
there exists a positive integer s such that

njk =mns +1 < n(jk —ms) =1.

Since 0 < I < ¢ — 1, we have 0 < jk —ms < (¢ — 1)/n and thus &' € Q. Due to
Fermat’s little theorem it holds that

a = wn]k _ djm(qfl)Jrl _ (L:]qfl)mwl _ (;Jl c Q.

We have shown that  C €. Interchanging the roles of w and @ in the argumentation
above yields ) C Q. We therefore get = (). O

We describe how the polynomial 2™ — w™* splits into linear factors over Z,. First
note that w@ /2 = —1 in Z,. Similar to the classical NTT we repeatedly use the
identity

¥ — ¥ = (2% — W) (2% + W) = (2% — W) (z* — w(q_l)/2+j). (5)
In the first step we have

" — wnk _ (:L‘n/2 . wn/Q-k)(ZEnﬂ + wn/2~k) _ (:L'n/Q i wn/2~k)<xn/2 . w(q—l)/2+n/2-k>‘

In the second step we get
(&2 — W/ ZRY = (g AR (/A AR g/t nfAky (gn/d _ya=1)/24n/4k)
and

(mn/2 _ w(qfl)/2+n/2-k) — (mn/4 _ w(qfl)/4+n/4-k)(xn/4 + w(qfl)/4+n/4-k).

The following two lemmas contain formulas for the factorization of 2" — w™ in

every step.

12



[ 4 4k Wt
Tt —w J
a-1
— gtk
22 + w2k
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g-1 a
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=32 Tt 2k

& — o H[a + w%l%“m — W [z 4w

3(g—=1) 3(g—1)
[:E—w 8 +ka+w 8 +k}

Figure 4.1: Illustration of the steps that split the polynomial 2% — w® into linear
factors. The identity w@=Y/2 = —1 € Z, is used.

Lemma 4.1. The polynomial 2™ — w"* splits into linear factors over Z,. For any
integer 0 < a < logy(n) it holds that

2¢—-1
" — wnk _ H (xn/Qo‘ i wBitRevn(i)(q—l)/n+n/2a-k) (6)
=0

In particular, for any integer 0 < o < log,(n) — 1 it holds that
xn/2a . wBitRevn(i)(q—l)/n+n/2“~k

_ (xn/QO"H _ wBitRevn(2i)(q—1)/n+n/2°‘+1-k) (xn/20‘+1 _ wBitRevn(Qi—i-l)(q—l)/n+n/2°‘+1-lc)

(7)
where 0 < ¢ < 2% — 1.

Proof. We prove Equation (6) by induction over a. Obviously it holds for a = 0.
Suppose that Equation (6) holds for «, where 0 < o < log,(n) — 1. Consider any

factor
n/2% wBitReVn (%) (g=1)/n+n/2%k

X )
where 0 < i < 2% — 1. Clearly n/2 is divisible by two since n is a power of 2 and
a < logy(n). Let the binary expansion of i be given by

(Brogy (m)—1D10gy(rn)—2 - - - bab1bo) , ,

where b; € {0,1}. We show that bjye,n)—1 = 0. Suppose that big,(n)—1 = 1. Then
i > 2los()-1 > ga 5 9o

which contradicts i < 2% — 1. Hence biog,(n)—1 = 0 and

BltReVn(Z) = (boblbg e blogQ(n)720)2 y

13



which is divisible by two. Precisely, we have
BltReVn(Z)/2 = (Oboblbg c. b]ogz(n),g)Z
= BitRev,, ((biogy(n)—2 - - - bab1bo0),) = BitRev,,(2i).
We can therefore factorize

:L,n/QD‘ . wBitReVn(i)(q—l)/n+n/2°‘-k (8)

as

(xn/2°‘+1 _ wBitRevn(zi)(qq)/mn/zaﬂ.k) (ycn/za+1 +wBitRevn(2i)(q71)/n+n/2a+1-k) 9)

for every 0 < i < 2% — 1. Note that

n/2 = (10...0), = BitRev, ((0...01),) = BitRev,(1)

n digits
and thus ) ) )
q— n o q-— . q—
a—1i_n, _ BitRev, (1) - L.
2 2 n itRevn(1) n
Using the identity w@/2 = —1 we can rewrite

a+1 ; ; _ a+1, a+1 : : ; _ a+1,
xn/2 + wBltRevn(Zz)(q 1)/n+n/2 kE_ xn/Z . w(BltRevn(l)+BltRevn(2@))((1 1)/n+n/2 k

_ xn/Z""H . wBitRevn(QiJrl)(qfl)/n+n/2°‘+1-k
- )

which proves Equation (7). Using the induction hypothesis, we also get

2¢—1
n__ nk _ H ( n/2a+1 . BitRevn(Qi)(q—l)/n+n/2a+l,k>
" — W = x w
i=0 (
. (56"/2”‘+1 _ wBitRevn(2i+1)(q—1)/n+n/2a+1.k>)
2a+171
= I (2 - whimens@n/min/zre) (10)

1=0

which shows that Equation (6) holds for o« + 1. By the principle of induction,
Equation (6) holds for every integer 0 < a < log,(n). For a = log,(n) the exponent
of  on the right-hand side of Equation (6) is given by n/2% = n/2'°%2(") = 1, which
means that " — w™ splits into linear factors. O

In the proof of Lemma 4.1 we first rewrote Expression (8) as Expression (9),
where the two factors only differ by a minus in front of the constant term of the
polynomial. We will see later that writing down the factorization in this form is
useful for an efficient computation of the NTT. Hence we state it as Lemma 4.2.

Lemma 4.2. For any integer 1 < a <log,(n) it holds that

209
" — wnk _ H < (xn/Qa . wBitRevn(i)(q—l)/n+n/2"‘~k)
=0

i even

. (xn/2‘" + wBitRevn(i)(q1)/n+n/2°‘-k)>.

14



In particular, for any integer 0 < o < logy(n) — 1 it holds that

n/2% BitRevy (i)(g—1)/n+n/2%k

T

_ (:v"/QaH _ wBitRevn(zi)(q—l)/n+n/2a+1~k;) (:v"/QaH +wBitRevn(Qi)(q—l)/n+n/2a+1.k:>

—w
(11)

where 0 <4 < 2% — 1.

Proof. Following the proof of Lemma 4.1, we can for 1 < a < log,(n) rewrite

l,n/2°"1 . wBitRevn(i)(q—l)/n+n/2"‘*1~k (12)

as
(xn/2°‘ - wBitRevn(2i)(q71)/n+n/2°‘-k) (xn/Qa + wBitRevn(Zi)(qfl)/n+n/2a-k) (13>

for every 0 < i < 27! — 1. Hence Equation (11) holds. Using Equation (6) we get

20-1_1
" — wnk — H < (xn/2°‘ _ wBitRevn(2i)(q71)/n+n/2°‘-k)
=0
. (l,n/Q“ +wBitRevn(%)(q—l)/n+n/2°‘~k))
24 -2
— H < (xn/2‘" o wBitRevn(i)(qfl)/n+n/2“-k)
=0

1 even

. (l,n/QD‘ + wBitRevn(i)(q—l)/n—i—n/Qo‘-k:)) 0O

As in the case of the classical NTT, we will use the Chinese Remainder Theorem
for rings. In order to do that, we first need to verify that the ideals generated by
the factors given in Lemmas 4.1 and 4.2 are pairwise coprime.

Lemma 4.3. For any integer 0 < o < logy(n) and any integer 0 < i < 2% —1 let
I,.; be the ideal of Z,|x] that is generated by the polynomial

wn/Q _wBltRevn(z)(qfl)/n%»n/Q -k.

The ideals In0,1n1, ..., la20_1 are pairwise coprime.
Proof. Let i,7 € {0,1,...,2% — 1} and i # j. By the definition of an ideal we have

:L‘n/2o‘ . wBitReVn(i)(q—1)/n+n/2°‘~k e Ia,i _ (l,n/Qo‘ . wBitRevn(i)(q—l)/n-l—n/Qo‘~k)

and

_xn/QO‘ + wBitReVn(j)(q—l)/n+n/2°‘~k c Iahj _ (xn/Zo‘ . wBitReVn(j)(q—l)/n+n/2a~k) )

Therefore the sum
xn/QO‘ _wBitRevn(i)(qfl)/n+n/2°‘-k . xn/Z"‘ + wBitRevn(j)(qfl)/nJrn/Z“-k

:wBitRevn(j)(qfl)/n+n/2°‘-k - wBitRevn(i)(qfl)/n+n/2°‘-k (14>
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is contained in I, ; + I, ;. If Expression (14) is non-zero, it is a unit of Z,[z] and
therefore 1, ; + I, ; = Z,|x].

Since i < 2% — 1, the first log,(n) — « digits of log,(n) digits in the binary
expansion of i are 0, i.e.

i =(0...0ba_1bars...babiby),
where b,_1,...,bp € {0,1}. Consequently the binary expansion of BitRev, (i) is

largest when its first o digits are 1 and its remaining log,(n) — « digits are 0, i.e.

BitRev, (i) < (1...10...0), =n — 1 — (2= 1) = p — Jle()-a
« digits

Note that k < (¢ — 1)/n and thus n/2% - k < (¢ — 1)/2%. It follows that
BitRev,(i)(¢ — 1)/n+n/2%  k < (n — 21°g2(")_0‘) (g—1)/n+(q—1)/2%=q—1.
Since also 7 < 2% — 1, we get with the same reasoning that
BitRev,(j)(¢—1)/n+n/2% - k < q—1.

It is easy to see that the bit reversal is a bijective function on the set of integers
between 0 and n — 1, whence ¢ # j implies BitRev, (i) # BitRev,(j). Moreover,
because (¢ — 1)/n # 0, we conclude that

BitRev,(i)(¢ — 1)/n +n/2% - k # BitRev,(j)(¢ — 1)/n +n/2% - k.

Since w is a generator of Z; and the exponents are distinct and both smaller than
q — 1, we have

wBitRevn(j)(q—l)/n+n/2a-k 7éwBitRevn(i)(q—l)/n+n/2a~k'
This means that Expression (14) is non-zero, whence I, ; and I, ; are coprime. [J

4.2 gNTT

We are now ready to describe the ring isomorphisms we use in the generalized NTT.

Proposition 4.2. For any integer 0 < o < log,(n) the mapping

2¢—1
wa : Zq[l']/ (xn . wnk) — H Zq[l’]/ (xn/Qa . wBitRev"(i)(q—l)/n—i-n/Qa-k) ’
=0

n—1 n—1
wa (Z fj-rj> — (Z fjxj + (xn/2a . wBitRevn(O)(q—l)/n+n/2a.k) N
=0 =0

n—1
ceey Z fjl'j + (l.n/Qa . wBitReVn(2a—1)(q—1)/n+n/20‘.k)) 7
j=0

where [ denotes the direct product, is a ring isomorphism.

16



Proof. Lemma 4.1 shows that

2%—1
" — wnk _ H (xn/2“ - wBitRevn(i)(qfl)/nJrn/Z“-k)

=0

and Lemma 4.3 that the ideals generated by the factors are pairwise coprime. We
can therefore apply the Chinese Remainder Theorem for rings (Theorem 2.2), which
proves the statement. O

Consider the isomorphism in Proposition 4.2 for oo = log,(n). It is given by

n—1
wlog2(n) . Zq[SC]/ (In _ wnk) — HZq[JC]/ ($ _ wBitRevn(i)(qfl)/n+k) 7
=0

n— n—1
Dlog, () ( fjxj) _ (ijwj-(BitRevn(O)(q1)/n+k)
ogo(n goee ey
J J=0

n—1
o ’Z fjwj-(BitRevn(n—l)(q—l)/n—l—k)) ‘
and we will call it the generalized NTT.

—_

Il
o

j=0

Definition 4.1 (Generalized NTT). We define the generalized NTT as the isomor-
phism 1, () from

n—1

Zglz]/ (2™ — wnk:) to H Zylx)] (z — wBitRevn(i)(q_l)/n+k) |
i=0

which is described in Proposition 4.2. We denote gNTT := 1145, (5

The generalized NTT can be efficiently computed using the factorization given
in Lemma 4.2.

Lemma 4.4. Let 0 < a <logy(n) —1 and 0 < i < 2% — 1 be integers. The mapping

9041' . Zq[l']/ ($n/2°‘ . wBitRevn(i)(q—l)/n+n/2°‘~k)

— (Zq[I]/ <mn/2a+1 o wBitRevn(2i)(q—1)/n+n/2a+1.k>

X Zq[x]/ (xN/2a+1 + wBitReVn(Qi)(q—l)/n+n/2a+1.k))

given by

n/2%—1 n/20+1-1
Ooi | Y fiad =< > <fj+fj+n/2a+1wBitReVn<2i>(q—1>/n+n/2ﬂ+1-k) o
7=0

J=0
n/20t1—1

Jj=0

1S a ring isomorphism.
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Proof. Due to Equation (11) from Lemma 4.2 and Lemma 4.3 we can apply the
Chinese Remainder Theorem for rings (Theorem 2.2) to obtain the desired result.
O

Proposition 4.3. Let 0 < a < log,(n) — 1 be an integer. Let 1, and 0,,; be defined
as in Proposition 4.2 and Lemma 4.4. Define 0, as the mapping from the direct
product

201
H Zq[;p]/ (mn/?l . wBitReVn(i)(Q—1)/n+n/2a.k)
=0

to the direct product

ga+1_1q
H Zqlx]/ (xn/2a+1 - wBitRevn(z‘)(q_l)/nJrn/QaH,k)
i=0

given by

n/2%—1 n/2%—1

O E fj,oﬂfj7-~->§ fje127
j=0 J=0

n/2%—1 n/2%—1

= 6&,0 E fj,oill'j P ,9(1,2(1,1 E fj}gafll']
Jj=0 Jj=0

This mapping is an isomorphism. Moreover, we have
VYog1 = 0o 0 g
It follows by induction that
Yog1 =0400q10...00100y and gNTT = Og,n)—1 © Oiog,(n)—2 0 ... 0 01 0 bp.

Proof. The mapping 0, is an isomorphism since all the mappings 0,, from the
components of the direct product are isomorphisms due to Lemma 4.4. Moreover,
let 0 <7< 2%—1 be an integer. The isomorphism 6, ; is mapping every element

n—1
Z fjxj + (xn/Q"‘ _ wBitRevn(i)(q—l)/n+n/2°‘~k)
=0

to

n—1
(5 s (e o)
j=0

n—1
Z fix? + <x”/2a+l + wBitReVn(2")@*1)/”%/2&“-’f) ) .
=0

We know from the proof of Lemma 4.1 that

wBitRev"(2i)(q—1)/n+n/2“+1-k _ _wBitRevn(2i+1)(q—1)/n+n/2“+1~k

18



q—1

x? + w?
2 ik

[x — w%+k] [:t + qul;l““]

Figure 4.2: Illustration of the steps that split the polynomial z* — w* into linear
factors. The identity w@~Y/2 = —1 € Z, is used.

Hence

n—1 n—1
(0 © o) (Z fj:vj) - (Z N e O
J=0 J=0
n—1
,Z fia? + <x”/2a+1 — wBitRevn(T‘“1)(q1)/n+n/2a-k>>
7=0

which is equal to
n—1
o (S50
=0
Using induction and the definition of gNTT yields the remaining statements. O]

Example 4.1. Let n = 4 and ¢ = 29. Thenn | (¢ —1). We can choose k = 3
since 3 < (¢ —1)/n = 7. The element w = 2 is a generator of Z,. Consider the
polynomial

f(x) =3+ 232+ 182% + Ta® € Zng[z]/ (z* — 2*?) = Zyg[z]/ (2* = 7).

We will compute gNTT(f(x)). Figure 4.2 shows how the polynomial x* — 2*3 splits.
Note that 2?3 = 6 (mod 29) and 18-6 = 21 (mod 29) as well as 7-6 = 13 (mod 29).
Hence we get in the first step

Oo(f(x))

((3+21)+ (23 +13) -z, (3 — 21) + (23 — 13) - )
= (24 + 7,11 + 10z) .

Since 2° = 8 (mod 29) and 2%/4F3 = 210 = 9 (mod 29), we compute 7 -8 = 27
(mod 29) and 10-9 =3 (mod 29). In the second and last step we therefore get

gNTT(f(z)) = 61(60(f(x))) = 01 (24 + Tz, 11 + 10z)
= (24+27,24—27,11+3,11 — 3)
= (22,26,14, 8).

4.3 gINTT

Definition 4.2 (Generalized INTT). The generalized INTT is the inverse of the
generalized NTT. We denote it by gINTT.
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Due to Proposition 4.3 we have

gINTT = gNTT " = (B, (m) 1 © Orogy(n)2© - - 0 61 06p)
=0y 06 o...00,] 0f!

log, ( logy(n)—1°

This shows that the generalized INTT can be computed step by step, like the
generalized NTT. To invert 6,, one needs to invert 6, ; for every 0 < ¢ < 2% — 1.
Proposition 4.4 shows how to do that.

Proposition 4.4. Let 0 < a <logy(n) — 1 and 0 < i < 2% — 1 be integers.
The inverse of 6, as defined in Lemma 4.4 is given by

(9;% I<Zq[:c]/ (xn/?“ _ wBitRevn(2i)(q—1)/n+n/2a+l,k)

X Zq [;E]/ (xn/2a+1 + wBitRevn(2i)(q—1)/n+n/2a+1.k))

> Zglz]/ (xn/Q" _ wBitRevn(i)(qfl)/njLn/Qa.k) 7

n/2etl 1 n/2otl 1
0., ( giv’, Y. hﬂj)
j=0 j=0
n/20t1 -1
=271 ( (g + hj)x
§j=0

n/20t1 -1
+ wqflfBitRevn(2i)(q71)/nfn/2°‘+1-k Z (g] . hj)ijrn/ZQ“'l) '

Jj=0

Proof. We regard

n/2a+171 n/2a+171

Z g7, Z hjx?
=0 =0

as the image under 6, ; of some element Z”/ 271 fj:cj . Forevery 0 < j <n/ 20+l _q

we have
gi = [; + fj+n/2a+1u}BitReV”(Qi)(q_l)/n—mﬂa“'k

and
h; = f; — fj+n/2a+1wBitRe""(2i)(q_1)/”%/2&“'k.

Therefore g; + h; = 2 - f;. Moreover,

—1—Bi D) (g— _ a+1, i ) (g— a+1, _
wd 1-BitRev, (2i)(¢g—1)/n—n/2 k. wBltRevn(Qz)(q 1)/n+n/2 k _ w4 1 _ 1

Y

whence
w1 BitRev @) (@=D)/n=n/2%0k (g By =2 f
and
n/20+1 -1 /20t -1 /2ot
bui | 2 @ D k| = 3 fiad, .
§=0 §=0 7=0
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Remark 4.1. All 6! are ring isomorphisms, thus for any element z, in the domain
of 0,, it holds that 0,(2-z,) = 2-04(24). Instead of multiplying by 27! in every step,
one can therefore just multiply by (2'°¢2(")~! = n~! in the last step. This speeds
up the computation of gINTT by avoiding multiplications.

Example 4.2. As in FExample 4.1 let n =4, ¢ =29, w = 2 and k = 3. Consider
the element

A

f=1(22,26,14,8) € (Zgg[x]/ (z — W) X Zng[z]/ (2 + )

X Zngla)/ (x — w D) 5 Zogg[a]/ (z + w(q_l)/4+k)>

= (229[90]/ (x = 8) X Zaolz]/ (x +8)

X ZQQ[ZL‘]/ (ZL‘ — 9) X ZQQ[ZL‘]/ (lL‘ + 9)) .
We will compute gINTT(f). Following Proposition 4.4, we first compute Hié (22,26).
Note that wi™17% = w» =11 (mod 29). Hence

010 (22,26) =271 (22426 + 11 (22 — 26) 2) = 27! (19 + 14x) .
Similarly we have w?1~@=D/4=k = 18 = 13 (mod 29) and
Or1(14,8) =271 (14 + 8+ 13 (14 — 8) z) = 27" (22 + 20z) .
For the neat step note that w?'72* = w? =5 (mod 29). Therefore
01 (271 (19 + 142,22 + 20z)) = 47! (19 4224 (14 + 20)z
+5((19 — 22) 2% + (14 — 20) :c3))
=471 (12 4 52 + 1422 + 2807

— 92 (12 ¥ 57 + 1427 + 283:3)
= 3+ 23z + 182% + 723,

which is the polynomial f(x) from Example 4.1, i.e. gINTT (gNTT (f(x))) = f(x).

4.4 Using gNTT to multiply polynomials

As in the case of the classical NTT, the generalized NTT is used to speed up the
multiplication of polynomials in rings of the form Z,[z]/(z™ — w™*). This is done by
computing the actual multiplication in the isomorphic ring

H Zyl2]/ (x — wBitReVn(i)(qfl)/mk) _

In this ring every element is a tuple of integers modulo ¢, whence the multiplication
is done component-wise modulo ¢.
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Example 4.3. As in Fxamples 4.1 and 4.2, let n =4, ¢ =29, w = 2 and k = 3.
We want to compute the product of

f(x) =3+23c+1822+72°  and  g(x) =16 + 2z + 252% + 62°

in Zaglx]/ (x* — 7). We have seen in Example 4.1 that gNTT(f(x)) = (22,26, 14, 8).
Computing the generalized NTT of g(x) in the same way yields

gNTT(g(z)) = (6,7,24,27).
Denoting component-wise multiplication by ©, we get
gNTT(f(x)) ©egNTT(g(z)) = (22-6,26- 7,14 - 24,8 - 27) = (16, 8,17, 13).
Applying the generalized INTT yields
gINTT(16,8,17,13) = (28,6,7,16),
the product of f(z) and g(z).

4.5 Computational complexity

The following results show the numbers of multiplications modulo ¢ that are re-
quired to compute the product of two polynomials using the generalized NTT and
schoolbook multiplication, respectively. We assume that the powers of w and n™1,
which we need for for gNTT and gINTT have been precomputed before.

Proposition 4.5. Given any polynomial f(z) € Zy[z]/ (z" — w™*), we can compute
gNTT(f(x)) using
glogQ(n) multiplications modulo q. (15)

Given any element f € [11=) Zy[z]/ (v — wPRevn@@=1/m4K) “pe can compute

A

gINTT(f) using
glogg(n) +n  multiplications modulo q. (16)

Given two polynomials f(z),g(z) € Zgx]/ (2" —w"™), we can compute their
product using

3
énlogQ(n) + 2n  multiplications modulo gq. (17)

Proof. Consider the definitions of 6, ; and 6, in Lemma 4.4 and Proposition 4.3. We
need n/2*"" multiplications modulo ¢ to compute 6,, ;. Computing 6,, thus requires
2% . n/2°%1 = n/2 multiplications modulo g. Statement (15) follows since gNTT is
the composition of log,(n) — 1 mappings 6, according to Proposition 4.3.

Looking at Proposition 4.4, we see that computing 6, ; requires n/2%"! multi-
plications modulo ¢ if we omit the multiplication by 27! according to Remark 4.1.
Multiplying the polynomial by n~! in the last step obviously requires n multipli-
cations modulo ¢. It follows with the same reasoning as in the case of gNTT that
gINTT can be computed using n/2 - log,(n) + n multiplications modulo g.

To compute the product of f(z) and g(x) we first compute gNTT(f(z)) and
gNTT(g(x)), which requires nlog,(n) multiplications modulo ¢. Computing the
product in [[77) Z,[z]/ (v — wBithevn@a=1/n+k) requires n multiplications and com-
puting gINTT of that product requires another n/2 - log,(n) + n multiplications
modulo ¢. Hence in total we need 3/2 - nlog,(n) + 2n multiplications modulo ¢q. [
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Proposition 4.6. Let g be a prime and ¢ € Z,. Computing the product of two
polynomials f(x),g(x) € Zy[z]/ ("™ — ¢) using schoolbook multiplication generally
requires n® +mn — 1 multiplications modulo q. If ¢ € {—1,0,1}, then it requires n*
multiplications modulo q.

Proof. We want to compute the product of

n—1 n—1
fz) =) fie' and  g(x) =) ga'
i=0 =0

via schoolbook multiplication. We have to multiply every coefficient f; by every
coefficient g; to get a summand of the coefficient of z'*7. Since both polynomials
have n coefficients, this makes a total of n? multiplications modulo g. Moreover, for
i+ 7 > n, one has to multiply the coefficient of "7 by ¢. Since i + j < 2n — 2, this
requires another n — 1 multiplications modulo ¢. If, however, ¢ € {—1,0,1}, one can
skip those multiplications and simply replace ™ by —1, 0 or 1, respectively. O
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5 Methods to weaken condition on prime

In the case of the classical NTT for cyclic convolution, we need to have n | (¢ — 1),
i.e. ¢ =1 (mod n). For negacyclic convolution, the even stronger condition ¢ = 1
(mod 2n) is required. In Section 6.2 of [LZ22] a method called Pt-NTT is described
which weakens this condition. Using the Karatsuba trick leads to an improvement
of this method called K-NT'T.

In the case of our generalized NTT, we also require n | (¢ — 1) < ¢ =1
(mod n). Tt is straightforward to use Pt-NTT and K-NTT with our generalized
NTT.

The central part of both these methods is the isomorphism described in the
following proposition.

Proposition 5.1. Let q be a prime, c € Z}, n be a positive integer and 3 a non-
negative integer such that n is divisible by 2°. The mapping

28

n n 6
Op : Lyl /(@ = ¢) = (Zg[yl/(y"* = O)[a]/(=® = y),
n—1 261 [n/2P-1
i (E0) 5 ('S b |+
i=0 i=0 5=0
1S a ring isomorphism. Its inverse is given by
261 [n/2°-1 n/28—-128_1
- £ i ¢ Bj+i
ZH DN ID DR El D DED DF
=0 J=0 j=0 =0
Proof. See Appendix A. n

Example 5.1 illustrates how ¢s reorders the coefficients of the polynomial using
the identity z2° = y.

Example 5.1. Let 8 =1, n =38, q be a prime and c € Z;. We describe how to map
the polynomial f = 3.1_, fix® € Zylx]/ (2% —¢) to (Zyly]/(y* — ¢))[x]/ (2> —y) via the

ring isomorphism ¢, from Proposition 5.1.
In the first step we replace x? by y in f whenever it is possible. We have

f=fo+ fiz+ for® + fs2° + faz’ + fs2® + fea® + foa”

] / /
[ ] / | ]

A4

fo+ fiz+ foy + fayz + fay® + fsy’x + foy’ + fry’w.
In the second step we rearrange those terms by the powers of x and obtain
(fo+ foy + fay® + f6u°)2° + (fr + fsy + fs° + fry’)at = du(f),

the corresponding element in (Z,[y]/(y* — ¢))[z]/(z* — v).

Let n be a power of 2, # an integer 0 < < log,(n) and ¢ a prime such that
(n/2°) | (¢ — 1). Moreover, let k be an integer such that 0 < k < (¢ —1)/(n/2°).
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5.1 Pt-NTT

The following method is called Preprocess-then-NTT (Pt-NTT) and was proposed in
[Zho+18|. Let ¢ be the ring isomorphism of Proposition 5.1. Given two polynomials

n—1 n—1
% % n n/28.
f= Zfﬂ g = Zgix € Zy[z]/(a" — W),
i=0 i=0
we will compute their product in the isomorphic ring

(Zoly)/ (g = > *)) [/ (@ — y).

For any integer 0 < i < 2% — 1, we have

n/28 -1

= @sNi= Y forprat
j=0

Since 22” = y, the product of op(f) and ¢g(g) is given by

261 261

0a(f) - ds(9) = Y hia', where B, =" figi + Y Ufighias s

1=0 k=0 k=i+1

The multiplications and summations to compute A/ are done in the ring
Zylyl/ (g — W),

which is isomorphic to

n/28 -1
=0

via our generalized NTT. We can therefore compute

h, = gINTT ( Z gNTT (f;) © gNTT (g;_})

k=0
L (18)
+ 37 NTT (yf)) @ gNTT (g;+23_k)) -
k=i+1
Since y™/?" = w"?"**, we have
n/2°-1 n/2-1 R

A , n/2B. j
ufi=y > fosn’ = Y faguy =0 f e+ Y fasiay’
j=0 j=0 7=0

The final step to get the product of f and ¢ is to compute

261

o' | 2 et |
1=0

which means to replace y by z2’.
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Example 5.2. Let n =8 and 8 = 1, whence n/2° = 4. Moreover, let q be a prime
such that 4 | (¢ — 1), w be a generator of Z}; and 0 < k < (q — 1)/4. We compute
the product of two polynomaials

f= Zfzx g—Zgzx € Zy[z]/(a® — W),

Following the computatzon of o1 in Example 5.1 we get

fo=fo+ fay + [ + foy®s  fi=F+ sy + fsy® + fry?
and gy = go + 9oy + 9ay° + 96y’ 9y = o1 + gsy + gsy” + g7y,
Moreover, we have
= fogo +yfigy and Iy = fogh + figp.
Since 4 | (¢ — 1), we can apply the generalized NTT to the polynomials
filvgz/' € ZQ[y]/(y4 - w4k)7

such that hy is given by
gIN TT<gNTT (fo+ foy + fay® + foy’) © eNTT (go + g2y + 9ay” + goy°)

+ gNTT (W™ f7 + fiy + fsy* + f54°) @ gNTT (g1 + g5y + g5y° + g7y3)>

and b} is given by
gINTT ( gNTT (fo + foy + fay° + foy®) © gNTT (g1 + g3y + g5y° + g7y°)

+eNTT (fi + fay + fsy + fry®) © eNTT (go + g2y + gay* + gsy3)>-
Once we have computed
hy = hi),o + h6,13/ + h6,21/2 + h6,33/ and hy = h ot hl 1Y+ hy 23/ + R 31/ )
we just need to replace y by x* in hi + Wyz to get the product of f and g, i.e.
frg="hoo+hyer+ho,x 2+ 0 1L S+ Iy 2% g 2% °+ Iy 355 +h13x

5.2 K-NTT

An improvement of Pt-NTT called K-NTT was proposed in [ZLP21|. It uses the
Karatsuba trick (Definition 2.4) to avoid some component-wise multiplications in
the computation of A that we described in Equation (18). Moreover, gNTT(y) is
precomputed.

Note that if 7 is odd, then h} is given by

Li/2]
gINTT ( > (eNTT(f)) @ gNTT(g]_,) + eNTT(f/_,) © eNTT(g}))  (19)
k=0
128 +4)/2]
FNTT() o Y ((eNTT(f) © eNTT(gl, ) (20)
k=i+1

+NTT(flpe,) © gNTT(g,;>)> SNCY
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In the case of even i the formula for A is slightly different. The upper limit of the
sum in Row (19) is then given by 7/2 —1 and the term gNTT(f],,) ©® gNTT(g; ,) is
added to the sum in this row. Furthermore the upper limit of the sum in Row (20)
is given by (2° +1)/2 — 1 and the term gNTT(f(’ZﬂJri)/Q) ©) gNTT(gEQﬁH)/Z) is added
to the sum which gets multiplied by gNTT(y).

One first computes gNTT(f!) ® gNTT(g!) for all integers 0 < i < 2% — 1. The
Karatsuba trick is then used to compute the term

gNTT(f;) © gNTT(g; ) + eNTT(f_) © gNTT(gj)
in Row (19) as

(eNTT(f;) + gNTT(f_,)) ® (eNTT(g;) + eNTT(g}_;))
— gNTT(f;) ® gNTT(g}) — eNTT(f/_;) @ eNTT(g}_;)

and the term
gNTT(f,) © eNTT(g;, 55_) + eNTT(f!,55_,) © gNTT(g;)
in Rows (20) and (21) as

(eNTT(f;) + eNTT(fl0s_1)) © (SNTT(g;) + gNTT(g},06_4))
— gNTT(f;) © gNTT(g;) — eNTT(f!,0s_1) © gNTT(g. 05_p)-

Apart from the changes we just mentioned, K-NTT works exactly like Pt-NTT.

Example 5.3. Consider Example 5.2 again. We demonstrate what changes if we
use K-NTT instead of Pt-NT'T.

First of all, gNTT(y) is precomputed when implementing K-NTT. Remember
that

ho = fogo +yfigy and by = fog, + figh

We compute and store
gNTT(f5) © gNTT(gy) and gNTT(f]) ® gNTT(gy).
Finally, h{ is computed as
gINTT (eNTT(f;) © eNTT(gh) + eNTT(y) & (eNTT(f]) © eNTT(3})))
and hy is computed as

gINTT ((gNTT(fé) +gNTT(f1)) © (eNTT(g5) + gNTT(g}))

~ eNTT(f;) © gNTT(gh) — eNTT(f}) © gNTT(g}) ).
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6 Experiments

In Section 4.5 we established some theoretical results about the computational com-
plexity of schoolbook multiplication and polynomial multiplication using our gen-
eralized N'T'T. In this section we present an empirical comparison of the speed of
different multiplication methods in a Python implementation.

6.1 Implementation

All the code needed for the experiments we conducted in Python can be found in
Appendix B. We implemented schoolbook multiplication, our generalized NTT,
Pt-NTT (using our generalized NTT) and K-NTT (using our generalized NTT) in
Python. We represent the polynomials as numpy arrays and do the computations
on them. The package time is used to measure the time the different multiplication
methods take. To display the results nicely, we use tabulate.

We generalized Algorithms 41, 42 and 43 of [Nat24a| to any n that is a power
of 2. The main difference between the implementation of the NTT as described
in [Nat24a|] and the implementation of our generalized NTT is that we need to
precompute two arrays of powers of the generator instead of one. As described in
Section 3.2.2, in the case of negacyclic convolution, one can use the same array of
powers of the generator for both the NTT and the INTT. In our case we need to
precompute one array for the gNTT and one array for the gINTT. Moreover, we
precompute the multiplicative inverse of n modulo the prime gq.

The methods Pt-NTT and K-NTT call our implementation of gNTT and gINTT
as a subroutine. For K-NTT we also precompute gNTT(y).

For the timing, we first generate m random pairs of polynomials in Z,[z]/(z™ —
w™), and then measure for each multiplication method how long it takes to compute
the m multiplications. We use time.process_time_ns, which returns the value in
nanoseconds of the sum of the system and user CPU time of the current process
(see |[Foul).

6.2 Results

The parameters n and ¢ for which we compare the speed of the different methods
are taken from [Nat24b| and [Nat24a]. Remember that Pt-NTT and K-NTT can
be used even when n { (¢ — 1). In our experiments, however, we only investigate
cases where n | (¢ — 1). This enables us to use the generalized NTT and directly
compare the speed of polynomial multiplication via the generalized NTT, Pt-NTT
and K-NTT.

6.2.1 Parameters from Dilithium

In [Nat24a| the parameters are ¢ = 8380417 and n = 256. We select the generator
w = 10. The randomly chosen k = 8317 yields then w™ = 3812918, so we multiply
polynomials in Z,[x]/(z™ — 3812918). For Pt-NTT and K-NTT we set § = 1.
Figure 6.1 shows the experimental results for 10,000 multiplications. We see that
schoolbook multiplication is by far the slowest method, taking about eight times as
long as the other methods. The differences between the generalized NTT, Pt-NTT
and K-NTT are marginal and might not be of statistical significance.
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Mult. method Total time in ns Time per mult. in ns Methods ratio

Schoolbook Mult. 262718750000 2.62719e+07 1
Generalized NTT 32718750000 3.27188e-+06 0.124539
Pt-NTT 33890625000 3.38906e+-06 0.129
K-NTT 32890625000 3.28906e+-06 0.125193

Figure 6.1: Total time for 10,000 multiplications in nanoseconds, average time per
multiplication in nanoseconds and the ratio between the multiplication method and
the slowest multiplication method for schoolbook multiplication, our generalized
NTT, Pt-NTT and K-NTT. The parameters are ¢ = 8380417, n = 256, w = 10,
k =8317 and f =1 (for Pt-NTT and K-NTT).

6.2.2 Parameters from Kyber

In [Nat24b| the parameters are ¢ = 3329 and n = 256. We select the generator
w = 3. The randomly chosen & = 7 yields then w™ = 2764, so we multiply
polynomials in Z,[z]/(z™ — 2764). For the Pt-NTT and K-NTT we set § = 1.
Figure 6.2 shows the experimental results for 10,000 multiplications. We see that
schoolbook multiplication is by far the slowest method, taking about eight times
as long as the other methods. The Pt-NTT is slightly slower than the generalized
NTT, while the K-NTT is slightly faster.

Mult. method Total time in ns Time per mult. in ns Methods ratio
Schoolbook Mult. 267781250000 2.67781e+4-07 1
Generalized NTT 33593750000 3.35938e+-06 0.125452
Pt-NTT 34875000000 3.4875e+06 0.130237
K-NTT 30531250000 3.05312e+-06 0.114016

Figure 6.2: Total time for 10,000 multiplications in nanoseconds, average time per
multiplication in nanoseconds and the ratio between the multiplication method and
the slowest multiplication method for schoolbook multiplication, our generalized
NTT, Pt-NTT and K-NTT. The parameters are ¢ = 3329, n = 256, w =3, k=7
and f =1 (for Pt-NTT and K-NTT).
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7 Conclusion

We have shown how the Number Theoretic Transform can be generalized from the
rings Z,[z]/(z™ £ 1) to any ring Z,[z]/(z" — w"*), where w is a generator of Z, and
k an integer such that 0 < k < (¢ — 1)/n.

Moreover, we have shown how the methods Pt-NTT and K-NTT can be applied
to the generalized NTT to weaken the condition on the prime ¢ to (n/2°) | (¢ —1).

Finally the experiments in Section 6 confirm a significant speedup of using the
generalized NTT to multiply polynomials in Z,[z]/(2%%® —w?%*) compared to school-
book multiplication. They further verify that Pt-NTT and K-NTT with § = 1
perform similarly to the generalized NTT.
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A Proofs

Proposition 5.1. Let q be a prime, ¢ € Z}, n be a positive integer and 3 a non-
negative integer such that n 1s divisible by 2°. The mapping

b5 : Lole] /(2" = ¢) = (Zy[y)/ (v = ))[2)/ (=" —y),

n—1 261 [n/2°-1
b (Z fﬁ) = Z Z f25j+iyj !
, =

1=0

1S a ring tsomorphism. Its inverse is given by

261 [n/28-1 n/28-198_1
-1 P il _ P28+
o) g E figy’ | 2" ] = E § fige™ 77
i=0 j=0 j=0 =0

Proof. Clearly ¢p(1) = 1. Let f = Z?:_Ol fiz' and g = Z;:Ol ¢;7" be elements of
Zq|x]/ (™ — ¢). We define

n/2P -1 n/2P -1

fi= Z fasjay’ Gi = Z 9oy’
j=0 J=0

We first show that ¢g(f) + ¢s(g) = ¢s(f + g). Adding the coefficients of the
polynomial in z and then the coefficients of the polynomials in y yields

28_1 [n/26-1 28_1 [n/26-1
os(f) + ¢5(9) = Z Z Josjriy’ | '+ Z Z 9osjiy’ | @
=0 j=0 i=0 j=0
281 [n/28-1 n/2P -1
= Z fosjriy’ + Z 9opjyiy’ | @
i=0 §=0 j=0

281 [n/28-1

Z (fo84i +925j+i)yj '

i=0 =0
281 [n/28-1

= (f +9)asjuiy’ | 2" = ds(f + g).
i=0 7=0

Next we show that ¢g(f - g) = ¢s(f) - ds(g). In Z,[x]/(x™ — ¢) we get

fg9= Z (Z figi-1 +c¢ Z flgnﬂ»_l) x

=0

and it follows by the definition of ¢4 that

281 [n/2P—1 [2Bj+i n—1
os(f - 9) = Z Z Z fig2pj1ia +c Z f1928 5 nsi | Y| 2
i=0 j=0 =0 1=28j+i+1
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Denoting the coefficient of 7 of x* of ¢g(f - g) by (¢s(f - g))i; yields

28544

(¢5(f g Z flg23j+z T ¢ Z f1925j+n+z I (22>

= 25J—|—z+1

We use the fact that z2° = y in Zg[y]/(y"?" — ¢))[z]/(z*" — y) to write the
coefficient of z* of ¢s(f) - d5(g) as

281 o 261 ‘
(P5(F) - d(a)), = | | D Fir' | | D dia’
=0 =0

7

201
:Zflgz 1ty Z fidivas
l=i+1
i n/2% -1 n/28 -1
:Z Z fopjny’ Z 928 i1y’ (23)
1=0 Jj=0 Jj=0
28_1 [nj2P-1 n/2P -1
+y Z Z Jas iy’ Z Gopjyit2s 1Y’ | - (24)
I=i+1 \ j=0 =0
Using the identity y™/2° = ¢ we can rewrite Expression (23) as
i n/28-1 j n/28 -1
Z D Frnnigeromrici € Y ferniiGa8njzi-nysiot | Y (25)
=0 j=0 \ h=0 h=j+1

and Expression (24) as

261 n/2P—1 [ n/20~1
f , . +e f . . J+1
28h41928 (j—h)+i+28—1 28h+1928 (j4+n/28—h)+i+28—1 | Y -
l=i+1 j=0 h=0 h=j+1

(26)
We denote the constant term of (¢5(f) - #5(9)); by (¢5(f) - ¢5(9)); - To compute
it we have to sum up the coefficients of 3° in the Expressions (25) and (26). Using

the identity y™/ 27— ¢ again we get
i n/28 -1
(G5(f) - 05(9)io =D | figici+¢ D FosnsiGnrioonsy
1=0 h=1
28_1n/28-1
+e > D fenaiGnrio@tns
l=i+1 h=0
n/28—-126_1 281
_Zflgz 1 +c Z Z f2ﬁh+lgn+z (28h+1) +c Z flgn—i-z l
l=i+1
281
_Zflgz +Ckagn+z k+cz flgnJrz l
k= 25 l=i+1
_Zflgz l+CZ flgn+z l- (27)
l=i+1
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For j = 0 the right-hand side of Equation (22) is equal to Expression (27), whence

(@s(f - 9))io = (05(f) - 95(9))i0- (28)

Let now j > 1. To compute the coefficient of 7 of a’ of ¢g(f) - d5(g) we have to
sum up the coefficients of 4/ in Expressions (25) and (26). We have

(95(f) - 95(g ))ij

n/28 -1

= E E Joon41926 j4i—(28n41) T € E J2sn11928 j1nti-(28h+1)

I=0 \ h=0 h=j+1
261 [j-1 n/2° 1

+ E § fzﬂh+l92ﬁj+z'—(2ﬁh+l)+c § f26h+l92ﬂj+n+i—(2ﬁh+1)
I=i+1 \ h=0 h=j

j—126-1

= Z Z foon+1928 ji(2on41) + Z fosj 11928 4im (20 541)

h=0 [=0 =0
n/2P—198_1 28_1

+c E E J28h 41928 j4nti—(28h41) T E J2811928 j4nvi(28541)
h=j+1 1=0 I=i+1

26851 28 j+i

- Z kaQB]—H kT Z fk925]+z

k=28j
285428 -1

+c Z fk925]+n+z kT Z fkg25j+n+z k

k=265428 k=28j+i+1
28544

= Z fng’e]+’L +c¢ Z f1925]+n+1 I (29>

1=28j+i+1

Expression (29) is equal to the right-hand side of Equation (22), whence

(Ds(f - 9))ij = (9s(f) - 98(9))i; (30)

for 7 > 1. Since ¢ was arbitrary, it follows from Equations (28) and (30) that

os(f - 9) = os(f) - ds(9)-

This establishes that ¢g is a ring homomorphism. It remains to show that ¢z is
bijective.
Assume that
281 [n/28-1

¢B(f) = Z Z f25j+iyj ' =0
=0

in (Z,[y)/ (" = ¢))[x]/ (¥ —y). Tt follows that

n/2P -1

Z forjay’ =0
=0
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for all i € {0,...,2° — 1}. This implies that fys;,; =0 for all j € {0,...,n/2° — 1}
and all i € {0,...,2° —1}. Consequently f, = 0 for all k € {0,...,n — 1} which
means that f = 0. Hence ker ¢35 = 0 and therefore ¢g is injective.

Let now
28_1 [n/2P-1

s = E E §i7jyj '
=0

=0
be any element of (Z,[y]/(y?" — ¢))[z]/(z¥" —y). We define

n/26-128_1

Zglx])/ (2" —¢) > s = Z Z §Z-7jx2ﬁj+i
j=0 =0

and get
281 [n/2P-1 26_1 [n/2f—1
_ j i A g i o
¢5(5) = E E S2ﬁj+iy] r = E E Si,jyj Tr =S,
=0 j=0 i=0 §=0

where sy, ; is the coefficient of 2273+ of 5. This shows the surjectivity and finishes
the proof that ¢g is a ring isomorphism.
For any polynomial [ = Z?;ol fix' € Zy|z]/ (2™ — ¢) we get

2861 [n/2P-1

ngl (¢5(f)) = ¢§1 Z Z fgstyj ZEi
=0

i=0
n/28-198_1 n—1
= 3 D fud® T =Y fat =,
j=0 =0 =0
which shows that gbgl is the inverse of ¢g. O]

B Python code

B.1 Packages

import numpy as np
import time
from tabulate import tabulate

B.2 Preliminary functions

# Compute the power of a"n modulo m
def fast2Power(a,n,m):
res = 1
while n>0:
if n%2 == 1: # If the bit is 1 multiply by the corresponding square
res = (res*a) % m
a= (a*xa) % m
n =n//2
return res
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# Output [r,s,t] satisfying s*att*b=r=gcd(a,b)
def extendedGCD(a,b):
r0,r = a,b
sO0,s = 1,0
t0,t = 0,1
while (r>0):
tempr,temps,tempt = r,s,t
q=10//r
r,s,t = r0-qg*r,s0-qg*s,t0-g*t
r0,s0,t0 = tempr,temps,tempt
return [r0,s0,t0]

# Output the multiplicative inverse of a modulo p
def multInverse(a,p):
result = extendedGCD(a,p)
if result [0]!=1: # Error message if a and p are not relatively prime
s = " Numbers need to be relatively prime "
return s
inv = result [1]% p
return inv

# finds a generator w of Z_q* given the prime factors of gq-1 as a list
def findGenerator(q,primeList):
for w in range(2,9-1): # possible generators
flag = False
for p in primelList:
if fast2Power(w,(g-1)//p,q) == 1:
flag = True
break

if flag == False:
return w

#takes as input the integer = and the power alpha
#returns a list of length alpha corresponding to the bit representation of = mod 2~alpha
def integerToBits(x,alpha):
result_list = []
for i in range(alpha):
result_list.append(x % 2)
x=x//2
return result_list

# takes as input a list of bits and the alpha
# returns the corresponding integer
def bitsToInteger(bitList,alpha):
x=0
for i in range(l,alphat1):
x = 2*x + bitList[alpha-i]
return x

# outputs the number (in decimal base) that one gets when reversing the log2(n)-bit binary
expansion of m

def bitRev(n,m):
alpha = n.bit_length() - 1 # 27alpha = n; alpha = log2(n)
bitList = integerToBits(m,alpha)
bitReversed = [0]*(alpha)
for i in range(alpha):

bitReversed[i] = bitList[(alpha-1)

r = bitsToInteger(bitReversed,alpha)
return r

i]

# generates a random polynomial of degree at most n-1 with coefficients in Z_q
def genRandPoly(n,q):

rng = np.random.default_rng()

f = rng.integers(low=0,high=q,size=n)

return f

# input 7s the number m of random polynomials to be generated, n the degree of the polynomials and
q the prime
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# return a numpy array that contains m pairs of randomly generated polynomials of length n
def randPolyArray(m,n,q):
arr = np.zeros(shape=(m,2,n),dtype=int)

for instance in arr:
instance[0] = genRandPoly(n,q)
instance[1] = genRandPoly(n,q)

return arr

B.3 Schoolbook Multiplication

# input are two polynomials f and g of degree at most n-1 with coefficients in Z_q
# the algorithm calculates the product c = f*g in Z_qlz]/(z"n-a)
# f and g are numpy arrays and the resulting output is also a numpy array

def schoolMult(f,g,n,q,a):
¢ = np.zeros(n,dtype=int)
for k in range(n):
ck =0
c_k_temp = 0 # the sum that is multiplied by a since the power of = is at least n-1
for i in range(0,k+1):
c_k = (c_k + f[il*gl[k-i]1) % q
for i in range(k+1,n):
c_k_temp = (c_k_temp + ((£f[il*glk+n-i1)%q)) % q
c_k_temp = (a*c_k_temp) % q
clk] = (c_k + c_k_temp) % q
return c

B.4 Generalized NTT

# computes the array with the powers of w and the array with the powers of w for the INTT
# notice the ordering of the array for the INTT

# w is a generator of Z_g+*

# n is power of 2, q is a prime with n/(q-1) and k is the exponent such that w~(n*k) = a
# output is a tuple NTT_array,INTTarray

def compute_arrays(w,n,q,k):
# the fraction we will always use in the exponents
fraction = (q-1) // n

# arrays with the powers of w; length n because 0 at position 0 for NIT algorithm
NTTarray = np.zeros(n,dtype=int)
INTTarray = np.zeros(n,dtype=int)

# the last wvertical layer from top, it is log2(n) since we start with 1
last_layer = n.bit_length() - 1

# indicates the position in the NTTarray and INTTarray which have to be filled next
array_position = 1
INTTarray_position = 1

for layer_from_top in range(1,last_layer+1):
#horizontal length of current layer
layer_length = 2*x*(layer_from_top-1)
# k is multiplied with the same integers in the whole vertical layer
k_value = bitRev(n,2**(layer_from_top-1))*k
# setting the INTTarray_position to the rightmost position in the current vertical layer
INTTarray_position = array_position + layer_length - 1

for horizontal_position in range(2**(layer_from_top-1)):
# the exzponents of w for the NTT_array
exp_NTT = (bitRev(n,2*horizontal_position)*fraction + k_value) % (q-1)
# adding (q-1)//2 in the exponent of w leads to a multiplication by -1
exp_INTT = ((q-1)//2 - exp_NTT) % (g-1)

NTTarray [array_position] = fast2Power(w,exp_NTT,q)

INTTarray [INTTarray_position] = fast2Power (w,exp_INTT,q)
array_position += 1
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# moving towards the left in the vertical layer
INTTarray_position -= 1

return NTTarray,INTTarray

# n is as usual the dimension (a power of 2), q the prime,

# f is the polynomial in Z_q[z]/(z"n-w"(n¥k)) represented by a list or array of length n
# w_array ts the array created by w_array(w,n,q,k)

# computes the NTT transform defined by the w_array

def NTT(f,n,q,NTT_array):
m =0
length = n // 2
while length >= 1:
start = 0
while start < n:
m += 1
z = NTT_array [m]
for j in range(start,start+length):
t = (z*xf[j+lengthl) % q
flj+length]l = (£[jl-t) % q
£[5] = (£[j1+t) % q
start = start + 2*length
length //= 2
return f

# v 15 a numpy array

# n is as usual the dimension (a power of 2), q the prime

# INTTarray is the array with the powers of w that we need for the inverseNTT (created by
compute_arrays (w,n,q,k))

# n_inv 7s the multiplicative inverse of n modulo g

def INTT(v,n,q,n_inv,INTTarray):

m=n
length = 1
while length < n:
start = 0
while start < n:
m-=1
z = -INTTarray [m]
for j in range(start,start+length):
t = v[jl
v[j]l = (t+v[j+lengthl) % q
v[j+length] = (t-v[j+lengthl) % q
v[j+length] = (z*v[j+lengthl) % q
start = start + 2%length
length *= 2
v = (n_inv*v) % q
return v

# computes the sum of v and u

# v and u are given in NIT form (as numpy arrays)

# the output is their sum in NIT form (as a numpy array)
# q is the prime as usual

def addNTT(v,u,q):
return (v+u) % q

# computes the component-wise product of v and u

# v and u are given in NIT form (as numpy arrays)

# the output is their product in NTT form (as a numpy array)
# q is the prime as usual

def multiplyNTT(v,u,q):
return (v*u) % q

# polynomial multiplication using NTT
def polyMultbyNTT(f,g,n,q,n_inv,NTTarray,INTTarray) :
return INTT(multiplyNTT(NTT(f,n,q,NTTarray) ,NTT(g,n,q,NTTarray),q),n,q,n_inv,INTTarray)
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B.5 Pt-NTT

# q is a prime and n is a power of 2

# f and g are polynomials in Z_q[z]/(z"n-a)

# alpha is a non-negative integer such that full NTT is possible in (Z_qlyl/(y~(n/(2 alpha))-a),
# i.e. a = w™(n/(2 alpha)*k) for some generator w of Z_q* and (n/(2alpha))/(q-1)

# columns_inv is the multiplicative inverse of (n/(2alpha)) modulo g

# NTTarray and INTTarray are the arrays created by the function compute_arrays(w,n/(2alpha),q,k)

def polyMultbyPtNTT(f,g,n,q,a,alpha,columns_inv,NTTarray, INTTarray) :
# the rows are representing polynomials in Z_ql[yl/(y~(n/(2"alpha))-c)
rows = 2%*alpha
columns = n//rows
f = np.reshape(f,shape=(rows,columns),order=’F’)
g = np.reshape(g,shape=(rows,columns) ,order="F’)

# variable for computing the product
prod = np.zeros (shape=(rows,columns),dtype=int)

# computing y*f_l; it is only needed for 1 >= 1
f_hat = np.roll(f,shift=1,axis=1)

f_hat[1:,0] = (f_hat[1:,0]* a) % q

#print (f_hat)

# computing all the necessary NTTs and storing them in the same variables
# the NTTs are computed in the ring Z_qlyl/(y~(n/(2"alpha))-c)

f = np.array([NTT(matrix_row,columns,q,NTTarray) for matrix_row in f])

g = np.array([NTT(matrix_row,columns,q,NTTarray) for matrix_row in gl)

if alpha > O: # otherwise f_hat has only one rTow
f_hat[1:] = np.array([NTT(matrix_row,columns,q,NTTarray) for matrix_row in f_hat[1:]1])

# computing the entries of prod in Z_qlyl/(y~(n/(2 alpha))-c)
for i in range(rows):
for 1 in range(i+1):
prod[i] = addNTT(prod[i],multiplyNTT(f[1],gli-11,q),q)
for 1 in range(i+l,rows):
prod[i] = addNTT(prod[i],multiplyNTT(f_hat[1],glrows+i-1],q),q)

prod[i] = INTT(prod[i],columns,q,columns_inv,INTTarray)

# rewriting the result as a polynomial in z (vector instead of array)
prod = np.reshape(prod,shape=-1,order=’F’)

return prod

B.6 K-NTT

# g is a prime and n is a power of 2

# f and g are polynomials in Z_ql[z]/(z"n-a)

# alpha is a non-negative integer such that full NTT is possible in Z_qlyl/(y~(n/(2alpha))-a),

# i.e. a = w™(n/(2"alpha)*k) for some generator w of Z_q* and (n/(2"alpha))/(q-1)

# columns_inv is the multiplicative inverse of (n/(2alpha)) modulo g

# NTTarray and INTTarray are the arrays created by the function compute_arrays(w,n/(2alpha),q,k)

# NTTy is the precomputed NIT of y, where y is in Z_ql[y]/(y~(n/(2"alpha))-a) (using the same
NTTarray)

def polyMultbykNTT(f,g,n,q,a,alpha,columns_inv,NTTarray,INTTarray,NTTy):
# the rows are representing polynomials in Z_qlyl/(y~(n/(2"alpha))-a)
rows = 2**alpha
columns = n//rows
f = np.reshape(f,shape=(rows,columns),order=’F’)
g = np.reshape(g,shape=(rows,columns) ,order="F’)

# variable for computing the product
prod = np.zeros (shape=(rows,columns),dtype=int)

# computing all the necessary NTTs and storing them in the same variables
# the NTTs are computed in the ring Z_qly]/(y~(n/(2"alpha))-c)

f = np.array([NTT(matrix_row,columns,q,NTTarray) for matrix_row in f])

g = np.array([NTT(matrix_row,columns,q,NTTarray) for matrix_row in g])
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# precomputing the products of the NTT; pointwise product of the i-th row of f with
# the i-th row of g for all Tows 1%
precomp = (fxg) % q

# computing the entries of prod in Z_qlyl/(y~(n/(2~alpha))-a)
# we first compute the entries of the product for rows with even indices
for i in range(0,rows,2):
# 1 is lower index, %i-l1 s higher index, we want to compute (f[l]*g[i-1]+f[i-1]*g[l])
# in one go using Karatsuba trick (the f[j] and g[j] are already in NTT form)
for 1 in range(i//2):
prod[i] = (addNTT(prod[i],multiplyNTT(addNTT(f[1],£f[i-1],q),
addNTT(g[1],g[i-1],q),q) -precomp[1l]-precomp[i-1],q))
# adding the term f[i/2]*g[i/2]
prod[i] = addNTT(prod[il,precompl[i//2],q)
# temp_sum is the sum that is multiplied by NTTy before adding it to prod[i]
# adding the term f[l]*g[l] where 1 = 2~alphati-1 (which is (2"alpha+i)/2) to temp_sum
# have to distinguish the case where alpha=0; then this sum ts empty
if alpha>0:
temp_sum = precomp[(rows+i)//2]
else:
temp_sum = np.zeros(columns,dtype=int)
for 1 in range(i+1, (rows+i)//2):
temp_sum = (addNTT(temp_sum,multiplyNTT(addNTT(£f[1],f [rows+i-1],q),
addNTT(g[1],glrows+i-1],q) ,q) -precomp[1] -precomp [rows+i-1],q))
# adding NTTy*temp_sum to prod[i] and applying the inverse NIT
prod[i] = addNTT(prod[i] ,multiplyNTT(NTTy,temp_sum,q),q)
prod[i] = INTT(prod[il,columns,q,columns_inv,INTTarray)

# computing the entries of the product for rows with odd indices
for i in range(l,rows,2):
# 1 is lower index, %i-l1 s higher index, we want to compute (f[l]*g[i-1]+f[i-1]*g[l])
# in one go using Karatsuba trick (the f[j] and g[j] are already in NTT form)
for 1 in range(i//2+1): # including 1=1//2
prod[i] = (addNTT(prod[i] ,multiplyNTT(addNTT(f[1],f[i-1]1,q),
addNTT(g[1],g[i-1],q),q) -precomp[1l]-precomp[i-1],q))
# temp_sum is the sum that %is multiplied by NITy before adding it to prod[i]
temp_sum = np.zeros(columns,dtype=int)
for 1 in range(i+1, (rows+i)//2+1):
temp_sum = (addNTT(temp_sum,multiplyNTT(addNTT(f[1],f [rows+i-1],q),
addNTT(g[1],glrows+i-1],q) ,q) -precomp[1] -precomp [rows+i-1],q))
# adding NTTy*temp_sum to prod[i] and applying the inverse NIT
prod[i] = addNTT(prod[i] ,multiplyNTT(NTTy,temp_sum,q),q)
prod[i] = INTT(prodl[il,columns,q,columns_inv,INTTarray)

# rewriting the result as a polynomial in = (vector instead of array)
prod = np.reshape(prod,shape=-1,order=’F’)

return prod

B.7 Timing

# writing a function that should take as an input all multiplication methods that are to be
compared in the form of

# a dictionary,

# the number m of polynomial multiplications, n and g,

# all necessary parameters for the multiplication methods that are compared in *+*kwargs

# the necessary *+*kwargs are:

- a for schoolbook multiplication
- w, full_k for generalized NTT

- w,alpha,split_k for Pt-NTT

- w,alpha,split_k for K-NTT

R W W

# the arrays for the NTT and the INTT are created inside the timing function

# i1f both generalized NTT and either Pt-NIT or K-NTT are computed, then split_k = full_k *
(2-alpha) such that

# a = wi(n¥full_k) = w™(n/(2"alpha)*split_k)

# output is a dictionary with the times

def timing(to_time,m,n,q,**kwargs):
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# the array containing the m pairs of random polynomials and a hard copy of it for every
multiplication method

originalArr = randPolyArray(m,n,q)

copiedArr = {name:np.copy(originalArr) for name in to_time}

# an array to store the results
resultArr = {name:np.zeros(shape=(m,n),dtype=int) for name in to_time}

# the dictionary to store the resulting times
times = {}

for method in to_time:
# doing the precomputations and creating the lambda function which will be used to measure
the time
if method == "Schoolbook Multiplication":
function = lambda f,g: to_time[method] (f,g,n,q,kwargs.get(’a’))

elif method == "Generalized NTT":
# computing arrays and the parameter n_inv
full_NTTarray,full_INTTarray = compute_arrays(kwargs.get(’w’),n,q,kwargs.get(’full_k’))
n_inv = multInverse(n,q)

function = lambda f,g: to_time[method] (f,g,n,q,n_inv,full_NTTarray,full_INTTarray)

elif method == "Pt-NTT":
# unpacking kwargs
w = kwargs.get (Pw’)
split_k = kwargs.get(’split_k’)
alpha = kwargs.get(’alpha’)

# computing parameters and arrays

columns = n//(2**alpha)

columns_inv = multInverse(columns,q)

a = fast2Power (w,columns*split_k,q)

split_NTTarray,split_INTTarray = compute_arrays(w,columns,q,split_k)

function = lambda f,g:
to_time [method] (f,g,n,q,a,alpha,columns_inv,split_NTTarray,split_INTTarray)

elif method == "K-NTT":
# unpacking kwargs
w = kwargs.get(’w’)
split_k = kwargs.get(’split_k’)
alpha = kwargs.get(’alpha’)

# computing parameters and arrays

columns = n//(2**alpha)

columns_inv = multInverse(columns,q)

a = fast2Power(w,columns*split_k,q)

split_NTTarray,split_INTTarray = compute_arrays(w,columns,q,split_k)

# precomputing the NTT of y

y = np.zeros(columns,dtype=int)

y[11=1

NTTy = NTT(y,columns,q,split_NTTarray)

function = lambda f,g:
to_time[method] (f,g,n,q,a,alpha,columns_inv,split_NTTarray,split_INTTarray,NTTy)

# time.process_time_ns() or time.perf_counter_ns()
start_time = time.process_time_ns()

for element in copiedArr[method]:
element [0] = function(element[0],element[1])

# same as in start_time
end_time = time.process_time_ns()

# computing results and adding to times dictionary
total_time = end_time-start_time

timePerMult = total_time / m

times[method] = {"Total time in ns": total_time,"Time per multiplication in ns":
timePerMult}
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# filling the resultdrr
for i in range(m):
resultArr [method] [i] = copiedArr[method] [i] [0]

# checking if all methods that we used yield the same results
check = all(np.array_equal(val, list(resultArr.values())[0]) for val in resultArr.values())
print ("All methods yield the same result: ",check)

return times

B.8 Displaying results

# takes as input a dictionary which contains the results of the timing(...) function
# outputs a table (for printing in Python or Latex)
# tableformat can be changed to "latez"”, "latexz_raw", "latex_booktabs" or "latex_longtable"”

def print_results(results,tableformat="fancy_outline"):
headers = ["Multiplication method","Total time in ns","Time per multiplication in ns","Method /
slowest method"]

# reformatting the dictionary to a list
table = []
for element in results:
table.append([element ,results[element] ["Total time in ns"],results[element] ["Time per
multiplication in ns"11)

# computing "Slowest method divided by current method"
total_times = []
for row in table:
total_times.append(row[1])
largest_time = max(total_times)
for row in table:
row.append(row[1]/largest_time)
print (tabulate(table,headers,tablefmt=tableformat))
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