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Abstract 
Artificial intelligence (AI) has become an increasingly central component of 
contemporary cybersecurity practices, shaping how organizations detect threats and 
respond to security incidents. While existing research has largely emphasized the 
technical performance of AI-based cybersecurity systems, less attention has been paid to 
how these systems are experienced and understood by professionals in everyday 
organizational contexts. 

This study explores the role of AI in cybersecurity threat detection and incident response 
from an Information Systems perspective, focusing on professional perceptions, 
judgment, and decision-making. This qualitative study examines the experiences and 
perspectives of cybersecurity professionals, including analysts, engineers, and managers, 
regarding the use of AI-based cybersecurity systems in threat detection and incident 
response. Using thematic analysis, the findings show that AI primarily functions as a 
decision-support tool that augments human expertise rather than replacing it. Trust in AI 
is developed gradually and remains conditional, while AI-based cybersecurity systems 
influence how attention is structured and how decisions are prioritized. At the same time, 
responsibility and accountability remain with human actors, reinforced by organizational 
governance structures. 

The study contributes to the Information Systems field by conceptualizing AI-based 
cybersecurity systems as socio-technical information systems embedded within 
professional decision-making contexts. It also offers practical implications by 
highlighting the importance of human-in-the-loop approaches, calibrated trust, and 
governance structures for the effective and responsible use of AI in cybersecurity 
operations. 
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Introduction 
Artificial intelligence (AI) has become a central component of contemporary digital 
transformation, reshaping how organizations process information, manage complexity, 
and support decision-making in data-intensive environments (Benbya et al., 2021). In the 
field of cybersecurity, this development has been particularly significant. The rapid 
growth of interconnected systems, cloud infrastructures, and intelligent applications has 
expanded both the scale and sophistication of cyber threats, challenging the effectiveness 
of traditional security mechanisms that rely on static rules and manual analysis 
(Ghwanmeh et al., 2024). 

In response to these challenges, organizations have increasingly adopted AI-based 
cybersecurity systems that draw on machine learning (ML) and deep learning (DL) 
techniques to enhance threat detection, anomaly identification, and incident response 
(Barton et al., 2024). These systems are valued for their ability to process large and 
heterogeneous datasets, recognize complex patterns, and support faster and more adaptive 
responses to evolving cyber threats (Sarker, 2021; Taye, 2023). As a result, AI is often 
presented in the literature as a transformative technical solution capable of improving the 
efficiency, accuracy, and scalability of cybersecurity operations (Ghwanmeh et al., 2024). 

However, this predominantly technical framing offers only a partial understanding of how 
AI functions in organizational practice. Cybersecurity incident response is not solely an 
algorithmic process but a form of professional work carried out by human actors 
operating under time pressure, uncertainty, and responsibility for critical outcomes 
(Malatji, 2025). AI-generated alerts and recommendations must be interpreted, evaluated, 
and acted upon by cybersecurity professionals whose judgments are shaped by 
experience, organizational priorities, and contextual knowledge. Existing research 
acknowledges that AI-based cybersecurity systems are most commonly used in an 
augmented capacity, supporting rather than replacing human decision-making (Barton et 
al., 2024).  

While research on AI in cybersecurity has made substantial contributions to the 
development of advanced detection techniques, comparatively less attention has been 
paid to how these systems are experienced, interpreted, and used by cybersecurity 
professionals in everyday organizational practice. Existing research focuses on technical 
mechanisms, explainability, and adoption, while less attention is given to how 
professionals interpret and integrate these systems in everyday work. This study 
addresses this gap by examining how cybersecurity professionals perceive and use 
AI-based cybersecurity systems within organizational contexts. 

1.1 Background and Problem 

The increasing reliance on AI in cybersecurity reflects a broader shift toward data-driven 
and automated approaches to organizational decision support. Advances in ML and DL 
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have enabled systems to learn from large-scale cybersecurity data, adapt to changing 
attack patterns, and detect threats that may not be identifiable through rule-based or 
manually driven techniques (Sarker, 2021; Taye, 2023). These capabilities have 
positioned AI as a key element of modern cybersecurity strategies, particularly in 
environments characterized by high data volumes and rapidly evolving threats. 

From a technical perspective, research has demonstrated that AI-driven approaches can 
enhance intrusion detection, malware analysis, and anomaly detection by uncovering 
complex relationships within large and diverse datasets (Sarker, 2021; Sarker, 2022). 
Such work has advanced understanding of how intelligent systems can improve 
cybersecurity performance and has contributed to the growing adoption of AI-based tools 
in practice. At the same time, this body of research often abstracts cybersecurity activities 
from the organizational contexts in which they occur, treating AI-based cybersecurity 
systems primarily as technical artifacts rather than as components embedded in 
professional and organizational settings. 

In practice, AI-based cybersecurity systems do not operate independently of human 
actors. Security analysts, engineers, and managers remain responsible for interpreting AI 
outputs, prioritizing alerts, and deciding how to respond to incidents. These decisions are 
made under conditions of uncertainty, where false positives, incomplete information, and 
competing organizational demands are common (Jalali et al., 2019). Prior research 
highlights that concerns related to trust, system reliability, and the perceived opacity of AI 
decision-making processes can strongly influence how professionals engage with 
AI-based tools in cybersecurity work (Barton et al., 2024; Desai et al., 2024). 

Thus, the central problem addressed in this study lies in the disconnect between the 
technical advancement of AI-driven cybersecurity systems and the limited understanding 
of their socio-organizational implications. Without empirical, human-centered insight into 
how cybersecurity professionals perceive and use AI-based cybersecurity systems, there 
is a risk that AI will continue to be conceptualized narrowly as a technical enhancement 
rather than as a socio-technical phenomenon shaping professional judgment, 
responsibility, and organizational practice (Benbya et al., 2021). In this study, AI-based 
cybersecurity systems refer to machine learning and data-driven systems used for threat 
detection, anomaly identification, alert prioritization, and incident response support 
within organizational environments. 

1.2 Topic Justification 

The increasing integration of AI into cybersecurity practices makes this topic both timely 
and necessary from an Information Systems perspective. Organizations are rapidly 
adopting AI-based solutions to address the scale, speed, and complexity of contemporary 
cyber threats, positioning AI as a central component of modern cybersecurity strategies 
(Ghwanmeh et al., 2024). At the same time, research has identified persistent challenges 
related to AI adoption in cybersecurity, including issues of trust, reliability, and effective 
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human-AI collaboration, which directly influence how such systems are used in practice 
(Barton et al., 2024). 

While existing studies provide valuable insights into the technical capabilities of 
AI-driven cybersecurity systems, they often emphasize algorithmic performance and 
system efficiency, with comparatively limited attention to the organizational and 
professional contexts in which these systems are deployed (Sarker, 2021; Sarker, 2022). 
Cybersecurity work, however, continues to rely heavily on human expertise, judgment, 
and contextual understanding (Roch et al., 2024). Decisions during incident response are 
made by professionals who must interpret AI outputs, balance competing priorities, and 
assume responsibility for outcomes that may have significant organizational 
consequences.  

Recent research further highlights the importance of trust and collaboration between 
humans and AI in security-critical environments. Concerns related to opaque 
decision-making processes and the perceived limitations of AI-based cybersecurity 
systems can shape how professionals rely on, or resist, automated support tools (Desai et 
al., 2024). By positioning AI-based cybersecurity systems as socio-technical information 
systems rather than purely technical tools, this study contributes to ongoing debates 
within the IS field regarding digital transformation, algorithmic decision support, and 
human–AI hybridity. 

Against this background, the present study is justified by the need to move beyond 
predominantly technical accounts of AI in cybersecurity and to develop empirical, 
human-centered insights into how AI-based cybersecurity systems are embedded in 
organizational work. By focusing on cybersecurity professionals’ perceptions and 
experiences, the study addresses a critical gap in current research and contributes to a 
more comprehensive understanding of AI as a decision-support technology in 
security-critical organizational contexts (Barton et al., 2024; Ghwanmeh et al., 2024). 
This study contributes to the Information Systems field by conceptualizing AI-based 
cybersecurity systems as socio-technical information systems embedded in professional 
decision-making contexts. 

1.3 Purpose Statement and Research Question 

The purpose of this study is to explore the role of AI-based cybersecurity systems in 
cybersecurity threat detection and incident response from an organizational and 
human-centered perspective. Specifically, the study aims to examine how cybersecurity 
professionals perceive, interpret, and use AI-based cybersecurity systems in their 
everyday work, and how these systems influence professional decision-making during 
cybersecurity incidents. 

By focusing on professionals’ experiences and perspectives, the study seeks to contribute 
empirical insights into how AI functions as a decision-support technology in practice, 
complementing existing research that has primarily emphasized technical performance 
and system capabilities (Sarker, 2021; Sarker, 2022). This focus responds to calls in the 
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literature for greater attention to human–AI interaction, trust, and collaboration in 
cybersecurity contexts (Barton et al., 2024; Desai et al., 2024). 

The study is guided by the following research question: 

How do cybersecurity professionals perceive the role of AI-based cybersecurity systems in 
threat detection and incident response within organizational contexts? 

To further address this question, the following sub-questions are proposed: 

●​ What benefits and limitations do cybersecurity professionals associate with the 
use of  AI-based cybersecurity systems? 

●​ How do AI-based cybersecurity systems influence decision-making and response 
processes during cybersecurity incidents? 

1.4 Scope and Limitations 

This study is scoped to examine AI-based cybersecurity systems used for cybersecurity 
threat detection and incident response within organizational settings. The focus is on the 
perceptions and experiences of cybersecurity professionals, such as security analysts, 
engineers, and managers, who interact directly with AI-based tools as part of their 
professional responsibilities. The study adopts a qualitative approach, emphasizing depth 
of understanding rather than breadth or statistical generalization. 

The research does not aim to evaluate the technical performance, accuracy, or 
comparative effectiveness of specific AI algorithms or cybersecurity tools. Instead, it 
concentrates on how AI-based cybersecurity systems are experienced and used in 
practice, acknowledging that professional judgment, trust, and organizational context play 
a significant role in shaping AI-supported decision-making (Barton et al., 2024; Desai et 
al., 2024). 

Several limitations should be noted. First, as a qualitative study based on a limited 
number of interviews, the findings will not be statistically generalizable to all 
organizations or cybersecurity professionals. However, the study aims to provide rich, 
contextualized insights that can inform theory and future research. Second, the study 
focuses on professionals’ perceptions and self-reported experiences, which may be 
influenced by individual perspectives and organizational norms. Finally, the study does 
not explicitly address the perspectives of system developers or end users outside 
cybersecurity roles, nor does it examine emerging AI threats in technical detail, such as 
specific attack mechanisms associated with generative AI (Oh & Shon, 2023). 

By focusing on the experiences of cybersecurity professionals, the study offers a 
grounded and human-centered way of understanding how AI is used in security-critical 
organizational settings. Rather than aiming for broad generalization, the study emphasizes 
depth and context, allowing close attention to how AI-based cybersecurity systems are 
actually integrated into everyday work. This approach makes it possible to explore how 
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professionals interpret AI outputs, exercise judgment, and interact with these systems in 
practice, insights that are often overlooked in more technically focused or quantitative 
research.  

2. Literature Review 
This literature review adopts a structured and an analytical approach to examine how 
artificial intelligence (AI) in cybersecurity is viewed as, and understood within existing 
research. The review is guided directly by the study’s research question, which explores 
how cybersecurity professionals perceive and engage with AI-based cybersecurity 
systems in organizational contexts. 

Instead of providing a broad overview of technical developments in machine learning, the 
review concentrates on how AI-based cybersecurity systems are framed in relation to 
professional decision-making, human-AI collaboration, and organizational practice. It 
distinguishes particularly between research that treats AI primarily as a technical solution, 
and research that conceptualizes AI as a socio-technical decision-support system 
embedded in professional work. 

2.1 Search Strategy 

The literature search was conducted using the Scopus database, focusing on 
peer-reviewed journal articles published between 2016 and 2026. The starting year of 
2016 was selected to capture contemporary developments in artificial intelligence and 
cybersecurity, including the growing organizational adoption of machine learning and 
AI-based security technologies. The search combined terms related to artificial 
intelligence, cybersecurity, decision-making, and human-AI collaboration. Articles were 
selected based on their relevance to AI-supported threat detection, incident response, and 
organizational decision-making contexts.  

The review drew on two streams of literature. First, empirical studies identified through 
the structured Scopus search formed the analytical foundation of the review. Second, 
foundational theoretical and methodological works were purposefully selected due to 
their established significance within the Information Systems discipline. These 
contributions were not identified through keyword-based database screening but were 
intentionally included to ensure conceptual rigor and theoretical grounding.  

In total, 24 analytical papers were identified as directly relevant to the research. 

2.1.1 Structured Database Search (Scopus) 

The structured database search was conducted in Scopus, accessed through Linnaeus 
University’s digital library. Scopus was selected due to its broad coverage of 
peer-reviewed journals in Information Systems, cybersecurity, computer science, and 
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interdisciplinary AI research. Searches were conducted using combinations of keywords 
that reflected both the technical and organizational dimensions of the study.  

The following search strings were used: 

●​ “cybersecurity” AND “artificial intelligence” 
●​ “cybersecurity” AND “machine learning” 
●​ “cybersecurity” AND “decision-making” 
●​ “cybersecurity” AND “incident response” 
●​ “human-AI interaction” AND “cybersecurity” 
●​ “AI-based decision support” AND “organizations” 
●​ “professional judgment” AND “AI” 
●​ "information systems" AND “cybersecurity” AND “professional” 

Additionally to the initial keyword combinations, a more focused search string was 
applied in Scopus to capture research explicitly addressing human-AI hybridity and 
professional decision-support contexts: 

TITLE-ABS-KEY((“human-AI hybrid” OR “human AI collaboration” OR 
“algorithmic decision support”))  AND TITLE-ABS-KEY((“cybersecurity” OR 
“incident response” OR “threat detection”)) AND 
TITLE-ABS-KEY((“organization*” OR “professional*”)) 

This more in depth search was thought to identify studies examining AI-supported work 
practices, human-AI collaboration, and algorithmic decision-support systems within 
cybersecurity-related organizational settings. By combining these terms, the search 
strategy ensured it was consistent with the study’s focus on cybersecurity professionals’ 
perceptions and AI-supported decision-making. Although this search produced a limited 
number of results, it served to identify highly aligned studies at the intersection of 
AI-supported decision-making and cybersecurity practice. The relatively low number of 
hits may reflect the emerging nature of this specific research niche rather than a limitation 
of the search strategy. The search was conducted within relevant subject areas, including 
Information Systems and Computer Science, to ensure coverage of both 
socio-organizational and technical research streams.  

2.1.2 Inclusion And Exclusion Criteria 

The selection of articles was guided by the following inclusion and exclusion criteria. The 
criteria were designed to ensure that the reviewed literature was relevant to the study’s 
focus on AI-based cybersecurity systems and professional decision-making. Particular 
attention was given to the relevance, and theoretical grounding of the selected studies. In 
addition, the criteria helped maintain consistency across the review process and ensure 
that the included literature aligned with the study’s research objectives.  
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Table 1: Inclusion and Exclusion Criteria for Article Selection 

Inclusion Criteria Exclusion Criteria 

Peer-reviewed journal articles Conference papers, editorials, book 
reviews, theses, non-peer-reviewed 
articles 

Articles published in English to ensure 
they are accessible and understandable. 

Articles that are not published in English, 
to maintain consistency and accessibility.  

Published between 2016–2026 Published before 2016 

Explicit use of IS theory (e.g., 
socio-technical systems, digital platforms, 
human–AI interaction, trust in automation, 
decision support) 

Studies lacking theoretical grounding or 
purely descriptive technical evaluations 

AI use in organizational or professional 
work settings 

Laboratory-only studies without 
organizational context 

Clear methodology (conceptual, 
qualitative, quantitative, or review) with 
transparent research design 

Articles with unclear methodology or 
insufficient academic rigor 

Full-text accessible Articles without accessible full text 

Following the screening and refinement process, a focused set of analytical papers was 
identified for in-depth review. 

2.1.3 Complementary Searches (Google Scholar) 

To ensure interdisciplinary range, complementary searches were conducted in Google 
Scholar. These searches were exploratory in nature and aimed at identifying widely cited 
theoretical contributions relevant to the study’s conceptual positioning. 

Particular attention was given to literature addressing: 

●​ Trust in AI 
●​ Socio-technical systems 
●​ Algorithmic decision-making 
●​ Human-AI collaboration 
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Unlike the structured Scopus search, these complementary searches were not restricted by 
strict filtering criteria. Instead, they were used to identify foundational and widely 
recognized theoretical works that support the study’s analytical framework. 

2.1.4 Purposeful Selection of Foundational IS Literature 

In addition to articles identified through the structured database search, several theoretical 
and methodological works were intentionally selected due to their canonical status within 
the Information Systems discipline. 

These foundational references, particularly those related to interpretive research, 
socio-technical systems theory, digital platforms, and trust in AI, were not identified 
through database hit screening. Instead, they were intentionally included because of their 
established influence and disciplinary recognition in IS research.  

2.2 Artificial Intelligence in Cybersecurity 

In most cybersecurity research, artificial intelligence is discussed mainly in terms of what 
it can do technically. It is focused on machine learning and deep learning methods that 
detect unusual behaviour, classify threats automatically, and identify patterns that would 
be difficult for humans, or that it would take too much time to recognise manually 
(Sarker, 2021). AI-based modelling approaches are described as systems that can learn 
from new data and adjust when attack patterns evolve (Sarker, 2022). Deep learning 
architectures, in particular, are presented as suitable for handling large and complex 
datasets in networked environments (Taye, 2023). 

Within this technical stream, performance improvement is central. Studies compare 
AI-based cybersecurity systems with rule-based or signature-based security mechanisms 
and report gains in detection accuracy, processing speed, and scalability (Ghwanmeh et 
al., 2024). Research on augmented intelligence models, highlights how machine learning 
techniques can improve classification outcomes and reduce false positives in 
cybersecurity contexts (Parlapalli et al., 2024).  

In these discussions, AI is primarily framed as a technical enhancement that strengthens 
threat identification capabilities (Ghwanmeh et al., 2024). Some studies extend this view 
by examining how AI is embedded within broader cybersecurity infrastructures. Guzman 
Camacho (2024) describes how AI tools are integrated into digital defence architectures 
to support intrusion detection and automated threat prioritisation. Likewise, Schlette et al. 
(2021) show that structured cyber threat intelligence formats standardise how threat 
information is both shared and processed, allowing AI-generated insights to connect more 
directly with incident response procedures. These studies suggest that AI does not only 
improve algorithmic detection, but also becomes part of organisational response systems. 

Similarly, other research approaches cybersecurity from a risk and management 
perspective. Roldán-Molina et al. (2017) demonstrate that cybersecurity risk analysis 
tools use predefined scoring systems to calculate and rank risks. As a result, these tools 
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influence which vulnerabilities are treated as urgent and which are addressed later. 
Additionally, Yeoh et al. (2022) identify critical success factors for cybersecurity 
implementation, emphasising that technological tools must be supported by organisational 
strategy, leadership commitment, and clear governance processes.  

At the same time, recent literature highlights that AI introduces new risks alongside its 
benefits. Oh and Shon (2023) discuss how generative AI technologies can be used to 
automate fraudulent campaigns and enhance social engineering attacks. Ghwanmeh et al. 
(2024) similarly note that AI strengthens defensive capabilities while also reshaping the 
threat landscape itself. This dual dynamic complicates the assumption that AI is purely 
protective. 

Besides, there is also increasing recognition that cybersecurity cannot be understood as a 
purely technical domain, but instead, as a socio-technical system, where technological 
mechanisms interact with organisational routines, and human behaviour. Even very 
advanced AI-based cybersecurity systems cannot compensate for weak coordination, 
unclear responsibilities, or limited organisational expertise (Pollini et al., 2022). 

Taken together, the literature shows that AI improves threat detection, allows 
organisations to process large volumes of data efficiently, and strengthens adaptive 
responses to emerging risks. However, most existing research concentrates on technical 
aspects such as system design, algorithmic performance, and evaluation metrics. Far less 
attention has been given to how AI-generated outputs are understood, interpreted, and 
acted upon in everyday organisational contexts. This omission is especially important in 
cybersecurity, where the effectiveness of AI-based cybersecurity systems ultimately 
depends on how their outputs inform and shape human decision-making. 

2.3 AI-Based Decision Support in Cybersecurity 

Beyond detection performance, a growing body of research positions AI-based 
cybersecurity systems in cybersecurity, as decision-support tools, rather than fully 
autonomous actors. In these settings, AI does not simply identify threats; it generates 
alerts, classifications, and prioritisation cues that require human review before taking 
action (Karunamurthy, 2023). This shifts the role of AI from pure automation, toward 
structured support within decision processes. 

Human-in-the-loop architectures are frequently described as a core design principle in 
AI-centric cybersecurity systems. Karunamurthy (2023) explains that while AI-based 
cybersecurity systems automate data processing and anomaly detection, human analysts 
remain responsible for validating system outputs and determining response strategies. 
Similarly, Malatji (2025) proposes an augmented intelligence framework, in which AI 
assists with filtering and threat scoring, but final decisions remain under human control. 
In both cases, AI contributes to structuring information rather than replacing professional 
judgment. 
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Studies on human-AI collaboration in cyber threat intelligence, also support this view. 
When AI-generated threat insights are reviewed and evaluated by human experts, the 
overall quality and reliability of threat assessments improve (Cohen et al., 2025). In 
addition, augmented intelligence systems help analysts manage large volumes of security 
data by filtering, sorting, and pre-processing alerts before human review takes place 
(Parlapalli et al., 2024). This shows that AI does not replace professional analysis. 
Instead, it helps manage large amounts of information and organises the first stage of 
assessment, while the final interpretation and decision still remain with the analyst 
(Cohen et al., 2025; Parlapalli et al., 2024). 

Moreover, decision-support systems also influence how organisations decide which risks 
matter most and how they build their security capabilities over time. Structured decision 
frameworks in cybersecurity can shape how resources are allocated and how threats are 
evaluated (Dattijo & Jo, 2025). This means that AI-driven analytics do not only affect 
immediate responses to incidents. They can also influence long-term cybersecurity 
planning and investment decisions (Dattijo & Jo, 2025). As a result, AI-supported outputs 
can shape how risks are defined, prioritised, and understood within organisations. 

Not only that, security information systems and risk scoring tools affect how analysts 
prioritise and respond to security issues. Schlette et al. (2021) explain that standardised 
formats determine how incident information is organised and shared. This structure 
influences how analysts understand and react to security events. Similarly, Roldán-Molina 
et al. (2017) show that risk analysis tools use predefined scoring systems to rank 
vulnerabilities and decide which risks should be addressed first. Although these tools 
make decision-making more consistent, they do not remove uncertainty. Analysts still 
need to interpret the results and make the final judgement. 

Additionally, research on organisational adoption adds another important perspective. 
Barton et al. (2024) explain that AI-based cybersecurity systems in cybersecurity are only 
effective if professionals trust them and actually use them in their daily work. Even 
highly advanced decision-support tools may be ignored or underused if analysts see them 
as unreliable or difficult to understand. This also shows that AI-based decision support 
does not work on its own. Its impact depends on how it is accepted and integrated into 
professional routines and organisational practices. 

Overall, the literature indicates that AI increasingly operates as a decision-support 
infrastructure in cybersecurity. It filters large volumes of data, prioritises alerts, and 
organises risk information in ways that guide professional action. At the same time, 
responsibility for interpretation and final decisions remains with human practitioners. 
Although existing research provides substantial insight into how these systems are 
developed and assessed, considerably less attention has been paid to how they are 
experienced and used in everyday incident response settings. This distinction is critical, 
as the practical influence of AI depends not only on its technical design but also on how it 
shapes professional judgement and decision-making within real organisational contexts. 
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2.4 Socio-Technical Framing of AI in Organizations 

In organisational settings, AI tools are introduced into existing workflows rather than 
operating separately from them. In cybersecurity teams, this means that AI-based 
cybersecurity systems are integrated into monitoring dashboards, alert systems, and 
incident response platforms. Over time, these tools become part of everyday routines and 
influence how information is accessed and acted upon (Benbya et al., 2021). Rather than 
simply improving efficiency, AI changes how daily security work is structured. 

Learning algorithms, in particular, can change how work is coordinated. Faraj et al. 
(2018) explain that algorithmic systems redistribute the cognitive effort between humans 
and machines. This affects who looks at information first, who validates it, and how 
quickly incidents move through the response process. 

Furthermore, the notion of human-AI hybridity helps explain what this change looks like 
in practice. Rai et al. (2019) argue that modern digital systems no longer separate human 
work and machine work in a clear way. For example, instead of having “system tasks” 
and “human tasks” as two distinct parts, both are closely connected. The results then are 
produced by their interaction. In cybersecurity work, this means that threat detection and 
response are shaped by both the system’s output and the analyst’s interpretation. To sum 
up, AI may identify and prioritise alerts, but the analyst evaluates them, gives them 
meaning, and decides how to act. 

In a similar way, algorithmic systems can influence authority and control within 
organisations. Kellogg et al. (2020) show that algorithms used at work environments can 
reshape who has the decision-making power, and how responsibility is assigned. In 
cybersecurity teams, this suggests that AI tools may affect professional autonomy and 
even their internal hierarchies, by shaping who makes final decisions and whose 
judgment carries more weight. 

Additionally, cybersecurity research shows that advanced technology alone, does not 
guarantee good security outcomes. Yeoh et al. (2022) explain that successful 
cybersecurity depends on clear organisational structures, strong leadership support, and 
well-defined responsibilities. This means that tools and systems only work effectively 
when the organisation is properly coordinated and managed. In addition, Pollini et al. 
(2022) describe cybersecurity as a socio-technical system, where technical tools and 
human actions constantly influence each other. The security practices are shaped, not only 
by technology, but also by how people behave and how work is organised. This makes it 
clear that AI tools do not operate on their own. Their impact depends on how they are 
integrated into everyday organisational practice. 

In summary, these perspectives indicate that AI in cybersecurity should be understood as 
part of a broader organisational configuration rather than as an isolated technical tool. 
AI-based cybersecurity systems reshape workflows, influence patterns of coordination, 
and interact with existing hierarchies and authority structures. At the same time, their 
effects are shaped by governance arrangements and by how organisations incorporate 
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them into everyday routines and practices. This socio-technical perspective provides a 
foundation for analysing how AI becomes embedded in professional work and how its 
influence emerges through ongoing organisational processes. 

2.5 Human-AI Interaction and Professional Practice 

AI-based cybersecurity systems in cybersecurity do not work on their own. They are 
used, reviewed, and sometimes questioned by professionals as part of their everyday 
tasks. Research on augmented intelligence shows that AI tools are usually integrated into 
existing workflows, where analysts actively check, validate, and interpret the system’s 
outputs (Karunamurthy, 2023). Empirical studies provide more detailed insight into how 
this interaction unfolds. Roch et al. (2024) demonstrate that cybersecurity experts do not 
treat AI outputs uniformly. Instead, they assess the system’s perceived autonomy and 
reliability before deciding how seriously to take a given alert. In some situations, AI 
recommendations are followed closely, and in others, they are treated with caution. This 
suggests that interaction is shaped by professional judgment rather than by technical 
output alone. 

Additionally, work on human-AI enhancement of cyber threat intelligence further 
supports this. Cohen et al. (2025) show that AI-generated insights are frequently used as 
starting points for investigation rather than as final decisions. The analysts contextualise 
these outputs with additional information and their experience. Similarly, Malatji (2025) 
argues that effective human-AI teaming depends on clarity regarding the system’s 
strengths and limitations. When professionals understand what the AI can and cannot do, 
collaboration tends to be more stable. 

Research on augmented intelligence in cybersecurity, also highlights the role of workload 
and cognitive support. Parlapalli et al. (2024) note that AI-based cybersecurity systems 
are often introduced to reduce alert fatigue, and improve efficiency. However, the 
presence of AI does not eliminate responsibility. Karunamurthy (2023) emphasizes that 
humans remain accountable for final actions, especially in high-risk environments where 
incorrect decisions may have serious consequences. 

Likewise, there is also evidence that AI-based cybersecurity systems influence how 
professionals define and understand problems. Dattijo and Jo (2025) discuss how 
structured decision-support mechanisms shape capability development, and evaluation in 
cybersecurity contexts. When systems present threats in particular formats or rankings, 
they can influence attention and resource allocation. This does not mean professionals 
lose autonomy, but it does suggest that interaction with AI gradually shapes judgment 
patterns. 

To conclude, the literature suggests that human-AI interaction, in cybersecurity, is an 
active and negotiated process rather than a simple transfer of tasks to technology. 
Professionals interpret system outputs, adjust their level of reliance according to context, 
and retain responsibility for final outcomes. While AI tools can improve efficiency and 
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organise better complex information, professional expertise remains central in 
determining how alerts are assessed, prioritised, and acted upon. 

2.6 Trust, Transparency, and Algorithmic Authority 

As AI-based cybersecurity systems become more integrated into cybersecurity work, the 
key issue is no longer only how well they perform, but whether professionals actually 
trust them. Analysts are often expected to act on AI-generated alerts or risk warnings, yet 
they are still held responsible if a mistake happens. For this reason, trust does not appear 
automatically. It develops over time and depends on whether the system seems 
competent, consistent, and predictable. When AI outputs appear unstable or difficult to 
understand, professionals are less willing to rely on them. Trust is shaped not only by 
technical performance, but also by how reliable and dependable the system feels in 
practice (Glikson & Woolley, 2020). 

Transparency is closely linked to this process. For instance, when systems provide 
explanations or make their logic more visible, professionals can better assess whether a 
recommendation makes sense. In cybersecurity, where decisions may have serious 
consequences, this becomes particularly important. Desai et al. (2024) explain that when 
AI-based cybersecurity systems are easier to understand, professionals can use them in a 
more careful and responsible way, especially in high-risk situations. If the system does 
not show how it reached its conclusions, people can be unsure whether to follow the 
recommendations. They can also find it harder to explain their decisions to managers or 
colleagues. 

Another important issue is control and influence. AI-based cybersecurity systems do not 
only give information. They also sort, rank, and prioritise problems. Research shows that 
algorithmic tools in organisations can influence how decisions are shaped and evaluated 
(Kellogg et al., 2020). For example, when a system marks one alert as “critical” and 
another as “low priority,” it guides where professionals focus their attention. Even if 
analysts make the final decision, the system has already influenced how the situation is 
understood. 

In fact, organisational studies further suggest that AI can shift how expertise and 
responsibility are distributed. Benbya et al. (2021) explain that artificial intelligence in 
organisations redefines decision boundaries and adjusts how knowledge is recognised. In 
cybersecurity settings, this may mean that analysts increasingly work within categories, 
scores, or classifications generated by AI-based cybersecurity systems. Over time, such 
structures can shape how problems are understood and how actions are justified. 

Likewise, bias also must be considered. Decision-support systems often rely on structured 
scoring models and predefined criteria. The comparison of cybersecurity risk analysis 
tools demonstrates that different priority systems, can lead to different prioritisation 
outcomes (Roldán-Molina et al., 2017). Similarly, research on decision-making and biases 
in cybersecurity capability development indicates that structured systems can reinforce 
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existing assumptions instead of neutralising them (Jalali et al., 2019). AI-based 
cybersecurity systems can therefore, formalise bias rather than remove it. 

All in all, trust, transparency, influence, responsibility, and bias, are closely linked in 
AI-supported cybersecurity environments. Professionals must decide when to rely on 
system outputs, how to interpret them, and how to justify decisions influenced by 
algorithmic recommendations.  

2.7 Identified Research Gap 

The existing literature on artificial intelligence in cybersecurity is extensive, but it is 
fragmented across different research streams. Technical studies provide strong evidence 
that machine learning and deep learning models improve detection accuracy and automate 
threat classification (Sarker, 2021; Taye, 2023). Other work demonstrates how AI 
strengthens defensive infrastructures and enhances anomaly detection capabilities 
(Ghwanmeh et al., 2024). These contributions clearly establish that AI-based 
cybersecurity systems can process large volumes of data and identify patterns beyond 
human capacity. 

At the same time, research on augmented intelligence highlights collaborative 
configurations in which AI-based cybersecurity systems support, rather than replace, 
human analysts (Parlapalli et al., 2024). Studies on cyber threat intelligence similarly 
show that AI-generated outputs are often integrated into investigative workflows 
(Schlette et al., 2021). However, these discussions remain largely focused on system 
design, architectural integration, or measurable performance improvements. 

A separate body of literature examines human-AI collaboration more directly. Empirical 
research shows that cybersecurity professionals actively interpret AI outputs and adjust 
their reliance depending on perceived reliability (Roch et al., 2024). Research on 
human–AI enhancement shows that analysts use AI insights together with their own 
experience and context, instead of just accepting the system’s output without question 
(Cohen et al., 2025). However, even these studies mostly focus on structured teamwork 
models or improving system performance, rather than on how professionals actually 
experience working with AI during real incident response situations. 

In parallel, organisational research provides conceptual frameworks for understanding AI 
as embedded within socio-technical systems. Artificial intelligence reshapes decision 
boundaries, redistributes cognitive tasks, and influences how expertise is recognised 
within organisations (Benbya et al., 2021; Faraj et al., 2018). Trust and transparency 
research, shows that professionals evaluate AI-based cybersecurity systems based on 
perceived competence and interpretability (Glikson & Woolley, 2020; Desai et al., 2024). 
These theoretical perspectives clarify that AI does not operate in isolation but interacts 
with organisational structures and professional judgment. 

What remains underexplored is the connection between these research areas. Technical 
studies explain what AI-based cybersecurity systems can do, and organisational research 
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shows how technologies influence work practices. However, fewer studies examine how 
cybersecurity professionals actually interpret and use AI outputs in situations marked by 
uncertainty, time pressure, and accountability. Much of the existing research is based on 
experiments, system models, or conceptual discussions. As a result, there is limited 
qualitative insight into how AI-based cybersecurity systems are understood and integrated 
into everyday incident response work. 

This gap matters because cybersecurity work involves high stakes and clear 
responsibility. Analysts must decide whether to escalate an alert, dismiss it, or allocate 
resources elsewhere. While algorithmic outputs inform these decisions, professional 
judgement ultimately determines the outcome. And yet, we know little about how this 
interaction plays out in everyday organisational settings. 

This study addresses that gap, by adopting a qualitative Information Systems perspective, 
to examine how cybersecurity professionals experience AI-based cybersecurity systems, 
in threat, detection, and incident response. Instead of evaluating technical performance, it 
focuses on how AI outputs are interpreted, trusted, questioned, and incorporated into 
daily decision-making practices. In doing so, the study contributes empirical insight into 
how AI capabilities, organisational integration, and professional judgement, interact in 
real cybersecurity contexts. 

3. Theoretical framework 

3.1 Information Systems Perspective 

This study is explicitly positioned within the Information Systems (IS) discipline, whose 
core issue of interest is the dynamic engagement between technology, individuals, and 
organizational settings. Instead of viewing digital technologies as independent technical 
objects, the IS research approaches the conceptualization of information systems as 
socio-organizational formations that both constitute and are constituted by human beings, 
institutions, and work processes (Benbya et al., 2021). Accordingly, this study adopts an 
IS lens to examine AI-based cybersecurity systems as embedded organizational 
information systems rather than standalone technical solutions. 

Recent IS research has highlighted the view that AI is a revolutionary digital innovation 
that transforms the structure of work organization and decision-making. Rai et al. (2019) 
suggest that new digital platforms are becoming what they term human-AI hybrids, where 
human cognition has been mixed with machine intelligence to give results that neither 
could generate without the other. This notion of hybridity directly informs the present 
study, as AI-based cybersecurity systems operate in conjunction with professional 
expertise rather than independently of it. Likewise, Benbya et al. (2021) emphasize that 
AI-based cybersecurity systems within organizations do not make decisions on their own 
but are part of larger socio-technical systems that restructure roles, power structures, and 
practices of knowledge. 
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Faraj et al. (2018) also mention that the functioning of learning algorithms changes the 
way of organizing and shifts the division of cognitive activity between people and 
machines. Such redistribution is especially apparent in the domain of cybersecurity 
operations, wherein AI creates warnings and risk levels, and the human operators are still 
in charge of uncovering responses and making discrete decisions. Therefore, a 
theoretically correct placement of the study in an IS context is explained by the fact that 
the inquiry revolves around how the professionals view and interact with AI-based 
cybersecurity systems in the context of organizations. The IS field gives the necessary 
theoretical framework to discuss AI as an information system within the framework of the 
socio-organizational framework, decision-support routines, and accountability 
arrangements (Benbya et al., 2021; Rai et al., 2019). 

3.2 A Socio-Technical View of Artificial Intelligence in 
Organizations 

AI-based cybersecurity systems are an example of such socio-technical interdependence. 
According to Benbya et al. (2021), artificial intelligence in organizations transforms the 
nature of work, rights, and accountability. Similarly, Faraj et al. (2018) argue that learning 
algorithms not only automate the activities; they change the organizing logic of work, 
reallocating expertise and re-determining the boundaries of specialization. These 
observations indicate the relevance of STS theory to the study under consideration since 
the cybersecurity incident response is a task that entails the involvement of both an 
algorithmic detection system (technical subsystem) and professional interpretation, 
coordination, and responsibility (social subsystem). Rai et al. (2019) define 
next-generation digital platforms as hybrids of humans and AI and are focused on the 
engagement of intelligent systems with people. Threat detection accuracy is not a 
sufficient factor in cyberspace because, on the one hand, it relies on how specialists 
perceive alarms, prioritize risks, and take responsibility in a hostile environment with 
uncertainties. Cybersecurity situations also necessitate a decision-making process that can 
take place under minimal or zero assurance, time pressure, and significant consequences. 
STS framing thus conceptually fits well, given that it represents the interplay of 
interactions of AI technologies as well as human skills in high-stakes contexts. It enables 
the research to examine the integration of AI-based cybersecurity systems in the 
cybersecurity processes and negotiated responsibility, control, and trust in 
human-AI-based cybersecurity systems (Benbya et al., 2021; Faraj et al., 2018; Rai et al., 
2019). Importantly, STS theory and trust in AI are not treated as independent perspectives 
in this study. Instead, they are integrated to explain both the structural embedding of AI in 
organizational workflows (STS) and the interpretive processes through which 
professionals evaluate and act upon AI outputs (trust and human–AI interaction). 

3.3 Professional Judgment and Decision-Making 

This study builds on an integrated Information Systems perspective that combines 
Socio-Technical Systems (STS) theory with trust in AI and human–AI interaction. Rather 
than treating these as separate theoretical lenses, they are applied together to explain how 

20 



AI-based cybersecurity systems are embedded in organizational contexts and how 
professionals interpret and act upon AI-generated outputs. Meanwhile, professional 
autonomy and authority can be reorganized through the use of algorithmic systems. 
According to Kellogg et al. (2020), algorithms present novel sources of control and 
contestation within workspaces because they have the potential to streamline decisions, 
limit discretion, or reassess authority. This insight is highly relevant to cybersecurity, 
where analysts may override AI-generated alerts based on contextual expertise. 

The integration of trust theory and human-AI interaction research is justified in this study 
because the research question explicitly concerns professionals’ perceptions of AI-based 
cybersecurity systems. Understanding how trust is formed, negotiated, or withheld is 
essential for analyzing how AI-based cybersecurity systems influence professional 
decision-making. This emphasis does not contradict the role of digital technologies in the 
IS scholarship in reshaping but not fully determining professional decision-making 
practices (Glikson & Woolley, 2020; Kellogg et al., 2020; Benbya et al., 2021). 

The theoretical framework is used to examine how AI-based cybersecurity systems are 
embedded within organizational workflows and how professionals interpret, evaluate, and 
act upon AI-generated outputs during cybersecurity operations. STS theory supports the 
analysis of the interaction between technological systems and organizational practices, 
while trust in AI and human–AI interaction perspectives help explain how professionals 
assess reliability, maintain oversight, and exercise judgment in AI-supported 
decision-making contexts. 

3.4 Integrative Positioning of the Theoretical Framework 

In this study, the theoretical framework brings together the work of Socio-Technical 
Systems (STS) theory and the research on trust in AI and human-AI interaction, since 
using both perspectives makes it possible to form a structured understanding of how 
cybersecurity professionals make sense of AI-supported detection and response tools in 
their daily routines. These theories are not included as abstract background material; 
instead, they are used as practical lenses that draw attention to specific aspects of 
professional judgment, system integration, and decision-making that are directly relevant 
to the research question. 

From STS theory, the study uses several elements that explain how technology becomes 
woven into the social and organizational environment where actual work takes place. 
Three components are particularly relevant here: (1) the interdependence between human 
tasks and technical system capabilities, (2) the ways automated tools shift or redistribute 
decision-making responsibilities, and (3) how organizational routines - formal or informal 
- shape the use and interpretation of new technologies. These concepts will help guide the 
analysis by showing how AI-based cybersecurity systems fit, or at times fail to fit, into 
existing cybersecurity workflows, and how their presence influences coordination during 
incident response. STS theory therefore highlights the extent to which AI-assisted 
cybersecurity systems are integrated into interdependent social and technical subsystems 
within organizations (Benbya et al., 2021; Faraj et al., 2018). STS explains how AI is 
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embedded in organizational workflows, while trust theory explains how professionals 
evaluate and act upon AI outputs. Together, they provide a multi-level explanation of 
AI-supported decision-making. 

The second theoretical pillar focuses on trust in AI and human-AI interaction, which 
helps clarify how professionals process, assess, and negotiate algorithmic results (Glikson 
and Woolley, 2020). For this study, the most relevant ideas include the professional's 
perception of how consistent and competent the AI system appears, how understandable 
or opaque its recommendations are, and the degree of influence the system is perceived to 
have over final decisions. These concepts provide a basis for interpreting why 
professionals sometimes follow AI suggestions quickly, why they hesitate or override 
them in other situations, and how they justify these decisions afterward. This line of 
theory is essential because cybersecurity work takes place under time pressure and 
uncertainty, and people do not automatically trust a system simply because it is 
technically sophisticated. 

Taken together, Socio-Technical Systems theory and Trust/Human-AI Interaction theory 
form the core IS foundation of this framework. The IS discipline situates these 
perspectives within a broader understanding of how digital technologies transform 
organizational practices, decision-making structures, and professional roles. Rather than 
viewing AI as a purely technical cybersecurity artifact, the framework treats AI as an 
organizational information system embedded in socio-technical settings where judgment, 
coordination, and responsibility are negotiated (Rai et al., 2019). Using these theoretical 
pillars, the framework directly supports the research question by explaining how 
cybersecurity professionals view the role of AI-based cybersecurity systems in detecting 
threats and responding to incidents within organizational contexts. STS theory enables the 
examination of system integration and structural interdependence, while trust and 
human-AI interaction theory explains how professionals assess and rely upon 
AI-generated outputs (Kellogg et al., 2020). 

Collectively, these perspectives provide a coherent IS-based account of the impact that 
AI-supported cybersecurity systems have on professional judgment, coordination, and 
responsibility in security-critical settings. They also supply the specific analytical 
concepts that will inform both the development of the interview guide and the deductive 
portion of the thematic coding, ensuring that the interpretation of the empirical material is 
grounded in theoretically meaningful constructs rather than improvised after data 
collection. 

3.5 How the Theoretical Framework Informs Analysis 

Both the design of the interview and its subsequent data analysis procedure were 
informed by the theoretical framework, which offered an analytical lens through which 
human–AI interaction in cybersecurity could be interpreted.  The theory that informed the 
analysis was the Socio-Technical Systems (STS) theory, which was used to analyze how 
tasks and responsibilities are shared between AI-based cybersecurity systems and 
cybersecurity professionals, in particular, how human cognition and AI allocation of 
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tasks, workflow, and accountability frameworks interact. Past IS studies prove that STS 
can be used to provide a credible model of interdependence between technological 
systems and organizational practices (Benbya et al., 2021). Similarly, Faraj et al. (2018) 
claim that the cognitive work is redistributed to the learning algorithms, and the use of 
STS is justified in examining the transforming effects of AI on professional jobs. But one 
weakness of STS is that it could be too superficial in its attempt to explain the 
micro-processes of decision making, how people perceive and assess AI results in a 
real-time situation. 

To counter this weakness, we incorporated the trust in AI and human -AI interaction 
theories as guidance towards the analysis of trust formation, verification behaviours and 
override decisions. It has also been established by numerous people that trust theory is 
vital in the explanation of human dependency on AI-based cybersecurity systems 
especially in high-risk settings (Glikson and Woolley, 2020). This view could help better 
understand how professionals could tune the trust instead of embracing or dismissing AI 
results. However, Kellogg et al. (2020) emphasize that algorithmic systems are also 
introducing new types of control that might inhibit the professional autonomy and thus 
the trust is not sufficient to describe human-AI relationships. 

The framework allows analyzing both the structural and cognitive aspects of AI use in 
terms of their complexity by integrating STS with trust-based perspectives. This 
methodological approach enhances the depth of analysis to get to know not only what is 
happening in the organizational processes of embedding AI but also how professionals 
perceive, negotiate, and at times resist the influence of algorithms. 

4. Methodology 

4.1  Philosophical tradition 

The research methodology of this study was an interpretive one based on a constructivist 
epistemology. Information Systems (IS) interpretive research is an area of study that 
relates to the ways people derive meaning out of technology, in particular, social and 
organizational settings (Walsham, 1995). Instead of believing that reality exists outside 
the human interpretation, constructivism holds that social reality is an act of constant 
production and reproduction by interactions and meaning-making processes (Orlikowski 
and Baroudi, 1991). This study adopts a relativist ontology, assuming that multiple 
realities exist and are socially constructed through the interpretations and experiences of 
cybersecurity professionals. Cybersecurity systems based on AI are thus seen not as 
objective and neutral objects of the technology but as technology, the meaning of which is 
formed through the interpretation and practice of professionals. 

Interpretive IS studies attempt to create profound insights into the ways actors experience 
and understand technological phenomena (Walsham, 2006). Since the research question is 
based on the perception and interpretation of cybersecurity professionals about the 
relevance of AI in threat detection and incident response, an interpretive approach is 

23 



especially suitable. Klein & Myers (1999) also give principles of how to conduct 
interpretive field research in IS, with a strong focus on contextualization, interaction 
between the researchers and the participants, and sensitivity to various interpretations. the 
researchers, according to these principles, assume the role of a person who works as an 
active interpreter and gets reflexively involved in the narratives of the participants instead 
of being an outsider to the research. the researchers admit that dialogue, interpretation, 
and theoretical involvement are used to construct findings (Walsham, 2006). Reflexivity 
was thus observed throughout the research process as it critically looked at how 
presuppositions, prior knowledge of AI, and the theoretical positioning of the researchers 
affected the interpretation of data. Such a philosophical position creates coherence in the 
research question, theoretical framework, and methodological decisions. 

The study draws on two complementary categories of literature. First, empirical and 
conceptual studies identified through structured database searches form the analytical 
foundation of the review. Second, foundational theoretical and methodological works 
were purposefully selected due to their established significance within Information 
Systems research. 

This distinction reflects the interpretive orientation of the study. While structured 
screening ensures transparency and rigor in identifying contemporary empirical research, 
the inclusion of canonical IS literature provides the necessary theoretical grounding for 
examining AI as a socio-technical and organizational phenomenon. Foundational works 
are selected based on their disciplinary relevance and influence rather than database 
frequency, ensuring coherence between the study’s philosophical positioning, theoretical 
framework, and methodological design. This interpretive philosophical stance is 
operationalized through a qualitative research design, purposive sampling, and thematic 
analysis, ensuring coherence between epistemology, method, and analytical approach. 

4.2 Plan for data collection and analysis 

The data were collected during semi-structured interviews with 10 cybersecurity experts, 
including security analysts, engineers, and security managers who deal directly with 
threat detection and incident response systems based on AI. Interpretive research also 
uses semi-structured interviews within IS, as both flexibility is offered, but important 
thematic issues are also managed (Myers and Newman, 2007). Participants were selected 
based on their direct experience using AI-based cybersecurity systems (Saunders et al., 
2023). The recruitment was made among organisations that work in banking, automotive, 
and technologies, where threat detection on cybersecurity is of utmost importance. These 
industries were selected because they operate in advanced digital environments 
characterized by high cybersecurity exposure and widespread adoption of AI-based 
detection systems, thereby ensuring access to information-rich participants capable of 
providing experience-based insights. All 10 interviews followed the same semi-structured 
guide; 6 were conducted via secure video conference and 4 in person, each lasting about 
45-60 minutes. The coding process was supported using Taguette qualitative analysis 
software to organize codes and support structured theme development. Participants also 
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referred to “AI hallucinations,” by which they meant situations where AI systems 
generate inaccurate, misleading, or fabricated outputs that appear convincing despite 
being incorrect.   

To give a clearer overview of the participants, Table 2 summarizes their roles, sectors, 
experience levels, and interview details. 

Table 2: Participant Overview 

Participant ID Role Sector Experience Interview 
length 

P1  Cybersecurity Professional Banking ~10 years  60 min 

P2  Mathematician / Data Analyst / 
AI Builder 

Banking ~10 years 65 min 

P3  Security Analyst (SOC) Banking ~3 years 50 min 

P4  Automation Engineer Banking ~6 years 45 min 

P5  Security Specialist Technology ~7 years 45min 

P6  AI Governance / Security Lead Automotive ~7 years 45min 

P7 Security Engineer Technology ~5 years 45min 

P8  Security Analyst it Technology ~5 years 75min 

P9  Security Analyst / SOC Technology ~10 years 45min 

P10  Cybersecurity Manager Technology ~6 years 60min 
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The sample of 10 cybersecurity professionals is consistent with qualitative research 
principles that prioritize depth over breadth. According to Guest et al. (2006), in 
relatively homogeneous groups, thematic saturation frequently appears within the first 10 
interviews. Likewise, applying the “information power” concept (Malterud et al., 2016) 
supports the use of a focused sample when the study aim is narrow, the participant group 
is relatively homogeneous, and the theoretical framing is clearly defined. Participants are 
anonymized and referred to as Participant 1-10 (P1-P10) to ensure confidentiality. 

Operationally, the interviews took place through video conferencing systems that are 
secure or in-person, where possible. On informed consent, the interviews were recorded 
and transcribed word-for-word. In addition, field notes were taken during and 
immediately after each interview to capture contextual observations, non-verbal cues, and 
initial analytical reflections that support interpretation. In order to increase credibility, 
initial interpretations could be presented to participants in order to be confirmed, which is 
a common practice of interpretive validation (Klein & Myers, 1999). 

We used thematic analysis as the main approach in analyzing data collected through 
interviews. To ensure rigor and reduce researcher bias, both researchers first coded the 
transcripts independently. We then worked together to refine the codebook. Any 
differences in coding were discussed and resolved. A shared set of themes was then 
developed together. This approach follows best practices in thematic analysis (Braun & 
Clarke, 2006) and supports the credibility and consistency of the findings. Thematic 
analysis is a methodical, though versatile, way of identifying, analyzing, and reporting 
patterns in qualitative data (Braun & Clarke, 2006). Within the framework suggested by 
Braun & Clarke (2006), the stages of analysis included familiarization with data by 
means of repeated reading of the transcripts, preliminary coding, development of 
potential themes, revising and developing themes, and finally defining and naming 
themes.  

According to Braun & Clarke (2006), thematic analysis, however, is not only descriptive; 
it is also a way of engaging with data interpretively, which fits the epistemological 
position of the study. Codes were grouped into categories based on conceptual similarity. 
These categories were then aggregated into higher-level themes representing recurring 
patterns across participants. Deductive codes were derived from the theoretical 
framework, particularly socio-technical systems constructs and trust in AI.  

A hybrid coding strategy combining deductive and inductive approaches was applied. 
The theoretical framework informed deductive codes, and that was specifically 
socio-technical systems theory and trust in AI (Benbya et al., 2021; Glikson & Woolley, 
2020). Inductive coding enabled new themes to emerge from the data without being 
restricted to existing categories. This mixed design is methodologically grounded in the 
views of Fereday & Muir-Cochrane (2006), who state that integrating both the inductive 
and deductive coding would increase the rigor of analysis and still permit the emergence 
of insights, which is the interpretive tradition of IS (Walsham, 2006). 

Table 3 provides an overview of the coding structure used in this study 
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Table 3: Coding Structure 

Theme Category Code 

1. AI as Augmenting 
Human Expertise in 
Cybersecurity 
Decision-Making 

Human Interpretation and 
Investigative Judgment 

1. Threat Severity Assessment; 2. False 
Positive Identification; 3. AI as Initial Triage 
Mechanism; 4. Experiential Judgment in 
Investigation 

1. AI as Augmenting 
Human Expertise in 
Cybersecurity 
Decision-Making 

AI as Analytical Support 5. AI as Analytical Support Tool;                        
6. AI-Dependent Trust Limitation; 7. 
Human-AI Collaborative Work 

1. AI as Augmenting 
Human Expertise in 
Cybersecurity 
Decision-Making 

Structured Human 
Control over Automation 

8. Human-in-the-loop Control; 9. Human 
Override Authority; 10. AI as Decision Support 

2. Trust in AI as a 
Calibrated Process 

Trust as Conditional and 
Experience-Based 

11. Gradual Trust Development;                      
12. Experience-Driven Trust Adjustment 

2. Trust in AI as a 
Calibrated Process 

Risk, Error, and 
Uncertainty in AI Use 

13. AI Hallucination Awareness;                      
14. AI Misclassification Risk; 15. AI-Induced 
Operational Failure; 16. AI Efficiency vs Risk 
Trade-off; 17. Automation Risk Awareness 

2. Trust in AI as a 
Calibrated Process 

AI Distrust for 
Autonomy 

18. AI Distrust for Autonomy 

3. AI Structuring 
Attention and Workflow 

AI Structuring Attention 
and Decision Context 

19. AI-Enabled Alert Prioritization;                 
20. AI-Driven Attention Shaping;                    
21. AI Framing of Situations 

3. AI Structuring 
Attention and Workflow 

AI-Driven 
Transformation of Work 
Practices 

22. AI-Driven Work Acceleration 
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3. AI Structuring 
Attention and Workflow 

Socio-Technical 
Workflow Embedding 

23. AI-Supported Triage; 24. AI-Pervasive 
Monitoring; 25. AI Anomaly Detection;          
26. AI-Driven Correlation; 27. Hybrid 
Rule-AI-based cybersecurity systems; 28. AI 
Scalability Advantage;           29. Time Pressure 
in Response 

4. Human 
Accountability and 
Governance Constrains 

Human Accountability 
and Decision Authority 

30. Human Accountability Retention;              
31. Responsibility Retention 

4. Human Accountability 
and Governance 
Constrains 

Organizational Security 
and Governance 
Structures 

32. Governance-Controlled AI Use;                 
33. Multi-layer Access Control; 34. Highly 
Regulated Environment; 35. Restricted 
Organizational Access; 36. Extreme Access 
Barriers; 37. Continuous System Monitoring 

4. Human Accountability 
and Governance 
Constrains 

Governance, Risk, and 
AI Constraints 

38. Data Sensitivity Prioritization; 39. Data 
Leakage Risk; 40. AI Feedback Restriction;    
41. Vendor-Dependent AI Capability 

4. Human Accountability 
and Governance 
Constrains 

Operational Limitations 
and AI Adoption Gaps 

42. Conservative Automation Adoption;          
43. AI-Enabled Automation (Limited);          
44. False Positive Overload; 45. Persistent 
Manual Workload; 46. AI Absence in Practice;    
47. AI Potential Gap; 48. Organizational push 
toward AI autonomy  

4.3 Reliability and Validity 

To ensure the quality and trustworthiness of the study, we applied several measures 
throughout the research process. In qualitative research, reliability and validity are often 
understood in terms of credibility, consistency, and transparency. 

We strengthened credibility by using semi-structured interviews, which allowed 
participants to provide detailed, experience-based insights. In addition, we independently 
coded the data and then compared and discussed our coding to reach agreement, which 
helped reduce the risk of individual bias. 

To support consistency, we followed a structured approach to thematic analysis based on 
Braun & Clarke (2006). This ensured a structured process from initial coding to the 
development of themes. 
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Throughout the study, we remained aware of our own assumptions and reflected on how 
these might influence the interpretation of the data. By doing so, we aimed to provide a 
transparent and trustworthy account of how the findings were developed. 

4.4 Ethical considerations 

Qualitative research in IS is closely associated with the aspect of ethics, particularly when 
one considers what may be considered rather sensitive, such as cybersecurity practices 
(Myers & Venable, 2014). 

The participants were informed about the objective of the study, their free will to 
participate in the study, and informed consent to withdraw at any time without any 
consequences. To preserve the concept of anonymity, the names of organizations and 
personal identifiers did not feature in the transcripts and publications. Interviews were 
recorded, and the transcripts, along with the field notes, were saved in a 
password-encrypted USB drive, which was only accessed by the researchers. 

Identifying information files were kept as a separate grouping of the anonymized 
transcripts to avoid linking them. All information or data was destroyed once the project 
was done, following institutional ethical requirements. Data was stored securely on 
encrypted devices and handled in accordance with the General Data Protection 
Regulations (GDPR) applicable in the European Union. 

These steps ensured that the research was carried out in an ethically sound manner and in 
line with institutional and legal requirements. While primarily written for design science 
research, Myers and Venable's (2014) ethical principles (e.g., respect for participants, 
safeguarding of data, and transparent communication) were applied here as general 
guidance for responsible IS research practice. 

5. Empirical Findings 
Four main themes were identified through thematic analysis. Each theme consists of 
sub-themes derived from grouped codes reflecting recurring patterns across participants. 
This section presents the empirical findings of the study, addressing how cybersecurity 
professionals perceive and use AI-based cybersecurity systems in threat detection and 
incident response.  

The results are based on the thematic analysis of semi-structured interviews held with the 
representatives of various businesses holding various jobs, such as security analysts, 
engineers, and automation specialists operating in the cybersecurity settings in 
organizations. To provide an overview of these findings, Table 4 summarizes the main 
themes along with their descriptions and core insights. 
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Table 4: Final Themes and Core Insights 

Theme Description Core Insight 

1.​ AI as Analytical 
Support and Initial 
Triage 

AI enhances analytical capacity and 
efficiency but does not replace 
human interpretation or 
decision‑making. 

Decision authority 
remains human. 

2.​ Trust in AI as a 
Calibrated Process 

Trust in AI develops over time 
through use, experience, and 
verification of outputs. 

Trust is conditional and 
continuously calibrated. 

3.​ AI Structuring 
Attention and 
Workflow 

AI-based cybersecurity systems 
shape attention, prioritization, and 
interpretation of cybersecurity 
events. 

AI appears to shape how 
attention is directed and 
how decisions are 
approached, rather than 
determining decisions 
independently. 

4.​ Human 
Accountability and 
Governance 
Constrains 

AI operates under strict governance 
and regulatory constraints with 
limited autonomy. 

Accountability remains 
human‑centered. 

Table 5 provides a more detailed overview of how each theme is structured into 
categories and related insights. 

Table 5: Overview of Themes, Categories, and Key Insights 

Theme Categories Core Insight 

1. AI as Analytical Support 
and Initial Triage 

Human Interpretation and 
Investigative Judgment; AI as 
Analytical Support; Structured 
Human Control over Automation 

AI supports analysis and 
efficiency, but human expertise 
remains central to interpretation 
and decision-making 

2. Trust in AI as a Calibrated 
Process 

Trust as Conditional and 
Experience-Based; Risk, Error, 
and Uncertainty in AI Use; AI 
Distrust for Autonomy 

Trust is not automatic but 
develops over time and is 
continuously adjusted based on 
experience and perceived risks 
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3. AI Structuring Attention and 
Workflow 

AI Structuring Attention and 
Decision Context; AI-Driven 
Transformation of Work 
Practices; Socio-Technical 
Workflow Embedding 

AI shapes how professionals 
prioritize, interpret, and respond 
to information, influencing how 
work is organized 

4. Human Accountability and 
Governance Constrains 

Human Accountability and 
Decision Authority; 
Organizational Security and 
Governance Structures; 
Governance, Risk, and AI 
Constraints; Operational 
Limitations and AI Adoption 
Gaps 

Responsibility remains human, 
reinforced by governance 
structures, risk awareness, and 
organizational constraints 

The discussion establishes common trends among the participants, as well as leaves a 
mark of the differences in the perception and implementation of AI in various roles and 
settings. These results are grouped into four major themes, which reflect on different yet 
related aspects of AI application in the practice of cybersecurity. Such themes have 
empirical evidence on their basis, which is based on a direct account of participants and 
even illustrative quotations on how the participants narrate their experiences in their own 
words. 

5.1 Theme 1: AI as Augmenting Human Expertise in 

Decision-Making 

5.1.1 AI as Analytical Support and Initial Triage 

Among the respondents, AI was always correlated with a supporting role in the 
preliminary stages of cybersecurity activity by means of sorting, prioritization, and 
organizing massive amounts of information. The application of AI was considered to be 
necessary in high-intensity operational settings that involve the Security Operations 
Centers (SOCs) and operate under the conditions of managing the scale of alert 
processing. According to P3, “we get a lot of alerts… it’s not something you can 
realistically handle manually,” as AI allows working analysts to determine “what might 
be more urgent” by sorting and prioritizing alerts and then starting the process of 
exploring them by human hands. 

In the same manner, P4 defined AI as a process that gives priority to occurrences, where 
he said it “tells you what looks critical and what looks less important,” hence determining 
the decisions of where the attention should be given first. This prioritization feature was 
also represented in cases of AI-driven risk scoring systems when the alerts are divided 
according to their perceived severity so that professionals could work on the most 
important matters. 
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The use of AI was, however, different in relation to the professions. Analysts who directly 
engaged in incident response stressed the need to use AI as an essential tool of the 
operation because of the large amount of data statistics. Conversely, the respondents who 
were more technical in orientation, e.g., engineers, defined AI more instrumentally. An 
example is the case of P2, who likened AI to a “calculator,” pointing to the fact that 
although it will speed up the process, it is not the primary decision-maker but is an 
assistant. This difference presents the fact that the use of AI in a primary triage tool is 
more defined and important in high-volume, time-sensitive settings, but when it comes to 
technical work, it is viewed as a tool and part of a more extensive process of analysis. 

5.1.2 Human Judgment, Interpretation, and Investigation 

Although the central theme of organizing data is done by AI, its users and subjects under 
discussion always highlighted the fact that the output of AI should be interpreted by the 
human eye and natural context. The initial observation provided by P3 was that “just 
because something is flagged, it does not mean it’s actually a threat", as she stated that an 
analyst has to investigate alerts by looking at the activity of the user, past behavior, and 
context. She pointed out that cases like logins across locations can be suspicious to 
AI-based cybersecurity systems, but can be valid based on estimations. 

On the same note, P1 explained the phase of threat analysis in a situational approach by 
providing an analogy to determine among various levels of severity of attacks. He stated 
that the professionals should assess “what type of threat it is” before determining a proper 
response to it, which meant that AI-generated alerts can only serve as a point of departure 
in further research. 

The disparity between the involved participants occurred with regard to levels of 
experience. The inexperienced professionals, including P8, were reported to have 
dependent senior colleagues in deciding how to interpret the complex cases, as she “relies 
on more experienced teammates for guidance when a really complex incident hits.” 
Conversely, older participants highlighted that they were able to challenge and rethink 
AI-generated outputs in terms of the already acquired knowledge. 

Technically, P2 accentuated this difference by saying that AI “does not replace 
understanding,” but instead requires users to “know how to use it properly.” This brings 
out the fact that AI is useful in supporting analytical processes, though it does not remove 
the necessity of professional understanding. 

5.1.3 Human-in-the-Loop and Override Authority 

One of the more common trends was the fact that human control over the ultimate 
decision-making was preserved among all the participants. The influence of AI-based 
cybersecurity systems was said to be non-authoritative, and there was the authority of the 
professional to override or dismiss AI-generated recommendations to use a 
recommendation when the necessity arises. 
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P8 clearly explained that there are cases when she would “push back” against AI 
recommendations when they defy her decision, and she is “not shy about overriding the 
AI” because of the outcomes that are under her responsibility. On the same note, P4 noted 
that no matter what the system may recommend taking actions, “it’s still your 
responsibility,” supporting the notion that it is upon the human operator to be held 
accountable. 

This control is also formalized through governance structures, as far as an organizational 
perspective is concerned. P6 clarified that the AIs should never be left to make 
unsupervised output, and that this is “always… a human in the loop”, and full automation 
should never be allowed, as it has been found that the trust issue is an aspect that takes 
precedence. Based on these results, although AI is one of the key applications in aiding in 
decision-making, the high decision-making and responsibility are in the hands of human 
professionals. 

5.2 Theme 2: Trust in AI as a Calibrated Process 

5.2.1 Trust Development Through Experience 

Trust in AI was not explained as independent and instant among participants, but it is a 
process that is attained in a gradual manner with experience and repetitive interaction 
with the system. According to P3, trust develops through time, and it does not mean that 
at the beginning of working with AI-based cybersecurity systems, “you don’t really know 
how reliable they are,”  and thus, approaches them with some doubt. She also wondered 
that it was a period of her “around 2 years to start trusting [herself]” and not be trained in 
the system outputs or the colleagues. 

On the same note, P8 has pointed out the role experience plays in the development of 
trust and how inexperienced employees tend to rely on senior workers to give meaning to 
AI outputs. According to her, even with complex incidents, she still has to “more 
experienced teammates for guidance”, which means that trust is not addressed directly to 
the AI-based cybersecurity systems, but the expert power of a human provides the 
intermediation process. 

In a more technical view, P2 stressed that confidence in AI will be based on its 
knowledge of its operation and implementation. He defined AI as something that users 
need to “know how to use it properly,”. It is possible to state that trust has a close 
relationship with professional competence. Dissimilarity was developed between junior 
and senior professionals. The less experienced participants were more likely to use AI 
output as opposed to the more experienced, who were more skeptical and confident in 
their judgment. 

5.2.2 AI Limitations: Errors, Hallucinations, Misclassification 

The inherent restrictions of the AI-based cybersecurity systems continued to be identified 
as a set of concerns among the participants, who added that the errors, inaccuracies, and 
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classification failures are the natural elements that need to be properly addressed. P1 
clearly wrote that “AI hallucinates constantly,” where it can create correct outputs that 
“look correct but aren’t,” such as faulty code or false information. This view was 
supported by the fact that he insisted that “everything has to be verified always,” which 
shows that there is no unquestioning faith in the production of AI. 

Some of the respondents gave specific examples of what the risks linked to AI errors are. 
P1 has reported a catastrophic situation because of an AI deployed in the bank, where the 
system under consideration incorrectly recognized internal employees as suspects and, 
therefore, prevented their access to the system (employees and clients alike). This case 
was referred to as an example of the risks of giving AI complete decision-making without 
human control. 

On the same note, P2 mentioned a case where AI-generated communication contained a 
monetary value with “two extra zeros,” and when unnoticed, such a mistake may have led 
to a catastrophic legal and financial impact on the organization. This case once again 
highlights the possible effects of even the small-scale AI-based mistakes in the setting 
where the stakes are high. 

Besides such critical failures, other challenges were also detailed by the participants as 
being more routine. In identifying the costs of operational false positives, P9 pointed out 
that false positives pose operational costs as an organization has to work with "many 
thousands" of alerts that are often harmless, yet have to be screened manually. 

5.2.3 Verification and Controlled Trust 

Since the weaknesses of AI have been indicated, the participants defined trust as a 
conditional one and were actively controlled by the practices of verification. Instead of 
directly depending on the results of the AI, professionals also stressed the need to 
cross-check and validate them. 

According to P1, with the usage of AI tools, they “check 3 or 4 different AI tools and see 
if they provide the same decision,” and the idea was to triangulate the tools to be safe 
against possible error. On the same note, P3 added that she “always double-check[s] 
before making a decision,” especially because of the repercussions of erroneous 
decisions. 

This method of controlled trust is institutionalized at an organizational level, in the form 
of practices based on human in the loop. P6 pointed out that there is “always… a human 
in the loop,” and AI results have to be checked and confirmed first before any action is 
implemented. These conclusions suggest that trust between AI is not founded on the 
premises of acceptance, but on the ongoing validation, in which dependence is subject to 
the condition of human research, over the trust that is not unconditional. 
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5.3 Theme 3: AI Structuring Attention and Workflow 

5.3.1 AI as Attention-Shaping Mechanism 

The participants have stated that AI has been a core part of what professionals focus on 
when carrying out cybersecurity activities. Instead of merely backing choices, AI-based 
cybersecurity systems do provide the primary concern of analysis by attaching attention 
to specific alerts at the expense of others. 

P4 clarified that AI “tells you what looks critical and what looks less important,” claiming 
that what the system classifies and how it packages information is where attention is paid. 
He also observed that this is a process that takes place prior to making conscious choices, 
since the professionals tend to pay attention to the first alerts that are indicated by the 
system. 

In like manner, P3 explained that the AI-based cybersecurity systems pick alerts as a 
priority in the SOC environment and assist the analysts to know “where to look first” 
depending on the perceived urgency. This priority is necessary in handling high amounts 
of alerts; however, it is also relevant that the system will contribute to the process of 
determining which events should be addressed immediately. 

The process was also echoed in the descriptions of the risk scoring system that is run by 
AI, as the alerts receive a specific degree of severity. P5 described the use of AI in 
identifying an event as being "high risk" or "low risk" to organize the approach to the 
incident at an earlier stage. According to these findings, AI affects decision-making 
indirectly because it impacts the choice and prioritization of information prior to the stage 
of human analysis. 

5.3.2 AI in Workflow Integration and Automation 

In addition to influencing attention, AI was also characterized as entrenched in the 
process of cybersecurity, and it is manifested in the 24/7 activities in various phases of 
detection and reaction. The participants emphasized the fact that AI-based cybersecurity 
systems are included in monitoring systems and robots, and are components of the daily 
work operations. 

P5 elaborated that AI-based surveillance tools are "24/7," which receive constant analysis 
and identify anomalies in systems within the organization. Unlike a sporadic application, 
AI is something utilized at all times and is integrated into the whole workflow, which is 
the process of detection and response. 

P4 has also outlined the usage of systems of automation, which are given the capability to 
carry out pre-established actions as certain conditions are fulfilled, which include 
blocking suspicious behavior. He is, however, quick to point out that these are automated 
responses that have strict limits on what one can do without involving a human being. 
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Another issue that was raised by the participants is the difference in the extent of adoption 
of AI by organizations. Even though certain environments require AI-based cybersecurity 
systems intensively, there are still those that are based on the use of rules. In his situation, 
P9 also stated that detection is "just rule-based," which means that AI is not fully applied 
yet, even though it has been acknowledged to be promising. This diversity indicates that 
the AI implementation is not even, as it reflects the differences in the maturity of the 
organizations and the importance of the strategic priorities. 

5.3.3 Speed, Efficiency, and Work Intensification 

AI was largely linked to faster and more efficient cybersecurity activities. Answering, the 
participants have mentioned that some tasks that would have taken so much time are now 
performed much faster. P1 wrote that things that “used to take months can now take days 
or even hours,” and P2 wrote the same, saying that projects that used to take years to 
complete now can be finished in a few weeks. 

This efficiency improvement was, however, coupled with the heightening of work 
expectations. P1 elaborated that AI helps to save time but puts pressure as “everything is 
expected faster,” which causes an increased workload and not a decrease. 

P10 also put this in context by explaining that cybersecurity is an "arms race" wherein 
attackers and defenders are speeding up at an equally frantic pace. This necessitates faster 
response by organizations and thus heightened demand for fast detection and response. 
These results presuppose that although AI improves efficiency, it is also associated with 
pressure and the high expectations of performance in cybersecurity professionals. 

5.4 Theme 4: Human Accountability and Governance Constraints 

5.4.1 Human Responsibility and Accountability 

In all respondents, the task of cybersecurity decision-making was always mentioned to 
stay with human professionals, with or without the involvement of AI. AI tools were 
perceived as helpful tools that can be used to make decisions, but not for organizations 
with responsibility. P1 explicitly explained this point of view by adding that “AI has a 
voice, but it does not have a vote,” highlighting that it can indeed be a part of the process 
of making decisions; however, it does not dictate the results. 

On the same note, P4 reaffirmed the same by saying that, despite getting a 
recommendation on what to do or based on their decision-making through AI-based 
cybersecurity systems, “it’s still your responsibility” as long as the result turns out wrong. 
This emphasizes the fact that AI outputs continue to be the responsibility of professionals 
to interpret and determine how to proceed with them. These reports suggest that the 
authority to decide is not given to AI technologies. Rather, it is only accountable at the 
human level as the professionals are supposed to assess, justify, and own all the activities 
undertaken. 
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5.4.2 Organizational Control and Governance 

Another aspect that the participants mentioned regarding the usage of AI is the way in 
which organizational governance structures determine and limit its usage, especially in 
highly regulated environments. P2 has pointed out that banking situations are “probably 
the most regulated environments,” where “everything is controlled,” including access, 
processes, and system interactions. This type of regulation restricts the application and 
implementation of AI-based cybersecurity systems in practice. 

Equally, P6 explained informal ways of governing AI, including AI committees where the 
cases of AI use are discussed in terms of various viewpoints, including cybersecurity, 
legal, and compliance cases. He has described that AI applications can be rejected when 
they are risky, especially in data security matters. 

Moreover, AI is even more limited to strict access control mechanisms. P1 outlined 
multi-layered authorization procedures that can access sensitive data, which entail 
numerous approvals and reasons to access. These controls show that AI does not exist 
outside of the strict organizational structure but functions inside of it. 

5.4.3 Constraints, Risks, and Uneven Adoption 

Nonetheless, in spite of the identified opportunities of AI, respondents noted that its use is 
still uneven and limited by practical and organizational issues. One situation P9 referred 
to was when “it’s just rule-based,” meaning that AI has not yet been applied in some 
setting. Simultaneously, issues associated with data leakage and confidentiality restrict the 
application of the external AI tools, especially in sensitive industries. There were also 
limitations mentioned by vendors, the existing AI potentials rely on services of external 
vendors and might not be fully appropriate to the needs of an organization. These 
limitations result in the discrepancy between the perceived possibilities of AI and its 
implementation in the real world. 
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6. Discussion 
This section discusses the findings in relation to the theoretical framework. It links the 
main themes to key ideas from socio-technical systems theory and trust in AI to better 
understand what the results mean. Table 6 shows this by outlining how the empirical 
findings connect to the relevant theoretical concepts. 

Table 6: Theoretical Mapping of Empirical Finding 

Empirical Finding Theoretical Concept Interpretation 

AI primarily augments human 
expertise while remaining 
dependent on human 
interpretation and contextual 
judgment 

Human–AI hybridity (Rai et 
al., 2019); Socio-technical 
systems (Benbya et al., 2021) 

Decision-making emerges through 
the interdependent interaction of 
human expertise and AI capabilities, 
rather than being fully automated or 
separable 

Trust in AI is calibrated, 
experience-based, and 
conditional 

Trust in AI (Glikson & 
Woolley, 2020) 

Trust develops gradually through 
interaction and is continuously 
adjusted based on perceived 
reliability, system performance, and 
opportunities for verification 

AI structures attention, 
prioritization, and workflow 
processes 

Socio-technical systems (Faraj 
et al., 2018); Algorithmic 
authority (Kellogg et al., 
2020) 

AI-based cybersecurity systems 
shape how information is organized, 
prioritized, and acted upon, thereby 
influencing attention and decision 
contexts before conscious human 
evaluation 

Human accountability remains 
central, although shaped by 
AI-supported decision processes 

Socio-technical systems 
(Benbya et al., 2021); 
Algorithmic authority 
(Kellogg et al., 2020) 

Responsibility is formally retained 
by human actors, even as AI-based 
cybersecurity systems influence 
decision-making processes, 
redistribute cognitive work, and 
shape how decisions are justified 

6.1 Theme 1: AI as Augmenting Human Expertise in 

Decision-Making 

What stands out from the findings is that AI is not replacing cybersecurity professionals, 
but instead, it is being used in a supportive way, mostly to handle large volumes of data 
and make the early stages of analysis more manageable.  
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Across this study, AI is consistently positioned as something that helps structure, and also 
prioritize information, rather than something that makes decisions on its own. For 
instance, humans are still needed to interpret alerts, understand the context, and make 
final decisions. This also comes through in earlier cybersecurity research. AI is mainly 
used to support tasks like detecting anomalies and prioritizing alerts, but it is still up to 
human analysts to review the results and decide how to respond, calling the final 
decisions (Karunamurthy, 2023; Malatji, 2025). 

At the same time, the findings here make it clearer how this actually works in practice. 
For instance, AI does not just support decision making in a general sense, it actively 
shapes how work is carried out by filtering and prioritizing alerts for the professionals. It 
actively influences what gets attention first and what is investigated by them. So even if 
humans make the final decisions, those decisions are made within a structure that AI has 
already influenced. This connects strongly to the idea of human-AI hybridity (Rai et al., 
2019). So instead of separating the roles of humans and AI, decision-making, comes from 
how they work together. AI brings speed, the ability to handle large amounts of data, and 
pattern recognition, while humans provide context, judgment, and responsibility. What we 
see is not a replacement, but instead a redistribution of roles within the same process. 

Another important point is that, despite this integration, there are still clear limits to what 
AI is allowed to do. Especially in high-risk situations, human control is maintained. This 
reflects what the literature describes as human-in-the-loop approaches, where AI can 
assist but not act independently in critical decisions (Karunamurthy, 2023; Malatji, 2025). 
It also connects to broader concerns around risk and accountability, where fully 
automated decision-making is still seen as problematic in sensitive contexts (Desai et al., 
2024). 

What this study adds is a more grounded view of how this relationship actually plays out 
in practice, and shows that professionals are not just using AI as a passive tool, but are 
actively engaging with it. Professionals are using AI to interpret, question, and sometimes 
override its outputs. This suggests that the effectiveness of AI-based cybersecurity 
systems depends not only on their technical capabilities, but also on how they are used 
and understood in real work situations. This reflects a socio-technical perspective, where 
AI-based cybersecurity systems and human actors jointly shape decision-making 
processes (Benbya et al., 2021). 

Overall, the findings reinforce the idea that AI in cybersecurity is best understood as an 
augmenting technology. It changes how work is done, particularly by taking over 
repetitive and large-scale tasks, but it does not reduce the need for human expertise. If 
anything, it makes that expertise even more important, especially when dealing with 
uncertainty and making final decisions. 
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6.2 Theme 2: Trust in AI as a Calibrated Process 

Trust in AI does not develop immediately. It builds over time, as people work with the 
system and get a better sense of how it behaves. Instead of immediately relying on its 
outputs, professionals tend to be initially cautious at first, and only start to trust it more as 
they gain experience with it in practice. This reflects existing research which shows that 
trust in AI is not something static, but that it develops through repeated interaction and is 
shaped by perceptions of consistency (Glikson & Woolley, 2020). At the same time, the 
findings here suggest something more; gaining experience does not lead to blind trust by 
the professionals, instead, it leads them to approach AI with a more critical and informed 
way of working with its outputs. 

An important part of this more balanced trust is being aware of AI’s limitations. Across 
the findings, things like errors, misclassifications, hallucinations, and unreliable outputs 
definitely shape how professionals view and use these systems. These issues are not 
treated as rare exceptions, but as something that comes with working with AI. This also 
reflects earlier research, which shows that concerns about reliability and system 
limitations influence how professionals engage with AI-based tools in cybersecurity 
(Desai et al., 2024). At the same time, trust is not withdrawn completely, instead, it is 
actively managed through verification and validation practices. Professionals do not rely 
on AI outputs alone, but consistently check, validate, and compare results before making 
decisions. This suggests that trust is not based on acceptance, but on maintaining 
judgment, as AI outputs are treated as inputs, and seen as a decision-making and 
verification process, rather than as definitive answers. 

This also connects to how algorithms influence decision-making in organizations. 
AI-based cybersecurity systems shape how information is presented and what gets 
prioritized, but they do not take away human responsibility for the final decisions 
(Kellogg et al., 2020). Even when AI plays a strong role in guiding attention and analysis, 
it is still professionals who are ultimately accountable for the outcomes. Another 
important insight from the findings is that trust is closely tied to professional experience 
and competence. Less experienced professionals tend to rely more on AI or on colleagues 
when interpreting outputs, while more experienced professionals are more confident in 
questioning and overriding the system. This indicates that trust is not only about the 
system itself, but also about the individual’s ability to work with it effectively. 

What this study adds to the literature is a more practice based understanding of trust in AI 
within cybersecurity work. Rather than being a fixed attitude or perception, trust emerges 
as something that is continuously adjusted through experience, repetition, awareness of 
limitations, and active verification. Calibration, in this sense, is not a one-time process, 
but instead an ongoing way of working with AI-based cybersecurity systems. 

In summary, trust in AI in cybersecurity is best understood as a calibrated process. 
Professionals do not aim to fully trust or fully distrust AI-based cybersecurity systems. 
Instead, they adjust how much they rely on AI depending on the situation. They try to 
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balance efficiency with caution, using AI as support while still making the final decisions 
themselves. 

6.3 Theme 3: AI Structuring Attention and Workflow 

What becomes clear from the findings in this study, is that AI does not just support 
decision-making, it also shapes how work is organized and where attention goes. By 
filtering, prioritizing, and highlighting certain alerts or patterns, AI influences what 
professionals look at first and how they approach their tasks. This means that 
decision-making does not start from a neutral point. Instead, it is already shaped by the 
system before the analyst even starts engaging with the situation. In that sense, AI plays 
an important role in shaping the context in which decisions are made, rather than just 
supporting them afterwards. 

This aligns with research showing that AI-based cybersecurity systems can guide 
attention and structure workflows by determining which information is made visible and 
how it is prioritized (Kellogg et al., 2020). Rather than acting as passive tools, these 
systems actively influence how work is carried out by organizing information in ways 
that direct user behavior. At the same time, the findings suggest that this influence is not 
always fully visible to professionals. And because AI operates in the background ranking, 
filtering, and selecting information, it can shape workflows in ways that are not always 
immediately clear. This introduces an important dynamic where AI not only supports 
work, but also plays a role in shaping how it is done. 

In addition, professionals are aware that they cannot fully understand how AI-based 
cybersecurity systems arrive at their conclusions. This lack of transparency or 
understanding, becomes part of how they work with AI. In this way, rather than relying 
on AI blindly, they take this uncertainty into account and approach the information with 
caution. In practice, this means that AI-generated results are regularly checked and 
verified before being used to make decisions. Therefore, even though the system’s inner 
workings are not fully understood, professionals remain actively involved in interpreting 
and validating the information. This also connects to existing research showing that 
AI-based cybersecurity systems, when embedded in organizational workflows, actively 
reshape how work is structured and how information is accessed and acted upon (Benbya 
et al., 2021) 

In cybersecurity contexts, this becomes especially significant due to the high volume and 
urgency of alerts. Professionals rely on AI to reduce noise and identify what appears most 
critical, which makes AI-driven prioritization a central part of daily work. However, this 
also means that potential threats that are not highlighted by the system may receive less 
attention, even if they are relevant. This connects to broader discussions in the literature 
about algorithmic influence and the structuring role of digital systems in organizational 
work (Kellogg et al., 2020). To put it simply, AI does not make decisions independently, 
but it shapes the conditions under which decisions are made by influencing what is seen, 
what is ignored, and what is treated as urgent.  
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The findings also show that professionals are not passive recipients of this influence, they 
remain aware that AI is shaping their workflow, and they engage with it critically. 
However, given the scale and speed of cybersecurity environments, there are practical 
limits to how much this influence can be fully questioned or overridden in real time. This 
reflects prior research suggesting that as digital technologies become more embedded in 
work practices, they both enable and constrain human action, shaping how individuals 
interact with and respond to information in time-sensitive contexts (Faraj et al., 2018). 

What this study adds to the literature is a more detailed understanding of how AI 
structures attention in practice. Rather than only assisting with efficiency, AI becomes 
part of the cognitive and organizational infrastructure of work. It defines entry points into 
analysis, shapes investigative paths, and influences how time and effort are allocated. 

To sum up, AI in cybersecurity can be understood not only as a tool for analysis, but as a 
system that actively structures attention and workflow. This highlights that its impact 
goes beyond supporting decisions, extending into shaping how work itself is performed 
and experienced. 

6.4 Theme 4: Human Accountability and Governance Constraints 

The findings show that despite the increasing integration of AI into cybersecurity 
practices, responsibility for decisions remains directly linked to human professionals. In 
this way, AI may support analysis and suggest actions, but it does not take ownership of 
outcomes, instead, accountability is consistently retained at the human level. This aligns 
with existing research emphasizing that in high-risk domains such as cybersecurity, 
decision-making authority cannot be fully delegated to AI-based cybersecurity systems. 
Even when AI plays a significant role in generating insights or recommendations, 
responsibility always remains with the professional (Kellogg et al., 2020). This reflects 
broader concerns around accountability, where the consequences of incorrect decisions 
require clear human ownership. 

At the same time, the findings show that this is not only an individual responsibility, but 
also an organizationally structured one. The use of AI is embedded within governance 
frameworks that define what the system is allowed to do and where human approval is 
required. In practice, this means that automation is carefully limited, particularly in 
situations where decisions carry significant risk. This also connects to previous research 
highlighting that AI-based cybersecurity systems in cybersecurity are typically 
implemented within controlled environments that include human-in-the-loop mechanisms 
and clearly defined boundaries for automation (Karunamurthy, 2023; Malatji, 2025). 
These structures ensure that AI can support efficiency and speed, while still maintaining 
oversight and control. 

Another important aspect is that accountability is not only formal, but also perceived at 
the professional level. The findings suggest that individuals are aware that regardless of 
AI involvement, they are ultimately responsible for the decisions made. This reinforces a 
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much more cautious approach to using AI, where the information it provides is not 
followed automatically, but is instead carefully evaluated before the decisions are made. 
In this way, governance does not just limit how AI is used, it also shapes how it actually 
becomes part of everyday work. It sets clear boundaries around when AI can be used, 
when it needs to be reviewed, and how decisions are checked. This creates a balance 
between using AI for efficiency and still keeping responsibility with the people involved 

What this study adds is a more detailed understanding of how accountability and 
governance are actually experienced in everyday work. Rather than being abstract ideas, 
they come through in how decisions are made, how results are checked, and how 
professionals make sure they stay responsible for what happens. 

In conclusion, AI in cybersecurity operates within these kinds of boundaries, where 
human accountability remains central. AI can improve efficiency and support analysis, 
but it does not replace the need for human responsibility. Instead, it becomes part of a 
way of working where control, oversight, and accountability are still kept in human 
hands. 

6.5 Synthesis of Findings 

When looking at the findings as a whole, what really stands out is that AI in cybersecurity 
is not just a tool that helps with decisions, but something that actively shapes how work is 
done. Across all four themes, AI supports professionals, but also influences what they pay 
attention to, how they approach problems, and how decisions take form in practice. At the 
same time, trust in AI is not something that is simply given. It is built over time, 
constantly adjusted, and closely tied to experience and awareness of the system’s 
limitations. What also becomes clear is that professionals are not passive in this process. 
They actively engage with AI, question it, and verify its outputs, even if the system plays 
a strong role in guiding their workflow. And importantly, responsibility never shifts to the 
AI, even in highly automated environments, accountability stays with the human, 
supported by clear organizational boundaries and control mechanisms. This directly 
addresses the gap identified in the literature, where limited attention has been given to 
how AI-based cybersecurity systems are experienced and used in real organizational 
settings. 

Overall, this shows that AI does not replace human expertise, but instead reshapes it. 
Working with AI means constantly balancing efficiency with caution, and relying on the 
system while still maintaining control. It is this ongoing interaction between human 
judgment and AI capabilities that defines how cybersecurity work is actually carried out 
in practice. 

What this study adds to existing research is a more grounded understanding of how AI is 
actually used in cybersecurity work. Rather than focusing on technical performance, it 
shows how AI becomes part of everyday decision-making, where professionals interpret, 

43 



question, and work alongside system outputs under conditions of uncertainty and 
responsibility. 

7. Conclusion 

This study set out to explore how cybersecurity professionals perceive and use AI-based 
cybersecurity systems in threat detection and incident response within organizational 
contexts. By focusing on practitioners’ experiences, the study provides a grounded 
understanding of how AI is applied in everyday cybersecurity work. 

The findings show that AI plays an important role in supporting cybersecurity tasks, 
particularly by improving efficiency, scalability, and responsiveness. At the same time, its 
use remains closely connected to human involvement. AI outputs are not followed 
automatically, but are interpreted, evaluated, and monitored by professionals. This 
highlights that human judgment remains central, especially in high-stakes and 
security-critical situations. 

The study also shows that trust in AI is not simply given, but develops over time. It is 
shaped by experience, system performance, and the specific context in which AI is used. 
In addition, the increasing use of AI raises questions related to responsibility and control, 
emphasizing the importance of governance structures and human accountability. 

Overall, the findings suggest that the use of AI in cybersecurity is not only a technical 
matter, but also an organizational and human-centered one. The effectiveness of AI 
depends on how well it is integrated with human expertise and existing workflows, rather 
than on the technology alone. 

7.1 Answers to Research Questions 

The main research question of this study was: How do cybersecurity professionals 
perceive the role of AI-based cybersecurity systems in threat detection and incident 
response within organizational contexts? 

The findings indicate that cybersecurity professionals perceive AI primarily as a 
decision-support tool that enhances efficiency and supports analytical processes, rather 
than as an autonomous system. AI is viewed as an important component of cybersecurity 
work, but one that requires continuous human interpretation, validation, and oversight. 

Regarding the first sub-question-what benefits and limitations do cybersecurity 
professionals associate with AI-based cybersecurity systems-the findings suggest that 
professionals value AI for its ability to process large volumes of data, identify patterns, 
and prioritize alerts. However, they also recognize limitations related to errors, lack of 
transparency, and system reliability, which require ongoing human verification. 

For the second sub-question - how AI-based cybersecurity systems influence 
decision-making and response processes-the findings indicate that AI shapes how 
attention is structured and how decisions are approached by filtering and prioritizing 
information. At the same time, final decisions remain with human professionals, 
highlighting the continued importance of judgment, accountability, and contextual 
understanding. 
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7.2 Theoretical Contributions 

This study contributes to Information Systems research by extending existing 
socio-technical and trust-based perspectives on artificial intelligence in cybersecurity 
contexts. While prior research has largely conceptualized AI as a technical or 
decision-support tool, this study provides a more nuanced understanding of how AI is 
embedded in professional practice. 

First, the study refines socio-technical systems (STS) theory by showing that AI-based 
cybersecurity systems are not only integrated into organizational workflows, but actively 
shape how work is structured and carried out. In particular, the findings demonstrate how 
AI influences attention, prioritization, and decision contexts, extending STS perspectives 
beyond system integration to include the structuring role of AI in everyday professional 
practice. 

Second, the study contributes to research on trust in AI by showing that trust is not a 
static perception, but a dynamic and continuously calibrated process. Rather than relying 
on transparency alone, professionals develop trust through experience, verification, and 
ongoing interaction with AI-based cybersecurity systems. This challenges existing 
assumptions that explainability is the primary driver of trust and highlights the 
importance of practical use and contextual evaluation. 

Third, the study extends research on human-AI interaction by emphasizing the continued 
centrality of human judgment and accountability. The findings show that, even in highly 
automated environments, AI does not replace professional decision-making but reshapes 
how decisions are made. This highlights the importance of understanding AI as part of a 
hybrid decision-making process, where human and technological elements are closely 
intertwined. 

Finally, the study highlights the role of organizational governance as a key but often 
underexplored component in theoretical discussions of AI. The findings suggest that 
governance structures, such as control mechanisms, access restrictions, and accountability 
frameworks, play a central role in shaping how AI is used, trusted, and managed in 
practice. This adds an important organizational dimension to existing socio-technical and 
trust-based perspectives. 

7.3 Practical Implications 

The studies have certain meaningful practical implications, in the case of organizations 
utilizing artificial intelligence (AI) in identifying cybersecurity threats and incident 
response. One of its main conclusions is that AI is to be seen as a decision-support 
instrument as opposed to a substitute for humans. While the AI-based cybersecurity 
systems are highly effective in the processing of the large amount of data, locating the 
anomalies, and prioritizing the alerts, they are missing the background knowledge, critical 
thinking, and accountability required to make high-stakes decisions based on 
cybersecurity decisions. Companies should, therefore, not introduce AI as an all-purpose 
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application on its own but should weave it into things such that they can support human 
decision-making. 

Among the key implications is the significance of the need to have a human-in-the-loop 
approach. The work of cybersecurity specialists should be done continuously to decode 
the content of products generated by AI, evaluate alerts, and make final decisions. It 
particularly applies to the cases where uncertainty and false positives represent 
incomplete information and threats that are constantly arising are common. The control of 
AI by humans ensures critical interpretation of results without reacting emotionally , 
which reduces chances of errors and inappropriate responses. Organizations should 
develop workflows in which there is explicitly a human check of critical 
decision-making. 

Another important aspect connected to establishing calibrated trust towards AI-based 
cybersecurity systems is its second implication. Blind trust is not good, nor should it be 
blind in totality; it has to be continuously accumulated and based on how well the system 
performs and user experience. Its results indicate that professionals tend to use 
verification practices prior to implementing AI recommendations, which implies that trust 
is a dynamic that takes place continually. This should be assisted by organizations by 
enhancing system transparency, giving explainable outputs, and offering training to 
enable professionals to familiarize themselves with the capabilities as well as the 
limitations posed by the AI tools. To build proper adoption and use, it will be important to 
develop the right amounts of trust. 

The paper also pinpoints the significance of the organizational governance frameworks in 
determining the approaches to AI applications in cybersecurity. It should also be clear of 
policies, accountability frameworks, and defined roles in order to ensure that the 
integration of AI-based cybersecurity systems into organizational processes is 
accountable. Issues that governance mechanisms should address include authority on the 
decision to be made, responsibility for the outcome, and the level of automation that 
ought to be made. Some of them might also confuse who is responsible when making 
AI-supported decisions transforming the idea of effectiveness to distrust without such 
structures. 

Lastly, companies ought to beware of over-automation. Automation could be more 
efficient and less labor-intensive in practice; however, overuse of AI may lead to humans 
being inattentive, deskilled, and reliant on outputs of the system. Over-automation can 
also have weak areas in the absence of systems to perform and provide incorrect results 
that are not sufficiently investigated. This needs a moderate stance, where automation will 
help in automating normal activities, but essential decision-making will be reserved in the 
hands of human beings. 

Overall, the implications show that the introduction of AI to the sphere of cybersecurity 
can be successful only when acting as a system of technologies and when the embedded 
systems are to the human processes, which are supported by trust and governed by 
organizational systems. 
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7.4 Limitations 

There are certain limitations of this study. This study is based on 10 cybersecurity 
professionals, which limits the generalizability of the findings. As much as this sample is 
appropriate in qualitative research that requires in-depth investigation, it puts limitations 
on the generalization of the findings to all the organizations or industries. The resulting 
insights will be contextual and refer to the experiences and perceptions of the 
participants, which will be involved in this study. 

Second, the results obtained were self-report data, which can be biased. The participants 
may either by chance make more favorable their practices or they may have a biased 
remembering. Secondly, the view of the AI-based cybersecurity systems may vary among 
individuals depending on experience, role, and cultural beliefs of the organization that 
might influence description and perceptions of interaction with AI by the participants. 

Thirdly, the paper is aimed at specific industries, i.e., the banking, automotive, and 
technology industries. An advanced cybersecurity infrastructure and augmented AI 
applications are also characteristic of such industries, compared to others. The results 
may therefore not fully indicate the experiences in industries where the extent of 
technological maturity is low or in different organizational environments. 

The other constraint is associated with the differences in the maturity of AI among 
organizations. The AI-based cybersecurity systems are not being applied at the same level 
of maturity and in all the organizations. Individuals will be engaged in work with both 
highly advanced AI tools and with more simple systems. Such differences can impact the 
perception of AI abilities and trust and utility, and it is hard to come to a unified 
conclusion. 

Finally, there is no representation of other stakeholders such as AI system developers, 
policymakers, or those who do not use computers in the literature. Consequently, the 
analysis is based mostly on the experiences of cybersecurity professionals and fails to 
comprehensively reflect a wider ecosystem within which AI-based cybersecurity systems 
are being created and deployed. 

However, together with these limitations, the study possesses certain advantages as it is 
conceptualized and implemented in the real context of AI perception and consumption in 
terms of cybersecurity. The qualitative approach will allow probing into the professional 
perceptions in greater detail and give a feeling of deep and rich perceptions that may 
otherwise not be available in quantitative studies. 

7.5 Future Research 

Formulating the limitations and findings of this work, a few recommendations on the 
directions of future research could be established. Among the key fields, the discovery of 
the use of AI in industries with less adoption of AI is one of them. Even though this 
research will focus on the relatively advanced industries in terms of cybersecurity, the 
scope that could be targeted in the future research is the operations of organizations with 
limited resources or less technologically advanced relationships towards AI-based 
cybersecurity systems. This would give a more in-depth insight into AI utilization in 
various organizational settings. 
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The other potential pathway is the quantitative validation of the themes that are 
discovered in the current study. The generalizability of the results that relate to trust, 
human-AI interaction, and decision-making can be tested in future studies by employing 
the use of surveys or large-scale data collection methods. The gaps that the qualitative 
information would leave would be filled in by using quantitative methods based on the 
identification of trends among larger populations of individuals as well as across 
industries. 

Longitudinal studies are also required to study the dynamics of the development of trust 
in AI. Building trust will not be a given but will steadily improve with further experience 
with AI-based cybersecurity systems. Further studies could track the evolution of 
confidence of professionals over time through increased experience with artificial 
intelligence devices with regard to system performance, transparency, and organizational 
supportive nature. Such research would provide more information about the interplay of 
trust and its role in affecting the adoption of AI. 

The second point needing emphasis in future research is taking into consideration the 
developer and system design perspectives. The manner in which AI-based cybersecurity 
systems are designed, trained, and used may provide a valuable insight into how AI-based 
cybersecurity systems may impact professional practice. The consideration of the opinion 
of the developers and designers can create a bridge between the decisions taken when 
designing a system and the user experience that can be addressed in the research 
conducted in the future. 

Last, the possible implications of greater automation and the possible transition to 
completely autonomous systems should be studied in the future. Due to the continuous 
advancement of AI technologies, it may be necessary to reduce the number of humans 
involved in the process of making a decision. This would necessitate a study to ascertain 
the risks, benefits, and ethical impacts of such developments, particularly in a high-stakes 
domain like cybersecurity. This entails the consideration of the issues that are related to 
accountability, transparency, and the potential loss of human skills. 

In conclusion, future research efforts need to enhance the methodology and scope of 
research on AI in cybersecurity. The future work could be a continuation of the current 
research, exploring more contexts, involving different research methods, and applying a 
range of perspectives to bring in a wider scope of knowledge on human-AI interaction in 
organizations. 

 
 

 

 
 

 

48 



References 
 

1.​ Barton, R., Prasad, P. W. C., Seher, I., & Elchouemi, A. (2024). Artificial 
intelligence (AI) in cybersecurity and inhibitors to AI adoption. In 2024 
International Conference on Intelligent Education and Intelligent Research 
(IEIR) (pp. 1–10). https://doi.org/10.1109/IEIR62538.2024.10959777 

2.​ Benbya, H., Pachidi, S., & Jarvenpaa, S. L. (2021). Special Issue Editorial: 
Artificial Intelligence in Organizations: Implications for Information Systems 
Research. Journal of the Association for Information Systems, 22(2), 281–303. 
https://doi.org/10.17705/1jais.00662 

3.​ Braun, V., & Clarke, V. (2006). Using thematic analysis in psychology. 
Qualitative Research in Psychology, 3(2), 77–101. 
https://doi.org/10.1191/1478088706qp063oa 

4.​ Cohen, D., Te’eni, D., Yahav, I., Zagalsky, A., Schwartz, D., Silverman, G., 
Mann, Y., Elalouf, A., & Makowski, J. (2025). Human–AI enhancement of cyber 
threat intelligence. International Journal of Information Security, 24, Article 99. 
https://doi.org/10.1007/s10207-025-01004-4 

5.​ Dattijo, A., & Jo, S. (2025). Human strategic innovation against AI-based 
cybersecurity systems: Analyzing how humans develop and implement novel 
strategies that exploit AI limitations. Discover Artificial Intelligence, 5, 321. 
https://doi.org/10.1007/s44163-025-00439-x 

6.​ Desai, B., Patil, K., Mehta, I., & Patil, A. (2024). Explainable AI in 
cybersecurity: A comprehensive framework for enhancing transparency, trust, 
and human-AI collaboration. In 2024 International Seminar on Application for 
Technology of Information and Communication (iSemantic) (pp. 135–150). IEEE. 
https://doi.org/10.1109/iSemantic63362.2024.10762690 

7.​ Faraj, S., Pachidi, S., & Sayegh, K. (2018). Working and organizing in the age of 
the learning algorithm. Information and Organization, 28(1), 62–70. 
https://doi.org/10.1016/j.infoandorg.2018.02.005 

8.​ Fereday, J., & Muir-Cochrane, E. (2006). Demonstrating rigor using thematic 
analysis: A hybrid approach of inductive and deductive coding and theme 
development. International Journal of Qualitative Methods, 5(1), 80–92. 
https://doi.org/10.1177/160940690600500107 

9.​ Ghwanmeh, S., Mahfuri, M., Almajed, R., Alhasan, W., Salahat, M., Lee, J. H., & 
Ghazal, T. M. (2024). Transforming cybersecurity in the digital era: The power of 
artificial intelligence. In Proceedings of the 2nd International Conference on 
Cyber Resilience (ICCR). https://doi.org/10.1109/ICCR61006.2024.10533072 

10.​ Glikson, E. & Woolley, A.W. (2020) Human Trust in Artificial Intelligence: 
Review of Empirical research, Academy of Management Annals, 14(2), pp. 
627–660. https://doi.org/10.5465/annals.2018.0057. 

11.​ Guest, G., Bunce, A., & Johnson, L. (2006). How many interviews are enough? 
An experiment with data saturation and variability. Field Methods, 18(1), 59–82. 
https://doi.org/10.1177/1525822X05279903 

49 

https://doi.org/10.1109/IEIR62538.2024.10959777
https://doi.org/10.17705/1jais.00662
https://doi.org/10.1191/1478088706qp063oa
https://doi.org/10.1007/s10207-025-01004-4
https://doi.org/10.1007/s44163-025-00439-x
https://doi.org/10.1109/iSemantic63362.2024.10762690
https://doi.org/10.1016/j.infoandorg.2018.02.005
https://doi.org/10.1177/160940690600500107
https://doi.org/10.1109/ICCR61006.2024.10533072
https://doi.org/10.5465/annals.2018.0057
https://doi.org/10.1177/1525822X05279903


12.​ Guzman Camacho, N. (2024). The role of AI in cybersecurity: Addressing threats 
in the digital age. Journal of Artificial Intelligence General Science (JAIGS), 
3(1). https://doi.org/10.60087/jaigs.v3i1.75 

13.​ Jalali, M. S., Siegel, M., & Madnick, S. (2019). Decision-making and biases in 
cybersecurity capability development: Evidence from a simulation game 
experiment. Journal of Strategic Information Systems, 28(1), 66–82. 
https://doi.org/10.1016/j.jsis.2018.09.003 

14.​ Karunamurthy, A. (2023). Human-in-the-loop intelligence: Advancing AI-centric 
cybersecurity for the future. Quing International Journal of Multidisciplinary 
Scientific Research and Development, 2(3), 20–43. 
https://doi.org/10.54368/qijmsrd.2.3.0011 

15.​ Kellogg, K. C., Valentine, M. A., & Christin, A. (2020). Algorithms at work: The 
new contested terrain of control. Academy of Management Annals, 14(1), 
366–410. https://doi.org/10.5465/annals.2018.0174 

16.​ Klein, H. K., & Myers, M. D. (1999). A set of principles for conducting and 
evaluating interpretive field studies in information systems. MIS Quarterly, 23(1), 
67–93. https://doi.org/10.2307/249410 

17.​ Malatji, M. (2025). Augmented intelligence framework for human–artificial 
intelligence teaming in cybersecurity. Human-Centric Intelligent Systems, 5, 
151–180. https://doi.org/10.1007/s44230-025-00103-8 

18.​ Malterud, K., Siersma, V. D., & Guassora, A. D. (2016). Sample size in 
qualitative interview studies: Guided by information power. Qualitative Health 
Research, 26(13), 1753–1760. https://doi.org/10.1177/1049732315617444 

19.​ Myers, M. D., & Newman, M. (2007). The qualitative interview in IS research: 
Examining the craft. Information and Organization, 17(1), 2–26. 
https://doi.org/10.1016/j.infoandorg.2006.11.001 

20.​ Myers, M. D., & Venable, J. R. (2014). A set of ethical principles for design 
science research in information systems. Information & Management, 51(6), 
801–809. https://doi.org/10.1016/j.im.2014.01.002 

21.​ Oh, S., & Shon, T. (2023). Cybersecurity issues in generative artificial 
intelligence. In Proceedings of the International Conference on Platform 
Technology and Service (PlatCon). 
https://doi.org/10.1109/PLATCON60102.2023.10255179 

22.​ Orlikowski, W. J., & Baroudi, J. J. (1991). Studying Information Technology in 
Organizations: Research Approaches and Assumptions. Information Systems 
Research, 2(1), 1–28. https://doi.org/10.1287/isre.2.1.1 

23.​ Parlapalli, V., Jayaram, V., Aarella, S. G., Peddireddy, K., & Palle, R. R. (2024). 
Enhancing cybersecurity: A deep dive into augmented intelligence through 
machine learning and image processing. In Proceedings of the International 
Workshop on Artificial Intelligence and Image Processing. 
https://doi.org/10.1109/IWAIIP58158.2023.10462845 

24.​ Pollini, A., Callari, T. C., Tedeschi, A., Ruscio, D., Save, L., Chiarugi, F., & 
Guerri, D. (2022). Leveraging human factors in cybersecurity: An integrated 
methodological approach. Cognition, Technology & Work, 24(2), 371–390. 
https://doi.org/10.1007/s10111-021-00683-y 

50 

https://doi.org/10.60087/jaigs.v3i1.75
https://doi.org/10.1016/j.jsis.2018.09.003
https://doi.org/10.54368/qijmsrd.2.3.0011
https://doi.org/10.5465/annals.2018.0174
https://doi.org/10.2307/249410
https://doi.org/10.1007/s44230-025-00103-8
https://doi.org/10.1177/1049732315617444
https://doi.org/10.1016/j.infoandorg.2006.11.001
https://doi.org/10.1016/j.im.2014.01.002
https://doi.org/10.1109/PLATCON60102.2023.10255179
https://doi.org/10.1287/isre.2.1.1
https://doi.org/10.1109/IWAIIP58158.2023.10462845
https://doi.org/10.1007/s10111-021-00683-y
https://doi.org/10.1007/s10111-021-00683-y


25.​ Rai, A., Constantinides, P., & Sarker, S. (2019). Editor’s comments: 
Next-generation digital platforms: Toward human–AI hybrids. MIS Quarterly, 
43(1), iii–ix. https://doi.org/10.25300/MISQ/2019/431E0 

26.​ Roch, N., Sievers, H., Schöni, L., & Zimmermann, V. (2024). Navigating 
autonomy: Unveiling security experts’ perspectives on augmented intelligence in 
cybersecurity. In Proceedings of the Symposium on Usable Privacy and Security 
(SOUPS 2024). https://doi.org/10.3929/ethz-b-000674517 

27.​ Roldán-Molina, G., Almache-Cueva, M., Silva-Rabadao, C., Yevseyeva, I., & 
Basto-Fernandes, V. (2017). A comparison of cybersecurity risk analysis tools. 
Procedia Computer Science, 121, 568–575. 
https://doi.org/10.1016/j.procs.2017.11.074 

28.​ Sarker, I. H. (2021). Machine learning: Algorithms, real-world applications and 
research directions. SN Computer Science, 2, 160. 
https://doi.org/10.1007/s42979-021-00592-x 

29.​ Sarker, I. H. (2022). AI-based modeling: Techniques, applications and research 
issues towards automation, intelligent and smart systems. SN Computer Science, 
3, 158. https://doi.org/10.1007/s42979-022-01043-x 

30.​ Saunders, M. N. K., Lewis, P., & Thornhill, A. (2023). Research methods for 
business students (9th ed.). Pearson. 

31.​ Schlette, D., Caselli, M., & Pernul, G. (2021). A comparative study on cyber 
threat intelligence: The security incident response perspective. IEEE 
Communications Surveys & Tutorials, 23(4), 2474–2498. 
https://doi.org/10.1109/COMST.2021.3117338 

32.​ Taye, M. M. (2023). Understanding of machine learning with deep learning: 
Architectures, workflow, applications and future directions. Computers, 12(5), 
91. https://doi.org/10.3390/computers12050091 

33.​ Walsham, G. (1995). Interpretive case studies in IS research: nature and method. 
European Journal of Information Systems, 4(2), 74–81. 
https://doi.org/10.1057/ejis.1995.9 

34.​ Walsham, G. (2006). Doing interpretive research. European Journal of 
Information Systems, 15(3), 320–330. 
https://doi.org/10.1057/palgrave.ejis.3000589 

35.​ Yeoh, W., Wang, S., Popovič, A., & Chowdhury, N. H. (2022). A systematic 
synthesis of critical success factors for cybersecurity. Computers & Security, 118, 
102724. https://doi.org/10.1016/j.cose.2022.102724 

 
 

 

 

51 

https://doi.org/10.25300/MISQ/2019/431E0
https://doi.org/10.3929/ethz-b-000674517
https://doi.org/10.1016/j.procs.2017.11.074
https://doi.org/10.1007/s42979-021-00592-x
https://doi.org/10.1007/s42979-022-01043-x
https://doi.org/10.1109/COMST.2021.3117338
https://doi.org/10.3390/computers12050091
https://doi.org/10.1057/ejis.1995.9
https://doi.org/10.1057/palgrave.ejis.3000589
https://doi.org/10.1016/j.cose.2022.102724


Appendix  

Appendix A: Report on the use of generative artificial intelligence 

in master thesis  

Purpose of Generative AI Use 

We used generative AI tools, specifically ChatGPT and Microsoft Copilot, as support 
throughout the thesis process. They were mainly used to help develop ideas, structure 
different sections, and improve clarity in our writing. We also used them to explore how 
to formulate research questions, refine arguments, improve wording, and make the overall 
flow of the text more coherent. In the later stages, they were helpful for reviewing 
phrasing and keeping the tone and structure consistent. 

Extent of Generative AI Use 

Generative AI was used selectively rather than throughout the entire thesis process. We 
mainly used it during the writing and editing stages, especially to improve clarity and 
help organize the content. It was not used to generate empirical data, carry out analysis, or 
develop the core findings of the study. All coding, interpretation, and analytical work 
were done independently by us. 

Impact of Generative AI Use 

The use of generative AI helped us improve the clarity, structure, and overall readability 
of the thesis. It was useful for refining the language and exploring different ways of 
expressing ideas. At the same time, using it required careful judgment. Not all of the 
suggestions were suitable or matched what we wanted to say, so everything had to be 
reviewed and adjusted. This made it clear that we needed to stay in control of the writing 
process at all times. 

Personal Contribution 

The main intellectual work of the thesis was conducted independently by the researchers. 
This includes the formulation of the research problem, development of the theoretical 
framework, research design, data collection, coding, analysis, and interpretation of 
findings. Generative AI tools were used only as support, and all outputs were reviewed, 
edited, and integrated by the researchers. The final content reflects the authors’ own 
critical thinking and academic judgment. 
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Ethical Considerations of Generative AI Use 

We made sure to use privacy settings and available data protection features to reduce any 
risks related to how data might be stored or reused. At the same time, all suggestions 
generated by AI were carefully reviewed and adjusted when needed to make sure they 
were accurate and did not introduce bias or misunderstandings. Generative AI was used 
only as a support during the writing process and not as a substitute for our own thinking 
or analysis. All key parts of the study, including the research design, data analysis, and 
interpretation of the findings, were carried out by us. The use of AI was handled 
transparently and followed the university’s guidelines and ethical standards. 

Appendix B: Description of the Work Division Between the 
Authors 

General Description of Collaboration 

The authors collaborated closely throughout the entire process of planning, researching, 
and finalizing this master’s thesis. At the beginning of the project, the research direction, 
timeline, and core conceptual ideas were established jointly. To manage the workflow 
efficiently, the initial drafting of specific chapters was divided based on individual 
strengths and research interests, but all major decisions were made as a team. Formulating 
the central research questions and deciding on the theoretical focus were collaborative 
efforts. 

Communication was ongoing, constant, and maintained through informal messages, 
alongside occasional emails to stay organized. The authors regularly held video calls to 
adjust sections of the document together, evaluate progress, and write key sections. Direct 
and constant communication was also maintained with the supervisor, Sarfraz Iqbal. 
Whenever he provided feedback or suggested changes, the authors met to discuss and 
implement those adjustments together as a team. 

Division of Work Across the Thesis Work 

While the independent drafting of specific chapters was divided, the empirical core and 
final structure of the thesis were approached as a joint effort. Both authors took part in the 
initial literature sourcing phase to retrieve relevant articles from academic databases. For 
the data collection, the authors divided the qualitative interviews between themselves, 
with each author taking responsibility for transcribing their respective set of interviews. 

Following the data collection, the authors met on video calls and used the software tool 
Taguette to analyze and code the transcripts together. Through this shared process, the 
codebook was built, the main themes were identified, and the Empirical Findings chapter 
and final Conclusions were co-written. The authors also jointly compiled, formatted, and 
verified the final reference list. 
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The main responsibilities were divided as follows: 

●​ Joint Work: Literature sourcing, conducting interviews, managing 
transcriptions, empirical data analysis and coding, writing the Conclusions, 
handling References, implementing supervisor feedback adjustments, and 
performing minor edits to between the respective individual sections. 

●​ Author A: Abstract, Introduction, Literature Review chapter, Appendices, and 
the text formatting of the thesis document. 

●​ Author B: Theoretical Framework chapter, the Methodology chapter and the 
Empirical Findings chapter. 

Individual Contributions 

Author A 

Author A was responsible for establishing the foundation of the study, conducting the 
comprehensive review of previous research, managing the structural integration of the 
text, and compiling the supplemental materials. Specific contributions include: 

●​ Abstract & Introduction: Writing the Abstract and the Introduction chapter to 
define the background, problem statement, purpose, and research questions of the 
study. 

●​ Literature Review: Organizing, structuring, and writing the Literature Review 
chapter to map out previous academic studies regarding AI's evolving role in 
threat detection and incident response operations. 

●​ Document layout & Appendices: Compiling the final appendices and managing 
the editorial layout of the thesis, ensuring structural, visual, and typographical 
consistency across all chapters to align with institutional formatting guidelines. 

Author B 

Author B was responsible for building the study's theoretical foundation and detailing the 
structural methodology. Specific contributions include: 

●​ Theoretical Framework: Reviewing and writing the Theoretical Framework 
chapter to establish how the chosen theories address the socio-technical aspects 
of cybersecurity and professional judgment. 

●​ Methodology: Drafting the Methodology chapter to explicitly detail the 
qualitative research design, constructivist epistemology, participant selection 
criteria, data collection processes, and ethical considerations. 

Statement of Agreement 

The authors agree that this description accurately and fairly reflects how the work was 
divided and what each author contributed to this thesis. Both authors have reviewed and 
approved this appendix. 
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Appendix C: Consent Form 

Consent form for taking part in a study about “The role of artificial 
intelligence in cybersecurity threat detection and incident response: A 

qualitative study of professional perceptions and decision-making” 

This qualitative study explores how cybersecurity professionals (such as analysts, 
engineers, and managers) perceive, interpret, and use artificial intelligence (AI)-based 
systems within everyday organizational operations. Adopting an Information Systems 
perspective, the core research aim is to understand how these intelligent tools influence 
professional judgment, trust calibration, and socio-technical workflows during the 
detection and mitigation of security incidents.  

By signing this consent form, you approve that data provided by you is processed within 
the frame of the study described above. You can withdraw your consent at any time by 
contacting one of the contact persons below. In that case, the data will not be saved or 
processed any longer without other lawful basis. 

The data that will be collected from you includes audio recordings and verbatim text 
transcriptions from a semi-structured interview, lasting approximately 45 to 60 minutes, 
alongside contextual researchers field notes. The data will be processed and analyzed for 
the purposes of completing a master’s thesis and may also be used for related academic 
publications based on the thesis.  

Access to the data will be limited to the student(s) conducting the research, the thesis 
supervisor, and the examiner. The data will be stored securely and handled in accordance 
with applicable data protection regulations. The data will not be retained indefinitely. 
Once it is no longer needed for the purposes described above, it will be securely deleted 
or anonymized. 

You always have the right to request information about what has been registered about 
you and to comment on the processing of the data that has been collected by contacting 
one of the contact persons below or the higher education institution’s personal data 
ombudsman on dataskyddsombud@lnu.se. Complaints that cannot be solved in dialogue 
with Linnaeus University can be sent to the Swedish Authority for Privacy Protection. 

  

………………………………​………………………………​
Signature​​​City and date 

  

……………………………… ​
Name in block letters 

  

Contact information:  
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Student’s name: Lana León​
Student’s email address: ll224rh@student.lnu.se 

Student’s name: Aleksandra Wojtkiewicz​
Student’s email address: aw223cz@student.lnu.se 

Supervisor’s name: Sarfraz Iqbal​
Supervisor’s email address: sarfraz.iqbal@lnu.se 

Examiner’s name: Jaime Campos​
Examiner’s email address: jaime.campos@lnu.se 

 

Appendix D: Overview of Themes, Categories, Codes, and 
Illustrative Quotations 

This appendix presents the final themes, categories, codes, and selected empirical quotations 
generated through the thematic analysis. The appendix is provided to ensure transparency and 
traceability between the empirical material and the analytical findings. 

Table D1: Themes, Categories, and Codes + Researcher 

Theme Category Code Researcher 

1. AI as Augmenting 
Human Expertise in 
Cybersecurity 
Decision‑Making 

Human 
Interpretation and 
Investigative 
Judgment 

1.​ Threat Severity Assessment Lana 

  2.​ False Positive Identification Lana 

  3.​ AI as Initial Triage 
Mechanism 

Lana 

  4.​ Experiential Judgment in 
Investigation 

Lana 

 AI as Analytical 
Support 

5.​ AI as Analytical Support Tool Lana 

  6.​ AI‑Dependent Trust 
Limitation 

Lana 

  7.​ Human‑AI Collaborative 
Work 

Lana 
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 Structured Human 
Control over 
Automation 

8.​ Human‑in‑the‑loop Control Aleksandra 

  9.​ Human Override Authority Aleksandra 

  10.​ AI as Decision Support Aleksandra 

2. Trust in AI as a 
Calibrated Process 

Trust as Conditional 
and 
Experience‑Based 

11.​ Gradual Trust Development Lana 

  12.​ Experience‑Driven Trust 
Adjustment 

Lana 

 Risk, Error, and 
Uncertainty in AI 
Use 

13.​ AI Hallucination Awareness Lana 

  14.​ AI Misclassification Risk Lana 

  15.​ AI‑Induced Operational 
Failure 

Lana 

  16.​ AI Efficiency vs Risk 
Trade‑off 

Lana 

  17.​ Automation Risk Awareness Lana 

 AI Distrust for 
Autonomy 

18.​ AI Distrust for Autonomy Aleksandra 

3. AI Structuring 
Attention and Workflow 

AI Structuring 
Attention and 
Decision Context 

19.​ AI‑Enabled Alert 
Prioritization 

Lana 

  20.​ AI‑Driven Attention Shaping Lana 

  21.​ AI Framing of Situations Lana 

 AI‑Driven 
Transformation of 
Work Practices 

22.​ AI‑Driven Work Acceleration Lana 

 Socio‑Technical 
Workflow 
Embedding 

23.​ AI‑Supported Triage Aleksandra 

  24.​ AI‑Pervasive Monitoring Aleksandra 
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  25.​ AI Anomaly Detection Aleksandra 

  26.​ AI‑Driven Correlation Aleksandra 

  27.​ Hybrid Rule‑AI-based 
cybersecurity systems 

Aleksandra 

  28.​ AI Scalability Advantage Aleksandra 

  29.​ Time Pressure in Response Aleksandra 

4. Human Accountability 
and Governance 
Constrains 

Human 
Accountability and 
Decision Authority 

30.​ Human Accountability 
Retention 

Lana 

  31.​ Responsibility Retention Lana 

 Organizational 
Security and 
Governance 
Structures 

32.​ Governance‑Controlled AI 
Use 

Aleksandra 

  33.​ Multi‑layer Access Control Lana 

  34.​ Highly Regulated 
Environment 

Lana 

  35.​ Restricted Organizational 
Access 

Lana 

  36.​ Extreme Access Barriers Lana 

  37.​ Continuous System 
Monitoring 

Lana 

 Governance, Risk, 
and AI Constraints 

38.​ Data Sensitivity Prioritization Lana 

  39.​ Data Leakage Risk Aleksandra 

  40.​ AI Feedback Restriction Aleksandra 

  41.​ Vendor‑Dependent AI 
Capability 

Aleksandra 

 Operational 
Limitations and AI 
Adoption Gaps 

42.​ Conservative Automation 
Adoption 

Aleksandra 
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  43.​ AI‑Enabled Automation 
(Limited) 

Aleksandra 

  44.​ False Positive Overload Aleksandra 

  45.​ Persistent Manual Workload Aleksandra 

  46.​ AI Absence in Practice Aleksandra 

  47.​ AI Potential Gap Aleksandra 

  48.​ Organizational Fragmentation Aleksandra 

Table D2: Codebook with Definitions and Supporting Quotations 

Code Definition Supporting Quotation 

1. Threat Severity Assessment Professionals evaluate and 
classify the severity of threats 
before taking action. 

“When we receive an alert, the 
first thing we do is understand 
what type of threat it is. Because 
it’s not the same to be attacked 
by for example a sniper with a 
rifle from another building, than 
to have a kid throwing stones at 
your window, right? So what we 
do first, is that we measure the 
level of the attack. If it’s 
something like a sniper, we shut 
everything down, we block 
access completely until we 
understand what’s happening. 
But if it’s something like the kid 
throwing stones, then we create a 
patch, monitor it, and make sure 
everything stays stable.” (P1) 

2. False Positive Identification AI-based cybersecurity systems 
frequently flag non-threatening 
behavior as suspicious. 

“Sometimes the AI flags 
something that looks serious at 
first, like a suspicious activity or 
so, but when you actually 
investigate it, it turns out to be 
normal behavior. For example, 
when a client logs in from 
another country, or they are using 
a new device, or accessing the 
system at an unusual time. The 
system might see that as risky, 
but for us it’s about 
understanding the context. If we 
trusted the system completely 
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without checking, we would end 
up blocking real users all the 
time, and that would create a lot 
of problems, for the bank and for 
the clients.” (P3) 

3. AI as Initial Triage 
Mechanism 

AI outputs are used as starting 
points for investigation rather 
than final decisions. 

“Yes, so for us, AI is more like a 
first filter, yes? It tells you, 
‘okay, look here first, this might 
be important’, but it does not tell 
you what the final decision 
should be. That part is still on us. 
We have to investigate, 
understand, and then decide what 
to do, with human eyes, so to 
speak.” (P3) 

4. Experiential Judgment in 
Investigation 

Professional intuition and 
experience guide deeper 
investigation beyond AI outputs. 

“There are cases where you see 
an alert and something just does 
not feel right. Even if the system 
is flagging it as critical, you look 
at it and think, okay, this does not 
fully make sense… So then you 
go deeper. You start checking 
logs, user history, patterns, 
previous activity… and 
sometimes you realize that what 
the system suggested is not 
actually accurate. That’s where 
experience really matters, 
because you start recognizing 
patterns that the system does not 
fully understand.” (P3) 

5. AI as Analytical Support Tool AI is used to assist professional 
analysis rather than replace 
expertise. 

“For me, AI is like a calculator. 
As a mathematician, I could do 
everything by hand, but it would 
take too long. So I use tools. AI 
is the same. It does not replace 
understanding, it just helps you 
get there faster, and you need to 
know how to use it properly to 
get the answer you’re looking 
for.” (P2) 

6. AI-Dependent Trust 
Limitation 

AI is useful but cannot be fully 
trusted without human 
understanding. 

“Correct, in the end, AI helps a 
lot. But you still need to 
understand what you’re doing. 
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It’s not something you can just 
trust blindly.” (P2) 

7. Human-AI Collaborative Work Professionals interact with AI as 
a collaborative tool rather than a 
fully trusted system. 

“So in practice, you don’t fully 
trust the system. You kind of 
work with it… I question it, and 
try to verify what it’s telling me 
as much as possible.” (P4) 

8. Human-in-the-loop Control A human analyst must review 
and validate AI outputs. 

“We have always, always a 
human in the loop… we need to 
have someone reviewing and 
acknowledging that it is true or 
needs revision.” (P6) 

9. Human Override Authority Humans retain the right to 
overrule AI outputs. 

“If something feels off… I’m not 
shy about overriding the AI, 
because at the end of the day, I’m 
responsible.” (P8) 

10. AI as Decision Support AI provides guidance but final 
decisions remain human. 

“AI can be a help to give us a 
direction… but in the end… the 
human… needs to take the 
decision.” (P6) 

11. Gradual Trust Development Trust in AI-based cybersecurity 
systems develops progressively 
through repeated interaction. 

“Trust is something that builds 
over time… you start relying on 
it more… but even then, you 
should never fully trust it.” (P3) 

12. Experience-Driven Trust 
Adjustment 

Increased experience leads to 
more critical evaluation of AI 
outputs. 

“As you gain experience, you 
start questioning it more… you 
develop your own judgment.” 
(P3) 

13. AI Hallucination Awareness Professionals recognize that AI 
can generate incorrect outputs. 

“Oh for sure, AI hallucinates 
constantly. It gives wrong 
information… everything has to 
be verified always.” (P1) 
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14. AI Misclassification Risk AI-based cybersecurity systems 
can incorrectly classify threats. 

“The system detected the bank’s 
own employees as a threat… it 
shut everything down.” (P1) 

15. AI-Induced Operational 
Failure 

Incorrect AI outputs can lead to 
serious consequences. 

“Reports generated with AI… 
caused serious legal and 
organizational problems.” (P1) 

16. AI Efficiency vs Risk 
Trade-off 

AI increases efficiency but 
introduces risk. 

“It included a financial amount 
with two extra zeros… it could 
have ruined the bank.” (P2) 

17. Automation Risk Awareness Awareness of risks from 
automated actions. 

“You don’t want to shut down 
something critical… just because 
of a false alert.” (P4) 

18. AI Distrust for Autonomy Low trust in fully autonomous 
AI-based cybersecurity systems. 

“We have not gone to automation 
because we do not trust that yet.” 
(P6) 

19. AI-Enabled Alert 
Prioritization 

AI filters and prioritizes alerts. “We get a ranked list of alerts… 
helps me decide where to focus 
first.” (P8) 

20. AI-Driven Attention Shaping AI directs what professionals 
focus on first. 

“Your attention is already guided 
by the system.” (P4) 

21. AI Framing of Situations AI influences how situations are 
interpreted. 

“The system… frames the 
situation… and that affects how 
you interpret what is going on.” 
(P4) 

22. AI-Driven Work Acceleration AI increases speed of work 
processes. 

“Something that used to take 
months can now take days or 
even hours.” (P1) 

23. AI-Supported Triage AI reduces workload in initial 
analysis. 

“AI’s role… is to help filter out 
noise and highlight signals.” (P8) 
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24. AI-Pervasive Monitoring AI operates continuously across 
systems. 

“It’s actually happening 24-7… 
monitoring the network and 
systems.” (P5) 

25. AI Anomaly Detection AI identifies abnormal behavior. “Somebody just suddenly plugs 
in a USB… that is anomaly 
detection system in action.” (P5) 

26. AI-Driven Correlation AI connects events across 
systems. 

“Connect the dots between 
different alerts… paints a bigger 
picture.” (P8) 

27. Hybrid Rule-AI-based 
cybersecurity systems 

Combination of rule-based and 
AI-based cybersecurity systems. 

“Rule-based learning is also part 
of AI… a ton of rule-based 
systems are also in place.” (P5) 

28. AI Scalability Advantage AI handles large-scale data 
efficiently. 

“We inject more than a million 
rows per day… nobody can read 
that manually.” (P5) 

29. Time Pressure in Response Need for rapid response due to 
attack speed. 

“The shortest intrusion… is now 
below the minute… you need to 
respond quickly.” (P10) 

30. Human Accountability 
Retention 

Responsibility remains with 
human professionals. 

“At the end of the day, the 
responsibility is always on the 
professional.” (P1) 

31. Responsibility Retention Final accountability remains 
human despite AI influence. 

“If the system suggests 
something… it’s still your 
responsibility.” (P4) 

32. Governance-Controlled AI 
Use 

AI use is regulated through 
organizational structures. 

“We are reviewing the use 
cases… to approve or decline.” 
(P6) 
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33. Multi-layer Access Control Data access is controlled through 
layered authorization. 

“I need authorization from 
multiple different people… many 
layers of control.” (P1) 

34. Highly Regulated 
Environment 

Cybersecurity operates under 
strict regulatory frameworks. 

“Banks are probably the most 
regulated environments you can 
work in.” (P2) 

35. Restricted Organizational 
Access 

Organizational systems enforce 
strict access controls. 

“Everything goes through 
internal systems, platforms, 
approvals…” (P2) 

36. Extreme Access Barriers Access requires extensive 
approvals and procedural steps. 

“After two weeks, I couldn’t 
access the file.” (P2) 

37. Continuous System 
Monitoring 

Systems continuously track 
activity and behavior. 

“Everything is monitored… 
everything is observed 24/7.” 
(P2) 

38. Data Sensitivity Prioritization Threat severity depends on 
sensitivity of targeted data. 

“The biggest risk is when it 
involves our clients… we could 
lose trust completely.” (P1) 

39. Data Leakage Risk Risk of exposing sensitive data 
through AI-based cybersecurity 
systems. 

“Risk for leakage of the 
information.” (P6) 

40. AI Feedback Restriction Prevention of AI learning from 
internal data. 

“We are always disabling the 
feedback loop…” (P6) 

41. Governance-Controlled AI 
Use 

AI usage controlled through 
formal structures. 

“Reviewing the use cases… 
recommend approval or decline.” 
(P6) 

42. AI Cross-Verification 
Practice 

Use of multiple AI-based 
cybersecurity systems to validate 
outputs. 

“We usually check 3 or 4 
different AI tools…” (P1) 
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43. AI System Construction Professionals design AI 
operational boundaries. 

“We define the parameters… the 
walls of the box where it exists.” 
(P2) 

44. AI-Supported Alert 
Monitoring 

AI continuously generates alerts. “The system is constantly 
generating alerts…” (P3) 

45. Automation-Oriented Role 
Design 

Roles focused on designing 
automated systems. 

“I’m actually building the 
systems that respond…” (P4) 

46. Automated Incident 
Response Actions 

AI executes predefined 
automated actions. 

“It can block the user or the 
device…” (P4) 

47. Defined Automation 
Boundaries 

Clear distinction between 
automated and human-controlled 
actions. 

“We define very clearly what the 
system is allowed to do…” (P4) 

48. Push Toward AI Autonomy Organizational push toward 
increasing AI control. 

“There is definitely a constant 
push toward giving more control 
to AI…” (P2) 
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Appendix E: Interview Guide 

Interview Guide 

Method: Semi-structured interview 

 

Introduction and Consent 

●​ Purpose: understand how cybersecurity professionals experience and interpret 
AI-based cybersecurity systems in threat detection and incident response. 

●​ Participation is voluntary; can stop at any time. 
●​ Confirm informed consent and permission to record. 
●​ Assure confidentiality and anonymization. 

Section 1: Professional Context  

●​ Can you briefly describe your role in cybersecurity and your responsibilities 
during security incidents? 

●​ How long have you worked in cybersecurity? 
●​ Do you primarily work with threat detection, incident response, or both? 

Section 2: Incident Response Workflow 

●​ When a cybersecurity alert or potential threat appears, can you walk me through 
what typically happens from detection to the final response decision? (High-level, 
no sensitive details.) 

●​ During the process you described, at what point do AI-based cybersecurity 
systems become involved, and what role do they play in the incident response 
process? 

 
Section 3: AI in Practice 

●​ What types of AI-based cybersecurity systems or functionalities do you interact 
with in your work? (For example: anomaly detection, alert scoring, prioritisation, 
correlation, recommended actions.) 

●​ How are AI-based cybersecurity systems integrated into your workflow or team 
processes? 

●​ Has the way you work with these tools changed over time? If yes, what 
influenced that change? 

Section 4: Benefits and Limitations 

●​ What benefits do you see in using AI in your work? 
●​ What limitations or challenges have you experienced? 
●​ Can you describe a situation where AI support worked particularly well? 

(Generalised example.) 
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●​ Can you describe a situation where AI created difficulty, confusion, or extra 
work? (Generalised example.) 

Section 5: Decision-Making and Professional Judgment  

●​ When the system flags a potential security threat, what is the first thing you 
personally look at? 

●​ How do you usually evaluate whether an AI-generated alert represents a real 
security risk? 

●​ Do you usually follow AI recommendations, question them, override them, or 
combine them with your own judgment? 

●​ How do AI-based cybersecurity systems influence decision-making during 
cybersecurity incidents? 

●​ Can you describe a situation where your judgment differed from what the AI 
system suggested? (Generalised example.) 

○​ Probe: Could you briefly describe a recent or typical incident where AI 
played a noticeable role in your decision-making? (Keep it high-level.) 

Section 6: Trust, Transparency, and Responsibility  

●​ How would you describe your relationship with the AI-based cybersecurity 
systems you use, in terms of trust or reliance? 

●​ What factors increase or decrease your trust in these systems? 
●​ When the system explains why it flagged something, does that affect your trust or 

decision-making? What happens when it does not provide an explanation? 
●​ When AI contributes to a decision, how is responsibility usually understood or 

discussed within your team? 

Section 7: Closing  

●​ Overall, how has AI changed cybersecurity work in your organization? 
●​ What would make AI-based cybersecurity systems more effective or safer in your 

work? 
●​ Is there anything important about working with AI in cybersecurity that we have 

not discussed? 
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